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Abstract: It is commonly assumed that “free” mobile
apps come at the cost of consumer privacy and that pay-
ing for apps could offer consumers protection from be-
havioral advertising and long-term tracking. This work
empirically evaluates the validity of this assumption by
comparing the privacy practices of free apps and their
paid premium versions, while also gauging consumer ex-
pectations surrounding free and paid apps. We use both
static and dynamic analysis to examine 5,877 pairs of
free Android apps and their paid counterparts for dif-
ferences in data collection practices and privacy policies
between pairs. To understand user expectations for paid
apps, we conducted a 998-participant online survey and
found that consumers expect paid apps to have bet-
ter security and privacy behaviors. However, there is no
clear evidence that paying for an app will actually guar-
antee protection from extensive data collection in prac-
tice. Given that the free version had at least one third-
party library or dangerous permission, respectively, we
discovered that 45% of the paid versions reused all of
the same third-party libraries as their free versions, and
74% of the paid versions had all of the dangerous per-
missions held by the free app. Likewise, our dynamic
analysis revealed that 32% of the paid apps exhibit all
of the same data collection and transmission behaviors
as their free counterparts. Finally, we found that 40%
of apps did not have a privacy policy link in the Google
Play Store and that only 3.7% of the pairs that did re-
flected differences between the free and paid versions.
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1 Introduction

Mobile app marketplaces offer consumers a large selec-
tion of products: as of 2019, the Google Play Store of-
fers approximately 2.8M Android apps [5], while Apple’s
App Store lists approximately 2.2M iOS apps [9]. Many
apps are available free of charge, while others require
consumers to pay a one-time fee to download them:
roughly 4.4% of apps in the Google Play Store require
payment [44], as compared with 6% of iOS apps [31].

Common app pricing models include free, paid,
“freemium,” and “paidmium” [46]. Free apps are avail-
able to download and do not offer in-app purchases,
while paid apps require the user to pay for the initial
download. The “freemium” model raises revenue pri-
marily from in-app purchases, while the app itself is free
to install. Likewise, the “paidmium” model also relies on
in-app purchases, though the app itself also costs.

In aggregate, free apps attract over 10 times the
volume of downloads as paid apps [34]. Developers of
free apps rely on methods to generate revenue besides
directly collecting money from paying consumers, such
as partnering with advertising networks to serve ads to
users. In 2015, the annual net-to-publisher revenue de-
rived from mobile in-app advertising worldwide was $40
billion and is projected to be $117 billion in 2020 [4].

It has become apparent that users often trade their
privacy for these “free” apps [8]. The question, how-

ever, remains unanswered for paid apps: are consumers
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of paid apps truly safe from extensive user profiling and
tracking? Users paying for apps expect them to be of
higher quality compared to free versions [33], and a com-
mon selling point to that end is the removal of ads in
paid versions. Even media outlets have reinforced these
consumer expectations, stating that paid apps have bet-
ter security and privacy assurances than free apps [3].
The lack of ads, however, might give false assurance that
these apps are free of extensive data collection, a prac-
tice often associated with user tracking for the purpose
of ad targeting. That is, even if an app does not display
ads, it could still perform invasive tracking for the pur-
pose of serving highly-targeted ads in other apps. This
could be through the use of “free” third-party services,
like game engines and social networking platforms (i.e.,
services that typically perform aggressive personal data
collection [35, 39]), or trading personal data through
data brokers [51].

Meanwhile, regulators have been pushing tech com-
panies for increased transparency about their data col-
lection practices. In a recent landmark ruling against
Google, the French data regulator, CNIL, levied a 50
million Euro fine for a breach of the European Union
(EU) General Data Protection Regulation’s (GDPR)
transparency and informed consent requirements con-
cerning data collection for personalized ads [11]. Sub-
sequently, underscoring American frustration with the
abuse of consumer data by large technology companies,
the Federal Trade Commission (FTC) approved a $5
billion fine against Facebook for its misuse of users’
personal information—marking the largest fine levied
by the federal government against a tech giant [21].
The recently passed California Consumer Privacy Act
(CCPA) [43] further exemplifies rising regulatory and
public concern surrounding consumers’ ability to make
informed decisions about their digital safety.

Exploring if app behaviors comport with user expec-
tations can inform developers, regulators, policymakers,
and consumers alike. Potentially misleading representa-
tions may run afoul of the FTC’s prohibitions against
deceptive practices and state laws prohibiting unfair
business practices, as well as general privacy regulations,
such as the GDPR and CCPA. Finally, such inquiry can
also inform economic models exploring the viability of
“pay for privacy” consumer protection models [2].

To that end, we explore the facets of consumer ex-
pectation of free and paid apps. We surveyed 998 par-
ticipants about their general expectations for free and
paid apps. Our results clearly indicate that respondents
were more likely to expect better privacy-preserving be-
havior from paid versions of apps, relative to their free
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counterparts. To measure how well these expectations
are met in reality, we sought ground truth by compar-
ing the implementation and data collection practices of
free Android apps and their paid counterparts offered
on the Google Play Store over a corpus of 5,877 pairs of
apps. We measured potential differences and similarities
along four key aspects: third-party libraries—which may
be used for advertising and tracking—bundled within
the apps, the nature of the permissions they access, the
types of sensitive data shared with third-party services,
and differences in privacy policies offered by each ver-
sion of the app.

We acknowledge that our analysis does not consider
or vet any claims (or lack thereof) made by develop-
ers about any privacy advantages their paid apps might
have over free offerings. The scope of this work instead
centers on how free and paid apps themselves differ in
implementation and behavior, and how those observa-
tions comport with consumer expectations.

From our results, we make four key observations
about pairs whose free versions exhibited at least one of
each metric:

—  45% of paid versions include all of the same third-
party libraries as their free versions.

—  74% of paid versions hold all of the same dangerous
permissions (which guard sensitive resources like the
contact list and geolocation) as their free versions.

—  Most of the app pairs lie on either extreme, in which
32% of paid versions exhibit all the same data col-
lection behaviors as the free versions while 52% have
none of them.

— In spite of increasing regulatory pressure to improve
transparency, only 55% of the pairs in our corpus
provided a privacy policy on their app store pages,
and 3.7% of corpus pairs have policies that differ
between the free and paid apps.

2 Related Work

Our research draws on and contributes to relevant prior
work on the analysis of privacy in mobile apps and com-
parisons of free and paid apps. We also place our work in
the context of consumer expectations of privacy online.

2.1 Analysis of Mobile App Privacy

Previous work has analyzed the collection of personal
information through both static and dynamic analy-
sis [1, 10, 24]. Static analysis consists of evaluating soft-
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ware without execution [1, 7], whereas dynamic analysis
focuses on tracking the transmission of sensitive infor-
mation at runtime [10, 36, 40, 50]. Runtime behavior is
often paired with the observation of network traffic to
identify personal data dissemination. To automate the
process of such analysis, researchers have developed sev-
eral tools to not only simulate user interaction, but also
give summaries of network traffic [20, 35, 52]. Both ap-
proaches have been largely used by the research commu-
nity to study, for instance, the dissemination of personal
data [13, 22, 32], malware behavior on Android [25],
and different app ecosystems such as preinstalled soft-
ware [12] or mobile browsers [23, 26].

The methods in this paper combine static and
dynamic analysis methods introduced in previous
work [20, 38], broadening the analysis of mobile apps
by loosening the constraints on our corpus in two key
ways: (1) including both free and paid apps for direct
comparison to one another; and (2) having a broader
scope than apps designed only for children and families.

2.2 Comparison of Free and Paid Apps

Prior research also sought to examine the relationship
between free and paid mobile apps. Researchers have
used static analysis to examine the prevalence of track-
ing libraries and their data collection behaviors in free
and paid apps [41]. Other studies have investigated vul-
nerabilities associated with the maintenance of software
and inclusion of third-party libraries in apps with dif-
ferent monetization models [35, 45].

Earlier works center on a broad comparison of a
body of free apps with a body of paid apps. Our work
offers a novel view on the comparison between free and
paid apps by presenting a precise, side-by-side analy-
sis of specifically constructed pairs of apps: a free app
and its paid “premium” version. Our approach compares
apps that are directly related to one another: the same
general app from the same developer, but offered sepa-
rately as free and paid versions.

2.3 Consumer Expectations and Attitudes

Data Collection and Behavioral Advertising: In
the space of consumer attitudes toward behavioral ad-
vertising, existing work has revealed that while some
users desire the benefits of targeted advertising, a ma-
jority (64%) of the survey participants found the idea
invasive [29]. McDonald and Cranor indicated they
saw “signs of a possible chilling effect with 40% self-
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reporting they would change their online behavior if ad-
vertisers were collecting data.” The same research also
demonstrated that many participants had a poor un-
derstanding of how advertising works on the Internet—
whether that meant the use of cookies, the presence of
behavioral advertising, the usage of tracking and fin-
gerprinting, or the types of legislation and protection
there are for consumers on the Web. Overall, this un-
derscores the gap in consumer understanding in a “pay
for privacy” model, as it was found that while partici-
pants were “comfortable with the idea that advertising
supports free online content, ... they do not believe their
data are part of that exchange.”

Paying for Privacy: Previous work has examined the
value of privacy to consumers and how privacy benefits
could be leveraged as a selling point by businesses [47].
Survey data indicates that consumers place great impor-
tance on having insight and control over how companies
handle their personal data [28]. While some may argue
that consumers today do not care for their privacy, a
past study has shown that half of its participants “dis-
agreed or strongly disagreed that they do not care if
advertisers collect search terms, or if advertisers collect
data about websites visited, both of which occur regu-
larly for behavioral advertising and analytics data [29].”

With growing concern surrounding online privacy,
prior work indicates that some consumers are indeed
willing to pay a premium for products that protect
privacy—conditioned on the privacy benefits being ex-
plicitly listed in a digestible manner for the con-
sumers [47]. To gain improved understanding of users’
perceptions of privacy behaviors of paid and free app
versions, we take a step further and conduct a survey
to study whether advertising apps as “ad-free,” would
lead most consumers to believe that this is synonymous
with “better privacy” or not. With this, we can identify
ways in which the behavior of apps differ from users’ ex-
pectations, ultimately determining if the “ad-free” rep-
resentation misleads consumers.

Likewise, research has shown that developers are
also aware of consumers’ desire for privacy [30]. How-
ever, the same study illuminated a gap between devel-
opers recognizing this demand and actually meeting it
in practice: developers spend little time vetting and con-
figuring the ad networks they integrate into their apps,
opting instead for ad libraries that are popular and easy
to use. Developers frequently accept the default content
and privacy settings of the ad libraries they use, even
if changing the configuration would improve user pri-
vacy (by reducing the ad network’s data collection) or
increase revenue (by increasing the data collection).
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Which of the following, if any, is the paid version of the free app listed above?

Bitwise binary
caleulator

Fig. 1. MTurk task for selecting the paid version of a free app.

3 Methodology

The main objective of this work was to analyze differ-
ences in app execution and privacy practices between
free apps and their respective paid counterparts. Using
a combination of static analysis and dynamic analysis
techniques, we examine the implementation details and
data collection behaviors of 5,877 pairs of free and paid
Android apps, downloaded from the Google Play Store
in April 2019. For the purposes of our study, we de-
fine “free apps” as those that are available for download
for no up-front cost and “paid apps” as those that re-
quire a one-time payment to be downloaded. The paid
apps in our analysis are single discrete app purchases
with no additional payments made. We acknowledge
that apps may employ other monetization strategies,
such as the “fremium” model—in which an app offers
additional features gated behind in-app purchases and
recurring subscriptions, but they are outside the scope
of this study. Our corpus, however, contains 886 pairs
in which at least one of the apps was listed as offering
in-app purchases.

3.1 App Corpus

We formed our app corpus by first scraping the “Top
Free” charts in each of the categories in the Google
Play Store. This provided a collection of the most com-
monly downloaded free apps, for which we attempted to
find their respective paid versions, if any existed. Un-
fortunately, the Google Play Store does not explicitly
associate free apps with their paid counterparts (e.g.,
“Quick PDF Scanner FREE” and “Quick PDF Scan-
ner PRO”), or even indicate if a paid release exists at
all for a given free app. This limitation required us to
manually identify the free/paid pairs necessary for this
analysis. In order to find these pairs at scale, we crowd-
sourced this as a labeling task on Amazon Mechanical
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Turk (MTurk), recruiting 2,944 workers. We presented
workers with a free app drawn from our earlier scrape of
the Google Play Store and a list of all paid apps from the
same developer (Figure 1). The list of paid apps from
the same developer was collected by following the link to
the developer’s catalog, as listed in the free app’s Google
Play Store page. This method is conservative in that it
does not combine multiple developer listings belonging
to the same company; for example, “Comcast” [19] and
“Comcast Cable Corporation, LLC” [18]. Hence, if the
two versions (free and paid) are under different devel-
oper listings, then our approach does not capture such
pairs for the analysis. In order to increase the likelihood
of a valid free/paid pairing for a given task, we only pre-
sented workers free apps whose titles or package names
contained the words “free” or “lite”, as those keywords
suggest that a “paid”, “pro”, or “full” version is likely to
exist. If a free app did not have an apparent paid version
among the choices, then workers were instructed to se-
lect the “Paid version does not exist” option. Each free
app was presented to three different workers, then sub-
sequently adjudicated by researchers for agreement and
correctness. Workers were paid $0.10 for each identified
pair in consensus with the others.

This yielded 7,023 potential pairs for further inspec-
tion. To keep costs manageable, we discarded 182 pairs
whose paid app was priced as more than $10. We also
discarded 680 pairs in which one or both of the apps
were no longer available when we attempted to down-
load them in April 2019. Finally, due to region-locking
or incompatibility with our Nexus 5X test devices, we
were unable to purchase or download apps in 284 pairs.

We ultimately identified, purchased, and down-
loaded a final corpus of 5,877 pairs of free apps and
their paid versions.! We obtained the latest versions of
these apps from the Google Play Store in April 2019,
at an average cost of $2.35 per paid app. Our corpus
represents 3,464 unique developers, and the free apps in
this collection had a median install count of 10,000, as
reported in the Google Play Store.

3.2 Evaluating Apps

We evaluated pairs of free and paid apps along the fol-
lowing dimensions: (1) third-party SDKs; (2) declared
Android permissions; (3) transmissions of sensitive data;
and (4) privacy policies. This approach reveals both the

1 https://raw.githubusercontent.com/catherinehan/free-vs-
paid/master/corpus- pairs.txt
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potential exposure of sensitive data to apps (via bun-
dled third-party code and declared permissions) and the
actual observed data sharing behavior of those apps—
these observations are not meant to be comprehensive,
but are instead bounded by the duration and nature of
inputs during test execution. We measured these using
the following methods:

Static Analysis: We identified third-party SDKs and
declared permissions by directly examining app bina-
ries (APKs) without running them, leveraging existing
tools to perform this static analysis. The Android Asset
Packaging Tool (aapt, included in the Android developer
tools) reports the permissions declared by apps to access
various resources, such as Internet, geolocation services,
and the user’s identity, among others. Our analysis only
considers the dangerous permissions as defined by An-
droid itself [16], which protect access to sensitive system
resources and user data. These declared dangerous per-
missions provide insight on apps’ potential runtime ca-
pabilities. Using aapt permissions reports, we measured
the differences and similarities in declared permissions
within pairs of free and paid apps, revealing the degree
to which paid apps are able to access the same or a
different set of (potentially sensitive) resources as their
free counterparts.

We analyzed APKs for third-party libraries using
both Apktool [48] and LibRadar [27]. Third-party li-
braries are commonly used to expedite software devel-
opment by providing drop-in functionality, like graphics
rendering and crash reporting, as well as ad delivery
and audience analytics. Third-party libraries run with
the same privileges as their host app and are thus able
to collect and transmit sensitive data. We used Apk-
tool to reverse-engineer the class structures of apps; we
then analyzed their outputs to identify what third-party
packages were present (i.e., by disregarding packages
that belong to the core app) and are thus able to access
the same data as the core app.

As third-party libraries can provide a broad range
of functions, we also relied on LibRadar to gain addi-
tional insight into the nature of the third-party libraries
we identified. LibRadar detects and identifies many li-
braries based on stable API features, offering categoriza-
tions of these libraries’ purposes, such as advertisement,
development aid, mobile analytics, payment, social net-
work, and utility. Because most of these categories have
use cases that can be associated with the core app fea-
tures, we focused on categories that could pose privacy
threats, such as advertising and analytics.
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Data Type Description

AAID Android Advertising ID

Android ID Unique ID created at Android setup
GSF ID Google Services Framework ID

HW ID Phone hardware ID (serial number)
IMEI Mobile phone equipment ID

SIM ID SIM card ID

MAC Address MAC address of WiFi interface

Email

Phone #

Latitude, Longitude
Router MAC Address
Router SSID

Email address of phone owner
Mobile phone’s number

User location

MAC addresses of nearby hotspots
SSIDs of nearby hotspots

Table 1. The types of personal information that are detected in
our analysis logs. The top half of the table lists persistent IDs.

Dynamic Analysis: While the static analysis tech-
niques described above aid in determining the poten-
tial behavior of apps, we also utilized dynamic analysis
techniques to observe apps’ actual runtime behaviors.
Using methods derived from prior research [20, 32], we
executed the corpus of apps on Nexus 5X smartphones
that we instrumented with a custom version of the op-
erating system with our own root certificate, perform-
ing MITM on TLS connections. Our system detects
certificate-pinned TLS that it cannot decrypt, but we
found no instances of this in our corpus. This is consis-
tent with prior work [37] showing that TLS-interception
prevention methods, such as cert-pinning, are present
in less than 2% of all apps and is likely only among
large development factories like Google and Facebook.
Our instrumentation captures and records all network
activity and OS activities such as resource usage; how-
ever, our analysis is based on the captured network logs.
These network captures were subsequently analyzed to
determine if and when apps transmitted sensitive data
to remote services. We searched these network captures
for the transmission of sensitive data that can be used
to uniquely track users over time and across different
services: persistent identifiers, such as the Android Ad-
vertising ID (AAID), IMEI and Wi-Fi MAC address, as
well as personally-identifiable information (PII), such as
geolocation data and the device owner’s name, email ad-
dress, and phone number (Table 1 lists all the identifiers
we monitored). We took extra measures beyond naive
string matching to find sensitive data in network traffic:
our analysis also detects string transformations (e.g.,
upper case, lower case, reverse), hashes (e.g., MD5,
SHA-1, SHA-256), and encodings (e.g., Base64) of that
data, and certain combinations thereof.
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This dynamic analysis approach poses a challenge
in that it is often insufficient to simply launch an app
in the instrumented environment. Apps need user input
to progress through different screens and perform a va-
riety of functions that trigger different app behaviors.
We used the Application Exerciser Monkey [17] from
the Android developer toolbox to simulate user input
and automate the dynamic analysis. The Exerciser Mon-
key is a naive input generator that sends pseudorandom
tap and swipe events to the app with no knowledge of
what is displayed on the screen. Prior work on the dy-
namic analysis of children’s apps found that random
input generators reach, on average, 61% of the unique
app screens that a human user would [20]. As such, the
results of our dynamic analysis should be interpreted as
a lower bound with no false-positives and a potentially
high false-negative rate: we are unable to determine if
unobserved behaviors simply did not happen in a given
execution or if they would never happen.

In order to compare the observed behaviors of
free apps to their corresponding paid versions as
fairly as possible, we executed pairs simultaneously on
identically-configured phones with the same Exerciser
Monkey input event sequence (i.e., the Exerciser Mon-
key was given the same seed to generate the input se-
quence). This increases the likelihood that observed dif-
ferences in data collection behaviors arose from imple-
mentation differences, not differences in the inputs.

Although our corpus contained 5,877 pairs of free
and paid apps, we were unable to perform dynamic anal-
ysis on 55 of those pairs because at least one of the apps
either failed to install or caused the test device to crash
when launched. All dynamic analysis results in this re-
search were drawn from the remaining 5,822 pairs that
successfully ran to completion in our test environment.

Privacy Policies: New privacy regulations, like the
EU GDPR, enforce the need for user consent before apps
can collect, treat, or share users’ private data, when
there is not another legal basis. To inform this consent,
users are expected to turn to privacy policies. Privacy
policies should inform users of the different types of data
collected, the usage of this data, and whether apps share
this with any third parties. Since 2004, under the Cal-
ifornia Online Privacy Protection Act (CalOPPA), on-
line services—including mobile apps—that collect per-
sonal information from California consumers have been
required to post privacy policies [42]. To examine this,
we identified app privacy policies using the “Privacy
Policy” link provided in their individual Play Store list-
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ings and downloaded the content of the page at that
link.

In order to identify potential differences between
free and paid apps’ privacy policies, we extracted the
text body of their respective policies, then performed
a text comparison (using diff) between the two. As
this method is prone to false positives, we manually re-
viewed the differences and identified which policies re-
ported more data collection or third-party libraries in
the free version of the apps.

3.3 Consumer Expectations

In addition to examining the differences in behaviors
within pairs of apps, we also wanted to understand con-
sumer expectations surrounding free and paid versions
of apps. To this end, we designed a survey to answer the
following research questions:
Do consumers actually expect better privacy prac-
tices from paid apps, as some experts suggest?
— How does the monetization model of the app (i.e.,
free or paid) affect consumer purchasing decisions?

Survey Flow:

Our survey was composed of several subsections (see
Appendix A): a mix of open-ended responses, multiple-
choice questions, and 5-point Likert scale questions, con-
cluding with a series of demographics questions. The
main focus of the survey was to present participants
with a hypothetical paid “ad-free” version of a desir-
able free app, then surveying their expectations for how
the paid version might differ from the existing free ver-
sion. To that end, after obtaining their consent, we pre-
sented participants with a list of the most popular free
apps: Amazon, Facebook, Instagram, Lucky Go, Pan-
dora, Snapchat, and TikTok. We asked them to imag-
ine that they were setting up a phone anew, and thus
must pick which of these apps they would be most likely
to install. Those who reported none of the above were
disqualified from proceeding.

On the next page of the survey, we presented par-
ticipants with two mocked-up Google Play Store list-
ings for their selected app and asked which they would
be most likely to install: (A) the free version or (B)
a hypothetical paid version—priced at $0.99—that was
advertised as being “ad-free” (Figure 2). We random-
ized whether the free version was labeled as A or B,
but re-coded this so that in our analysis App A always
refers to the free version, while App B refers to the paid
version. After participants indicated their preferred ver-
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Fig. 2. Participants were shown Play Store listings of their chosen
app (in this example, Instagram) as two versions: (A) the free
version and (B) a hypothetical paid “ad-free” version.

sion and entered their reasoning in an open-ended text
field, we asked participants, “In what way, if any, would
you expect the above two apps to differ?” Responses to
this question were also collected using an open-ended
text field. Following best practices for grounded theory
coding, the open-ended responses were coded by two re-
searchers who collaborated on a master codebook, and
then proceeded to code all of the responses indepen-
dently, ultimately meeting to agree on the final codes.
After participants answered these questions, they
proceeded to the next page of the survey, where they
were asked, “In what ways do you believe a user’s per-
sonal data would be treated differently between the two
apps?” They responded using another open-ended text
field. Following this question, we asked participants to
answer several Likert-scale questions using the follow-
ing 5-point scale: “Definitely A (1),” “Likely A (2),”
“Equally A and B (3),” “Likely B (4),” and “Definitely
B (5).” with respect to specific privacy and security-
related practices. For example, participants were asked
to choose which app they believed was more likely to
share their data with third-party services, advertisers,
and law enforcement agencies. They were also asked to
choose which app they believed was more likely to com-
ply with privacy laws and regulations. The survey then
concluded with demographic questions.
Recruitment: We recruited 1,085 participants from
the Prolific Academic survey platform, limiting partic-
ipation to those within the U.S. and having a 95% or
greater approval rating. We conducted our study during
December 2019, though we piloted an earlier version of
the survey with 1,100 participants (we do not report on
those responses in this paper). Of the final 1,085 partic-
ipants that we recruited, we disqualified 87, resulting in
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a final sample of 998 responses. Our sample was gender-
balanced, with 48% self-identifying as male; the median
reported age was 34, with the reported ages ranging
from 18 to 79. In addition, approximately 60% of our
sample had at least a bachelors’ degree, and 48% of our
sample reported themselves as single (see Appendix B
for further demographic details).

The survey took under five minutes to complete, for
which we compensated participants $1.00 for their time.
Study procedures, the recruitment posting, and consent
form were reviewed and approved by the University of
California, Berkeley institutional review board.

4 Limitations

We acknowledge that our app analysis is not fully
comprehensive, which is largely due to various mobile
software development techniques. Recent research has
shown some third-party libraries and app developers
circumvent the Android permission system, whether
through coordination with higher-privileged apps or
through bugs in the Android platform [38]. Our static
analysis only considered the permissions explicitly de-
clared by apps, not whether apps attempt to gain access
to resources for which they do not have privileges. Addi-
tionally, our analysis of third-party libraries did not at-
tempt to identify obfuscated libraries: that is, libraries
whose names have been stripped of identifying infor-
mation and replaced with generic symbols at compile
time (e.g., com.adnetwork.sdk becoming a.b.c). This
information was used to determine which third-party li-
braries in free apps were also present in paid versions.
As such, we believed that it was more prudent to disre-
gard obfuscated libraries in order to avoid falsely con-
cluding that an obfuscated library in the free app was
indeed the same as another obfuscated library in the
paid app. From our corpus of 5,877 pairs, obfuscated li-
braries were present in 645 pairs, accounting for 11% of
the free and paid pairs we analyzed. Hence, our analysis
yields a lower bound of third-party libraries found.
The dynamic analysis relied heavily on a random
input generator to drive apps and execute different
functions. While we made a best effort to ensure that
the free and paid versions of a given app were run
as identically as possible—by executing the two ver-
sions on two identically-configured phones, both receiv-
ing the same input sequences, and performing the tests
simultaneously—we note that this does not guarantee
that differences in observed behaviors came solely from
how the two versions were implemented. The free and
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paid version of a given app could, for example, have
subtle UI differences between them and could therefore
proceed down entirely different execution paths, even
under the same input sequence. Likewise, app execu-
tion may not be entirely deterministic: for instance, apps
may communicate with different ad networks depending
on the state of the marketplace at any given time, due
to the effects of real-time and parallel bidding [6].

We imposed a $10 price cap when purchasing paid
apps, as some apps were unreasonably costly (e.g., more
than $100) and thus had few actual downloads. Under
this policy, we excluded 182 valid pairs identified in the
MTurk matching task. We acknowledge the possibility
of bias in our results arising from this price cap. We
believe, however, that any such bias would be minimal.
Our analysis mainly presents aggregate results. Even if
we had included all 182 overpriced pairs, they would
only represent a 3% expansion of the corpus, and the
remaining 5,877 pairs that comprise our corpus would
dominate the findings. One aspect in which our analysis
may be incomplete due to this is in evaluating the spe-
cific privacy characteristics of paid apps above the price
cap; for example, a professional software tool compared
to its feature-limited free version.

We investigate the differences between free and paid
apps with respect to how they are implemented and
how they behave at runtime. This analysis uses obser-
vations in free apps as a baseline: all pairwise compar-
isons presented are conditioned on the free app having at
least one observation for any of the corresponding met-
rics; therefore, we disregard pairs in which the free app
had no third-party packages, no permission requests, or
shared no sensitive data with a remote service, respec-
tively. Note that there were indeed observations along
these dimensions that were exclusive to the paid app
within a pair. For example, a paid app may have used a
third-party library that was not found in the free app.
We discuss these in addition to the pairwise results.

4.1 Declared Android Permissions

The Android permission system serves to protect user
privacy by requiring apps to hold appropriate permis-
sions to use various device capabilities (e.g., Inter-
net connectivity and persistent disk storage) and ac-
cess sensitive user data (e.g., phone number, unique
identifiers, and geolocation). The Android Open-Source
Project (AOSP) defines a set of default Android permis-
sions that should be supported by every Android Play
Protect-certified device [12]. Android has designated dif-
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Dangerous Permissions Declared (n=2,887 pairs)
No Overlap

Some Overlap

B Complete Overlap

16% 10%

Fig. 3. Frequency of dangerous Android permissions in common
between free and paid versions, given that the free version had at
least one dangerous permission.

Table 2. Dangerous permissions declared by free apps, paid apps,
and both, from corpus N = 5,877 pairs

Dangerous permission Only in  Both free  Only in

free and paid paid
WRITE_EXTERNAL_STORAGE 325 1835 107
READ_EXTERNAL_STORAGE 128 706 76
READ_PHONE_STATE 209 559 53
ACCESS_FINE_LOCATION 136 409 72
ACCESS_COARSE_LOCATION 208 328 54
CAMERA 21 262 33
GET_ACCOUNTS 68 259 49
RECORD_AUDIO 22 231 21
READ_CONTACTS 4 77 6
READ_CALENDAR 3 48 6
WRITE_CALENDAR 3 47 7
CALL_PHONE 3 32 3
WRITE_CONTACTS 1 27 3
BODY_SENSORS 0 5 0
RECEIVE_MMS 0 1 0
RECEIVE_SMS 0 1 0
RECEIVE_WAP_PUSH 0 1 0
PROCESS_OUTGOING_CALLS 0 0 1

ferent security levels to permissions based on their risk.
A subset of them, are labeled as dangerous because they
guard sensitive functionality that directly affects user
security and privacy [14]. Apps that attempt to access
resources guarded by these dangerous permissions must
prompt the user for approval before they can do so.
We focus our study primarily on dangerous permissions
given their potential impact on users’ privacy.

5 App Behavior

Out of our corpus of 5,877 pairs, 2,887 (49%) contained
free apps that declared at least one Android-defined
dangerous permission. In 74% of these pairs, the cor-
responding paid version (Figure 3) declared the same
dangerous permissions as the free version. That is, when
a free version holds privileges to access sensitive device
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Third-Party Packages (n=5,680 pairs)

No Overlap Some Overlap [l Complete Overlap

6% 49%

Fig. 4. Frequency of third-party package reuse among free/paid
pairs, where the free app had at least one third-party package.

resources and user data, its corresponding paid version
has the same capabilities nearly % of the time. The most
common dangerous permissions shared by both free and
paid versions of an app were those to use shared—
amongst all other apps with the permission—disk stor-
age, get information about the phone’s state (e.g., phone
number, cellular network information, call status), and
access the device’s geolocation (Table 2).

We also observed 350 pairs in which the paid apps
held dangerous permissions not declared by their re-
spective free versions. As before, the most common dan-
gerous permissions held exclusively by paid apps were
those to access shared disk space, which is notable as
this is a known side channel for circumventing the per-
mission system [38]. Taken together with the high like-
lihood that a paid app will have all the same dangerous
permissions as its free counterpart, these findings sug-
gest that paying for an application does not guarantee
a reduction in users’ exposure to data collection, and in
some cases could even increase their exposure via access
to shared disk space.

5.1 Bundled Third-Party Packages

The use of third-party code is common practice in soft-
ware engineering to expedite development. In mobile
apps, third-party libraries allow for pre-built function-
ality like graphics rendering, advertising, or analytics.
Third-party code bundled in apps gains the same priv-
ileges as the host app, including permissions.

Of the 5,877 pairs in our corpus, 5,680 (97%) had
at least one third-party package in the free version ac-
cording to LibRadar [27]. Of these (Figure 4), we ob-
served that 45% of paid apps contained the same third-
party libraries as the free versions, while only 6% of
paid apps showed no third-party libraries carried over
from the free version. The remaining 49% of paid apps
had varying degrees of third-party library reuse from
the free version to the paid version. This suggests that
paid apps are likely to contain most, if not all, of the
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same third-party libraries as the free versions. This may
leave paying consumers exposed to the same potential
for third-party data collection as found in free apps. Al-
though we acknowledge that our static analysis does not
account for third-party libraries included but not actu-
ally executed (i.e., dead code), these results show that
developers have little motivation to remove externally-
produced code in paid apps.

Based upon the library categorizations of LibRadar,
we analyzed the types of third-party libraries present
in free and paid versions of apps, focusing our atten-
“Ad-
vertisement” and “Mobile Analytics.” Focusing on ad-

tion on libraries associated with labels such as

vertising libraries specifically, LibRadar detected at
least one ad library present in either the free or
paid release (or both) in 3,043 pairs (52% of the
overall corpus). The most commonly observed ad-
vertising library was com.google.ads at 2,623 (45%
of the entire corpus) occurrences within our cor-
pus, followed by com.unity3d.ads, com.mopub, and
com.chartboost.sdk, with 237, 235, and 234 occur-
rences, respectively. Of those pairs, there were 2,918
(50% of the entire corpus) free apps where ad libraries
were detected, while 1,488 (25%) paid apps were found
to contain ad libraries; there were 1,320 (22%) pairs
where there was at least one advertising library that
was present in both the free and the paid version. Fur-
thermore, 209 paid apps even bundled at least one ad-
vertising library that was not present in the free coun-
terparts, suggesting that some paid apps will not only
share some of the same advertising libraries included in
the free version, but also introduce new ones.
Analytics libraries are also known to collect a wide
array of information about users [35]. Our data, how-
ever, showed that analytics libraries are less prevalent
than ad libraries across all pairs. Only 831 (14% of
the entire corpus) pairs had at least one analytics li-
brary in either version of the pair. The most common
analytics library was com.flurry.android (owned by
Verizon) followed by com.crashlytic.android (owned
by Google) and com.google.analytics. Overall, 754
(13%) free versions had an analytics library and 86%
of their paid counterparts shared at least one analyt-
ics library with their free version. We also found that
96 paid versions introduced at least one new analytics
library which was not present in the free version.
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Data Leaks and Destinations (n=1,599 pairs)

No Overlap Some Overlap [l Complete Overlap

92% 16% 32%

Fig. 5. How often paid apps shared the same sensitive data with
the same destinations as their free versions, if the free version
exhibited that behavior.

5.2 Network Transmissions

Third-party services bundled in apps routinely collect
data about users and their devices [20, 35]. For example,
crash reporting services might gather hardware specifi-
cations and usage telemetry to help developers debug
their apps, along with users’ unique identifiers. Like-
wise, advertising networks collect persistent identifiers
and personal information to better match users with ads
relevant to their interests (commonly known as “ad tar-
geting”). The data collected by a given third-party could
also be packaged and traded with other organizations,
including data brokers [35, 51].

Our dynamic analysis environment captured all net-
work traffic—including TLS-protected transmissions—
originating from and received by the apps we tested. We
used these network captures to identify when apps share
sensitive data (e.g., persistent identifiers and personal
information) and to where that data is sent. We also
mapped domains to organizations using the methodol-
ogy proposed by Razaghpanah et al. [35].

There were 1,599 (27%) pairs from our corpus of
5,877 in which the free app transmitted sensitive data
to remote servers over the Internet. Among these pairs,
we identified how many of their corresponding paid ver-
sions also sent the same pieces of information to the
same destinations (Figure 5). For example, we noted
when paid app Y sent location data to somedomain.com
and whether that behavior was observed in its corre-
sponding free app X. Our analysis, however, omitted
transmissions to IP addresses that were not resolved to
domain names, and all resolved domains were converted
to second-level domains. In 516 (32%) of these pairs, we
found the paid app transmitted all the same pieces of
sensitive data to the same destinations as what was ob-
served in the free app. An additional 255 (16%) of pairs
showed the paid app exhibiting some of their respective
free apps’ data collection behaviors. While further anal-
ysis is needed to determine the purpose and necessity
of sending this data with respect to apps’ core func-
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Destinations with Sensitive Data (n=1,599 pairs)

No Overlap Some Overlap [l Complete Overlap

50% 14% 36%

Fig. 6. How often paid apps shared any sensitive data with the
same destinations as their free versions, if the free version exhib-
ited that behavior.

tionality, the most frequently-observed sensitive data
type shared by both free and paid apps were those that
enable persistent tracking—i.e., Advertising ID in 651
pairs (41%), Android ID in 570 pairs (36%), IMEI in 65
pairs (4%) and Location in 39 pairs (2%).

Using the 771 pairs in which the paid app transmit-
ted at least some of the same data to the same destina-
tions as the free version, we examined if these transmis-
sions were more (or less) likely to use TLS in the paid
version, as compared to the free version. There were 250
free apps that sent sensitive data using a mix of unen-
crypted and TLS-protected transmissions, and 521 that
sent data using TLS only. Likewise, there were 257 paid
apps using mixed transmissions, and 514 that used TLS
exclusively. 758 of these pairs (98%) had no difference in
TLS use (or mixed-use) between the free and paid apps.
In 3 pairs, the paid app improved on the free version by
using TLS in all observed transmissions. In 10 pairs, the
paid app was observed sending some unencrypted data
when its free version only used TLS transmissions.

We also considered the destinations themselves that
received various types of sensitive data: given that the
free version transmitted sensitive data to a particular
domain, we measured how frequently the corresponding
paid version transmitted sensitive data (of any type)
to the same destination as well (Figure 6). The non-
empty set of pairs (2%) that shifted from having no
sensitive transmissions in common between the free and
paid versions (when we earlier required the destinations
and data types to match) to having some overlap. This
suggests that there are cases where free and paid ver-
sions collect different kinds of data for the same service.

We further investigated the particular domains that
lie on the two extreme ends of observed data sharing
over the Internet. In particular, we observed which do-
mains are more likely to receive data from both the paid
and the free versions, versus those more likely to be re-
mowved or deactivated in the paid version. We narrowed
the search to those domains receiving persistent identi-
fiers, a type of PII, which allow users to be tracked over
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Table 3. Third-party domains contacted by at least 50 pairs, and which tended to be deactivated in the paid version. In brackets, we
report the parent company when it is different from the domain name.

Domain name Purpose Only in  Both free All identifiers Immutable IDs
free and paid %free %paid %free  Y%paid
adadapted.com Advertising / Analytics 117 1 98 2 0 0
adcolony.com Advertising 94 16 96 17 5 0
adjust.com Advertising 85 14 96 15 3 1
adrta.com (Pixalate) Advertising / Anti-fraud 139 1 94 2 0 0
adsmoloco.com Advertising / User engagement 121 1 69 3 0 0
adsrvr.org (theTradeDesk) Advertising 72 3 84 2 0 0
amazon-adsystem.com (Amazon)  Advertising 117 3 61 0 21 0
applovin.com Advertising / User engagement 93 20 85 18 1 0
appsflyer.com Analytics / Attribution 108 22 92 18 1 2
chartboost.com Advertising 118 41 90 30 85 29
criteo.com Advertising 195 4 93 2 0 0
kochava.com Advertising 47 2 92 7 5 1
manage.com (Criteo) Advertising 73 0 61 1 0 0
mopub.com (Twitter) Advertising 112 9 57 7 12 5
sitescout.com (Centro) Advertising 124 1 96 2 0 0
startappservice.com (StartApp) Advertising 58 1 76 1 10 0

Table 4. Third-party domains contacted by at least 50 pairs, and which tended to remain active in the paid version. In brackets, we

report the parent company when it is different from the domain name.

Domain name Purpose Only in  Both free All identifiers Immutable IDs

free and paid %free %paid Y%free Y%paid
coronalabs.com Development framework / Analytics 9 47 36 34 36 34
crashlytics.com (Alphabet)  Crash reporting / Analytics 60 346 38 39 30 31
facebook.com Social networking / Advertising / Analytics 106 220 68 48 0 0
flurry.com (Verizon) Analytics 14 34 76 76 76 76
google-analytics.com Analytics 35 73 13 12 13 12
unity3d.com Game engine / Advertising / Analytics 89 252 89 73 79 70

time and across services. We report on domains that re-
ceived data from at least 50 pairs. We counted whether
the domain was observed only in the free version or
both. Table 3 shows the domains that were most likely
to be deactivated in the paid version. Table 4 shows the
domains that were likely to remain in the paid version
based on observed network transmissions. We did not
observe any domains contacted by more than one app
pair that were more likely to be exclusive to the paid
version. As with the earlier analysis, we converted fully-
qualified domain names to second-level domains (e.g.,
mpx .mopub.com and ads.mopub.com are both counted
as mopub. com.

In Tables 3 and 4, we also characterize the use of
persistent identifiers by these domains. For each do-
main, we report the percentage of free and paid apps
that sent persistent identifiers, such as e-mail or adver-
tising ID, as well as the percentage that sent immutable

(i.e., non-trivially resettable) persistent identifiers, such
as the device’s IMEI or Android ID. These percentages
are relative to the total number of pairs for which at
least one app in the pair communicated with the par-
ticular domain.

Table 4 presents a subset of third-party domains
that received persistent identifiers from apps in our
study. This list contains only domains contacted by apps
from at least 50 different pairs and that tend to remain
in the paid version. This means that more free/paid
pairs communicated with these domains in the paid
version than exclusively in the free version. Unity is a
game engine with associated advertising and analytics
capabilities, and we see that it sends the Android ID,
the AAID, the IMEI, and the Wi-Fi MAC addresses
in free and paid versions of apps. Likewise, Crashlytics
is a Google-owned event-reporting service that typically
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collects both the Android ID and AAID, and sometimes
the device serial number and precise geolocation, as well.

Nearly half of the paid apps had a varying degree
of overlap with their free versions, in terms of their ex-
filtration of PII to third parties. These behaviors might
be viewed as privacy violations, if consumers expect the
paid version to be more privacy-protective. Our traf-
fic analysis, however, paints a gloomy picture: there is,
again, no guarantee that by paying for a mobile app,
it will be less intrusive and more privacy-protective in
terms of sharing data with third parties.

5.3 Popular Paid Apps

There were 27 paid apps in our corpus with high down-
load counts (i.e., 500K+ Google Play Store installs).?
These popular pairs are similar to the corpus as a whole.
For highly-downloaded pairs whose free app had at least
one dangerous permission (N = 23), 70% of the paid
apps declared all the dangerous permissions from the
free app, 26% had some, and 4% had none. For third-
party packages (N = 25), 48% of the paid apps had all
the free version’s packages and 52% had some. And, for
free apps that transmitted at least one sensitive data
type (N = 20), we observed 40% of paid versions shar-
ing all the same data to the same destinations, 25% with
some of the same sharing behaviors, and 35% with none.

We the Google Play Store list-
ings for these popular paid apps and found that

examined

certain apps tout being ad-free as one of the
benefits

me .dreamsky . leagueofstickmanzombie (1M+ installs)

of paying for the app. The paid app
lists “No advertisiment [sic]” among the “privileges
of this version”? Still, we observed that it trans-
mitted all the same tracking data as its free coun-
terpart: the Android ID to chartboost.com, and
the AAID to adcolony.com,
vungle.com, among others. Similarly, the paid app

facebook.com, and
se.maginteractive.rumble (500K+ installs) also says
it’s an “ad-free premium experience™ yet its APK
contains some of the same ad libraries as its free

2 https://raw.githubusercontent.com/catherinehan/free-vs-
paid/master/popular-pairs.txt

3 https://raw.githubusercontent.com/catherinehan/free-vs-
paid/master/me.dreamsky.leagueofstickmanzombie-20200213-
playstore.png

4 https://raw.githubusercontent.com/catherinehan/free-
vs-paid/master/se.magicinteractive.rumble-20200213-
playstore.png
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Dangerous Permissions Declared (n=144 pairs)

No Overlap Some Overlap [l Complete Overlap
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(a) Dangerous Permissions in DFF
Third-Party Packages (n=387 pairs)

No Overlap Some Overlap [l Complete Overlap

43%

(b) Bundled Third-party Libraries in DFF

Destinations with Sensitive Data (n=133 pairs)
No Overlap

53%

Some Overlap [l Complete Overlap
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(c) Network Sharing in DFF

Fig. 7. Designed for Family (COPPA) Analysis

version: com.unity3d.ads, com.adcolony.sdk, and

com. inmobi. sdk, etc.

5.4 COPPA Compliance

In the United States, data collection in children’s apps is
governed by the the Children’s Online Privacy Protec-
tion Act (COPPA) [49], which has similar provisions to
the European Union General Data Protection Regula-
tion’s children’s provisions (“GDPR-K”). Both require
parental consent prior to many types of data collection.
Prior research has examined how mobile apps meant
for children comply with COPPA [20]. While that work
found widespread potential COPPA violations in free
apps for children, it did not examine any paid apps,
much less compare them to their free counterparts.

We examine apps that are subject to COPPA and
analyze how the paid and free versions differ in their
implementation and behavior. From the 5,877 free/paid
app pairs in our corpus, we searched for pairs in which
both versions were listed as “Designed for Families”
(DFF) on the Google Play Store. App developers listing
their software under the DFF program must state that
their apps are compliant with COPPA [15]. We found
387 pairs of apps in the DFF program, for which we
repeated the analysis presented in the previous subsec-
tions. While determining legal liability under COPPA is
well beyond the scope of this work, we compare the free
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and paid versions in terms of their declared dangerous
permissions (Figure 7a), bundled packages (Figure 7b),
and network transmissions (Figure 7c).

Under all three analyses, the majority of the paid
versions had at least some degree of overlapping behav-
ior with their free versions, if not identical. While hav-
ing the same third-party libraries or sharing data with
the same remote domains are not COPPA violations
by themselves, prior research has shown widespread po-
tential violations [20] arising from these types of data
collection behaviors. Given these observations, it is un-
likely that paid versions of DFF apps differ from their
free counterparts in terms of data access and collection,
and thus, paid versions are unlikely to be better than
free versions in terms of protecting children’s privacy.

5.5 Privacy Policies

Many new privacy regulations (e.g., GDPR, CCPA,
etc.) require app developers to post privacy policies that
disclose apps’ data collection and processing practices.
The Google Play Store allows developers to link apps’
privacy policies in their public listings. We implemented
a crawler to automatically fetch the privacy policies for
apps in our corpus. While 6% of the apps were no longer
listed in the Google Play Store at the time of the crawl,
we found that 40% of the remaining available apps did
not have a privacy policy link in their Google Play Store
listing. Additionally, for 5% of the available apps, pri-
vacy policy links were provided, but resulted in HTTP
404 errors. Ultimately, we were only able to download
privacy policies for 55% of the corpus still listed in the
Google Play Store. These results alone illustrate how
impractical it is to expect users to use privacy policies
to make informed decisions about their online privacy:
almost half of app developers are likely not meeting their
legal obligations to post those policies.

Of the 5,877 pairs in our corpus, 2,646 pairs (45%)
had separate policies for the paid and free version. In
order to examine differences in each pair of policies, we
first performed a diff on the policy text, and then man-
ually examined the differences. We labeled policies to
highlight the differences in behavior on the free and paid
version, such as requesting more permissions, accessing
more types of personal data, or adding new third-party
libraries. We discarded the pairs in which the only dif-
ference between the two policies was the stated name
of the app (e.g., Privacy Policy for App Lite and Pri-
vacy Policy for App Pro). We also eliminated pairs in
which the privacy policy for one of the apps led to an
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Table 5. Differences found in the privacy policy of the free ver-
sion of an app pair

Differences observed in the privacy # of apps
policy of the free version (% of total)
Has more 3rd parties and gets more data 47 (1.8%)
Has more 3rd parties 43 (1.6%)
Gets more data 5 (0.2%)
Request more permissions 1 (0.1 %)

entirely different document; for instance, links leading
to the terms of service, or a FAQ.

Out of the remaining 2,499 pairs, 92 (3.7%) con-
tained differences in the privacy policies of the free and
paid version of the app, Table 5 shows the type of dif-
ferences observed in the policies of the free app in com-
parison with its paid counterpart. We also searched the
policies for mentions of COPPA, GDPR, or CCPA to
determine if app publishers take privacy legislation into
account when informing users of their rights. Only 1%
of the apps directly mentioned at least one of these laws.

The analysis of inconsistencies between the privacy
policies and the behavior of a given app is beyond the
scope of this study. In fact, a majority of free and paid
app pairs lack privacy policies for at least one of the
apps. Furthermore, we acknowledge that our methods
do not take into account the possibility that a single
policy discloses behaviors for both free and paid ver-
sions (i.e., in different sections within the same text),
so further text similarity analysis is required.

6 Consumer Expectations Survey

Prior research has shown that consumers value privacy
and prefer control over how companies handle their per-
sonal data [28]. This, coupled with the assumption that
consumers can avoid the “hidden cost” of a free app by
purchasing the paid version, suggests that consumers
believe in a “pay for privacy” model of the app ecosys-
tem. We examined this by testing whether consumers
are likely to believe that free and paid versions of the
same app offer the same privacy and security protec-
tions. To that end, we constructed a survey with a mix
of open-ended, multiple-choice, and 5-point Likert scale
questions, followed by a set of demographics questions.

To probe further into consumers’ expectations of
free and paid app behavior, we asked participants to
choose an app that they would be likely to install, and
then showed them Google Play Store listing mockups for
free and paid versions of their chosen app. Overall, 387
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participants (38.8% of 998) indicated that they would
prefer to install the hypothetical paid version of the app,
often citing the removal of ads as the primary incentive.
Next, we asked participants, in what way, if any,
they would expect the two apps to differ. A signifi-
cant majority (85.8%) mentioned the inclusion or exclu-
sion of ads between versions. One participant stated, “I
would expect App A [free version] to have ads within the
app, and I would expect App B [paid version] to not have
any ads” (P77). This reflects the sentiment of the ma-
jority of participants, who correctly expected the paid
version to be ad-free compared to its free counterpart.
Their expectations about what this meant, in practice,
can be further subdivided into sentiments related to an-
noyance and privacy:
“I would expect app B to run better and not track my
data for advertising purposes since I paid to avoid
them.”
—  “The first one would show ads which would take
longer to view my content on Facebook since I have
to wait for the ad to be over.”

A minority mentioned differences in app features
(2.3%): “I would expect App A to contain obnoxious ads
and potentially mine personal data to provide those ads.
I’d expect App B to be a smoother user experience.” A
common functionality difference was a better user ex-
perience and Ul to interact with the app.

To probe further on their expectations on user
tracking, we asked participants if they believed that
a user’s personal data would be treated differently
between the two apps. Many participants (28.7% of
998) believed that there would be a difference between
the two apps. While explaining how they perceive the
difference, about half of these participants mentioned
user tracking (46.0%) and targeting for advertisements
(56.5%) as ways that the free version would differ from
its paid counterpart. Many participants explicitly asso-
ciated the presence of ads with a degree of tracking and
data collection they would expect from an app:

“Without ads I would assume that an ad free version

wouldn’t really have as much use for my personal

data because it isn’t trying to sell me anything.”

- “I believe App A’s user data may be sold to adver-
tisers to target ads, App B’s information would less
likely be sold as it’s ad free.”

Thus, without the visual cue of an ad, users are likely
to incorrectly assume that their personal information is
not being collected.
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Using a Likert scale, we asked participants to quan-
titatively express their expectations on the data collec-
tion behaviors between the free and paid versions of
their chosen app.® Overall, we observed that partic-
ipants expected better privacy and security practices
from the paid version of the app. Because our sample
size was so large, every comparison was statistically sig-
nificant, which is why a more meaningful statistic is the
effect size. In order of decreasing effect size, we found
that participants expected that the paid app is:

— less likely to “share your data with advertisers”
(Z =18.086, p < 0.0005, r = 0.573)

— less likely to “share your data with third-party ser-
vices” (Z = 15.305, p < 0.0005, r = 0.485)

— less likely to “use your data for secondary purposes”
(Z =14.008, p < 0.0005, r = 0.444)

— less likely to “access more resources than it needs
for its functionality (i.e., more permissions)” (Z =
10.797, p < 0.0005, r = 0.342)

— more likely to “have effective privacy controls (fea-
tures that allow you to specify which data types
you do not want the app to collect)” (Z = 10.024,
p < 0.0005, r = 0.317)

— more likely to “no longer retain your data after
you uninstall the app” (Z = 9.947, p < 0.0005,
r = 0.315)

— less likely to “retain your data when no longer
needed for the functionality of the app” (Z = 9.577,
p < 0.0005, r = 0.303)

— more likely to “protect the data you gave it permis-
sion to access” (Z = 9.298, p < 0.0005, r = 0.294)

— more likely to “comply with privacy laws and regu-
lations” (Z = 8.092, p < 0.0005, r = 0.256)

— more likely to “be transparent with you about its
data collection and sharing behaviors” (Z = 7.839,
p < 0.0005, r = 0.248)

— more likely to “store your data securely to protect
it from potential breaches” (Z = 7.022, p < 0.0005,
r = 0.222)

— less likely to “share your data with law enforcement
agencies” (Z = 6.593, p < 0.0005, r = 0.209)

— more likely to “collect and upload your data se-
curely to maintain its confidentiality” (Z = 6.382,
p < 0.0005, r = 0.202)

5 Scale and statements detailed in Section 3.3; all comparisons
were made using the one-sample Wilcoxon signed rank test and
corrected for multiple testing using the Bonferroni method.
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Our results indicate large effect sizes associated with
participants’ belief that paid apps are less likely to dis-
close personal data to third-parties or otherwise use it
for secondary purposes. Unfortunately, as our analysis
shows, this expectation is not met in practice.

7 Discussion

We present the first large-scale privacy analysis of paid
mobile apps in direct comparison with their free coun-
terparts. While prior research has looked into con-
sumers’ privacy expectations when paying for online
services, we present ground truth on how exactly paid
versions of free apps are, and in many cases are not,
living up to these expectations. Using both static and
dynamic analysis, we quantified the differences between
declared permissions, bundled third-party libraries, and
data sharing over the network. In all three perspectives,
we categorized our comparisons of the free vs. paid app
pairs into the following: complete overlap, some degree
of overlap, and no overlap. We also examined the privacy
policies of the pairs to better understand what disclo-
sures, if any, are being made to consumers between ver-
sions. To establish a basis of consumers’ expectations,
we surveyed participants to measure their expectations
on the trade-offs between free and paid app versions.

Based on our analysis, free and paid versions of the
same app share the same dangerous permissions the
vast majority of the time, have the same third-party li-
braries about half of the time, and collect and send the
same sensitive data to the same third parties a third
of the time. These findings run counter to the general
belief that paying for the app protects the consumer
from extensive data collection and tracking. It is even
more troubling that there is no easy way for consumers
to determine whether a given paid app actually affords
greater privacy protections than its free counterpart. In
a small minority of free and paid pairs, however, the
paid app did request fewer dangerous permissions (Fig-
ure 3). This suggests that at least some app developers
have made an effort to make sure that paid versions are
less intrusive and are more likely to meet consumers’
expectations.

Of the three metrics we used in our analysis, the na-
ture of the sensitive data being shared with third parties
is the most critical. During our analysis we found that
32% of paid apps shared the same sensitive data with
the same third parties as their free counterparts. This
data shows that many apps, regardless of their mone-
tization model, disseminate sensitive and personal data
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with third parties (e.g., advertising networks or analyt-
ics services), potentially defying consumer expectations.

7.1 Increased Transparency

Our most significant finding is that paying for an app
does not guarantee better privacy or anonymity for the
consumer. At the moment, neither platforms nor apps
provide any mechanism to inform the consumer about
the behavioral differences between paid and free ver-
sions of the same app. Thus, more transparency about
these differences—if any—are required: consumers have
a right to know whether they will obtain any privacy
benefits in exchange for a payment.

One would assume that one of the roles of privacy
policies is to elucidate these differences. However, we
found that a large number of apps—40% of the apps
that were still available—do not have a link to their pri-
vacy policy in the Google Play Store, demonstrating the
diminished user agency in the ability to make informed
decisions based on privacy policies—which due to poor
readability, are often misunderstood even when read.
Furthermore, in a more detailed analysis of the privacy
policies’ text, we found that only 3.7% of apps exhibit
differences in the type of data collected or the number
of third-parties embedded in the app, indicating that
in most cases, users cannot rely on policies to decide
whether the paid version will be less data-hungry.

7.2 Consumer Rights

When consumers pay money for apps, they should be
entitled to know what exactly they will receive in ex-
change for that payment. In Section 6, we demonstrated
that many consumers do expect to receive better pri-
vacy protections in exchange for these payments and
that these expectations are not currently being met.

Thus, this research should serve as a wake-up call to
app developers, app markets, and regulators. Develop-
ers need to do a better job of communicating the privacy
practices of their apps, including disabusing users of the
notion that paid versions provide better privacy pro-
tections when that is not the case. App markets need
to make greater efforts to highlight the privacy prac-
tices of apps, so that consumer expectations can be bet-
ter shaped to match reality. Finally, regulators need to
bring enforcement actions when consumers are materi-
ally misled about apps’ privacy practices.
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A Consumer Expectations Survey

1) Imagine that you were setting up your phone anew
and needed to install apps from the Google Play Store.
Which of the following, if any, would you be most likely
to install?

—  Amazon

—  Facebook

— Instagram

—  Lucky Go

— Pandora

— Snapchat

— TikTok

— I would not install any of the above apps

In the previous question, you selected [App Name]. Now
imagine that there are two versions of this app, labeled
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App A and App B, available for installation.
[Image (Appendix C)]

2) Which app would you be more likely to install?
— App A
- AppB

3) Why?

4) In what way, if any, would you expect the above two
apps to differ?

5) Do you believe a user’s personal data would be
treated differently between the two apps?

- Yes

- No

—  I’m not sure

6) [If Yes] In what ways do you believe a user’s personal
data would be treated differently between the two apps?

Consider again the previously presented apps, App A
and App B, to answer the following questions.

[Image (Appendix C)]

7) Based on the images, which app do you believe is
more likely to... (5-point Likert scale: Definitely A,
Likely A, Equally A and B, Likely B, Definitely B)

— share your data with third-party services?

— share your data with advertisers?

— share your data with law enforcement agencies?

— store your data securely to protect it from potential
breaches?

— collect and upload your data securely to maintain
its confidentiality?

— be transparent with you about its data collection
and sharing behaviors?

— comply with privacy laws and regulations?

— no longer retain your data after you uninstall the
app?

— retain your data when no longer needed for the func-
tionality of the app?

— have effective privacy controls (features that allow
you to specify which data types you do not want
the app to collect)?

— access more resources than it needs for its function-
ality (i.e., more permissions)?

— protect the data you gave it permission to access?

— use your data for secondary purposes?
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The Price is (Not) Right: Comparing Privacy in Free and Paid Apps = 240

8) What is your age? — Female (501 participants)
— Male (484 participants)
9) What is your gender? —  Otbher (please specify)
— Non-binary (6 participants)
10) What is the highest degree or level of school you —  Gender-queer (2 participants)
have completed? If you are currently enrolled in school, —  Gender-fluid (1 participant)
please indicate the highest degree you have received. — Two-spirit (1 participant)
—  Less than a high school diploma —  Prefer not to say (3 participants)
— High school degree or equivalent
— Bachelor’s degree (e.g. BA, BS) Education
— Master’s degree (e.g., MA, MS) — Less than a high school diploma (5 participants)
— Doctorate (i.e., PhD, EdD) — High school degree or equivalent (355 participants)
—  Other (please specify) — Bachelor’s degree (e.g. BA, BS) (417 participants)
—  Prefer not to say — Master’s degree (e.g., MA, MS) (150 participants)
— Doctorate (i.e., PhD, EdD) (30 participants)
11) What is your marital status? —  Other (please specify)
— Single (never married) — Associate’s degree (22 participants)
— Married —  Some college, no degree (12 participants)
— In a domestic partnership —  Vocational school (2 participant)
—  Divorced —  Prefer not to say (5 participants)
- Widowed
—  Prefer not to say Marital status
— Single (never married) (477 participants)
12) Do you have children? — Married (354 participants)
—  Yes — In a domestic partnership (104 participants)
- No — Divorced (55 participants)
—  Prefer not to say —  Widowed (5 participants)

—  Prefer not to say (3 participants)
13) What is your household income?

— Below $10k If they have children
—  $10k - $50k —  Yes (356 participants)
—  $50k - $100k — No (633 participants)
- $100k - $150k —  Prefer not to say (9 participants)
—  Over $150k
—  Prefer not to say Household income
— Below $10k (69 participants)
14) What type of smartphone do you own? —  $10k - $50k (360 participants)
—  Android —  $50k - $100k (354 participants)
— Apple iPhone —  $100k - $150k (128 participants)
—  Windows Phone —  Over $150k (60 participants)
—  Other (please specify) —  Prefer not to say (27 participants)

— I do not own a smartphone

Type of smartphone owned

— Android (526 participants)

.. — Apple iPhone (469 participants)
B Survey PartICIpant —  Windows Phone (1 participant)
Demographics —  Other (please specify)
— Blackberry (1 participant)

Our 998 participants identified themselves as belonging — I do not own a smartphone (1 participant)
to each of the following categories:
Gender
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C App Survey Screenshots
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Fig. 9. Facebook
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Fig. 13. Snapchat
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Fig. 14. TikTok
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