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Abstract: The Chinese Social Credit System (SCS),
known as the first national digitally-implemented
credit rating system, consists of two parallel arms:
The
government-run arm of the SCS, especially efforts to

a government-run and a commercial one.
blacklist and redlist individuals and organizations, has
attracted significant attention worldwide. In contrast,
the commercial part has been less often in the public
spotlight except for discussions about Zhima Credit.
The commercial arm of the SCS, also referred to as
the Consumer Credit Reporting System (CCRS), has
been under development for about two decades and
took a major step forward in 2015 when 8 companies
were granted permission to implement pilot consumer
credit reporting programs. This development fundamen-
tally increased the reach and impact of the SCS due to
these companies’ sizable customer base and access to
vast troves of consumer-related information.

In this paper, we first map the Chinese CCRS to un-
derstand the actors in the credit reporting ecosystem.
Then, we study 13 consumer credit reporting companies
to examine how they collect and use personal informa-
tion. Based on the findings, we discuss the relationship
between the CCRS and the SCS including the changes
in the power relationships between the government, con-
sumer credit reporting companies and Chinese citizens.
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1 Introduction

The Chinese Social Credit System (SCS) is the first
national digitally-implemented credit rating system en-
compassing companies, individuals, public and govern-
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ment institutions, and the judicial system [53]. Accord-
ing to the Chinese government, the goal of the SCS is
to “allow the trustworthy to roam everywhere under
heaven while making it hard for the discredited to take
a single step” [42, 53]. Yet, after 5 years of effort, there
is still not a unified SCS nationwide. Instead, the con-
struction and implementation of the SCS continues to
evolve at multiple levels.

As noted in previous research, the SCS consists of
a government-run part and a commercial one [34, 36].
The government-run SCS is known in particular for its
implementation of blacklists (recording “bad” behav-
ior) and redlists (recording “good” behavior) as well as
its joint reward and punishment mechanism. Blacklists
and redlists publish personal information and behaviors
to serve public shaming and praising purposes, respec-
tively. The joint reward and punishment mechanism is
implemented on the basis of cooperation between dif-
ferent government authorities. One of the most typi-
cal cases relates to individuals, who fail to repay debt,
and are subsequently included in blacklists with their
personal information for public shaming purposes and
banned from taking high-speed trains and flights (e.g.,
[32]). Such examples have triggered numerous debates
in the media as well as in academia. In particular, pri-
vacy is widely regarded as a major concern raised by the
system [13, 15]. So far, media reports and public discus-
sion that consider the SCS as a threat to privacy (e.g.,
[8, 46]) and even compare the system to Orwell’s 198/
have paid predominantly attention to the government-
run SCS which is mandatory for all Chinese citizens. In
contrast, the privacy implications and risks associated
with the commercial arm of the SCS, despite some fo-
cus on specific cases (usually Zhima Credit), are hardly
explored in any systematic way.

Basic SCS concepts such as blacklists and redlists
are well known to Chinese citizens as they are related
to past propaganda practices and widely publicized in
the media. As such, it is perhaps less surprising that
the Chinese public has been reported to be relatively
unconcerned about the government-run SCS [31]. How-
ever, Chinese citizens are likely much less familiar with
the detailed processes of the government-run SCS as it
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is not of particular interest to the public to follow the
rapidly evolving SCS-related government policies [44].

In addition, the majority of the Chinese are very fa-
miliar with popular apps such as Zhima Credit and JD
Finance offering commercial consumer credit reporting
services, which are — on a high level — comparable to
products that Equifax, Experian, and TransUnion pro-
vide in the U.S., and which are also reliant on the collec-
tion and processing of vast amounts of consumer (credit)
information [38]. In fact, in China, the commercial arm
of the SCS, the Consumer Credit Reporting System
(CCRS), can be considered to be of higher every-day rel-
evance to the public (see Section 4). At the same time,
the CCRS is less systematically discussed in the media
and research. Our work addresses this literature gap by
making the following contributions. First, our research
maps the current status of the CCRS through an anal-
ysis of publicly available documents. Second, we study
consumer-facing (privacy) policies of the key entities in
the CCRS to better understand their likely impact on
privacy and data protection in Chinese society. Third,
we discuss the relationship between the CCRS and the
SCS including the changes in the power relationships be-
tween the government, consumer credit reporting com-
panies and Chinese citizens.

The CCRS follows a tightly regulated licensing
model, such that there are not many companies con-
ducting business in this field. Given this situation, we
enlarged our study scope to include a relatively broad
set of 13 commercial credit reporting companies (see
Section 4) with ties to the CCRS based on government
documents and observed practices.

2 Related Work

Credit reporting such as consumer reporting agencies
(for example, in the U.S.) have a long history [45]. While
it is widely acknowledged that an individual’s previous
loan performance may serve as a predictor for future
behavior in the financial context, data collection and
use associated with credit reporting are not undisputed.
In particular, the associated privacy issues have been
subject to academic research.

Several key issues emerge, which are at the intersec-
tion of transparency and privacy. For example, due to
limited information it is unclear to which degree data
collected and used by credit reporting agencies is accu-
rate [24]. Further, the concrete algorithms to calculate
credit scores are generally considered proprietary infor-
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mation even though the general building blocks may be
known. Such information asymmetries are particularly
worrisome outside of tightly regulated contexts [51].

Perhaps the most comprehensive review effort in
this problem context is a work by Jentzsch who con-
ducts an international comparison of credit reporting
and privacy implications [29] with a particular empha-
sis on economic and regulatory issues. But her book
predates the recent development of the SCS and CCRS.

A variety of studies focus on the mechanisms and
assessment of the government-run SCS in China, provid-
ing a high-level overview and mapping its development
[18, 20]. Some empirical research also sheds light on the
commercial arm of the SCS. For example, Ohlberg et
al. issued a report examining the public portrayal of
the SCS, which draws on a comprehensive collection of
official Chinese news media articles and official com-
munications [44]. They also questioned the role of the
commercial entities within the SCS ecosystem. Perhaps
surprisingly, matters of data protection or privacy, more
generally, are rarely discussed in these sources, while
other factors with user-centric relevance are often part
of online discussions, e.g., how to get ahead within the
system and to gain higher scores in the commercial of-
ferings with SCS relevance [44].

In addition, several social science and legal research
works discuss the privacy and surveillance implications
of the SCS. One key finding is that due to the lack of a
comprehensive legal system to protect privacy, the SCS
is able to collect, process, and analyze personal data
for a broad range of different purposes, which might
undermine privacy [13].

The surveillance tradition of the SCS is dating back
to the personal file (dang’an) system, which archived
individual’s private life in detail [39]. Different from the
traditional surveillance system, however, the SCS is de-
signed to cover wider aspects of societal life [34] and as a
critical pathway for the Chinese government not only to
monitor, but also to regulate and shape people’s behav-
iors using information technology as a political instru-
ment [40]. The construction of the SCS involves signifi-
cant cooperation between different government depart-
ments in China and also calls for an increasing partici-
pation of large technology companies [63]. For example,
the high-tech giant Baidu provides technical support to
build and maintain the national platform of the SCS
“Credit China (f§ FHH'E)” (https://www.creditchina.
gov.cn/) [33], which informs the public about all SCS de-
velopments. The integration of public and private sector
actors in big data-enabled surveillance is developing a
“corporate-state nexus” (as termed by Ball and Wood),
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which blurs the boundaries between the government and
commercial sectors [5].

In summary, relatively few papers comment specif-
ically on the commercial arm of the Chinese Social
Credit System, and to the best of our knowledge, we
are unaware of any empirical research examining the
evolving privacy practices in the CCRS.

3 Research Methods

For this research, we collected different first-hand ma-
terials from SCS and CCRS entities, as well as ar-
ticles from secondary sources to conduct a document
analysis mapping out the development of the CCRS in
China. More specifically, our research relies on relevant
instances of three types of documents: government docu-
ments, credit reporting companies’ websites and various
media resources.

Government documents such as laws, regulations
and reports enhance our understanding of the high-level
development roadmap for the CCRS and privacy pro-
tection in China. Company websites represent a primary
source to explore the background, the stakeholders,
consumer-oriented (privacy) policies, as well as product
information and services of the company. In addition,
media resources can be helpful supplements, especially
those with interviews with companies’ representatives.
We only focused on news reports which are released by
well-established media outlets. The first two types of
documents are in Chinese, while media resources used in
this research include both Chinese and English sources.

To study the privacy-related documents of com-
panies within the Chinese CCRS, we repurposed the
taxonomies constructed for Polisis (https://pribot.org/
polisis/), which is a machine-learning-trained tool for
the analysis of privacy policies. Polisis utilizes eight tax-
onomy categories that cover the most important issues
encountered in consumer-oriented privacy policies (see
Table 10) [22]. However, the Polisis tool itself cannot
be used to analyze privacy policies in Chinese. Given
the small number of privacy-related documents from the
Chinese CCRS, it is reasonable to manually analyze the
documents under the framework of Polisis.

For our purposes, we modified the taxonomies from
three perspectives to build an annotation template (see
Table 2). First, we further divided the taxonomy cate-
gory of “data collection” into “personal sensitive infor-
mation” and “other information”. The distinction be-
tween the two types of data is based on the defini-
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tion and examples provided by the Information Security
Technology — Personal Information Security Specifica-
tion (referred as Personal Information Security Speci-
fication for short in this paper) [21], which is a new
data protection standard in China. According to the
standard, personal sensitive information refers to infor-
mation that once disclosed, illegally provided or abused
may cause harm to persons or property, and may lead
to damage to reputation and physical and psychological
health, or discriminatory treatment. Based on the cate-
gories and examples that the Personal Information Se-
curity Specification provides, we identified eight types of
“sensitive personal data” in the template. Secondly, we
added as a new taxonomy category “special purposes of
data collection, usage and sharing” to capture any pur-
poses beyond providing services and marketing. Thirdly,
we merged “your choices” and “right to edit” into “right
to edit and correct” which investigates the user’s right to
edit, remove and dispute records about his/her personal
data. Once we updated the template with these changes
to the taxonomies (see Table 10), we developed tailored
detailed items for each of the taxonomy categories.

We collected all privacy-related documents in
November 2019. To make sure the analysis is robust,
we developed the template in an iterative manner. One
researcher first generated an initial version of the tem-
plate, and used it to code three policies to test the fit
of the template and to highlight any encountered prob-
lems. Then, we had a discussion to resolve the prob-
lems, improved the template, and tested the new tem-
plate with another three policies. This iterative process
proceeded for three rounds until the team agreed on the
final version of the template which contains 30 items de-
signed for the eight taxonomy categories. We provide a
sample of the coding to exemplify our current practices
in Table 13 in the Appendix. We also followed a proto-
col that standardized the procedures for analyzing each
policy. Two researchers, who are Chinese native speak-
ers, coded the policies independently. The first round of
coding resulted in disagreement of 6 out of the 270 items
(2.22%). The disagreement rate was low as the coding
is not complicated but predominantly about checking
the existence of specific content. We then reconciled the
results and revised the coding results in a collaborative
manner.

4 Mapping the Chinese CCRS

The credit reporting system came into existence in
China in the late 1980s, starting with the enterprise
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credit reporting service [30]. In particular, the devel-
opment of the CCRS was initiated with the establish-
ment of the Shanghai Credit Information Services Co.,
Ltd. in 1999, which was part of an initial pilot of SCS
construction in Shanghai [35]. Following the directives
about SCS construction set out in the 16th National
Congress of the Communist Party of China (CPC) and
the Third Plenary Session of the 18th Central Commit-
tee of the CPC in 2002, the People’s Bank of China
(PBoC) started in 2004 to build a national centralized
CCRS, which was then launched two years later.

By 2014, 1,811 entities had been connected to the
consumer credit system of the Credit Reference Cen-
ter (CRC). 83% of the collected data were about credit
records and credit accounts, while other information in-
cluding social insurance, the provident fund payment,
and information about telecommunication and tax ac-
counted for 17% [16]. Although the CRC’s data from
2014 covered a population of 857 million, only 350 mil-
lion of them had a credit record. Therefore, the cov-
erage rate of consumer credit records was only 35%*,
which was far lower than, for example, in the U.S. (92%)
[23]. The development of the CCRS was accelerated af-
ter 2014 when the State Council issued the Planning
Outline for the Construction of a Social Credit System
(2014-2020) to promote overall construction of the SCS
[53].

Fundamental progress was made in 2015 when a se-
ries of substantive actions were taken. The PBoC re-
leased the Notice on the Preparation of Personal Credit
Information Service at the beginning of the year. Fol-
lowing this notice, 8 commercial companies (Zhima
Credit, Tencent Credit, Qianhai Credit, Pengyuan
Credit, China Chengxin Credit, IntelliCredit, Sinoway
Credit and Koala Credit) were granted permission to
run consumer credit services, which served the purpose
to implement pilot SCS programs and fostered the mar-
ketization of the CCRS in China.

The 8 commercial companies, however, failed to re-
ceive individual licenses after a two-year trial period.
Instead, in 2018, these companies, together with the
National Internet Finance Association (NIFA), which
is a state-level organization, established Baihang Credit
which received the first license to run a consumer credit
service. As such, Baihang Credit is the only company
that is fully licensed to run a consumer credit reporting
service. But there is no clear evidence that any of the 8

1 Population aged between 15 and 64 was taken into consider-
ation in the calculation.
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companies completely discontinued their previously de-
veloped services.

In fact, the national platform of the SCS pro-
vides access to 10 commercial companies for requesting
consumer credit scores: Zhima Credit, Tencent Credit,
Qianhai Credit, Pengyuan Credit, China Chengxin
Credit, Sinoway Credit, JD Finance, Du Xiaoman
Credit, Wanda Credit, and China Youth Credit. The
first 6 companies were participants of the pilot SCS pro-
grams discussed above. However, in total, there are cur-
rently 13 companies operating in the CCRS in China,
which are all covered in the discussion in this paper.2

In the following, we begin with a detailed analysis
of the 13 entities that are currently providing commer-
cial credit services. To aid in our analysis, we reuse a
classification made by Huang et al., who divided the
business models of the 8 pilot companies, which were in
the first round of marketization, into three categories:
(1) traditional credit rating companies, (2) internet and
financial giants, and (3) other emerging institutions [28].
We use this classification for our set of 13 companies.
Our analysis is focused on five perspectives: Who are
the stakeholders? What data resources are used? What
calculation dimensions are stated for the scores? What
algorithms are being used? And what are the stated ap-
plication areas of the scores?

Understanding the diverse building blocks of the
CCRS including participants and data processing in
more detail is a crucial prerequisite to also better as-
sess the associated potential privacy implications.

4.1 Traditional companies

Pengyuan Credit, China Chengxin Credit and Intelli-
Credit are 3 old brands in China’s credit market with
a relatively long history in the area of enterprise credit.
Pengyuan Credit has strong governmental affiliations as
it used to be held by the municipal government of Shen-
zhen, but was recently reorganized and is now owned by
several legal and natural persons (see Table 1). China
Chengxin Credit belongs to China Chengxin Group
(CCX), which was the first national credit rating agency
in China. IntelliCredit is a private third-party com-
pany and, according to the company’s webstie, has con-
tributed to the infrastructure construction of the Chi-

2 In addition to Baihang Credit, there are the 8 companies
which ran the pilot SCS programs between 2015 and 2017, plus
4 additional entities which are listed on the national platform.
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nese credit reporting system during the past decade.
These 3 companies do not generate data themselves
but have stable and wide access to data from business
partners and public institutions. Pengyuan Credit de-
velops Tianxia Xinyong, which is a platform providing
credit reports and scores (Tianxia Score) to both en-
terprises and individuals. China Chengxin Credit offers
Wanxiang Score to individuals. IntelliCredit provides
consumer credit scores directly to any companies (but
not directly to individuals; however, authorization is re-
quired).

Contractual capacity, identity quality, credit his-
tory, and behavioral characteristics are four important
financial evaluation dimensions for scoring and rating
individual’s creditworthiness and are taken into account
by all different types of consumer credit reporting com-
panies (see Tables 1, 11 and 12). Contractual capacity
emphasizes personal assets and income; identity quality
refers to personal identity information such as educa-
tion and working experience; credit history is about re-
payment records and default records; behavioral charac-
teristics examine individual’s online and offline behav-
ior such as voluntary work. In addition to these four
basic criteria, other evaluation dimensions are consid-
ered as well. Not all companies explain even the broad
calculation dimensions, and specific terms used in the
statements about calculation dimensions are often not
sufficiently documented. For instance, Pengyuan Credit
refers to “public evaluation” in the consumer credit
score [1], which remains unexplained.

In the internet financial era, these traditional com-
panies make efforts to transform themselves with the
help of information technology and big data methods
to be internet-based as well. In addition to traditional
statistical methods, all 3 companies now use advanced
algorithms such as big data mining and machine learn-
ing to process data; and China Chengxin Credit takes
the individual’s social network into consideration in con-
sumer credit reporting.

The application of the consumer credit products
from traditional companies largely remains in the finan-
cial area. But the use of Tianxia Score is more similar
to that of the internet and financial giants as it is now
expanding to diverse areas of e-commerce, online social

networking, apartment rental and job hunting.

4.2 Internet and financial giants

Zhima  Credit, Tencent Credit, JD  Xiaobai
Credit, and Panshi Xiaomanfen are developed by Ant
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Financial, Tencent Financial Technology, JD Finance
and Du Xiaoman Financial, respectively. These four
financial companies are affiliated to Alibaba, Tencent,
JD.com and Baidu, which are four internet giants in
China specializing in the areas of online shopping, on-
line social networking, online entertainment and online
search, respectively. Qianhai Credit is a wholly owned
subsidiary of Ping An Insurance, which is one of the
largest insurance companies in China. With such a
background, these companies enjoy the advantage of
larger and more diversified databases constructed by
their parent companies. For example, Zhima Credit and
JD Xiaobai Credit can draw on a large amount of data
about online shopping. Tencent Credit may refer to data
generated from Tencent services related to online social
networking, entertainment and transactions. Du Xiao-
man Financial likely has access to Baidu’s data about
individuals’ online behaviors. Qianhai Credit could rely
on offline and online consumer data from Ping An In-
surance. Further, these internet and financial giants
lead innovations not only in algorithms, but also in
the development of calculation dimensions by including
new factors such as online behaviors and online social
networking (see Table 11).

Using the additional information about individuals
and big data technologies, these companies are able to
develop scores for creditworthiness of those who do not
have financial records, but exhibit varied online behav-
iors. For example, the number of yearly active users of
mobile apps for Taobao and Tmall, which are both sub-
sidiaries of Alibaba reached 755 million by the end of
June 2019 [3]. What an individual buys online may have
little to do with creditworthiness. But it makes more
sense when this information is combined in the analysis
with many other types of data such as voluntary work
records, which are also available in Alibaba’s database.

With a strong background in such fields as inter-
net and finance, these companies have expanded the
application of consumer credit scores beyond the finan-
cial area to online and offline consumption as well as
some public services (see Table 11). It is common for
individuals with a high credit score provided by these
companies to enjoy discounts, “pay later” services®, and
deposit-free rental for products and services provided
by the companies and their business partners. Mean-
while, the credit scores can also be used in some pub-
lic service contexts such as visa applications and health

3 This means the individual can use a product or service free
for trial and only pays when he/she is satisfied with it.
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Consumer Company Stakeholders Data Resources Calculation Dimensions Algorithms Application
Credit Score Areas
Tianxia Pengyuan Seven legal National and 1. Income capacity; 2. As-  Traditional main-  Finance; E-
Xinyongfen /X Credit (5 persons and local govern-  set and property; 3. Iden-  stream model, big commerce; Social
TEH ﬁ(320- fl:ﬁ_t{g) several nat- ments, public  tity quality; 4. Behavioral data mining and network; Apart-
800) ural persons institutions; practices; 5. Credit his- modelling ment rental; Job
Business part- tory; 6. Public evaluation hunting
ners
Wanxiang China CCX Group Public insti- 1. Identity qualities;  Traditional Finance
Score/Ji % Chengxin (W 5 % tutions, busi- 2. Contractual capac- scoring-card
41(300-900) Credit (' M) ness partners, ity; 3. Social network model and ma-
WEAEE) telecommunica-  impact; 4. Behavioral chine learning
tion operators characteristics; 5. Credit
history
N.A. (No name IntelliCredit Private Business part- 1. Level of activity The unique  Finance
for the score) (& IRAE  third-party ners, other third  about individual's credit; technology of ap-
(500-900) 7) company party institutes 2. Contractual capacity; proximate string
3. Credit history; 4. Iden-  matching for
tity qualities; 5. Ability of  Chinese;  Clique
credit consumption algorithm

Table 1. Traditional credit companies in China. The shareholder information is from the companies’ websites and Tianyancha (https:

//www.tianyancha.com/) which is a large data technology service company with a vast repository of Chinese enterprise information.

Tianyancha's service is now only accessible in China. Information for data resource, algorithms, calculation dimensions and application
areas is based on the companies’ websites, a BCG report [23] and the Chinese official media outlet “people.cn” (http://history.people.

com.cn/peoplevision/n/2015/0731/c371452-27391634.html).

care. For instance, according to the app of Zhima Credit,
Canada and Latvia accept Zhima Credit reports as fi-
nancial statements in visa applications if individuals’
Zhima Credit scores are over 750 and 700, respectively.
Zhima Credit is also introduced to the health care area
in Shanghai which is one of the most developed cities in
China, so that patients whose Zhima score reaches 650
can make an appointment through the app of Alipay
and do not have to make any payment until the end of
the medical treatment?.

4.3 Others

The remaining 5 companies have more diverse back-
grounds (see Table 12). With the first license in the
area of consumer credit service, Baihang Credit started
to serve the market in 2019. But it remains unclear
which type of consumer credit service it provides, what
its data resources are, how it calculates credit scores,

4 Usually, patients in China have to make payment sev-
eral times (e.g., for different types of medical investigations
and treatments) during the medical treatment. Refer to Xin-
hua News at http://www.xinhuanet.com/tech/2017-11/08/c__
1121924052.htm.

and in which areas the credit scores can be used. The
shareholder structure indicates a broad access to a wider
range of databases. However, the status of data sharing
between the different shareholders and Baihang Credit
at the operational level is not fully explained. For in-
stance, the general manager of Zhima Credit explicitly
told the media that there is no data sharing between
Zhima Credit and Baihang Credit [12].

Wanda Credit is affiliated with Wanda Group which
covers a wide range of businesses such as real estate,
culture and finance. There is little information avail-
able about Wanda Credit as the company’s official web-
site was not accessible during our research period be-
tween August 2019 and March 2020. It stopped provid-
ing enterprise credit services by the end of 2019, but
the state of consumer credit services is unclear. China
Youth Credit is affiliated with Tsinghua Unigroup which
is China’s top state-backed chip maker. Different from
other companies, it develops the app Unitown specifi-
cally targeting the youth in China. Sinoway Credit is
set up by four large financial companies of which Shen-
zhen InfoTech Technologies is dedicated to providing
financial technologies to banks and Qingkong Sanlian
({& ¥ = B%) is wholly owned by PBoC School of Fi-
nance, Tsinghua University. The 100% shareholder of


https://www.tianyancha.com/
https://www.tianyancha.com/
http://history.people.com.cn/peoplevision/n/2015/0731/c371452-27391634.html
http://history.people.com.cn/peoplevision/n/2015/0731/c371452-27391634.html
http://www.xinhuanet.com/tech/2017-11/08/c_1121924052.htm
http://www.xinhuanet.com/tech/2017-11/08/c_1121924052.htm

An Analysis of the Current State of the Consumer Credit Reporting System in China

Koala Credit is Lakala Credit Management, which is the
market leader in intelligent point-of-sale (POS) systems.
These different credit services rely to a large degree on
the respective company’s cooperation partners to get
access to data. For instance, Koala Credit’s partners in-
clude UnionPay and the five largest commercial banks
in China, and China Youth Credit shares data with the
State Information Center and many local governments
based on its state-owned holding background.

Similar to the other two groups of companies, these
other companies adopt advanced IT technologies to
process data. Calculation dimensions for credit scores
vary due to the differences between their databases
(see Table 12). As mentioned above, Lakala Credit
Management specializes in intelligent POS systems and
thus takes transaction data into account. China Youth
Credit operates the platform of Volunteers in China
(https://zyz.org.cn) and thus pays attention to individ-
uals’ volunteer work as well. In terms of credit score
application, these companies step into the fields of con-
sumption, job search, and apartment rental.

One can observe that about half (6 out of 13) of
the companies have e-commerce as a key application
area of the credit score. For example, the credit ser-
vices provided by the commercial companies connect
the CCRS with the sharing economy as shared products
can be easily provided at different prices based on dif-
ferent credit ratings. Given this situation, credit scores
from these commercial companies have been interpreted
as transforming creditworthiness to loyalty to their ser-
vices [17, 44]. But such an interpretation is insufficient
as financial service and public service remain the focus
of the Chinese CCRS. It is more adequate to say, in our
opinion, that the commercial companies expand the un-
derstanding of credit scores and broaden the scope of
the application areas of such credit scores. This process
is fostered by internet giants’ active participation in the
consumer credit reporting industry and the growing in-
ternet penetration rate which reached 64.5% by March
2020 with an internet population of 904 million [14].

The universal access to the internet provides rating-
relevant evidence other than credit records from banks,
which is of particular significance to the one-third of
Chinese individuals who do not have any credit records
[60]. At the same time, the broader use of the internet in
people’s daily lives results in pervasive digital footprints
and raises increasing concern about privacy in Chinese
society. According to Cunzhi Wan, director-general of
the Credit Information System Bureau, PBoC, one of
the three key reasons why none of the 8 companies were
granted a license for the consumer credit reporting ser-
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vice is the unprecedented demand from the public for
privacy protection [62].

Previous work has observed that the SCS as a whole
has the potential to collect, process, and analyze per-
sonal data for various purposes due to the growing pop-
ularity of online services and the lack of a comprehensive
legal system [13, 25, 47]. Our analysis above provides in-
sight regarding the overall scale and focus of the CCRS.
An investigation of the detailed privacy practices within
the CCRS is however also crucial, which is the focus of
the following section.

5 Privacy Policy Analysis

The focus of our analysis is on the self-reported privacy
practices as evidenced by consumer-oriented (privacy)
policies of the companies involved in the CCRS. We in-
vestigate the accessibility of the policies as well as their
contents with the aid of the developed taxonomies.

5.1 Privacy policy accessibility

Unless a privacy policy is easily accessible to users, the
content of the policy is less meaningful. From the le-
gal perspective, the Internet Security Law which came
into effect in 2017 to achieve progress in promoting
data protection includes a “right of personal informa-
tion” and states the requirement to publish the rules,
the purposes, the way and the scope of data collection
and usage. But the Internet Security Law lists principles
only and does not provide more detailed requirements.
The Personal Information Security Specification which
came into effect in May 2018 with wider, innovative
and much more detailed definitions and requirements
on various perspectives of data protection, also requires
the personal data controller to develop a privacy policy
and has specific requirements on the policy’s content.
The Personal Information Security Specification is (by
some) even referred to as the Chinese version of the EU
General Data Protection Regulation (GDPR) due to its
complex and high-standard requirements in data pro-
tection. But a critical difference is that it is merely a
recommended standard and thus lacks power. In terms
of privacy policy accessibility, we examined (1) the exis-
tence of a privacy policy and (2) how easy it is for users
to find the policy.

After careful searching and examination, we ob-
tained the privacy policies from 7 of the 13 companies
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(53.8%). 4 of these 7 (57.1%) privacy policies are specif-
ically for the consumer credit service: Tianxia Xinyong,
IntelliCredit, Zhima Credit and Koala Credit. The other
3 policies broadly cover different services from the com-
pany (JD Finance, Tencent Credit and Qianhai Credit).
We found two documents for privacy protection for Ping
An Insurance, titled “Privacy statement” and “Protect-
ing your privacy”, respectively. In this case, we include
both of these two documents into our analysis for Qian-
hai Credit.

Du Xiaoman Financial issues three privacy policies
for three out of five types of products and services. For
the Panshi Xiaomanfen which is provided as part of the
“Financial Technology” service, however, we could not
locate a privacy policy. Instead, the company explains at
the bottom of the main page that “Du Xiaoman Finan-
cial provides service only when the merchant provides
legal and valid user authorization. The merchant pro-
vides user’s identity information and Du Xiaoman Fi-
nancial provides a service of feedback verification. The
service content does not involve the user’s original pri-
vate information”.?

We also tried to identify any other materials that
might shed light at the privacy practices of the compa-
nies. Even in this case, however, we did not find any
related files for Sinoway Credit, Baihang Credit and
Wanda Credit® after examining the companies’ websites
carefully and using both Google and Baidu search en-
gines with different keywords. But we located two terms
of service documents for China Chengxin Credit and
China Youth Credit, respectively. In order to expand
the analysis scope, we included the two terms of service
documents into our analysis as well.

When present, the privacy policy is usually available
at the bottom of the main page; except for Koala Credit
which we obtained through Google search with the key-
words “EHAEF FEFAEISE” (Koala Credit privacy pol-
icy). The “Privacy statement” for Ping An Insurance is
presented with a link at the bottom of the main page
while the “Protecting your privacy” document is avail-
able in the sub-page of “online sales”. Terms of service
documents for China Youth Credit and China Chengxin
Credit are both available on the registration page.

5 The original note in Chinese: “B/NHE&mNER FIREAEE
WA PRI TR LIRSS, MR REAFSHER, BN
BRIRIEIRSS . IRGNEN I P RIAREAAE B

6 The website for Wanda Credit was not accessible during our
research period from October 2019 to June 2020.
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In terms of the privacy policy’s structure, all the
internet giants and Koala Credit frame their policies in
a similar way, i.e., they are containing detailed infor-
mation about data collection, usage, sharing, storage
and rights of users, etc. In contrast, the privacy policies
for IntelliCredit and Qianhai Credit are less informative
about how the company collects and uses data. In fact,
the privacy policies from these 2 companies explicitly
state that they apply only to the materials collected
through the companies’ websites, indicating that the
companies may collect a wider range of data in other
ways or from other sources than presented. The two
terms of service documents from China Youth Credit
and China Chengxing Credit contain some information
about data collection and usage, but are not specifically
about privacy practices.

In total, the analysis of privacy policy or terms of
service documents in this paper covers 9 out of the 13
(69.2%) companies due to limited availability. In the
following subsections, we go through the eight modified
taxonomy categories in detail.

5.2 Data collection

4 out of 9 (44.4%) companies use the term “personal
information” with neither explanation nor specification
of different types of “personal information”. It is un-
clear if the term is used as it is defined by the Personal
Information Security Specification (see Section 3) or in
a narrower sense. In this case, we consider the specific
category of “data collection” as unclear unless there is
further information provided for reference. In general,
as Table 2 shows, internet giants state rather clearly
whether they collect specific information or not while
traditional companies are less transparent about data
collection.

Sensitive information is collected by all of the 9
(100%) consumer credit reporting companies. But the
types of sensitive information they collect are different
(see Table 2). Personal identity information is about
the basic information of a natural person, such as name,
date of birth, gender, home address, identification num-
ber, which is usually included in the ID card, passport,
driving license and social security card. Such informa-
tion is explicitly listed in the data collection scope in
the privacy-related documents from 7 out of 9 (77.8%)
companies.

We also attempted to make a distinction between
“we will” and “we may” in data collection. Based on
the variety of statements across different companies, we
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Table 2. Annotation results: Data collection. “Y” for “Yes": the policy states explicitly that the company will collect such information;

“Y" in pink: the company collects such information for sure; “Y"

in blue: the company possibly collects such information; “N" for

“No”: the policy states explicitly that the company will not collect such information; “Y/N” for both “Yes” and “No”: the policy states
explicitly that the company will collect certain type(s) of the information and will not collect some other types of the information;
“U/N" for both “Unclear” and “No": the policy states explicitly that the company will not collect certain type(s) of the information,

but does not mention if it will collect other types of the information; “U” for “Unclear”: the policy does not mention this issue. The

code “U”

developed the categories as follows: “we will” includes
statements such as “you authorize our company to col-

lect your data when you are using related services”, “we

need to/will collect...”, “

we collect...”; etc.; “we may” in-
cludes statements such as “we may require you to pro-
vide the information”. In our sample, 6 companies col-
lect personal identity information while Tencent states
that it may collect such information. The terms of ser-
vice document of China Youth Credit uses “personal
information” in parallel with other types of information
such as “device information” and “asset information”.
Financial information represents the individual’s fi-
nancial status, e.g., bank savings, property information,
credit history, bank statement and virtual transaction
data, etc. which are all closely and directly related to an
individual’s creditworthiness. It is collected by 6 compa-
nies and may be collected by Tencent (77.8% in total).
The Regulation on the Administration of the Credit
Reporting Industry states explicitly that credit reporting
companies are not allowed to collect information about
religious beliefs, genetic data, fingerprints, blood type,
diseases and medical records. One third of the compa-
nies include this statement explicitly in their privacy-
related documents (see Table 2). Tencent is the only

represents the same for following tables (Table 3 to Table 9).

one that may collect health information which could be
medical records, disease, diagnose and treatment infor-
mation or a family medical history. According to the
Tencent privacy platform, the term “personal sensitive
information” is linked directly (by clicking) to another
section “name/term explanation (4 1@f#%)” in which
both health information and biometric information are
included. The biometric information that might be col-
lected by 4 companies include facial recognition charac-
teristics, iris, fingerprint and hand contour.

Contact information which includes email address,
telephone number and home address is collected by 7
(77.8%) companies. Current location information refers
to positioning and tracking information. It is/may be
collected by 4 (44.4%) companies.

Online activity information covers a wider range of
individual behavior such as web browsing, online shop-
ping, transactions and online chat. This type of infor-
mation is collected through the use of various tracking
technologies such as cookies and fingerprinting by all
companies except China Chengxin Credit which does
not mention this issue in its terms of service. Again, Ten-
cent states that it may collect such information. Zhima
Credit and China Youth Credit make a distinction be-
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tween different types of online activities and state in
their privacy policies that they will not collect data from
online chats or views on social media. But it is unclear
if China Youth Credit collects other types of online ac-
tivity information.

Tianxia Xinyong is the only company that collects
non-publicly disclosed information which is usually gen-
erated from services provided by the government or
public institutions. As public institutions are impor-
tant data sources for most consumer credit reporting
companies (see Tables 1, 11, and 12), it is likely that
CCRS companies collect non-publicly disclosed informa-
tion based on special ties with public institutions. For
instance, although not explicitly stating whether col-
lecting non-publicly disclosed information or not, China
Youth Credit mentions explicitly that it collects data
from government public information platforms and all
types of public institutions.

Other information: We discuss three other types of
personal information that are widely collected by con-
sumer credit reporting companies (see Table 2). We find
that 3 companies collect information of personal con-
tacts, such as the address book, and Qianhai may also
collect such information (44.4% in total). Device infor-
mation such as computer, cell phone brands, software,
device context and network context is collected by 6
companies including Tencent which may collect such
information. Publicly disclosed information refers to all
different types of information that is publicly available
such as the blacklist records released by courts in the
government-run SCS. Such information is collected by
3 companies and may also be collected by Koala Credit.

5.3 Third-party sharing

We found that only JD Finance and Koala Credit pro-
vide some information about what is going to be shared
with a third party (see Table 3), including transaction
information, service information, user account informa-
tion, location information and device information. Also,
these two companies list the types or give examples of
the third-party companies. In all the other 7 (77.8%)
policies, “personal information” or “your information”
is used in the section about third-party sharing without
any specification.

All companies except 2 traditional ones which do
not mention the issue of data sharing state the neces-
sity of consent requirement for data sharing. At the
same time, they also include the situation in which the
company may share user’s information without consent
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Table 3. Annotation results: Third party sharing. “Y" for “Yes":
the policy states explicitly which type of information is going to
be shared; or the policy states explicitly that the company will
require the user’s consent.

requirement, such as for the purposes of providing prod-
ucts and services, protecting personal information and
some special purposes (see Section 5.4). In particular,
Zhima Credit illustrates that data sharing takes place to
the extent permitted under law, public order and moral-
ity, but does not provide further explanation. In general,
traditional companies are less transparent in data shar-
ing in their privacy-related documents.

5.4 Special purposes for data collection,
usage, sharing and disclosure

As discussed in Section 5.3, companies collect, use, share
and disclose personal information mainly for the pur-
poses of providing products and services and protecting
personal information. It is also common to do this for
the purposes of marketing and advertising. In addition,
companies include some other purposes (referred to as
“special purposes” in this paper) for data collection, us-
age, sharing or disclosure in privacy policies. We iden-
tified six types of special purposes (see Table 4). For all
the special purposes, companies usually do not need to
be authorized by the user according to their own privacy
policy or terms of service documents.

The most commonly quoted special purpose is “re-
quired by regulations, rules and laws, or by govern-
ment organizations” indicating that compliance with le-
gal and administrative requirements is of particular im-
portance to the companies. In addition, “public security,
public health, vital public interests” and “safeguard-
ing the life, properties and other material interest” are
also included in privacy policies across different types
of companies. In most cases, special purposes are stated
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1. National security, national defence

2. Public security, public health, vital public interests

3. Crime investigation, prosecution, trial and judgment

4. Safeguarding the life, properties and other material interest
5. Required by regulations, rules and laws, or by government
organizations

6. Big data analysis and academic research

Table 4. Annotation results: Special purposes of data collection,
usage, sharing and disclosure.

for data disclosure (77.8%) and are less often cited in
the context of data collection (33.3%) (see Table 4).

5.5 Data retention

Data retention is mentioned in all the privacy-related
documents in the Chinese CCRS except the one from
IntelliCredit (see Table 5). But only 3 (33.3%) compa-
nies specify explicitly how long they will retain user data
which varies a lot. JD Finance will retain user’s informa-
tion for one month (specifically after account closure)
and Koala Credit will retain data permanently unless
required otherwise by law or regulation.

Zhima Credit is the only company that mentions
how it deals with user’s negative information records.
As required by the Regulation on the Administration of
the Credit Reporting Industry, any negative information
record will be retained for five years starting from the
end of the “bad” behavior and then be deleted. The
other 5 companies use the ambiguous terms “in a rea-
sonable period” or “the minimum period required by law
and regulation”. 4 out of 9 (44.4%) companies will delete
or anonymize user’s personal information after the end
of the relationship with the customer (e.g., closing the

company will continue to keep the data afterwards

user account), while 3 (33.3%) companies will continue
to keep the data.

5.6 Security

6 out of 9 (66.7%) companies provide explicit informa-
tion about specific techniques and management skills
that are taken to protect data (see Table 6), such as
using Secure Sockets Layer or training of employees. 3
companies (China Chengxin Credit, Qianhai Credit and
China Youth Credit) briefly mention that the company
takes technical and management measures to protect
user’s data in the privacy-related documents without
giving any examples or listing any specific techniques
or skills. IntelliCredit does not discuss this issue at all
in the privacy policy.

Less than half (44.4%) of the companies state explic-
itly what measures they will take in case of data leak-
age, damage and loss. The Internet giants pay higher
attention to data security than other companies as all
of them not only explain the techniques and manage-
ment skills taken to protect data but also establish a
disaster response mechanism. Please note that all com-
panies likely have internal security policies with further
details (see, e.g., [59]).

5.7 Right to correct and edit

As Table 7 shows, 6 (66.7%) companies allow users to
edit their personal data and 5 (55.6%) allow users to
remove data. Although not explicitly illustrated in the
privacy-related documents, it can be inferred that users
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Table 6. Annotation results: Security. “Y" for “Yes”, means that
the policy states explicitly the techniques or management skills to
protect user's data, or measures that will be taken in case of data
leakage, damage or loss.

are not allowed to edit or remove their negative records.
Otherwise, the credit report and scores would be of little
use. But users have the right to dispute any inaccura-
cies about their personal information including negative
records according to privacy-related documents from 6
companies, which complies with the Regulation on the
Administration of the Credit Reporting Industry. JD Fi-
nance is the only one that specifically lists which types of
personal information are allowed to be accessed, edited
and removed.

When the right to edit, remove, dispute and correct
is mentioned, the privacy-related documents state the
ways that users can edit, remove or dispute their per-
sonal information, such as self-editing online and con-
tacting the call center. This right is not mentioned in the
privacy-related documents of IntelliCredit and China
Youth Credit. We find that Tianxia Xinyong and the
internet and financial giants provide more information
in their privacy policies about these rights.

5.8 Children and international users as
specific audiences

China’s first regulation on the protection of children’s
personal information - Regulations on Network Protec-
tion of Children’s Personal Information took effect on
October 1, 2019. The regulation sets high-level require-
ments for data collection, storage, use, transfer/sharing,
and disclosure of children’s (under 14) personal informa-
tion. The Personal Information Security Specification
also includes requirements to protect children with a

edit, remove or dispute/correct data.

distinction between minors under 14 and those above
14. Getting consent of the guardian before data collec-
tion is highlighted in both of the documents.

All internet and financial giants and 1 traditional
company (55.6%) state children as a special audience
and have special policy terms regarding them in the
privacy-related documents (see Table 8). JD Finance
requires prior consent of parents or guardians only for
minors under 14 and does not include a special policy
for minors above 14. Qianhai Credit has a stricter pro-
tection policy for minors as it requires consent in writing
from parents or guardians before providing services to
users under 18. Tencent, even though it provides prod-
ucts and services specifically designed for minors under
14, only requires the minors under 18 to get consent
from their parents or guardians prior to using the ser-
vice. Zhima Credit and Tianxia Credit use the term “mi-
nors” and do not specify any age. Also, the privacy pol-
icy of Tianxia Credit “suggests” users under 18 to seek
consent and guidance from parents or guardians before
information submission. China Youth Credit briefly re-
quires that individual users must have reached 16 years
of age but does not include a separate section of the
information protection for children.

Although some of the 9 companies run business
globally such as Alibaba and Tencent, none of them dis-
cuss privacy issues for other regions beyond mainland
China in the Chinese version of the privacy policy. We
merely observed that on the landing page of the app
Alipay which contains Zhima Credit, the EU General
Data Protection Regulation is listed.
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Table 9. Annotation results: Policy change. “Y" for “Yes": the
policy states explicitly that the company will notify the user or
require new authorization from the user if it changes the privacy
policy; “N” for “No": the policy states explicitly that the com-
pany will not notify the user or requires new authorization from
the user if it changes the privacy policy.

5.9 Policy change

The Personal Information Security Specification speci-
fies that companies have the obligation to notify the user
when there is a change in the privacy policy, but does
not define the methods of notification. 8 out of 9 com-
panies (88.9%) state that they will notify users when
there is a change in the privacy policy except Intelli-
Credit which does not mention this issue (see Table 9).
The notification can either be given through posting
changes on the website of the company (general notice)
or through email and text message (personal notice).
China Chengxin Credit, Tencent Credit, JD Finance
and Koala Credit might give not only general notice but
also personal notice when there is a significant change.
Tianxia Xinyong and China Youth Credit, on the other
hand, state explicitly that they will not send a specific
notification in the above mentioned situation.
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6 Analysis

6.1 Understanding the privacy practices of
the Chinese CCRS with a benchmark

A brief comparison of the Chinese CCRS to credit bu-
reaus in the U.S., which is the most discussed model
in the research literature, can provide a benchmark
for a better understanding of the privacy practices of
the CCRS in China. We examined privacy practices of
Equifax, Experian and TransUnion which are referred
to as the Top 3 credit bureaus in the U.S., and found
differences between them and the Chinese companies’
privacy policies considering five perspectives.

First, the accessibility of privacy policies is much
lower for the Chinese consumer credit reporting com-
panies than the U.S. companies. We managed to find
merely 7 privacy policies and 2 terms of service docu-
ments across 13 companies (see Section 5.1).

Secondly, the scope of data collection is similar for
Chinese and U.S. consumer credit reporting companies.
However, we want to highlight two aspects. On the
one hand, all Chinese companies fail to present in the
privacy-related documents from whom they collect dif-
ferent types of personal information and why they col-
lect it, while this is clearly stated by the U.S. credit
bureaus. On the other hand, collection of publicly dis-
closed information such as blacklists and redlists sug-
gests one possible way how the government-run SCS
and the CCRS are intertwined and is thus supposed
to be a special characteristic of the Chinese CCRS. In
fact, however, U.S. credit bureaus may also collect in-
formation about legal proceedings in court records (e.g.,
Equifax).

Thirdly, only 2 out of the 13 Chinese companies list
examples of information that will be shared with third-
party companies while the U.S. credit bureaus provide
in detail what is going to be shared and with which com-
panies. Fourthly, information related to data retention
is listed for 7 out of the 13 Chinese companies but is
not mentioned in any of the privacy policies from the
3 U.S. credit bureaus. Finally, Chinese consumer credit
reporting companies provide more details on security
issues such as how to deal with data leakage, damage
and loss than the U.S. credit bureaus which include only
very brief statements about security.

Overall, the analysis of the privacy policies sug-
gests that the U.S. credit bureaus provide more detailed
information than their Chinese counterparts regarding
their privacy practices. It is important to understand
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the difference by taking into account the different credit
reporting ecosystems in the two countries. Fundamen-
tally, the U.S. has a more sophisticated legal system in
the area of privacy protection than China, which is ev-
idenced by the fact that both the national government
and all the fifty state governments have passed privacy
laws [50]. For example, the California Consumer Privacy
Act which is mentioned in all the 3 U.S. credit bureaus’
privacy policies pushes the companies to provide more
information about data collection, sharing and usage.
In China, as discussed in Section 5, there are only a
few laws and regulations addressing data privacy pro-
tection; some were proposed and issued only in recent
years. Nonetheless, some companies’ practices in terms
of privacy protection, given the privacy-related docu-
ments in our sample, appear to be in violation of the
recently emerging regulations and laws, indicating the
deficiency of privacy protection in China’s CCRS.

The urgent problem of privacy protection in China’s
CCRS is further highlighted by recent data scandals
and breaches involving Koala Credit. In November 2019,
Koala Credit was trapped in a regulatory storm, being
suspected of illegally providing personal information for
nearly 100 million times [41].

6.2 Explaining privacy policy differences

Our annotation results reveal some differences between
the three types of consumer credit reporting companies
in terms of stated privacy practices. In general, privacy
policies from internet giants cover a wider range of pri-
vacy issues, provide more details regarding different per-
spectives of data protection, and appear to be in better
compliance with the regulation of privacy protection.
Here, we provide two possible explanations for the
difference. First, the rapid development of big data and
advanced information technology has further raised peo-
ple’s concerns about privacy. This is also true in China
where the modern concept of privacy started to form
only after the “reform and opening up” in late 1979
when China became more open to Western countries [9].
In China, people’s privacy awareness and concerns are
tied, to a large extent, to online services which are pro-
vided directly to individual users [37]. In other words,
the public pays more attention to data privacy in the
context of online services than other fields. In this situa-
tion, online service providers, in particular the internet
giants, have to pay more attention to how they com-
municate about privacy compared to companies from
other fields in China. One recent example to illustrate
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this: At the very beginning of 2018, when users of Alipay
reviewed their annual reports of how they used the app
over the past year, there was a default setting presented
hardly visible on the landing page engaging users to let
Alipay access their credit scores generated by Zhima
Credit [11]. Both Alipay and Zhima Credit are oper-
ated by the Alibaba affiliate Ant Financial. Being seri-
ously questioned and accused of misleading users into
disclosing private information, Alipay had to remove
the default setting and offer a manual option for opt-in.
This public event triggered a broad and fierce discussion
about privacy in China.

Second, the internet giants’ global operation experi-
ence could be helpful in developing a more comprehen-
sive privacy policy. All the 3 internet giants discussed in
this paper are multinational entities. They have to fol-
low local laws and regulations when they run business
overseas. Thereby, they have accumulated more knowl-
edge about privacy practices from regions such as the
EU with advanced and comprehensive privacy regula-
tions, which may also translate to different behavior in
the domestic market. For example, as previously men-
tioned, Zhima Credit mentions the EU GDPR on the
landing page of its app.

6.3 A “voluntary” CCRS

Different from the government-run SCS which is manda-
tory for all Chinese entities and even foreign ones who
have activities in China, the commercial arm of the SCS
(i.e. CCRS) is implemented on a “voluntary” basis as
users have the right to opt-out of receiving the credit re-
porting related services such as being scored [31]. How-
ever, it remains unclear to what extent the participation
in the Chinese CCRS is or can be truly voluntary.

Companies develop the privacy policy with non-
negotiable terms and conditions. According to the an-
notation result (Section 5.7), individuals have the right
to edit, remove, and correct/dispute about their per-
sonal data, and also to opt out of receiving emails for
marketing and advertisement (at least for some CCRS
companies). But they cannot change any parts of the
privacy policies based on what they want, or take influ-
ence during the development of privacy policies.

Our analysis of the CCRS development shows that
“social network” or “social connection” is taken as one of
the credit score calculation dimensions by 7 companies
(see Tables 1, 11 and 12). According to our annotation
results (see Table 2), nearly half of the companies an-
alyzed collect information of personal contacts. Taking
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these together, we can infer that an individual’s credit
score is not only based on his or her own background
and activities, but also on others’ behaviors and qualifi-
cations. Such data interdependence significantly weak-
ens any voluntary character of the CCRS. Individuals
who refuse to be scored but are related to those that
receive credit reporting services in various ways, such
as friends and family members are, to certain extent,
also included in the CCRS. This leads to concerns about
privacy interdependence as the protection of an individ-
ual’s privacy is increasingly dependent on the actions of
others and out of his or her own control [7, 48].

In addition, we found that credit scores provided by
the Chinese consumer credit reporting companies can be
used in a wide variety of contexts (see Tables 1, 11 and
12), which raises the question about the implications
of choosing not to participate. The CCRS in Western
countries concentrates on financial services, primarily
assisting creditors in evaluating the credit qualities of
individuals [4]. For the Chinese CCRS, however, pub-
lic service turns out to be another major area for the
application of credit scores. This is especially the case
for credit services from the internet giants (see Section
4.2). In this case, individuals who do not use Zhima
Credit may become excluded, at least partly or in cer-
tain ways, from public services such as library service
or even medical treatment.

As an individual, one is left with only one conve-
nient option: to accept the company’s privacy policy
and terms of service resulting in likely data transfer to
receive the service. Similar to large communication plat-
forms and social networks, it is becoming more and more
difficult to reject the offers of the CCRS as the com-
panies permeate almost every area of daily life. That
means, it also becomes increasingly challenging to ex-
clude certain data from the government-run SCS.

6.4 Systematic government access to
private-sector data in CCRS

Previous research has observed a global trend of increas-
ing data collection by governments and also expand-
ing systematic government access to private-sector data
[10]. The journal International Data Privacy Law de-
voted a single issue to discuss this trend in 2012. What
we have learned from the CCRS indicates that China, if
it does not go even further, is at least in line with other
countries in pushing this trend forward.

It becomes common nowadays that high-tech com-
panies are routinely coerced into data sharing by state
institutions for security and political purposes [52, 57].
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Our annotation results from the privacy polices in Sec-
tion 5.4 reveal that all analyzed companies share or dis-
close data for purposes other than providing services
and marketing. Rather, compliance with legal, judicial
and administrative requirements and maintaining state
security, national defense security, public security and
public health, etc. are commonly quoted special pur-
poses, implying a direct data flow from the commercial
companies to the government. Especially, no explicit
authorization from the user will be required in these
circumstances. This echos what Abraham and Hickok
termed — “A growing global trend ... is systematic gov-
ernmental access, disclosure, retention, and collection
of information for the purposes of surveillance, national
security, and crime detection” [2].

More broadly, as discussed in Section 1, the Chinese
CCRS is expected not only to fill the gap existing due to
the absence of a well-developed credit reporting system
in China but also to support the implementation of the
SCS. The intertwined relationship between the CCRS
and the SCS is highlighted in at least two ways. First,
the CCRS extends the public access to the SCS based
on the companies’ massive client populations. Second,
consumer credit reporting companies or their sharehold-
ers are actively involved in the infrastructure construc-
tion of the SCS. For example, Ant Financial, the parent
company of Zhima Credit, has signed the Memorandum
on Cooperation for the Implementation of Joint Incen-
tives and Punishment with the National Development
and Reform Commission (NDRC) [43]. As such, com-
mercial companies make their riches of consumer data
increasingly part of the overall SCS architecture.

Government’s access to private-sector databases is
considered as a serious risk to privacy in the U.S. [26].
Institutionally, U.S. privacy law covers not only the pri-
vate sector but also the government. In contrast, ex-
isting laws and regulations about privacy protection
in China target entities other than the government.
Rather, there are laws and regulations granting the Chi-
nese government extensive power of access to various
databases [58]. The Chinese might have less concerns.
According to the Edelman Trust Barometer, the Chi-
nese have the highest trust in the government [19], which
however also reinforces the disadvantageous position of
individuals in the critical area of privacy.
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7 Discussion & Concluding
Remarks

This paper constitutes one of the first studies that inves-
tigate the development of the CCRS and privacy pro-
tection in the credit reporting domain in the context of
the Chinese SCS from an empirical perspective. To be
more specific, we examined 13 consumer credit reporting
companies from different perspectives and analyzed in
detail all privacy-related consumer-oriented documents,
which we could locate.

A major concern arising from our findings is related
to a power shift. In the era of big data, it is said that
“data is power”. As has been pointed out by previous
researchers, big data is leading to a power shift between
individuals and data controllers [49, 56]. Our analysis
suggests that commercial companies accumulate a large
amount of detailed personal information for their own
credit reporting services and also support the govern-
ment in big data collection, management and analysis.
What is more, as the Chinese CCRS is planned and im-
plemented within the framework of the SCS, this top-
layer design consolidates the alliance between companies
and the government. The “corporate-state nexus” leads
to a “sovereign power” [65], resulting in big power shift
between individuals, companies and the government.

The way that consumer credit reporting compa-
nies and the Chinese government cooperate under the
SCS framework of the most recent corona virus crisis
provides further evidence of a strong alliance between
big businesses and the government and the associated
power shift. In the corona virus crisis, on the one hand,
an individual who is hiding any history with the novel
corona virus is included in the blacklist issued by the
government-run SCS in some cities such as Shanghai.
On the other hand, commercial companies assigned col-
ored QR codes to residents in more than 100 cities across
China to rate people’s health condition and determine
whether they have to be quarantined: green codes mean
free movement, yellow and red codes mean quarantine at
home and supervised quarantine, respectively [54, 61].
Both Ant Financial and Tencent which are parent com-
panies for Zhima Credit and Tencent Credit were in-
volved in developing the health code system under the
guidance of the E-government Office of the General Of-
fice of the State Council [61]. As the worst of the epi-
demic has passed, however, many cities started looking
for new uses of the health code, indicating that such
apps may outlast the outbreak. For instance, Hangzhou
is exploring the use of the health code to rank or rate
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citizens with a “personal health index” based on their
health care records, life styles, etc. [27, 64].

As the example of the health code system indicates,
the “corporate-state nexus” formulated in the SCS not
only enables data flow from the private sector to the
government, but also fosters companies’ direct partic-
ipation in social control. The involvement of the pri-
vate sector in the construction and implementation of
the SCS complicates the process of state surveillance
in China as the commercial sector has been involved in
the surveillance system for the first time in a significant
fashion [34]. It also further shifts power away from indi-
viduals, and pushes the surveillance economy to evolve
from “enforcement” to “temptation and seduction” [6]
by offering “voluntary” credit services that are heavily
entangled with the government-run SCS.

In the next step, we suggest building an automated
privacy-awareness enhancing system like Polisis for Chi-
nese websites. Privacy policies are usually long, difficult
to comprehend and evolve over time, which discourages
users to engage in reading and understanding compa-
nies’ data collection and data sharing practices [55]. De-
veloping such a platform with a privacy-centric language
model as the core for the Chinese websites would help
to tackle these obstacles”.

In addition, while we discussed how China’s ap-
proach to regulate the CCRS is different from that in
the U.S., a comprehensive and systematic comparison
between the Chinese CCRS and the credit systems in
other countries is warranted for further research. Our
work forms a basis for such novel and extensive com-
parative work between regulatory regimes.
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Appendix

There are four tables in the Appendix (Table 10 to Ta-
ble 13). Table 10 presents a comparison of instrument
categories used by Polisis and the current research; Ta-
ble 11 and Table 12 are about characteristics of internet
and financial giants, and other consumer credit report-
ing companies, respectively; Table 13 gives an example
of our coding of the privacy-related documents.

Polisis

Current Research

Data collection

Third party sharing
Security

Data retention
Specific audiences
Policy change
Rights to edit
Your choice

Data collection (personal sensitive in-
formation; other information)
Third-party sharing

Security

Data retention

Specific audiences

Policy change

Rights to edit and correct

Special purposes of data collection,
usage and sharing

Table 10. A comparison of instrument categories used by Polisis

and the current research
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Consumer Companies Stakeholders Data Resources Calculation Dimensions Algorithms Application
Credit Score Areas
Zhima Credit Ant Finan- Alibaba Alibaba e-commerce plat- 1. Credit history; 2. Be- Machine Finance; Pub-
Score/?{)ﬁﬁ cial (Eﬁ%ﬂ)\(ﬁ form; Ant Financial; Infor-  havioral preference; learning and lic service; E-
(350-950) iR) mation uploaded by users; 3. Contractual capacity; cloud comput- commerce
Business partners; Finan- 4. Identity qualities; ing
cial institutions and pub- 5. Social network
lic institutions
Tencent Tencent Tencent Social network platforms 1. Contractual capacity; Use of TD-  Finance
Credit Credit (& Group (QQ and Wechat); Ten- 2. Security; 3. Fortune; BANK, meth-
Score/ % HIER) pay transactions; Enter- 4. Consumption; 5. So- ods of statis-
wE A 4 tainment (online game); cial network tics and tradi-
(300-850) Information uploaded by tional machine
users; Partners learning
Xiaobai JD Finance JD.com JD.com e-commerce plat- 1. Identity information; Big data algo- E-commerce;
Credit (iR &ft) form, JD Finance 2. Contractual capac- rithms Finance; Pub-
Score//J\ ity; 3. Assets; 4. Online lic service; Job
HE H & consumption preference; hunting
(0-110) 5. Social network
Panshi Du Xi-  Baidu N.A. 1. Credit history; 2. Con-  Big data, Al Finance
Xiaomanfen/% aoman tractual capacity; 3. (mainly about
A /N 4* Financial Identity qualities service  from
(350-950) (B /N VB Du Xiaoman
i) Financial);
Marketing
Credoo Qianhai Ping An In-  Ping An Insurance; Pub- 1. Identity info; 2. Con-  Multidimensional Finance; E-
Score/ﬂfﬁﬁ Credit (ﬁﬁ surance lic institutions; Business tractual capacity; 3. Risk  nano mod- commerce;
(300-850) TBAE(E) partners of dishonest behavior; elling Public good

4. Consumption prefer-
ence; 5. Behavioral char-
acteristics; 6. Social net-
work credit; 7. Growth
potential

Table 11. Internet and Financial Giants. Similar to the data source provided in Figure 1, the shareholder information is from the

company’s website and Tianyancha (https://www.tianyancha.com/). Information for data resource, algorithms, calculation di-
mensions and application areas is based on the companyies’ websites, a BCG report [23], and Chinese official media press “peo-
ple.cn”(http://history.people.com.cn/peoplevision/n/2015/0731/c371452-27391634.html. For JD Finance, also refer to Xinhua News
(http://www.xinhuanet.com/tech/2019-08/21/c_1124903088.htm) and Fortune World (http://www.fortuneworld.com.cn/internet/
201801/t20180111_2978288.shtml). For Qianhai Credit, also refer to a report from the 01 Think Tank (https://www.01caijing.com/
article/4826.htm). *Short before the submission of the paper, we learned that “Panshi Xiaomanfen” is now not available on the com-
pany's website and is replaced with “Panshi qualification indicator”.


https://www.tianyancha.com/
http://history.people.com.cn/peoplevision/n/2015/0731/c371452-27391634.html
http://www.xinhuanet.com/tech/2019-08/21/c_1124903088.htm
http://www.fortuneworld.com.cn/internet/201801/t20180111_2978288.shtml
http://www.fortuneworld.com.cn/internet/201801/t20180111_2978288.shtml
https://www.01caijing.com/article/4826.htm
https://www.01caijing.com/article/4826.htm
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Consumer Company Stakeholders Data Resources  Calculation Dimen-  Algorithms Application
Credit sions Areas
Score
N.A. Baihang NIFA, Pengyuan N.A. N.A. N.A. N.A.
Credit/H  Credit, China
TEE Chengxin Credit,
IntelliCredit,
Zhima  Credit,
Tencent Credit,
Qianhai Credit,
Koala Credit and
Sinoway Credit
Koala Koala Lakala Credit Lakala Credit 1. Contractual capac- Traditional Delphi  Finance;
Score/% Credit/%  Management Management; ity; 2. Credit history; method; Regres- E-commerce
H 4r(300- HMEH Business part- 3. Identity qualities; sion; Web-mining;
850) ners; Public 4. Transaction behav- Classification Neural
institutions ior; 5. Social network networks; Big data
processing and multi-
perspective combo
modeling
Zhuzhu Sinoway /%€ Four large com-  Stakeholders’ 1. Identity authentica- N.A. Finance;
Score/?% JEIEE panies database; Busi- tion; 2. Background Apartment
¥ 5> (up to ness partners; qualities; 3. Living rental; Hu-
1000) Public institu- credit; 4. Consump- man resource;
tions tion level; 5. Daily Marriage
activities market
Uniscore/fl.  China Tsinghua  Uni-  National and 1. Personal informa- Big data and cloud Human re-
R 43(350- Youth group local govern- tion; 2. Volunteer computing tech-  source; Study-
800) Credit/EF ments; Public work; 3. Social con- nology; Evaluation ing abroad;
HEH institutions; nections; 4. Credit model; Financial risk E-commerce;
Business part-  history; 5. Consump-  control Finance
ners tion history; 6. Track
record of honouring
contracts
N.A. Wanda Wanda Group Wanda Group N.A. Big data mining and N.A.
Credit/ 7 (retail data; analytics
IEMEAE Feifan Business
Coalition);
Business part-
ners

Table 12. Other Consumer Credit Reporting Companies. Similar to the data source provided in Figure 1, the shareholder information

is from the company’s website and Tianyancha (https://www.tianyancha.com/). Information for data resource, algorithms, calculation

dimensions and application areas is based on the companyies’ websites, a BCG report [20], and Chinese official media press “people.cn”
(http://history.people.com.cn/peoplevision/n/2015/0731/c371452-27391634.html). For Sinoway, also refer to Tech.163 (http://tech.
163.com/15/0601/08/AR0OR93DD000915BF.html); for Koala Credit, also refer to Paynews (http://paynews.net/article-29207-1.html);
for China Youth Credit, also refer to South China Morning Post (https://www.scmp.com/tech/apps-social/article/3003158 /small-
team-building-social-credit-system-app-chinas-youth).


https://www.tianyancha.com/
http://history.people.com.cn/peoplevision/n/2015/0731/c371452-27391634.html
http://tech.163.com/15/0601/08/AR0R93DD000915BF.html
http://tech.163.com/15/0601/08/AR0R93DD000915BF.html
http://paynews.net/article-29207-1.html
https://www.scmp.com/tech/apps-social/article/3003158/small-team-building-social-credit-system-app-chinas-youth
https://www.scmp.com/tech/apps-social/article/3003158/small-team-building-social-credit-system-app-chinas-youth
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Taxonomies and Questions

Original Text

Translation

Data collection - sensitive information: Item 7-Online activities information

Yes. The policy states it ex-
plicitly.

No. The policy states
explicitly that the com-
pany/institution will not do
that.

ATREME . 2W - ZW . AEME
IR A R A5 B AR SS... Bed]
R S I E AR IR SE  VET
EHMER, EEARE.Q)EE-H
BT BRSPS EERE KD
BE . fln. EERBM LTS
FR - SRS BRSSP A S E
B, ERER RS RE TN
THE, EMEFE EEHRERSE
BN T RS -

BATARS W R EZEEM - ER -« ¥5
o IMA S BRHFAREEE, AL
EIEBIIR  HIE N A KSR AR
FHE®

In order to provide you with credit evaluation and credit man-
agement services as scientifically, comprehensively, objectively,
and impartially as possible ... we need to collect true, accurate,
and comprehensive information related to your credit, mainly in-
cluding: (2) Information related to your credit in your use of
third-party products or services. For example: your transaction
information on the e-commerce platform, payment information

generated by the use of payment agency services, whether the
rent was paid as agreed after using the deposit-free service,
whether the service fee was paid as agreed after using the car
rental service on the car rental platform.

We will not collect information about your religion, genes, finger-
prints, blood type, disease, and medical history, nor do we collect
your chats, calls, and your speech on social media.

Data collection - other information: Item 12-Publicly disclosed information

Yes. The policy states it ex-
plicitly.

NTRER . & ZW - AIEHE
IR S TG RS A RS ... Fl]
*%ﬂﬁ(*‘ﬁféﬁ*ﬁﬁ*ﬁ%ﬂ’]ﬁi - R
2EMEER, EEGHE..3)SFEHMEX
BRNE S TEIER . W izu: EBERKIE A
T EERIBIT A2 BER - (4)8EA
s (FlanaEREERE - BUR(E
BATTERE) MEBTFIEETATT
MEEFSERERMESR -

In order to provide you with credit evaluation and credit man-
agement services as scientifically, comprehensively, objectively,
and impartially as possible ... we need to collect true, accurate,
and comprehensive information related to your credit, mainly in-
cluding: (3) relevant judicial and administrative information that
is related to credit. For example: the list of enforced persons

issued publicly by the court according to law. (4) Credit-related

information in legally publicly disclosed information (such as

legal news reports, government information disclosure, etc.) or

information that you publicly disclose.

Data Retention: Item 19-Retention period

Yes. The policy states it ex-
plicitly.

Unclear

KIE ,/uiﬁf)ﬁm{é)ﬁﬂw’ﬂuuﬁ%ﬁ
A= HIEETR, T HEmREx, 4
PRGBSI, BA TR A
ANRERIETZERTE, f%T%ﬁEEﬁ
BARThEFEFLIEZ HidsE, H
SR, FATRAGEET LAMBE -

KER ., B2 RS AR S B

2o BB A B BT 2
5 39 1) R A LR A PR 7Y
REFERDPAEER -

After closing (the account), the information in your Sesame
Credit account will be cleared. However, please understand that
in order to accurately record and maintain a secure online trans-
action environment, we will properly store information about
your bad conduct for a period of 5 years from the date of the

termination of the bad conduct or incident; when it exceeds 5

years, we will delete it according to the law.

After closing (the account), the information in your Sesame
Credit account will be cleared. ... We only store your personal

information for the time period that is necessary for the purposes

described in this policy and for the time period required by laws

and regulations.

Security: Item 23-Measures for data leakage, damage or loss

Yes. The policy states it ex-
plicitly.

ENERENNGEEZ RN, BATH
HEIEEEIA R, EZETF“J@%%H:
ARG LRI T RERTENE -
I SRBUERF 2% EZ‘IE’JLET%E@ g
B B VAN AR KRS ARt R A b
BOETESE - BN TR DR A A L
DR ab 53 St 8- E N SREPSY
G AEME, WLLE—H AP,
A 2RMASFHTRETEM - [
W, FATER % T TER, E3)
ERNANEEZ 2B ERBIL -

In the unfortunate event of a personal information security

incident, we will promptly inform you in accordance with the

requirements of laws and regulations: the basic situation and

possible impact of the security incident, the measures we have

taken or are about to take, and suggestions on how you can

prevent and reduce risks on your own, and remedies, etc. We will

promptly inform you of the event by pushing client notifications,

sending emails, short messages, etc. If it is difficult to notify

users one by one, we will use an announcement to inform all

clients. At the same time, we will proactively report the handling

of personal information security incidents in accordance with the

requirements of regulatory authorities.

Table 13. Coding sample.
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