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Abstract:
device or an account would be used by a single user,

Although many technologies assume that a

prior research has found that this assumption may not
hold true in everyday life. Most studies conducted to
date focused on sharing a device or account with the
members in a household. However, there is a dearth in
existing literature to understand the contexts of shar-
ing devices and accounts, which may extend to a wide
range of personal, social, and professional settings. Fur-
ther, people’s sharing behavior could be impacted by
their social background. To this end, our paper presents
a qualitative study with 59 participants from three dif-
ferent countries: Bangladesh, Turkey, and USA, where
we investigated the sharing of digital devices (e.g., com-
puter, mobile phone) and online accounts, in particular,
financial and identity accounts (e.g., email, social net-
working) in various contexts, and with different entities
- not limited to the members in a household. Our study
reveals users’ perceptions of risks while sharing a de-
vice or account, and their access control strategies to
protect privacy and security. Based on our analysis, we
shed light on the interplay between users’ sharing be-
havior and their demographics, social background, and
cultural values. Taken together, our findings have broad
implications that advance the PETS community’s situ-
ated understanding of sharing devices and accounts.
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1 Introduction

With the increasing use of computing technologies, peo-
ple have been exposed to a variety of privacy issues and
security vulnerabilities [48, 70, 71, 82]. Many technolo-
gies have been developed based on the assumption that
they will be used by a single person. This ‘single user’
assumption is also reflected in the authentication solu-
tions, where entering a password gives access to all of
the contents in a digital device (e.g., computer, mobile
phone), or an online account. However, the one-to-one
mapping between a technology and a user does not con-
sider the security vulnerabilities and privacy risks for
people when they share their devices or accounts with
others.

We adopt the definition of sharing from existing
literature [4, 52|, referring to any situation in which
multiple people use a single device or account, either
synchronously or asynchronously. The prior works ex-
amined the sharing of digital devices in a household
setting, including mobile phone [15, 19], computer that
is located in a public space at home [18], and IoT de-
vices [34]. A recent study [52] looked into the sharing
of an online account with the members in a house-
hold, e.g., an entertainment account to watch movies.
Several studies examined the needs of sharing devices
and accounts with caregivers (e.g., parents, spouse) by
the people with visual impairments or certain disabili-
ties [41, 73], and explored the usability and privacy chal-
lenges of sharing devices with the children in a house-
hold [18, 51].

We extend the findings from existing literature
through addressing the following research questions:
RQ1: What are the contexts and reasons of sharing
digital devices and online accounts when the sharees in-
clude not only the members in a household, but also
others in a wide-range of personal, social, and profes-
sional settings? RQ2: What are the risk perceptions,
and concerns of users as they share their devices and
accounts? RQ3: What are the access control strategies
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of users in the process of sharing their digital devices
and online accounts?

To address the above research questions, we con-
ducted semi-structured interview with 59 participants
from three different countries. The studies around pri-
vacy have predominantly been influenced by West-
ern liberal values, including the early work of Warren
and Brandeis [80], and Westin’s call for freedom from
surveillance [83], where a large body of prior works ex-
amined the privacy issues in the USA. However, the
recent literature [24, 59, 62] suggest that privacy is
contextual, where we need a situated understanding
to explore the design and policy practices; the stud-
ies [3, 5, 6, 8, 38, 76] conducted in Bangladesh (a devel-
oping country located in South Asia) demonstrated the
importance of focusing more on digital technology users
and privacy issues in developing countries. To this end,
we included both USA, and Bangladesh in our study. We
also included Turkey — a developing country straddling
Eastern Europe and Western Asia. Turkey is one of the
underrepresented countries in privacy literature, while
several studies [9, 20, 27] highlighted the significance of
examining privacy issues in regions that are less stud-
ied in prior works. As a whole, our findings contribute
to the situated understanding of contexts, privacy risks
and concerns, and the privacy behavior of users as they
share devices and accounts with different entities (not
limited to the members in a household).

In this paper, the term digital device or device refers
to the computer and mobile phone, unless otherwise
specified. For online accounts, we focused on the sharing
of financial and identity accounts (e.g., email, social net-
working), considering the sensitivity of user information
stored in these accounts *.

1.1 Contributions and Key Findings

In this section, we first provide insights into our contri-
butions on the contexts and reasons of sharing digital
devices and online accounts (RQ1; see §5.1 for details).

Our findings present new sharing contexts that are
less explored in prior studies, including Geographic re-
location (§5.1.1): The geographic relocation may lead
users, including the immigrants to collaborate with

# The study of Haque et al. [39] divided online accounts into
four categories (e.g., financial, identity, content, and sketchy),
where the authors emphasized on the protection of financial,
and identity accounts (e.g., email, social networking).
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friends and family members in their native country to
manage financial, and identity accounts (e.g., email,
social networking); & Collaborative social metworking
(§5.1.5): The relatively older, or less-educated users in
Bangladesh collaboratively use a single social network-
ing account, where they help each other to maintain an
online presence, address technical issues, learn to use
new features, and recall password if forgotten.

We extend the findings from prior studies with re-
spect to multiple sharing contexts, including Trust and
affection (§5.1.3): While the trust on family members
make people comfortable with sharing devices [37, 52],
we also found instances of sharing devices and online ac-
counts as a way of building trust with romantic partners,
to express affection to friends, as well as to maintain
transparency in a conjugal life. In Bangladesh, it might
come as a natural expectation and event for the people
that they would share personal devices and accounts
with a ‘close’ group of peers with whom a person has
grown up since childhood; & Intermediate help (§5.1.7):
The prior studies [7, 41, 52, 73] reported the sharing of
passwords with family members (e.g., spouse, parents)
while taking help with device or account management.
We found that our relatively older, or less-educated par-
ticipants from Bangladesh share their passwords (or ask
to create one for them) for online accounts not only
with their family members, but also with colleagues,
and friends while taking help with account creation and
management.

Our results show differences across countries on the
extents of sharing (e.g., with whom a device or account
is shared) in the contexts of Collaborative financial man-
agement (§5.1.2), where the sharing of a financial ac-
count depends upon family structure and dynamics; &
Sharing the same physical space (§5.1.4), where the pos-
session of a device may not be constrained by a physical
boundary once that is shared with household members
in Bangladesh and Turkey. We found that the context
of sharing could be specific to a country. For instance, in
the process of business management and providing in-
formal services at digital service centers in Bangladesh,
the owner’s identity account (e.g., email account), and
admin-computer are shared not only with the employees
but also with customers (§5.1.6). The sharing context
could be also specific to the groups of users in a country,
e.g., collaborative social networking among relatively
older, or less-educated users in Bangladesh (§5.1.5).

In prior studies [18, 34, 52] that focused on peo-
ple’s sharing behavior at home, the participants seldom
voiced concerns about sharing devices or accounts with
their family members. In our study, we revealed peo-



A Cross-cultural Study of Sharing Digital Devices and Online Accounts

ple’s risk perceptions and concerns where the sharing
of a device or account is not limited to the household
members (RQ2; see §5.2 for details). Our participants
reported a wide range of concerns with sharing devices
and accounts, which include loss and leakage of personal
information and credentials, because of careless use or
unauthorized access by a sharee (§5.2.1); misuse of de-
vices, where the consequences may not be limited to pri-
vacy violation, and embarrassment in personal and pro-
fessional scenarios, but also raise the question of legality
and socially accepted behavior (§5.2.2); and change in
relationship with the sharee, leading to blackmailing,
and damaging reputation (§5.2.3). We unveiled partici-
pants’ privacy concerns about secondary sharing, where
the sharees of an online account share the login creden-
tials with other entities without informing the primary
sharer, i.e., owner of that account. Our analysis shed
light on the privacy and social issues that could emerge
when the expectations of a sharer is not well commu-
nicated to the sharees, where the differences in societal
background between the sharer and sharee could ex-
aggerate the misunderstanding of expectations in the
collaborative use of a device or account.

As we looked into our participants’ access control
strategies while sharing a digital device or online ac-
count (RQ3; see §5.3 for details), we identified that the
privacy-preserving behavior of a user might not be trig-
gered by her risk perceptions, where only in a few cases,
we found a relation between the user’s privacy behav-
ior and risk perceptions. Most of our participants do
not take any steps to protect their privacy while shar-
ing a device or account, where the reasons reported by
our participants confirm several findings from existing
literature to hold true in the contexts of sharing de-
vices and accounts both within and outside of West-
ern contexts, including lack of knowledge [2, 81], opti-
mism bias [81, 90], and procrastination until harms oc-
cur [90]. Further, we identified a blind trust on technol-
ogy in protecting user information that makes our par-
ticipants from Bangladesh and Turkey not taking any
privacy-preserving actions. Our study unpacked the ad-
hoc based strategies adopted by users for privacy protec-
tion while sharing a device or account, where we found
that some of these approaches could pose privacy risks
for sharees, fail to protect the security and privacy for
sharers, and bring further security risks for them.
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2 Background: Bangladesh and
Turkey

In this section, we provide a brief overview of the coun-
tries, where we recruited participants outside of the
USA.

Bangladesh, officially the People’s Republic of
Bangladesh is located in South Asia. Bangladesh is one
of the most densely populated countries in the world
with a population of above 164 million [84]. Bangladesh
is a developing country, according to the classification
by United Nations [58], where the GDP per capita (US$)
is 1855.7 as of 2019 [11]. According to the data from
the World Bank [12], Bangladesh has a literacy rate
of 75% as of 2019. ‘Bengali’ is the official language of
Bangladesh [84]. Family and kinship are the core of
social life in Bangladesh [40, 43]. The family unit in
Bangladesh, which provides economic stability and a
form of social identity to the people, usually consists
of a husband and wife, their unmarried children, their
adult sons with their wives and children, and the grand-
parents [40, 43].

Turkey, officially the Republic of Turkey, is a
transcontinental country straddling Eastern Europe and
Western Asia. As of 2019, the population of Turkey is
around 82 million [85]. According to the classification
by United Nations [58], Turkey is a developing coun-
try, where the GDP per capita (US$) is 9,126.6 as of
2019 [11]. Turkey has a literacy rate of 96% as of 2017,
according to the data from the World Bank [12]. ‘Turk-
ish’ is the official language of Turkey [85]. In general,
Turkish family can be characterized as “functionally ex-
tended”, where several nuclear families of relatives live
close to each other, maintain strong social ties and in-
teractions, and function as if they were extended [77].
Both male and female children live with their parents
until they get married, where individuals frequently in-
teract with a wide network of relatives, including grand-
parents, aunts, uncles, and cousins [13, 77].

3 Related Work

3.1 Taxonomy of Sharing

The study of Derlega and Chaikin [26] demonstrates
that self-disclosure can be classified on a breadth di-
mension, which depends upon several different areas in
an individual’s life that are revealed in communication.
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Here, an individual may feel comfortable to share infor-
mation only with a closed group of people, while oth-
ers might prefer to keep everything to themselves. Such
preferences and behavior create the boundary of infor-
mation disclosure, which often relate to the varying so-
cial relationship of an individual with the surrounding
people [26]. These findings are supported by the study
of Johnson et al. [47] in the context of users’ sharing
preferences on social media. The study [47] highlights
the complicated sharing behavior of users in an online
social networking site, influenced by multiple factors
including trust, and relationship with peers. The au-
thors [47] presented a hierarchy of sharing preference
based on the user’s comfort level, where they are most
comfortable sharing personal information with imme-
diate or extended family members, close friends, and
people whom they frequently socialize with, followed by
coworkers, acquaintances, and strangers. In a separate
study, Wisniewski et al. [87] examined users’ informa-
tion sharing behavior on online social networking sites
(SNS), where they created a framework representing
users’ coping strategies on social media through filter-
ing, ignoring, blocking, withdrawal, aggression, compli-
ance, and compromise. The study [87] showed that users
develop these strategies, in addition to using traditional
SNS privacy controls, in order to attain the desired level
of privacy while interacting, and sharing information on
social media.

The sharing of mobile phone with family members
is common among users [15, 19], where Steenson and
Donner [74] described two categories of sharing: proxi-
mate (multiple close relations use a single phone), and
distributed (person X calls person Y to reach person
Z, who may not have a phone). The study of Brush
and Inkpen [18] found that family members share a
computer located in a public space at their home. In
a shared computer, the family members frequently use
each other’s OS-level profile, and switch to their indi-
vidual profile only when they intend to complete a task
that demands some degree of privacy and personaliza-
tion [29].

The practices of sharing digital devices with family
members are influenced by two primary factors: trust
in sharees, and convenience [37, 52], where Matthews et
al. [52] found that people underestimate the frequency
of sharing a device with the members in their household.
The authors [52] divided such sharing in a household set-
ting into multiple categories, which include borrowing
(e.g., temporary lending of a digital device that benefits
the sharee), mutual use (e.g., multiple inhabitants in a
household regularly use the same device), helping the
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sharer with setup and use, broadcasting (e.g., watching
a movie with family members), and accidental (e.g., un-
intentional access by a member in the household). In a
separate study, Geeng and Roesner [34] examined the
interaction of people in a multi-user smart home, where
they found two categories of users for shared devices:
smart home driver and passive user. Here, a smart home
driver takes initiative to learn about and use smart de-
vices, where a passive user adapts to device usage and
rely on the smart home driver to control functionality
and fix technical issues of the shared devices in a house-
hold [34].

The study of Mazurek et al. [53] investigated the
perceptions and behavior of household members in con-
trolling access to digital contents within their home en-
vironment. The authors [53] found that the ad-hoc ac-
cess control techniques adopted by users may not alle-
viate their privacy concerns. In this regard, the ideal
access control policies could be complicated considering
the entities who access, the locations where access oc-
curs, the device that is accessed, and requiring users
to deal with the social model of politeness and per-
mission [53]. In a follow-up study, Mazurek et al. [54]
examined whether and how a reactive model could con-
tribute to making access control more usable in a home
setting, where users can dynamically update their pol-
icy in response to access requests. The study [54] showed
that the reactive model could offer dynamic, situational
access-control policies, and effectively support users’
needs in policy creation in terms of control and interac-
tivity.

In the present era, children are the active users
of digital devices in a household [51, 52], where Liv-
ingstone et al. [51] explored how the sharing of a de-
vice with children relates to the people’s socio-economic
background, education, and parenting style. The au-
thors [51] found that even though parents choose to
share their devices with the children, there lacks suit-
able features to preserve their privacy, and provide a
safe browsing environment for the children. The study
of Brush and Inkpen [18] shows that the trust on fam-
ily members while sharing a device does not always ex-
tend to ‘parent-child’ relationship, where Frohlich and
Kraut [33] found that parents log into their children’s
accounts on a shared device to monitor their activity.

People may share passwords while sharing digital
devices with their family members [21, 52]. The study
of Hayes et al. [41] explored the privacy and security re-
quirements of the people with visual impairments, where
the participants reported taking help from their spouse
to manage their passwords for online accounts. The find-
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ings from this study [41] are in line with that of Tou-
sif et al. [7], which reveals that the people with visual
impairments struggle with password management, e.g.,
correctly typing a password. In another study, Singh et
al. [73] found that people with certain disabilities take
help from their caregivers (e.g., parents) to manage their
passwords.

3.2 Situated Privacy and Security

Privacy is contextual that demands a situated under-
standing of users’ perceptions and behavior in order to
explore the design and policy practices [24, 59, 62]. The
findings from recent usable privacy studies [3, 8, 20] sup-
port this argument that local values often contrast with
the liberal notions of privacy embedded in current com-
puting systems. However, the digital privacy research
beyond Western contexts and a liberal framing is still
at its very early stage [22, 79]. Below, we briefly discuss
the notable usable privacy studies conducted outside the
Western contexts.

Although online threats are global, perceptions of
threat are very localized [8, 20, 38, 50]. The study of
Al-Ameen et al. [8] explored how the privacy percep-
tions of people relate to their effort to deal with the
issues of urbanization and the opportunities that come
with digitization in the Global South. The authors [§]
examined how users balance their needs, conveniences,
and privacy in the context of data collection and shar-
ing by apps, and unveiled how privacy leakage incidents
affect app usage behavior. The study of Haque et al. [38]
presented how clientelization, reputation, and situated
morality influence the privacy behavior of people in the
digital service centers at Bangladesh. In another study,
Chen et al. [20] investigated the security and privacy
practices of the people in urban Ghana while browsing
Internet. The study [20] shows that participants judge
the trustworthiness of a website based on the appear-
ance, lack of popups, and loading speed, where they
reported confidence of being able to defend against cy-
berattacks despite passwords often being their only line
of defense.

The religious views and cultural norms of people
have impacts on their sense of confidentiality and pri-
vacy. The study of Alghamdi et al. [9] investigated the
privacy and security practices for households bank cus-
tomers in Saudi Arabia, showing that trust, driving re-
strictions, and the esteem placed in family motivate fe-
male participants to share their banking information
with male family members, including their father, and
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husband. The study of Abokhodair et al. [1] examined
how the youth in the middle east conceptualize values
such as privacy, intimacy, and freedom of expression in
the context of social media. The authors [1] found that
the interpretation of privacy among participants goes
beyond the concerns for security, safety, and having a
control to separate oneself from a larger group, where
they observed adherence to Islamic teachings, mainte-
nance of reputation, and the careful navigation of activ-
ity in social media to preserve respect and modesty.

Digital harassment is a growing concern in many
developing countries, wherein the majority of cases fe-
male users are the victims of such incidents [6, 60]. The
study of Nova et al. [60] reveals the online harassment
that women in Bangladesh encounter while using anony-
mous social media (ASM). Participants reported re-
ceiving sexually offensive messages and dating inquiries
from the people in ASM. While public discussion on
sex or any topic containing sexual content are consid-
ered taboo and frowned upon in Bangladesh [57, 64],
the curtain of anonymity in ASM provides a safer way
to break these invisible norms of society without be-
ing judged or scrutinized. In another study, Sambasivan
et al. [68] identified that the risks and fear of harass-
ment refrained the women in urban India to provide
their phone number for accessing public Wi-Fi services.

Digital devices, such as mobile phones that are de-
signed for developing regions often fail to satisfy their lo-
cal needs. In a study conducted with low-literate Berber
women in Morocco [27], the authors examined the gap
between high rates of mobile phone ownership and low
use of productive features - noted as ‘mobile utility gap’
The study identified that lack of functional literacy and
non-standard mobile phone interface including a com-
plex language environment with both Arabic and Berber
dialects presented significant barriers to using mobile
phones, which contributed to the mobile utility gap in
that community. The studies conducted by Ahmed et
al. [5] and Sambasivan et al. [67] demonstrate that the
mobile phones often do not have one-to-one mapping
with a user in the resource-constrained settings of de-
veloping countries, while the social fabric in these soci-
eties is based on the notions of trust and collectivism.
Thus, the strict privacy requirements in using digital
technology could disrupt the relationships with friends
and family members [5, 67]. In a separate study with
women in Global South [66], the authors explored the
privacy negotiation of female users from their family
members while using a mobile phone.
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Gender Participants

Male BP1-BP3, BP6-BP9, BP11, BP15, BP17-BP29,
UP1-UP4, UP7, UP8, UP10-UP12, UP14-UP16,
UP18, UP20-UP22, TP1, TP3, TP4, TP6, TP8

Female BP4, BP5, BP10, BP12-BP14, BP16, UP5, UP6,
UP9, UP13, UP17, UP19, TP2, TP5, TP7

Age-range

18-24 BP4, BP7, BP8, UP5, UP6, UP19, UP21, UP22

25-29 BP2, BP3, BP5, BP6, BP9, BP19, BP20, BP25,
UP2, UP7-UP15, UP18, UP20, TP1-TP3

30-34 BP1, BP17, BP18, BP21, BP24, BP28, UP1,
UP3, UP16, UP17

35-39 BP23, TP6

40-44 BP16, BP22, BP26, BP27, BP29, UP4

45-49 BP14, TP4, TP7

50-54 BP15, TP5, TP8

55+ BP10, BP11, BP12, BP13

Literacy Level*

Fifth Grade BP19, BP27, BP29, TP6, TP7

Between Eighth
and Tenth Grade
Twelfth Grade

BP17, BP20, BP22, BP24, BP25, BP26,

BP28, TP4

BP12, BP18, BP21, BP23, UP19, UP21, UP22,
TP2, TP5, TP8

Undergraduate BP1-BP11, BP13-BP16, UP1-UP18, UP20, TP1,
and above TP3

Profession

Student BP4, BP5, BP7, BP9, UP1-UP3, UP6-UP14,

Employee at

UP18, UP19, UP22
BP1-BP3, BP6, BP8, BP11, BP17-BP19,

Industry BP21-BP29, UP5, TP3, TP4, TP6
Employee at Educational BP10, BP15, UP4, UP15-UP17, UP20,
or Non-profit Org. UP21, TP1

Car Driver BP20

Housewife BP12-BP14, TP2, TP5, TP7

Physician BP16

Retired TP8

Table 1. The Highlight of Participants’ Demographic Traits [*Either completed or currently studying at the noted education level].
Notes: UP: Participants living in the USA; BP: Participants living in Bangladesh; TP: Participants living in Turkey. Five U.S. partici-
pants (UP3, UP6, UP13, UP17, UP20) are the first-generation immigrants, who are originally from the countries in Asia.

Our Study. The overall findings from these stud-
ies indicate that the misconceptions about local culture
by developers or designers may result in inappropriate
threat modeling, where there is a dearth in existing liter-
ature to understand the contexts, risk perceptions, and
access control strategies of users as they share their dig-
ital devices and online accounts not only with the mem-
bers in their households, but also with others in various
personal, social, and professional settings. We addressed
this gap in our work, where we conducted a study with
the participants from both developing (e.g., Bangladesh,
Turkey) and developed (e.g., USA) countries.

4 Methodology

We conducted semi-structured interview with 59 partic-
ipants. In preparing the questionnaire for interview, the
authors of this paper conducted several rounds of focus
group discussion. We also gathered feedback from the
colleagues at our labs. We improved the structure and
clarity of questionnaire based on our focus group dis-
cussion, and the feedback from our lab members. Our
study was approved by the Institutional Review Board
(IRB) at our university.
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4.1 Participant Recruitment

We recruited adult participants in this study, where any-
one above 18 years (self-reported) could participate. We
recruited participants through posting flyers on college
campuses, neighborhoods, restaurants, and other pub-
lic places. We shared recruitment messages on our social
media profiles with ‘public setting’; re-shared by many
others. We reached out to participants through email
listservs of social clubs, and local communities. We also
used snowball sampling, recruiting a few participants
from the recommendation of participants who had taken
part in this study.

Our recruitment materials (e.g., flyer, email, social
media post) specified that the study is about a user’s
perceptions and experiences on sharing digital devices
and online accounts, where we did not do any additional
pre-screening based on a participant’s sharing experi-
ence.

4.2 Procedure

We interviewed the participants over telephone, via
Skype, or in person. We conducted interviews in the
country’s official language. That is, the interviews with
the participants living in the USA, Bangladesh, and
Turkey were conducted in English, Bengali, and Turk-
ish, respectively. During the interview, participants re-
sponded to a set of questions on sharing digital devices
(e.g., computer, smartphone) and online accounts, in
particular, financial and identity accounts (e.g., email,
social networking). We asked them about the contexts
of sharing devices and accounts, whom they share with,
their concerns, negative experiences, and the strategies
they use to protect personal information in the process
of sharing. At the end, participants responded to de-
mographic questionnaire. We audio recorded the inter-
views. On average, each session took between 25 and 35
minutes.

4.3 Analysis

We transcribed the audio recordings. For the interviews
with the participants from Bangladesh and Turkey,
the researchers who are the native speaker of Ben-
gali and Turkish translated the transcriptions into En-
glish. We then performed thematic analysis on our tran-
scriptions [16, 17]. Two researchers independently read
through the transcripts of half of the interviews, devel-
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oped codes, compared them, and then iterated again
with more interviews until we had developed a consis-
tent codebook. Once the codebook was finalized, two re-
searchers divided up the remaining interviews and coded
them. After all interviews had been coded, both re-
searchers spot-checked the other’s coded transcripts and
did not find any inconsistencies. Finally, we organized
and taxonomized our codes into higher-level categories.
The inter-rater reliability (Cohen’s Kappa) of the raw
agreement between two coders was 0.87.

4.4 Participants

Table 1 presents the demographic information of our
59 participants, where 16 of them are women, and 43
are men. Almost all of our participants were in the age
range of 18 to 55, where four participants were above 55
years old. The literacy level of 39% of our participants
was between fifth and twelfth grade, where others were
either undergraduate students or had already earned
the degree. Thirty-two percent of our participants were
students, where others were from diverse professions,
including physician, car driver, housewife, and the em-
ployee at industry, educational institution, or non-profit
organization. Among our participants, twenty two of
them live in the USA, eight participants live in Turkey,
and 29 participants live in Bangladesh. In this paper, the
participants living in the USA, Bangladesh, and Turkey
are denoted by UP, BP, and TP, respectively.

5 Results

In this section, we present our findings on the contexts
and reasons of sharing digital devices and online ac-
counts (§5.1), risk perceptions of users (§5.2), and their
strategies of access control with regard to such sharing
(§5.3). For consistency, we use these terms based on the
frequency of comments in participants’ responses: a few
(0-10%), several (10-25%), some (25-40%), about half
(40-60%), most (60-80%), and almost all (80-100%).

5.1 Contexts and Reasons of Sharing

5.1.1 Geographic Relocation

Several participants, including our immigrant partici-
pants in the USA have reported that when they travel
to a different country from their primary location, they
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face challenges to log into their online accounts, and
their ability to access desired features in an account
gets limited. In these circumstances, our participants
reach out to their friends or family members living in
their primary location (e.g., their home country) to avail
help with making a financial transaction, recovering an
email account, or updating the settings and features in
a social networking account.

Many service providers block suspicious login at-
tempts from unusual location to protect their users’ on-
line accounts from an unauthorized access. In such cases,
a user might be asked to prove her identity by entering a
one-time-code delivered to her phone number, registered
with the system [30]. We found that such security mea-
sures could pose accessibility challenges to users, where
a few participants lost access to their email account, as
their phone number, used for two-factor authentication
changed once they had relocated to a new country. To
recover their account, they mailed the SIM card related
to their old mobile phone number to a friend or family
member in their native country, along with sharing the
password for their email account. In another instance,
one participant forgot the password for her email ac-
count after moving to the USA, and did not have a re-
covery email but a recovery mobile phone number that
she used to use in her native country. She recovered her
access to that email account through creating a new
password in collaboration with a friend in her native
country, whom she had to mail her old mobile SIM card.

UP13 is originally from a country in Asia, who cur-
rently lives in the USA. Upon moving to the USA, she
could not access all of those features in her social net-
working account that she used to access in her native
country. However, she has found a workaround to main-
tain her accessibility despite geographic relocation. She
has shared her password for the social networking ac-
count with a few friends in her native country, whom
she trusts (the participant mentioned them as ‘close
friends’). Whenever needed, UP13 requests one of her
‘close friends’ to make changes in her account on her
behalf that she could not do from her current location.

The participants, UP3 and UP6 are originally from
Iran (a country in Western Asia) and China (a coun-
try in East Asia), respectively, who currently live in
the USA. They share their login credentials (e.g., user-
name, password) for banking account with their spouse
(UP3) or parents (UP6) living in their native country.
UP6 believes, having direct access to her banking ac-
count would let her parents address any urgent financial
needs with skipping the latency to reach out to her. UP3
mentioned, “I need to have, for example, one person in
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Tehran whom I can trust, like my wife. Especially when
I am not in Tehran, my hometown, but I need to trans-
fer money from my account to another desired account,
my wife does that for me.”

5.1.2 Collaborative Financial Management

Several participants share the login credentials of their
bank account with family members to collaboratively
manage the financial activities. With whom the bank ac-
count is shared depends upon the structure and dynam-
ics of a family. The participants who are married and
residing in the USA, live with their spouse in a nuclear
family setting; UP11 and UP12 are among those partic-
ipants. UP12 and his wife divide their role in managing
financial activities, where his wife takes the responsi-
bility of paying bills. He shares his login credentials for
the bank account with his spouse so that she could log
in and pay the bills on time. In the case of UP11, his
wife takes the full responsibility for managing financial
activities, where he mentioned, “I share my bank ac-
count information with my wife because she is in charge
of all the expenditure for the family. She gets the [bank]
statement.”

Some of our participants from Bangladesh and
Turkey live in an extended family (or ‘functionally ex-
tended family’ - see §2) setting, where several partici-
pants share their login credentials of the bank account
with multiple family members. BP6, who is unmar-
ried, shares his bank account details with his father
and brother so that they could help with managing
the expenditure for the family. Here, BP3 takes a more
privacy-preserving approach towards managing his fi-
nancial accounts, “My family has a bank account which
is created under my name and I deposit money in that
account so that they can have that money. I also have
my salary account which I don’t share with anybody.”

A few participants mentioned having a contingency
plan in case of an emergency situation, where they might
not be able to access their bank accounts. So, they share
their login credentials with their family members, espe-
cially spouse, so as to ensure accessibility to their fi-
nancial accounts. UP10 said, “Anything could happen!
What? Let’s say you die, and you have all of your money
stacked in one place, nobody knows how to get it, and the
money dies, you know there. So I think it’s important
[to share], especially with spouse.”
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5.1.3 Token of Trust and Affection

We found instances where participants share their dig-
ital devices and online accounts to express affection for
their trusted peers. For example, UP13 said, “I do like
to share [my smartphone] with them [partner, friends]
because I love them.” Several participants consider the
sharing of their devices and accounts as a way of build-
ing trust with their romantic partner; UP7 added, “My
password is my fiancée’s name, so she already knows
about it. I really trust her, we are together. So, for ex-
ample, password of bank account is shared between us.”

The social networking sites are criticized for the neg-
ative impact on interpersonal relationship outcomes, in-
cluding breakup, and divorce [31]. While transparency
and trust between partners could help to avoid such un-
expected outcomes, one of our participants (BP23) men-
tioned sharing his login credential for the social network-
ing account with his wife, so that she could monitor his
activity anytime she wants. Another participant (TP5)
said, “I don’t have anything to hide from my husband,
so I share everything.” As these participants perceive,
such sharing and transparency help them to alleviate
the complications in conjugal life that might come with
the use of digital devices and online accounts.

A few participants from Bangladesh mentioned that
they are used to sharing “everything” within a close
circle since their childhood. This close circle comprises
siblings, cousins, or friends with whom they have grown
up. As they have stepped into using online accounts, it
comes out as natural and expected to them that their
login credentials would be shared within their close cir-
cle. For instance, BP20 shares his email account with his
cousins, where he mentioned, “We, three brothers have
always known everything of each other.” Similarly, BP17
shares his social networking account with his friends,
“They are so trustworthy that I don’t feel unsafe sharing
the password [of social networking account] with them.
I know their password and they know mine.”

5.1.4 Sharing the Same Physical Space

Several participants from Turkey and Bangladesh have
stated that a digital device purchased by any of their
family members is considered as a common property of
the inhabitants at their home. TP8 believes that there
should not be any expectations of personal privacy as it
comes to helping the family members through sharing a
laptop or smartphone. BP4, who lives with her extended
family in Bangladesh, purchased a laptop; she explains
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the sharing of her laptop with the family members at
her home, “If someone needs to fill up [online] forms,
they use my laptop to do that. If my brother needs to use
his Facebook, he uses my laptop. And whenever anyone
in my family needs any type of work on a computer, they
use mine. My uncle buys ticket using it. My mother uses
it for her official work.”

As shared, the possession of a digital device might
not be constrained by a physical boundary; BP27 pro-
vided an example, “When my brother goes to coaching
class, he needs a mobile phone, so he borrows mine.”
While such sharing is culturally expected in Bangladesh
and Turkey, participants also referred to economic con-
straints in several instances, as to why they could not
afford a separate device for individual family members.
One of our participants mentioned, “I think people like
us need to share their devices because we can’t afford
to buy separate device for individual [family members].
I think, sometimes it is risky. One can access another
person’s information.”

Two of our participants (UP13 and UP17) who are
originally from Asia, and currently live in the USA,
reported that they used to share the smartphone and
computer with their parents and siblings in their native
country. They added, such sharing behavior contributed
to their habituation and comfort with sharing digital
devices with their spouse upon moving to the USA.

While living or working in a same physical space,
the sharing of devices could extend beyond family mem-
bers. For instance, BP8 lives in a city apart from his
family, where he shares an apartment with few others;
he mentioned sharing his computer with his roommates.
UP11 reported a different scenario: He has got a licensed
software on his computer at the workplace. The other
computers do not have that software installed. So, he
has to share his computer with his colleagues so that
they could access that software as per their needs.

5.1.5 Collaborative Social Networking and
Communication

In recent years, the use of online social networks has
experienced a sharp rise in many developing coun-
tries, including Bangladesh [32, 76]. Not only the young
and tech-savvy population, but also relatively older
and less-educated users in Bangladesh have started to
get the benefits of online social networking. Some of
our relatively older, or less-educated participants from
Bangladesh use the social networking site in a collabo-
rative manner: They create and use one account, which
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is shared among a small group of peers who trust each
other. This small group generally consists of friends, col-
leagues, or family members.

BP22 learned how to use a social networking site
with the help of friends in his group who collaboratively
use a social networking account. BP11 has formed his
collaborative group with colleagues and family mem-
bers, where he relies on them to deal with the changes
in features and interface of the social networking site. He
also seeks help from his group when he forgets the pass-
word for their social networking account, or wants to
change the privacy setting of his posts. BP12 sees two-
way benefits in the collaborative use of a social network-
ing account, “I help them [her group] with their needs [in
collaborative social networking]. They help me to under-
stand the use of any features that I want to know from
them.”

Many people in Bangladesh do not have a Wi-
Fi access at home, where they rely on the pre-paid
mobile Internet service [65]. As their data budget is
exhausted, their access to the Internet gets blocked.
In these circumstances, collaborative social networking
helps them to keep their presence alive in social media.
BP20 explained the reasons of sharing a social network-
ing account with his cousins, “To help each other. They
[cousins] share photos and posts on my behalf while I am
not around, and I do the same for them.”

The women in Bangladesh often encounter online
harassment or have to deal with aggressive comments
in their posts on social networking sites [6, 60]. As a
workaround, when our participant, BP4, wants to make
a post on any controversial issue, she uses her partner’s
social networking account. They also share two email
accounts with each other, where one of them is for reg-
ular use, and the other account is used for registration
at relatively unknown or less-trusted websites. Another
participant (UP13) has mentioned that she often for-
gets to respond to the emails. So, she shares her email
account with her husband, who reminds her to reply to
emails on time.

5.1.6 Business Management and Informal Services

Among the participants from Bangladesh, several of
them are the owner of, or employees at digital service
centers that offer a variety of services to their customers,
which include filling up an online application form for
the job, visa, or academic admission, paying fees online,
printing, photocopying, and sending emails. Here, the
range of offered services may vary across these service
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centers [38]. Our participant, BP23, is the owner of a
digital service center. He shares his email account with
his employees and lets the customers use this account,
where he mentioned, “Employees access it [email ac-
count] for managing business related emails. Customers
use it for sending documents to any other email ID.”. He
also explained how they manage paying online fees for
their customers, “While customers need to make pay-
ment for visa, admission, or anything related to on-
line fees, our shop’s [debit/credit] card number is shared
[with customers] based on their needs. The card num-
ber, expiry date, and CVV are printed and kept below a
[transparent] desk so that the employees can easily ac-
cess them.”

A few participants reported maintaining separate
accounts for their business purpose and personal use.
For instance, BP29 does not share his personal email
account with his employees or customers. Rather, he
has created a separate email account, which is shared
with his employees to manage business related activi-
ties and with customers to offer the service of sending
emails. One of our participants (BP17) runs a family
business with his brother. He has two different bank ac-
counts: one for business, and the other one for personal
use. He provides his brother with the full access to the
bank account used for their business. For his personal
account, he shares the bank account number with his
brother but does not share the password to access that
account online.

In a digital service center, run by BP25, customers
are provided with printing and photocopying services,
where the shop-owner takes care of printing tasks for the
customers from his computer with administrative privi-
lege. Occasionally, customers are allowed to use this ad-
min computer; our participant explained the scenarios,
“Sometimes the customer needs to edit their document
before printing. Also, when the work pressure is low, we
give them access to browse the Internet.” Here, Internet
browsing is not one of their core services, rather offered
to customers as an informal service if there is a scope.

5.1.7 Intermediate Help

Several participants from Bangladesh, who are relatively
older, or less educated reported taking help from oth-
ers with creating and managing their online accounts.
In this process, a caregiver either created the password
for them, or participants shared their authentication se-
crets with the caregiver. For instance, when BP27 first
came to know about the online social network, he was
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not quite sure about how to create an account. So, he
reached out to one of his friends, who helped him with
registering for Facebook and created a password for him;
the participant added, “I still use the same password
(created by his friend).”

In another instance, BP11 could not access some
of the features at his bank account. So, he asked help
from the IT support at his organization. In the process
of getting help, he shared the password of his bank ac-
count with IT personnel, however, did not change his
password afterward. Our participant, BP12, takes help
from her grandson to deal with the technical issues in
managing her email account. She said, “My grandson
knows everything, and he has created my email account.
Whatever I want to know, I just ask him, and seek for
any kind of help I need from him...My password is writ-
ten in a diary and whenever I change it, I update the
password in the diary as well. The diary remains on my
desk, and anyone can look inside if they want.”

5.2 Risk Perceptions
5.2.1 Loss and Leakage of Personal Information

A few participants reported concern about multiple
users using the same computer in their workplace, where
a shared computer could be infected with malware if
one of the users is not careful. UP17 mentioned her ex-
perience of losing data and files from a shared com-
puter, “When I was a graduate student in South Korea,
I used to use a shared computer in our lab. Students had
folder in their name to store project files. Unfortunately,
one student used to use that computer for fun, watching
video or like that. Then, the computer got some virus.
So, we had to format the computer, and I lost all of my
project files stored in that computer.”

UP16 is concerned about the privacy breach from
his computer at the workplace. He shares the password
of his desktop computer with his colleagues so that they
could address their professional needs, like using a li-
censed software that is not installed in other computers.
He used to keep his online accounts logged in, trusting
his colleagues not to access them. However, one day,
he found that one of his colleagues had logged him out
of his email account, to log into his own account from
that computer. The participant worried that his privacy
might have been compromised due to the exposure of his
personal emails to his colleague.

TP1 and TP3 store their passwords for online ac-
counts in a file on their personal device, to address the
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memorability issues. They worried that an entity, with
whom the device is shared, might accidentally delete
that password file, and in turn, they would lose access
to their online accounts. As a contingency plan, TP1
writes down his passwords on a physical notebook, too.
Another participant (UP16) reported concern that the
login credentials for his online accounts could be leaked
to adversaries if the sharee of his accounts becomes a
victim of the phishing attack; he added, “I am actually
concerned about online bank accounts, because I don’t
want to lose my money without my fault, and sometimes
those accidents happen...when I decide to share my pass-
word and ID, I think the ID and the password go out of
my control. Even though every person who shares my
account is careful about that, you know, some [phishing]
websites can steal the ID and password.”

Several participants referred to unpredictable hu-
man traits that could compromise their privacy when
they share their personal devices. They told about their
past experiences where they had shared their phone
with a friend or family member to let them access a par-
ticular document or application, but later found that
they had also accessed other personal files and apps.
BP5 said, “I shared my device [smartphone] with my
friend to show some pictures from the gallery. But she
breached my privacy and went into the applications like
WhatsApp and Facebook.” BP2 reported a similar inci-
dent of privacy breach, “One day I gave my phone to
my younger brother for playing games. At that time, my
Facebook account was logged in. He then accessed my
[Facebook] account, and made some changes.”

In a digital service center, BP25 offers mobile phone
repair services to the customers. He is concerned that
the people are not careful enough in protecting their in-
formation when they share their personal device with
a shopkeeper to avail the repair service. He mentioned,
“Customers have no option other than giving their de-
vice [mobile phone], unlocked to us. So, if we want, we
can access all the important information of our cus-
tomers, but we prefer not to. On average, if ten cus-
tomers bring their device for repair, around three of
them have all of their information stored in it.” In this
context, one of the participants who works in a digital
service center, reported an incident of unintentional pri-
vacy breach, “One of my customers left his device for
repairing. While repairing, I accidentally accessed some
of his folders and saw some personal pictures which I
should not have seen.” BP28 told about an uninten-
tional privacy leakage from a shared computer at his
home, “Once my brother left his Facebook account logged
in. When I was using the computer, I suddenly saw
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some personal pictures and messages of him and his
wife. I logged out [from brother’s account], but I felt very
quilty.”

5.2.2 Misuse of Shared Device and Account

Several participants are concerned that the entities,
with whom they share their digital devices, might ex-
ploit them for a wrong or unethical purpose. A few
of them reflected onto their experiences from the past,
where BP14 shared an incident that did put her family
in an embarrassing situation, “One of my nieces planned
to elope with a guy and my son helped her by giving her
my mobile phone for communicating with the guy. If I
hadn’t shared my phone then that would not have hap-
pened.”

UP13 has reported concern that her friends, with
whom she shares her online accounts, might share those
accounts with others without informing her, who could
eventually misuse her information. She also said, “I
share accounts with my trusted friends. But, sometimes
they might be manipulated by others [to share my ac-
count].” One of our participants told about a friend of
hers, with whom she had shared the login credentials for
her university account during her undergraduate study
so that her friend could access the university’s Wi-Fi
network. Later, she identified that her friend had shared
her password with more people allowing them access to
her university’s Wi-Fi network.

The misuse of a shared device or account could be
unintentional or accidental, however, could put a user
in an unexpected and embarrassing situation. UP9, our
Native American participant, shares her social network-
ing account with a few of her friends in the university. In
some cases, her perspective of the appropriate photo or
post that could be posted in social media varies from
her friends. She referred to the past incidents where
her friends had posted inappropriate photos and posts
from her shared social networking account, leading her
to encounter social embarrassment within her Native
American community. A few participants reported con-
cern that the unintentional misuse of a shared device
or account by a friend or family member could create
problems in their professional life. BP4 reported an in-
cident to explain his concerns, “While browsing on my
phone, my brother accidentally clicked on a drive URL
and asked permission for access to some confidential re-
search data from my lab. Later, I had to toil hard to
make my supervisor understand the reason of my ac-
count asking for permission to access those data.”
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A few participants worried that their friends might
misuse the shared device or account for amusement and
fun, where it might lead our participants to social em-
barrassment. UP3 is a graduate student in the USA,
who is originally from Iran. He mentioned that once his
university friends, who had access to his social network-
ing account, posted a life event from his account that he
had got married. According to him, his friends posted
this fake event for fun, however, was taken as truth by
many of his friends and family members in his native
country, leading him to face unwanted circumstances.
Another participant (UP16) reported an incident, where
a friend guessed the password for an email account based
on the shared password for an online gaming account.
That friend then exploited the email account to send in-
appropriate emails to the female students in their class.

In Bangladesh, a national ID card is required to
purchase a mobile SIM card [36]. BP24, who is the
owner of a digital service center in Bangladesh, keeps a
scanned copy of his national ID card on his computer at
the workplace. The password of this computer is shared
with his employees. He explained how an employee at
his digital service center had misused this access privi-
lege, “One of my employees took a print of it [national
ID card] and managed to purchase a mobile SIM using
it, but without informing me. Later, he told me about
this incident out of anxiety, as he had lost his mobile
phone that day, which means, if found, his phone would
be returned to me as the SIM card in that mobile was
purchased under my name.”

5.2.3 Change in Relationship

Some participants believe that their relationship with
peers, with whom they share a digital device or online
account, might affect how they would protect, or exploit
our participants’ information. UP15 explained, “People
turn on each other all the time. So if someone likes me
now and doesn’t like me after two months, then they may
try to use that information [gathered from shared device
or account] against me... They can use that information
to damage my professional reputation or, you know, can
cause financial loss.” In this context, UP8 believes that
a family member would never exploit his personal infor-
mation against him, however, he is concerned that the
friends might breach his trust if his relationship with
them changes over time. On the other hand, UP10 per-
ceives that anyone, irrespective of a family member, a
friend, or a colleague, might cause harm if his relation-
ship with them deteriorates.
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BP13 mentioned the unexpected circumstances her
family had to face as a result of sharing devices, “My
daughter was in a relationship and she used to share her
devices [mobile phone, laptop] with her Ex [boyfriend].
When they broke up, that guy started to blackmail her
threatening that he would leak her photos [that he took
in possession from the shared devices].” Another partic-
ipant (TP8) said, “If you share [a device or account],
you will be somewhat be, like the captive of whoever you
shared with.”

A few participants perceive that the social network-
ing account should be kept private, and not be shared
with a partner or spouse. As they believe, without trust
and mutual understanding, such sharing could hurt a
relationship and lead to a breakup. UP10 shared the
event from one of his friend’s life, “A friend of mine
uses Facebook, and he gave access to his girlfriend be-
cause he loved her...He gave her his password so that she
could log in and see what he was doing. But in the long
run...the relationship ended. Because there was ‘Oh, this
person sends you a private message’ - she reads it. I will
not share my [social networking] account.”

5.3 Access Control Strategies

Around three-fourth of our participants do not take any
steps to protect their information in the process of shar-
ing their digital devices or online accounts, where we
identified the following reasons behind such user behav-
ior.

i) Blind Trust. Participants from Bangladesh and
Turkey put blind trust on the technology to protect
user information. They perceive that technology has ad-
vanced to a point that users no longer need to worry
about security and privacy issues. TP2 commented,
“Actually, I feel pretty safe at the moment. The tech-
nology is already providing a lot.”

ii) Lack of Knowledge. Participants are unsure of
how to protect their information. They perceive that
they need to depend upon the trustworthiness of the
peer with whom the device or account is shared to pre-
serve their privacy. For instance, UP1 said, “In my case,
I cannot do anything! I just need to trust them (with
whom the device or account is shared).”

iii) Optimism Bias. Participants perceive, their per-
sonal information is of little interest to others. Thus,
they believe that their information would not be ac-
cessed or stolen by others with whom they share their
digital devices or online accounts.

— 215

iv) Procrastination until Harms Occur. Participants
see the privacy violation as a ‘distant harm’ So, they
plan to take actions only if their information or creden-
tials are breached; TP1 added, “I would search on the
Internet to figure out what actions I could take. What
else can I do?”

About one-fourth of our participants mentioned
taking steps to protect their information in the process
of sharing their digital devices or online accounts. Be-
low, we present their reported strategies.

Biometric Authentication. We found that users
might share authentication secrets in the process of
sharing a digital device, where the sharee may later
access that device without the sharer’s (i.e., owner of
the device) knowledge, which in turn, could pose pri-
vacy risks for the sharer. Our participants, UP2, BP5,
BP6 and BP16 prefer that the sharee would not access
a device without their knowledge. They switched from
using traditional text-based password to biometric au-
thentication on their smartphone. They believe, biomet-
ric authentication provides them with a better control
on whom they would allow to access their devices.

Change of Passwords. UP15 changes his pass-
words for online accounts to control the access of sha-
rees. He explained, “I periodically change passwords, like
in every three months or siz months. So if the person
who currently uses my account, wants to use it [in the
future], he will need to ask me about new password. If 1
no longer want them to use my account then I would not
give them the [new] password.” UP13 has mentioned, if
she has to share the password for any of her online ac-
counts with someone other than her family members or
friends, she later changes that password to prevent an
unauthorized access in the future.

Limited and Controlled Access. UP21 shares
his mobile phone with friends and family members. He
lets them use his phone for a limited amount of time
that he considers sufficient to complete their tasks. He
mentioned, “I don’t really let people use it [mobile phone]
for a day, but like if they need it for a few minutes, or
to make a phone call or check something online, that is
fine. But I will not, like give it to them for a long period
of time.”

UP18, BP25, and BP21 have reported that when
they share their mobile phone with an unknown person,
they stand beside that person to observe his activities
on the phone, to ensure that he does not access any
of their personal documents. BP21 further added, “If a
stranger wants to make a call from my phone, I myself
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dial that number, and just let him talk.” Here, UP14
is more concerned about the logged-in online accounts
on his computer and smartphone than the documents
or information stored in his devices; he added, “Before
giving my digital device to someone else, I just try to
logout from each account so that they cannot access my
accounts.”

App Usage. BP3 worried about incurring finan-
cial loss in case of an unauthorized access to the app
installed in a device that he shares with others. To pre-
vent such incidents from happening, he does not use any
financial app (e.g., the app for online banking) on his
smartphone. One of our participants (UP19) reported
using a folder lock app to preserve her privacy while
sharing a digital device; she added, “I keep like all my
secret things locked so that no one else can see them.”

6 Discussion

6.1 Sharing Behavior: Through the Lens
of Demographics, Society and Culture

The prior study [9] showed that female users in Saudi
Arabia share their banking information with male fam-
ily members due to driving restrictions, where their
trust and esteem on family members contribute to their
comfort with sharing financial credentials. We found
that sharing login credentials of financial accounts (e.g.,
banks) may not be only specific to gender, rather could
be influenced by a wide range of factors, like managing
the expenditure of a family through collaboration and
support, building trust in a romantic relationship, run-
ning a business in partnership with family members, and
availing tech-support from IT personnel at the work-
place. As it comes to collaboratively managing financial
activities within a family, the sharing of a financial ac-
count depends upon family structure and dynamics. For
example, participants living in Bangladesh and Turkey
are comfortable with sharing their financial (e.g., bank)
accounts with multiple members in their extended fam-
ily (or ‘functionally extended family’ - see §2), which is
less common in the nuclear family setting of our partic-
ipants living in the USA.

Female users become victims of digital harassment
or have to deal with aggressive comments in their posts
on social networking sites in many developing countries,
including Bangladesh [6, 60]. The women in Bangladesh
are often uncomfortable to report or discuss sensitive
issues, including the incidents of harassment in online
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social media, which is conditioned and limited by male-
dominated and conservative Bangladeshi society [56].
Our findings reveal the workaround of a female par-
ticipant, where she uses her male partner’s social net-
working account to mask her identity while posting on
controversial or sensitive issues. In this way, the sharing
of a social networking account is leveraged to express
user opinion with avoiding the possible risks of digital
harassment.

The immigrants, experiencing cultural shifts adjust
in complex ways to their new society [10, 46]. We found
that our immigrant participants in the USA collabo-
rate with friends and family members living in their
native country to regain or maintain access to their on-
line accounts, along with remotely managing financial
transactions. Our findings reveal that the habituation
and culture of sharing digital devices with household
members in their native country contributed to our im-
migrant participants’ comfort with sharing devices with
their family members in the USA.

In a collectivist society, people belong to ‘in groups’
that take care of them in exchange for loyalty, and
is manifest in a long-term commitment to the mem-
ber ‘group’ [35, 42, 63]. With the course of digitization
in a developing country, e.g., Bangladesh [45, 49, 72]
where the collectivism prevails in societies [42, 63], the
sharing of digital devices and online accounts with a
‘close’ group (comprising siblings, cousins, or friends
with whom a person has grown up since childhood)
might come as a natural expectation and event for the
people, where they are habituated to, and are comfort-
able with sharing personal belongings and information
with their ‘close’ group as they have grown up together.
While our results indicate a relation between people’s
sharing behavior and prevalence of collectivism in a so-
ciety, we believe that more studies are required within
this domain, including a large-scale online survey with
the participants from different countries and societies.

Our results on sharing devices with household mem-
bers extend the findings from prior studies [5, 18, 52].
We found that participants living in Bangladesh and
Turkey share not only a family-computer (e.g., one lo-
cated in a public space at home [18]), but also their
personal laptop/computer where the sharing of a de-
vice could extend beyond family members, and may not
be constrained by a physical boundary (e.g., carrying a
mobile phone borrowed from a household member, while
visiting places outside of home). Our findings indicate
that economic constraints often lead to the necessity of
such extended sharing in a developing country, where
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societal settings and trust on peers contribute to peo-
ple’s comfort with sharing.

The prior studies [7, 41, 73] discussed the sharing of
devices and accounts by the people with special needs,
like users with visual impairments or certain disabil-
ities. Our study joins this body of literature, where
we found that relatively older, or less-educated users
in Bangladesh avail help from their family members,
friends, or IT personnel at the workplace to create and
maintain online accounts. They also build a small group
with trusted peers to collaboratively use a single social
networking account; the members in such a group help
each other to address technical issues, learn and use new
features and settings, recall password if forgotten, and
maintain an online presence when one’s Internet data
budget is exhausted. Our findings on collaborative use
of online accounts add new dimensions to the discus-
sion on digital inclusion in a developing country, where
we emphasize on future research to gain further insights
into the corresponding privacy and social implications.

The security and privacy issues in different business
settings and organizational culture were investigated in
prior studies [23, 38, 82, 86], where our findings advance
the understanding of research community through shed-
ding light on sharing devices and accounts in profes-
sional contexts. We found that the expectations of pre-
serving privacy are not well communicated to the col-
leagues while sharing a computer at the workplace, re-
sulting in unwanted access to one’s online account. Our
study extends the findings of Haque et al. [38] on digital
service centers in Bangladesh, showing that the owners
of these business places share their personal email ac-
count and financial information with employees to avail
convenience in serving their customers. The concept of
clientelization (buyers and sellers cultivate long-lasting
relationships and trust through repeated interactions)
discussed by Haque et al. [38] explains why our partic-
ipants who are the owners of, or employees at digital
service centers offer informal services to their customers
despite the risks of a privacy breach.

6.2 User Concerns, Risks, and Privacy
Behavior

Our findings show that the clear communication of ex-
pectations to sharees is vital for the sharer of a device or
account. We identified a range of privacy and social is-
sues that could emerge from a lack of understanding the
expectations of a sharer, which could lead to unwanted
access of apps, personal documents, and online accounts
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on a shared device, misuse of a device that puts a family
in an embarrassing situation, and further sharing of an
online account by a sharee (termed as secondary shar-
ing in this paper) with entities unknown to the primary
sharer, i.e., owner of that account.

The differences in societal and cultural background
between a sharer and sharee could contribute to the
misunderstanding of expectations in the collaborative
use of devices and accounts. For instance, the univer-
sity friends, with whom the social networking account is
shared by our Native American participant, and an im-
migrant participant in the USA (who is originally from
Iran), did not have a clear understanding of the cultural
norms and values of our participants. As a result, the
posts and photos on their social networking account,
posted by their friends (sharees of that account) led our
participants encountering unwanted and embarrassing
situations within their family and community.

Our participants’ comfort with sharing a device or
account is often rooted in the accountability of sharees,
whom they know in person, and could trust with pro-
tecting their privacy. Here, secondary sharing is a mat-
ter of concern to several participants, where the current
sharees of their online account could share the login cre-
dentials of that account with other entities without in-
forming them. The participants do not feel confident
with protecting their privacy on a shared account in
the presence of an entity who is not personally known
to them. Participants also worried about unpredictable
human traits, which could be influenced by a change in
relationship between peers over time [28, 88]; we found
that the personal contents taken into possession from
shared devices were used to blackmail our participant’s
family member.

Our findings reveal several instances that are not
limited within the boundary of personal trust and
privacy violation in the landscape of shared devices
and accounts, but also raise the question of legal-
ity (e.g., taking a copy of someone else’s National 1D
card from a shared device to purchase a mobile SIM
card in Bangladesh), and socially accepted behavior,
like sending inappropriate emails to female classmates
from someone else’s account. We believe, future studies
should focus on investigating the social and emotional
implications of unexpected incidents that emerge from
sharing devices and accounts.

The cultural norms and religious beliefs could im-
pact the privacy behavior of people in social media [1];
our findings provide further insights into the relation be-
tween cultural values and self regulation in protecting
other’s privacy. The exposure to intimate images and
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sexual contents are considered taboo and frowned upon
in the culture of Bangladesh [64, 78], where a partic-
ipant reported feeling guilty when he accidentally ac-
cessed the personal photos of his family members on a
shared device, however, he immediately logged out and
controlled himself from violating other’s privacy. A few
of our Bangladeshi participants who are in a profession
of repairing devices at digital service centers, reported to
refrain themselves from accessing the personal contents
of customers on their devices despite having opportuni-
ties, where one of them reported his guilt that he had
accidentally accessed personal photos of a customer.

The risk perceptions of a user may not trigger
privacy-preserving behavior. Most of our participants
do not take any steps to protect their privacy while
sharing a device or account, where several participants
adopt ad-hoc based approaches. In one approach, partic-
ipants stand beside a sharee to observe their activities
on the shared device. Such surveillance might protect
the sharer’s personal documents from unwanted access,
however, could pose privacy risks for the sharee as their
activities on the shared device are closely observed. It
would be an interesting avenue for future research to
look into privacy negotiations from the perspective of
sharees while using a shared device.

Only in a few cases, we found that participants’
privacy protection strategies directly relate to their
risk perceptions. For instance, one of our participants
(UP15) changes his password periodically to control
whom he wants to share his account with, who is con-
cerned that the relationship with sharees and so on,
their accountability in protecting his information could
change over time. It is not clear though, if changing a
password provides adequate security and privacy protec-
tion for the participant, where prior studies [25, 69, 75]
showed that users make predictable changes in their old
password while creating a new one for their account.

In some cases, participants’ strategies to preserve
accessibility to personal information could bring further
security risks; they write down their passwords on a
physical notebook to preserve accessibility, in case the
file on a shared device where they have stored their pass-
words is accidentally deleted by a sharee of that device.
However, writing down or storing passwords in an un-
protected medium could lead to password leakage [89],
increasing the risks of unauthorized access to users’ on-
line accounts, where one of our participants explicitly
mentioned about keeping a diary containing her pass-
word in an open desk without any protection (e.g., using
a physical lock). The future research should further in-

— 218

vestigate how users protect the medium that they use
to write down their passwords.

7 Limitations and Conclusion

We interviewed 59 participants in our study, where we
followed the widely-used methods for qualitative re-
search [14, 16, 17], focusing in depth on a small number
of participants and continuing the interviews until no
new themes emerged (saturation). We acknowledge the
limitations of such study that a different set of samples
might yield varying results. Thus, we do not draw any
quantitative, generalizable conclusion from this study.

A few of our participants were recruited via snow-
ball sampling. In snowball sampling, participants who
have taken part in the study nominate people for re-
cruitment whom they know well, and thus, it may suf-
fer from sampling bias. In addition, self-reported data
might have limitations, like recall and observer bias.

We recruited participants from three countries:
Bangladesh, USA, and Turkey, where our findings
should not be generalized to the entire population in
the world. Our study is based in urban areas. We note
that users’ privacy perceptions might be different in ru-
ral areas. Since users’ security and privacy perceptions
are positively influenced by their knowledge and techni-
cal efficacy [44, 55, 71], and the literacy rate is generally
higher in urban areas as compared to that in rural areas
[61], we speculate that the privacy perceptions and be-
havior of users reported in this paper represent an upper
bound in the context of sharing devices and accounts.

Despite these limitations, our findings contribute
to the situated understanding of users’ concerns, risks,
and privacy behavior in various contexts of sharing dig-
ital devices and online accounts, in particular financial
and identity accounts. Our analysis unpacks the relation
between users’ sharing behavior and their demograph-
ics, social background, and cultural values. The findings
from this study inform designers about different shar-
ing practices within and outside of Western contexts,
which they can leverage to evaluate how various shar-
ing types would impact the use of new technologies be-
ing designed. We encourage PETS community to extend
the findings of this work in the contexts of different do-
mains and field sites, and use other methods as well, if
required.
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Questionnaire. At the beginning, we explained to
the participants what we mean by ‘digital device’, and
‘online account’ in our study. Here, the term ‘digital de-
vice’ refers to the computer and mobile phone. The term
‘online account’ refers to financial account, email ac-
count, and social networking account in this study. The
following questions represent the main themes discussed
during the interviews. We may have probed for more de-
tails depending upon the participant’s responses.

Q. Do you share your digital devices, and online
accounts with others?

- Whom do you share with?

- Please tell us about the reasons and contexts be-
hind your sharing.

Q. Do you have any concerns about sharing digital
devices, and online accounts?

Q. Did you face any unexpected, or unwanted events
in the past due to sharing digital devices, and online
accounts?

Q. Do you take any measures to protect your in-
formation while sharing digital devices, and online ac-
counts?

At the end, participants responded to demographic
questions. We include the demographic questions below.

Q. What is your gender?
- Male

- Female

- Other

- Prefer not to answer
Q. What is your age-range?
- 18-24 years old

- 25-29 years old

- 30-34 years old

- 35-39 years old

- 40-44 years old

- 45-49 years old

- 50-54 years old

- 55 years old or above

- Prefer not to answer

Q. Which country do you currently live in?
Q. What is your country of origin?

Q. What is your highest level of education?

- Less than High School, please specify grade level:
- High school graduate or equivalent

- Two-year college degree

- Four-year college degree

- Graduate degree (MS/PhD)

- Other, please specify:

- Prefer not to answer

mar,

tion

Q. Which of the following best describes your pri-
y occupation?

- Student

- Employee at Government organization

- Employee at Educational or Non-profit organiza-

- Employee at Industry
- Other, please specify:
- Prefer not to answer
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Contexts and Reasons of Sharing

Inter-rater Reliability

Geographic Relocation

0.91

Collaborative Financial Management 0.83
Token of Trust and Affection 0.89
Sharing the Same Physical Space 0.79
Collaborative Social Networking and Communication 0.81
Business Management and Informal Services 0.83
Intermediate Help 0.92
Risk Perceptions

Loss and Leakage of Personal Information 0.85
Misuse of Shared Device and Account 0.79
Change in Relationship 0.91
Reasons behind not Taking Privacy-preserving Steps

Blind Trust 0.81
Lack of Knowledge 0.92
Optimism Bias 0.75
Procrastination until Harms Occur 0.88
Access Control Strategies

Biometric Authentication 1.00
Change of Passwords 1.00
Limited and Controlled Access 0.88
App Usage 0.91

Table 2. The inter-rater reliability (Cohen’s Kappa)
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