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Abstract: Mercurial signatures are a useful building
block for privacy-preserving schemes, such as anony-
mous credentials, delegatable anonymous credentials,
and related applications. They allow a signature o on
a message m under a public key pk to be transformed
into a signature o’ on an equivalent message m’ under
an equivalent public key pk’ for an appropriate notion of
equivalence. For example, pk and pk’ may be unlinkable
pseudonyms of the same user, and m and m’ may be
unlinkable pseudonyms of a user to whom some capa-
bility is delegated. The only previously known construc-
tion of mercurial signatures suffers a severe limitation:
in order to sign messages of length ¢, the signer’s public
key must also be of length ¢. In this paper, we elimi-
nate this restriction and provide an interactive signing
protocol that admits messages of any length. We prove
our scheme existentially unforgeable under chosen open
message attacks (EUF-CoMA) under a variant of the
asymmetric bilinear decisional Diffie-Hellman assump-

tion (ABDDH).
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1 Introduction

Suppose Alice is known by a public key pk .., and
Bob is known by a public key pkp,;. Suppose also that
Alice has a certificate on her public key and relevant
attributes from some certification authority (CA). At-
tributes may include the expiration date of the certifi-
cate or information about resources to which a user has
been granted access. Alice’s certificate consists of her
public key pk 4. and attributes attr sy and a signa-
ture on them from the CA: oca_ alice- Suppose Bob ob-
tains a certificate from Alice, rather than directly from
the CA. As a result, Bob’s certificate consists of Al-
ice’s pk gzice and attrajce and certificate from the CA,
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O CA—s Alice, as well as his own public key pkp,;, and at-
tributes attrg,p and certificate from Alice, 0 Ajice— Bob-

A conventional signature scheme allows Alice to cer-
tify Bob as above. However, a mercurial signature al-
lows the signer, Alice, to sign a message, such as Bob’s
public key and attributes, with two important blinding
features that make it attractive in privacy-preserving
applications. The first feature is message-blinding: the
original message m and its corresponding signature o
can be transformed into an equivalent message m’ and
corresponding signature o’. The second feature is public
key-blinding, which allows the original public key and
corresponding signature to be transformed as well.

Let us see how these two privacy-preserving features
may be used in the scenario above. Mercurial signatures
allow Bob to transform the public keys on his certifica-
tion chain and derive valid signatures for these trans-
formed values. Specifically, he can transform pk 4;;., into
an equivalent pk’y;;.., where Alice’s secret key will also
correspond to this new public key. Bob can then adapt
0 CA—s Alice iNtO UICA—)Alice’ which is the CA’s signature
on the transformed public key pk’y;.. and attributes
attr gjice- This can be done using the message-blinding
feature of mercurial signatures. Using the public key-
blinding feature, Bob can also adapt oayce—sBop into
0 A tice—s Bob» Which is a valid signature on pkp,;, and at-
tributes attrg,, under pk’y;... He can then repeat the
process to transform his own public key pkp,, into an
equivalent but unlinkable pkp,, and derive the corre-
sponding signature & gjice—s Bob- 1t is easy to see that this
can be extended to longer certification chains. These
blinding features are desirable because certificate hold-
ers do not have to disclose all of the information on their
certification chains every time they use them. In partic-
ular, the public keys on certification chains are blinded,
concealing the identities of the users operating under
them.

Mercurial signatures were introduced in a recent
paper by Crites and Lysyanskaya [15]. The construc-
tion consists of messages and public keys that are vec-
tors of group elements of a certain fixed length. Specif-
ically, messages and public keys are of the form M =
(M,...,M;) and pk = ()2'1, . .7)2'4) for a fixed length
¢, where M and pk are defined over bilinear groups G;
and Gg, respectively. Mercurial signatures allow a mes-
sage M to be transformed into an equivalent message
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M = (M.
may be transformed similarly.

., M}') using a scalar y, and public keys

We present a construction of mercurial signatures
that inherits this structure but allows for messages of
unbounded length. A message space that consists of
vectors of any length is very convenient because, in
particular, it allows for signatures on public keys and
any number of attributes. Consider anonymous creden-
tials, wherein users receive credentials directly from
the CA. (Such directly issued credentials are referred
to as level-1 credentials.) Suppose Alice’s public key
is pkgjice = (X1,...,X;) and her attributes are some
values (a1,...,ar) that represent access to a particu-
lar set of buildings at particular times. If Alice intends
to reveal her attributes every time she uses her certifi-
cate, she may encode them as (Xfl, ... ,Xi““) and sim-
ply append them to the vector representing her pub-
lic key. (Of course, a limitation of encoding attributes
this way is that they are exposed. In this paper, we do
not address limited disclosure of attributes.) Her certifi-
cate is then the CA’s signature on this combined vec-
tor M = (Xl,...,Xg,Xfl,...,ka) of length ¢ + k. If
the message is transformed into an equivalent message
M = (Xt .. .,le‘,f(f"“, .., X)) the attributes re-
main the same relative to the base X 1, so Alice’s certifi-
cate still authorizes access to the same buildings at the
same times. A message space that consists of vectors of
any length is also desirable because the CA does not
need to know how many attributes a user has ahead of
time.

Now consider delegatable anonymous credentials,
wherein a user receives a level-L credential from a level-
L-1 user. In particular, suppose Alice issues a level-2 cre-
dential to Bob that grants him access to the same build-
ings or a subset of the buildings to which she has access,
potentially limiting the hours during which Bob is au-
thorized. Under the mercurial signature scheme of [15],
if Alices’s public key is of length ¢ and her attributes
are of length k, the CA’s public key must be of length
{ + k. This, in turn, severely limits the kinds of key-
attribute pairs that Alice can sign with a public key of
length ¢ and Bob can sign with a public key of length
¢ — |attrpop| (and so on down the chain). Furthermore,
while the construction of [15] permits this kind of dele-
gation, the proofs of security do not. Delegatable anony-
mous credentials in [15] are proven secure only when all
public keys and messages are of the same fixed length /.
The mercurial signature scheme presented in this work
allows messages to include any number of elements.
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1.1 Related Work and Applications

Our motivating application is anonymous credentials [5—
8, 14, 24, 25]. In an anonymous credential system, users
can obtain credentials anonymously as well as prove pos-
session of credentials without revealing any other infor-
mation (via zero-knowledge proofs). Anonymous creden-
tials are well studied and have been incorporated into
industry standards (such as the TCG standard [4]) and
government policy (such as the NSTIC document re-
leased by the Obama administration®).

Mercurial signatures are a natural building block
for anonymous credentials. In order to anonymously ob-
tain a credential, Alice requests a signature from the CA
on one of her many equivalent public keys. In order to
anonymously use her credential, Alice blinds her public
key and the CA’s signature and gives a zero-knowledge
proof of knowledge (ZKPoK) of the secret key corre-
sponding to her public key. Crucially, it is difficult to
distinguish whether or not a pair of public keys (and
thus identities) are equivalent.

Mercurial signatures are used as a building block
for even more interesting applications, such as delegat-
able anonymous credentials [15]. In this setting, a par-
ticipant may use her credential anonymously as well as
anonymously delegate it to others, all while remaining
oblivious to the true identities of the users on her creden-
tial chain. All prior constructions of delegatable anony-
mous constructions relied on costly non-interactive zero-
knowledge (NIZK) proofs [2, 12, 13], such as Groth-
Sahai proofs [23], which made them too inefficient for
practical use. (Some required hundreds of group ele-
ments to represent a chain of length two.) Mercurial
signatures allow for modular constructions of delegat-
able anonymous credentials that do not require NIZKs
and are substantially more efficient: in the construction
of [15], only five group elements are needed to represent
each link in a credential chain.

A user may in fact be in possession of several types
of credentials: a credential issued by her employer, one
issued by the government, and another issued by a ser-
vice provider, for example. Multi-authority delegatable
anonymous credentials allow users to anonymously ob-
tain, demonstrate possession of, and delegate creden-
tials under different certification authorities, all with
the same underlying identity. For example, suppose Al-
ice has a level-1 credential from her employer and a
level-2 credential from the government. Under the mer-

1 https://obamawhitehouse.archives.gov/sites/default/files/rss_ viewer/
NSTICstrategy_041511.pdf



curial signature scheme of [15], Alice could not possess
a single underlying secret key. To see why, suppose a
credential has just one single attribute. Following [15],
to give Alice a level-1 credential, her employer signs a
representative of the equivalence class of her public keys.
If her secret key is a vector of length £, then her public
key is also a vector of length £. To issue a level-2 creden-
tial, Alice signs a representative of the equivalence class
of Bob’s public keys; however, using a length-¢ key, she
may only sign length-/-1 vectors, so Bob’s secret key
must be shorter than Alice’s. By the same logic, any
user who has a level-2 credential must have a secret key
of shorter length than that of a user with a level-1 cre-
dential (under the same CA). In particular, if Alice’s
level-2 government credential chain is government —
Carol — Alice for some user Carol with a secret key
also of length ¢, then Alice’s secret key would need to
be of length ¢ — 1. This is a contradiction since Alice’s
secret key is of length /.

Mercurial signatures for variable-length messages al-
low users to have the same underlying secret key un-
der different CAs as well as any number of attributes
(although note that delegators at the same level must
have the same number of attributes or else their signa-
tures are trivially distinguishable). This is a first step
towards achieving efficient multi-authority delegatable
anonymous credentials.

Mercurial signatures were inspired by Fuchsbauer,
Hanser and Slamanig’s work on structure-preserving sig-
natures on equivalence classes (SPS-EQ) [22], which
introduces the idea of transforming a signature o on
a fixed-length message m into a signature ¢’ on an
equivalent but unlinkable message m’. Mercurial signa-
tures [15] additionally allow the fixed-length public key
pk to be transformed into an equivalent public key pk’,
where pk and pk’ are unlinkable even when given sig-
natures under both keys. A related concept, signatures
with flexible public key [1], allows blinding of the public
key, but not the message.

1.2 Our Contribution

The only previously known construction of mercurial
signatures [15] was restricted to messages of fixed length,
which limits its use in applications. Thus, our goal was
to construct mercurial signatures that allow messages
of any length to be signed under public keys of a small,
fixed length. This is desirable because public keys are
pseudonyms, which users may wish to be shorter than
the messages they are signing.
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While the prior construction of mercurial signa-
tures [15] achieved the standard notion of unforgeability,
namely existential unforgeability under chosen message
attacks (EUF-CMA), the construction presented here
is unforgeable in a more limited sense. Instead of the
adversary having access to the usual signing oracle that
simply responds with its signature o on input a message
m, the adversary obtains signatures via a signing proto-
col in which it is required to prove knowledge of the dis-
crete logarithm of each message vector component. This
proof of knowledge is needed for proving unforgeability.
(The reduction must use these discrete logarithms.) This
variant of unforgeability was defined by Fuchsbauer and
Gay [20] as existential unforgeability under chosen open
message attacks (EUF-CoMA).

The construction of mercurial signatures presented
here also differs from that of [15] as far as message-
blinding is concerned. Recall that Bob needs to blind
a message m signed by a potentially malicious Alice by
transforming it into a new message m’ and adapting her
signature o into o’ accordingly. A property of mercurial
signatures called origin-hiding guarantees that the re-
sulting signature o’ is distributed identically to what
Bob would have received had m’ been signed anew. Our
construction guarantees origin-hiding if the signer fol-
lows the signing algorithm, but a malicious signer could
issue improperly formed signatures that would allow it
to tell whether o’ was adapted from o or was freshly is-
sued. To mitigate this, the signer convinces the recipient
that the signature was formed properly via an efficient
zero-knowledge proof as part of the signing protocol.

Though our construction satisfies a weaker notion
of unforgeability and origin-hiding, for the purpose of
anonymous credentials, our results constitute a success.
This is because the protocol for issuing anonymous
credentials typically requires that the recipient prove
knowledge of her secret key anyway, so relaxing unforge-
ability to EUF-CoMA comes for free. Relaxing origin-
hiding so it holds only when signatures were issued prop-
erly adds an additional step to the signing protocol; how-
ever, it can be executed efficiently and is therefore also
a reasonable relaxation.

Our construction of variable-length mercurial signa-
tures uses the fixed-length mercurial signature scheme
of [15] as a building block and is proven secure (under
the variants of unforgeability and origin-hiding above)
assuming (1) the security of the underlying mercurial
signature scheme and (2) the ABDDH" assumption,
which was introduced in [21] and is reminiscent of the
decisional Diffie-Hellman assumption for Type III bilin-
ear pairings.



Towards constructing variable-length mercurial
signatures. A naive approach to extending mercurial
signatures to allow messages of any length would be to
hash the messages down to the correct fixed length and
use the fixed-length mercurial signature scheme of [15].
In general, this does not work because we do not readily
have a hash function H such that H(m) and H(m') are
equivalent when m and m’ are equivalent.

In order to maintain the equivalence relation
among messages, we instead break a message m =
(f], U, ..
u; = g™ for some m; € Zy, into its n constituent group

.,Up), where § is a base group element and

elements u;. Each u;, together with powers of a base § in-
dicating the index 1, is signed using the fixed-length mer-
curial signature scheme. However, an adversary may be
able to mix and match elements of the n new messages
being signed under the fixed-length scheme. To mitigate
this, an additional group element is included in each of
the n messages to link them together and to the origi-
nal message m in an unforgeable way. We call this addi-
tional element the "glue" element. Specifically, we repre-
sent the message m to be signed as a sequence of n mes-
sages My = (3,5, 3™ 3%, ur), Mo = (3, 3%,§", 3, uz),- -
My, = (§,3",3",G°, un), where §° is the glue element.
This allows the message m to be transformed into an
equivalent message m’ = m# = (g, u‘lﬂ ..., uk), for any
p € Zy, by simply changing each M; to M = M!' =
(", (g")% (@)™, (§*)°,ul) and invoking the underlying
algorithm of the fixed-length scheme that updates the
signature. The problem with this approach, however, is
that different signatures receive different glue values, so
origin-hiding does not hold in a statistical sense. In or-
der to satisfy the origin-hiding property, the glue ele-
ment §° must be computed (relative to §) as a function
of the entire equivalence class to which the message be-
longs. That way, no matter which message in the class
is signed, the glue element’s discrete logarithm base §
is the same. Our main technical insight is how to com-
pute the glue element such that it is a function of the
entire equivalence class that a message represents, and
not just the message itself.

2 Preliminaries

A function v : N — R is called negligible if for all ¢ > 0,
there exists a ko such that v(k) < & for all k > ko. Let
y < A(z) denote running a probabilistic algorithm A
on input x and assigning the output to y.
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Definition 1 (Bilinear pairing). Let Gi,G2, and Gp
be multiplicative groups of prime order p, and let P and
P be generators of G; and G, respectively. A bilinear
pairing is a map e : G1 x Go — G that satisfies (1) bi-
linearity: e(P®, P) = e(P, P)® = e(P, P%) ¥ a,b € Zy;
(2) non-degeneracy: (P, P) # 1g, (i.e., e(P, P) gener-
ates Gr); and (3) computability: there exists an efficient
algorithm to compute e.

Bilinear pairings can be classified into three types. We
consider Type III (asymmetric) pairings, where Gy #
G2 and there is no efficiently computable homomor-
phism between them.

Definition 2 (Bilinear group generator). A bilinear
group generator BGGen is a (possibly probabilistic)
polynomial-time algorithm that takes as input a security
parameter 1% and outputs a bilinear group description

BG = (G1,Go, Gy, P, P, e) with a Type III pairing.

Definition 3 (Discrete logarithm assumption (DL)).
Let BGGen be a bilinear group generator that out-
puts BG = (G1,Ga,Grp, P1, Pa,e). For i € {1,2}, the
discrete logarithm assumption holds in G; for BGGen
if for all probabilistic, polynomial-time (PPT) adver-
saries A, there exists a negligible function v such that:
Pr[BG + BGGen(1¥),z < Z,,2’ + A(BG, P?) : Pfl =
P < w(k).

Definition 4. (Decisional Diffie-Hellman assumption
(DDH)). Let BGGen be a bilinear group generator that
outputs BG = (G1, G2, Gr, P1, Pe,e). For i € {1,2}, the
decisional Diffie-Hellman assumption holds in G; for
BGGen if for all probabilistic, polynomial-time (PPT)
adversaries A, there exists a negligible function v such
that: Pr[b < {0,1},BG <+ BGGen(1¥),s,t,r < Z,,
b* < A(BG, P, Pt PO TSty e g L < (k).

3 Definition

We begin with the definition of mercurial signatures.
The following definition is mostly a restatement of [15]
with a few adaptations to accommodate messages of any
length. We denote by M,, the message space consist-
ing of all message vectors of length n. The key gen-
eration algorithm KeyGen no longer takes as input a
fixed length parameter, and the signature conversion al-
gorithm ConvertSig now takes as input a message con-
verter 4 to transform (m,o) into (m',5). The original



construction of mercurial signatures [15] satisfies this
revised definition for a fixed-length message space.

Definition 5 (Mercurial signature). A mercurial sig-
nature scheme for parameterized equivalence relations
R, Rpk, Rsk is a tuple of the following polynomial-
time algorithms, which are deterministic algorithms un-
less stated otherwise:

PPGen(1¥) — PP: On input the security parameter
1%, this probabilistic algorithm outputs the public
parameters PP. This includes parameters for the pa-
rameterized equivalence relations R, Rpk, Rsk SO
they are all well defined. It also includes parame-

” which

sample key and message converters, respectively.

ters for the algorithms sample, and sample

KeyGen(PP) — (pk,sk): On input the public parame-
ters PP, this probabilistic algorithm outputs a key
pair (pk,sk). This algorithm also defines a corre-
spondence between public and secret keys: we write
(pk,sk) € KeyGen(PP) if there exists a set of random
choices that KeyGen could make that would result
in (pk,sk) as the output.

Sign(sk, m) — o: On input the signing key sk and a mes-
sage m € M, this probabilistic algorithm outputs a
signature o.

Verify(pk,m,c) — 0/1: On input the public key pk, a
message m, and a purported signature o, output 0
or 1.

ConvertSK(sk, p) — sk: On input sk and a key converter
p € sample,, output a new secret key sk € [sk] R, -

ConvertPK(pk, p) — pk: On input pk and a key con-

verter p € sample,, output a new public key ka €

p7
[Pk]R,- (Correctness of this operation, defined be-
low, will guarantee that if pk corresponds to sk, then
pk corresponds to sk = ConvertSK(sk, p).)

ChangeRep(pk, m, o, u) — (m’,¢’): On input pk, a mes-
sage m, a signature o, and a message converter

€ sample,,, this probabilistic algorithm computes a

0
new messalge representative m’ € [m]g,, and a new
signature o’ and outputs (m’,o’). (Correctness of
this will require that whenever Verify(pk,m,o) = 1,
it will also be the case that Verify(pk,m/,o’) = 1.)

ConvertSig(pk, m, o, p, u) — (m’,5): On input pk, a mes-
sage m, a signature o, a key converter p € sample,,
and a message converter pu € sample,, this prob-
abilistic algorithm computes a new message rep-
resentative m’ € [m|g, and a new signature &
and outputs (m’,5). (Correctness of this will re-
quire that whenever Verify(pk,m,o) = 1, it will
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also be the case that Verify(pk,m’,5) = 1, where
pk = ConvertPK(pk, p).)

Definition 6 (Correctness). A  mercurial  signa-
(PPGen, KeyGen, Sign, Verify, ConvertSK,
ConvertPK, ChangeRep, ConvertSig)
equivalence relations R, Rpk, Rsk is correct if it

ture scheme

for parameterized
satisfies the following conditions for all k, for all
PP € PPGen(1%), and for all (pk,sk) € KeyGen(PP):

Verification: For all m € M, for all o € Sign(sk,m),
Verify(pk, m, o) = 1.

Key conversion: For all p € sample,, (ConvertPK(pk, p),
ConvertSK(sk, p)) € KeyGen(PP). Moreover, ConvertSK(sk,
p) € [sklr,, and ConvertPK(pk, p) € [pk|r,,

Change of message representative: For all m €
M, for all o such that Verify(pk,m,o0) = 1, for all
p € sample,, for all (m',o’) € ChangeRep(pk,m,o, ),
Verify(pk, m’,o’) = 1, where m’ € [m|g,, .

Signature conversion: For all m € M, for all o such
that Verify(pk,m,o) = 1, for all p € sample,, for all
p € sample,,, for all (m',5) € ConvertSig(pk, m, o, p, i),
Verify(ConvertPK(pk, p),m’, &) = 1, where m’ € [m|g,,.
Correct verification, key conversion, and change of mes-
sage representative are exactly as in [15]. Correct signa-
ture conversion means that if a key converter p is applied
to a public key pk to obtain an equivalent ka, and the
same p together with a message converter p is applied to
a valid message-signature pair (m,o) to obtain (m’,5),
then the signature & is valid on the equivalent message
m’ under the public key pk.

Definition 7 (Unforgeability). A mercurial signa-
(PPGen, KeyGen, Sign, Verify, ConvertSK,
ConvertPK, ChangeRep, ConvertSig)

ture scheme

for parameterized
equivalence relations R, Rpk, Rsk is unforgeable if for
all probabilistic, polynomial-time (PPT) algorithms
A having access to a signing oracle, there exists a

negligible function v such that:
Pr[PP < PPGen(1%); (pk,sk) < KeyGen(PP); (Q, pk*, m*,
#

o*)  AYEE) (pk) 1 m € Q, [m*]r
[Pk*]R, = [Pk, A Verify(pk™,m*, o) = 1] < v(k)

[mlr,, A

m

where @ is the set of discrete logarithms m of messages
m that A has queried to the signing oracle.

This definition is similar to existential unforgeability un-
der chosen open message attacks (EUF-CoMA) defined
by Fuchsbauer and Gay [20]. EUF-CoMA differs from



EUF-CMA in that the adversary must provide the dis-
crete logarithm m of the message m to be signed. This
has the advantage that the adversary’s success is effi-
ciently verifiable [20]. Our notion of unforgeability is
similar to EUF-CoMA, except the adversary’s winning
condition is slightly altered. As in the EUF-CoMA game,
the adversary is given the public key pk and is allowed
to query the signing oracle that knows the correspond-
ing secret key sk. Eventually, the adversary outputs a
public key pk®, a message m*, and a purported signa-
ture o*. Unlike the EUF-CoMA game, the adversary
has the freedom to output a forgery under a different
public key pk*, as long as pk™ is in the same equivalence
class as pk. This seemingly makes the adversary’s task
easier. At the same time, the adversary’s forgery is not
valid if the message m* is in the same equivalence class
as a previously queried message m, making the adver-
sary’s task harder. The definition of unforgeability for
mercurial signatures in [15] allows a forgery under an
equivalent public key, but does not require the adver-
sary to provide the discrete logarithm of the message to
be signed by the oracle.

Remark. In Section 4.1, we define an interactive signing
protocol in which the recipient of the signature gives
a zero-knowledge proof of knowledge (ZKPoK) of the
discrete logarithm of the message.

Definition 8 (Class- and origin-hiding). A  mercu-
signature scheme (PPGen, KeyGen, Sign, Verify,
ConvertSK, ConvertPK, ChangeRep, ConvertSig) for pa-
Rums Rpks Rek i

class-hiding if it satisfies the following two properties:

rial

rameterized equivalence relations

Message class-hiding: For all polynomial-length pa-
rameters n(k), and for all probabilistic, polynomial-time
(PPT) algorithms A, there exists a negligible function v
such that:
Pr[PP «+ PPGen(1%); m « Moy m3 Moy
mi « [mi]r,,; b+ {0,1};
bV A(PP,mi,mb) : ¥ =b] <1+uv(k)

Public key class-hiding: For all probabilistic,

polynomial-time (PPT) algorithms A, there exists a
negligible function v such that:

Pr[PP + PPGen(1%); (pk,,sk;) < KeyGen(PP);
(pk3, sk9) < KeyGen(PP); p « sample,(PP);
pk% = ConvertPK(pky, p); sk% = ConvertSK(sky, p);
b {0,1}; b « ASEN(ki).Sien(skz,) (pk k)
s b =0 < 3 +u(k)
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A mercurial signature is also origin-hiding if the follow-
ing two properties hold:

Origin-hiding of ChangeRep: For all k, for all PP €
PPGen(1F), for all pk* (in particular, adversarially gen-
erated ones), for all m, o, if Verify(pk*,m,0) = 1,
if p <« sample,, then with overwhelming probabil-
ity ChangeRep(pk*,m, o, 1) outputs a uniformly random
m’ € [m]gr, and a uniformly random o' € {6 |
Verify(pk™, m’,6) = 1}.

Origin-hiding of ConvertSig: For all k, for all PP €
PPGen(1%), for all pk* (in particular, adversarially gen-
erated ones), for all m, o, if Verify(pk*,m,0) = 1,
if p < sample, and p < sample,, then with over-
whelming probability ConvertSig(pk*, m, g, p, 1) outputs
a uniformly random m’ € [m]r,, and a uniformly ran-
dom & € {6 | Verify(ConvertPK(pk*,p),m’,6) = 1)}.
ConvertPK(pk*, p) outputs a uniformly random element
of [Pk,

Remark. This definition of origin-hiding is a relaxation
of the prior definition [15] in that there is a small proba-
bility that the outputs of ChangeRep and ConvertSig are
not distributed correctly. It will become clear why in
Section 4.1.

4 Construction

Let G1,Gs, and G be multiplicative groups of prime or-
der p with a Type III bilinear pairing e : G; X Go — Gr.
Similar to the prior mercurial signature scheme [15], the
message space for our new mercurial signature scheme
consists of vectors of group elements from G7j, where

7 = Gi\{lg,}. Unlike the prior scheme, these can
be vectors of any length. The message space is M,, =
{(g,u1, .- un) € (GH)"H1}, where § is a generator of
G1, and for all 1 < ¢ < n, u; = g™ for some m; € Z;;.
The space of secret keys consists of vectors of elements
from Z;,. The space of public keys, similar to the mes-
sage space, consists of vectors of group elements from
G35. A scheme with messages over G5 and public keys
over G} can be obtained by simply switching G} and
G35 throughout. Once the prime p, G1, and Go are well
defined, for a length parameter n € N the equivalence
relations are as follows:

R = {(m,m') € (G])™' x (G |3 u € 25 s.t. m’ =mH)
Re = {(skx, skx) € (Z5)'0 x (Z3)'° | 3 p € Z} s.t. sk = p- sk}
Rk = {(Pkx Pkx) € (G3)1 x (€3)'° | 3 p € Z; s.t. pk = pk*}
Our variable-length mercurial signature scheme, de-

noted MSy, is an extension of the prior fixed-length
scheme, denoted MSy [15], which can be found in Ap-



pendix A. The subscript X, for extension, is used to
denote all keys and algorithms associated with the
variable-length scheme MSx.

Let us discuss the security properties of the fixed-
length scheme MSy. It satisfies the definition of secu-
rity in Section 3, but only for the fixed-length mes-
sage space M5 =
m ¢ Ms, the signing algorithm rejects. Correspond-

(G%)5. If given as input a message

ingly, correctness only holds for messages of the cor-
rect length. MSy satisfies the definition of unforgeabil-
ity in Section 3 as well as message and public key class-
hiding. As for origin-hiding, ChangeRep ;(pk, m, o, ;1) out-
puts (m/,o’), where m" = m# € [m]g,, for a message
converter 1 € Zy and o' is a valid signature on m’ un-
der pk, and ConvertSig ;(pk,m, o, p) outputs &, where &
is a valid signature on m under pk = pk” € [pk|z,, for a
key converter p € Z;. Both ChangeRep; and ConvertSig ,
satisfy origin-hiding with probability 1. The following
theorem summarizes the security properties of MSy.

Theorem 1. [15]. The mercurial signature scheme MS
is correct for fized-length messages, unforgeable, and sat-
isfies class- and origin-hiding in the generic group model
for Type III bilinear groups.

MSx can be constructed from MS; on messages of
length ¢ = 5 as follows. A message m is written as
m= (gv Uty -
Gi1 and for all 1 < i < n, u; = §™ for some m; € Z;.

) € (G where § is a generator of

For a generator § of G; and "glue" element h € Gy (dis-
cussed shortly), the message m can be represented as
a set of n messages that are in the message space of
the mercurial signature scheme MS; as follows, where
u; = g™ forall 1 <i<n:

M, = (3,5",3" h, i)

Each message M; = (§,3%,§" h,4;) is signed using
the mercurial signature scheme MSy, resulting in a sig-
nature o;. The verification consists of checking the n
message-signature pairs (M;, 0;) using the prior mercu-
rial signature Verify; algorithm.

How might we form the glue element h? As dis-
cussed in the introduction, it is important for the origin-
3 Un),
where u; = ¢, be a function of the m;’s so that if

hiding property that & for a message m = (g, u1, . .

another representative m’ € [m|g,, gets signed, the cor-
responding M/’s are in the same equivalence classes as
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the original M;’s for the original m (i.e., M| € [M;]r,,
for all 1 < i < n). Computing h as gFE(m1mn) for a
random function R of the m;’s would work, but how
would the signer compute such a value? A pseudoran-
dom function could be used instead, but it is not obvi-
ous how to compute it since the signer has the group
elements u1,...,u,, but not their discrete logarithms
mi,...,Mnp.

Our solution is as follows. Consider a polynomial
pm(2) parameterized by the m;’s: pp, () = m1 + mox +

m3x2

-+ -+mypz™ L. The signer evaluates this polynomial
at a secret value & known only to him: p,,(£). The glue
element could be computed by the signer as h = gi"m(i’);
however, to ensure that it is pseudorandom, the signer

O S,
computes the glue element as h = gP=(%) . Additionally,

picks a uniformly random w < Z7, sets § = ¢*“, and
the s}gner picks a uniformly random y < Z; and raises
(@) to y, resulting in the following:

o (om@ Y _ (-3, mist T\ n N
h (gp ()) (g ) (I[lg ) ()

Note that w is fresh for each signature, but y is the same
for all signatures issued by the same signer. In reality,
the signer does not know the m;’s required to form the
polynomial p,,(%); however, he is given as input the orig-
inal u;’s, which have the relationship u; = "¢, so h can
be computed directly as follows, where 4; = uj’ = §"":

y
) . This is exactly Equation (1).

Ai—1

h= (H?:l g

We now describe our construction formally. We first
provide a non-interactive construction that satisfies the
input-output specification in the definition of mercurial
signatures. The final construction (Section 4.1) involves
an interactive signing protocol carried out between the
signer and the recipient of the signature.

Construction. The following algorithms are invoked
from the
MS ¢

m' = m* € [m]g,, for a message converter u € Z; and

fixed-length mercurial signature scheme

ChangeRep ¢ (pk,m,o, 1) — (m/,0"), where

Verify s (pk,m’, 0’) = 1, and ConvertSig;(pk,m,0, p) — &,
where Verifyf(p~k,m,&) =1 and pk = pk” € [Pk] R, for a
key converter p € Zj.

PPGenx(1%) — PPx: Run PP + PPGen(1*) and out-
put PPyx = PP = BG = (G1,Gy,Gr, P, P,e).

KeyGeny(PPx) — (pkx,skx): Run (pk,sk) <«
KeyGen (PP, l = 5), where sk = (1, 72,73, 24,75) €
(3)° and pk = (X1, X3, X3, X4, X5) € (G5)® for
X; = P%. Pick uniformly at random a secret point



A~

T <+ Z; and secret seeds yi,y2 Z;. Also pick
Tg, Ty Z* and set 7 = 2 -2 and x9 = xg-y; and
T10 = xg - Y2. Set skx = (Sk x6,x7,x8,19,1“10) and
pkx = (pk X67X77X87X9,X10) where X sz
and output (pky,skx).
(ﬁ, o): On input skyx = (sk,xg, 27,23,
(gyuty .., un) €
(G})"*1, where § is a generator of Gy, compute & =
x7 - xgl Then,
compute y := y; - y2 and h= (H?:l ufcb 1) Com-
pute §2,...
M; = (3,4, §" h,u;) and run o; <« Sign (sk, M;).
sOn})
Verifyy (pky, m, (h,)) — 0/1: On input pky = (pk, X,
X7,X§, Xg,Xlo), m = (§7u17 e
ture (h,o = {o1,...

Signy (skx, m) —
x9,m10) and a message m =

and ylzmg-xgl andygleo-xgl

,g™. For all 1 <4 <mn, form the message

Output the signature (iL, o={o1,09,...

,Un), and a signa-
,0n}), compute §%,...,§". For
all 1 < i < n, form the message M; = (4, %, §", h, u;)
and check whether Verify ¢ (pk, M;,0;) = 1. If these
checks hold, output 1; otherwise output 0.

ConvertSKx (skx, p) — skx: On input sky = (sk, z¢, 27,
Tg,xg,xlo) and p € Zy, run sk ConvertSK¢(sk, p),
where sk = p - sk, compute Z; = p-x; for all
6 <1i <10, and output the new secret key skx =
(SNk7 i‘ﬁ, CZ‘7, 1‘87 597 510).

ConvertPKy (pky, p) = pky: On input pky = (pk,X};,
X7,X8,X9,X10) and p € Zy, run pk ConvertPK ¢(
pk, p), where pk = pk”, compute X; = Xf for all
6 < i < 10, and output the new public key p~kx =
(pk, X¢, X7, X3, X9, X10).

ChangeRepy (pkx, m, (h, o), 1) — (m/,(h',¢")): On in-
put pky = (pk, Xg, X7, X3, X9, X10), m = (g, u1, .. .,
up), (h,o = {o1,...,0n}), and p € Zjy, compute
g% ,...,g” For all 1 <4 < n, form the message M; =
(8,9, 4™, h,u;) and run (M, o}) < ChangeRepf(pk,
M;, 04, 1), where M = (g", (9")7, (§")™, b, ul"). Set
m’:(@’,u'l,...ﬂﬂ’n):(g“,u’f,.. uh) andh’—h“
and output (m/, (h',¢’ ={o1,...,0L})).

ConvertSigy (pky, m, (h, o), p, 1) — (m/, (I, ~)) in-
put pky, m, (iL, o), and p, pu € Zy, run (m’ ( 7a'))
<+ ChangeRepx (pkx, m, (h, o), 1), where m’ = (¢,
uf,...,ul) and o’ = {0},...,0!}. Compute (§)?,

., (@)™ Forall 1 <i<mn, form the message M/ =
&, (@)%, (@)™, ub) and run &; < ConvertSig ¢ (pk,
M/, 0%, p). Output (m/, (W', = {G1,...,5n})).
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4.1 Signing Protocol

Our construction satisfies the input-output specification
in the definition of mercurial signatures; however, unfor-
tunately, our proofs of unforgeability and origin-hiding
do not allow a signer to simply sign any message given to
it as input. Instead, the signer must run a signing proto-
col with the receiver of the signature. When a signature
un) € (G},
the signer first has the recipient give a ZKPoK that, for

is queried on a message m = (g, uq,...

all 1 <14 < n, the recipient knows m; such that u; = §"™.
This ZKPoK is requisite for proving unforgeability, as
the reduction’s algorithm must use the exponent m;’s
The signer then carries out the signing algorithm Signy
as specified in the construction above, with one modi-
fication: the signer picks a uniformly random w « Zj,
sets § = ¢*, and computes the glue element h relative to
base g. The additional randomness w ensures that the
glue element is pseudorandom, as discussed in Section 4.

In addition to the usual unforgeability property that
protects the signer, mercurial signatures also have the
origin-hiding property that protects the privacy of the
signature recipient. Intuitively, origin-hiding means that
a message-signature pair (m,o) is distributed exactly
the same way whether (1) the signature o on m was
issued directly by the signer, or (2) (m, o) was obtained
by running ChangeRep(pk,m’,o’) on an equivalent m/'.
The reason it protects the signature recipient is that
the resulting (m, o) is not linkable to the specific point
in time when this recipient was issued this signature.

In order to satisfy the origin-hiding property, the
glue element h must be computed (relative to §) as a
function of the entire equivalence class to which the mes-
sage belongs. That way, no matter which message in
the class is signed, the glue element’s discrete logarithm
base g is the same. A dishonest signer might try to com-
pute the glue element incorrectly, depriving the recipi-
ent of the benefits that origin-hiding confers. Thus, as
a final step in the signing protocol, the recipient verifies
that the glue element was indeed computed correctly
via a ZKPoK, so origin-hiding holds for all signers, not
just honest ones.

Signing Protocol: This is an interactive protocol be-
tween a Signer, who runs the Sign side of the protocol,
and a Receiver, who runs the Receive side.

[Signy (skx, m) <> Receivex(pky,
(m, (h,0))
key skx = (sk, zg, 27, 8, 9, 10) and a message m =
(§7 Ul ---,

m, (m1,~~~7mn))] -
: The Signer takes as input his signing

un). The Receiver takes as input the corre-



sponding public key pky = (pk, X, X7, Xg,Xg,Xlo),

the message m, and a vector (ma,...,my) € (Z;)".

0. The Receiver checks that in fact u; = g™ for all
1<i<n.

1. The Signer acts as the verifier while the Receiver
gives a ZKPoK that, for all 1 < i < n, he knows
m; such that u; = g . If the verification fails, the
Signer denies the Receiver the signature.

2. The Signer computes h as in the construction above.
He then picks uniformly at random w < Z; and

computes h = h* and m = (,01,...,Un) =
(9%, u,...,u¥). He also computes §°,...,§". For

all 1 < ¢
(3,G°,3", h, ;) and runs o; Sign s (sk, M;). The

< n, he forms the message M; =

Signer sends the message m and signature (h,o =

{0‘1, .
3. The Receiver acts as the verifier while the Signer

.,0n}) to the Receiver.

gives a ZKPoK that he has computed the glue ele-
ment  correctly. If verification of the glue and sig-
nature passes, the Receiver outputs the message m
and signature (h, o).

The algorithms Verifyy, ChangeRepy, and ConvertSigy
must be modified to take as input the message m =

(§7ﬁ17 .. -7'&71):

Verifyy (pky, 72, (h, o)) — 0/1: Form M; = (g, 3", 3", h,
ii;) and check whether Verify ¢ (pk, M;, 0;) = 1 for all
1<t <n.

ChangeRepy (pky, 71, (h, o), 1) — (@, (h',0")): Form
M; = (§,3,3" h ;) and run (M],0l) <«
ChangeRep ¢ (pk, M;, 0, 1) for all 1 <4 < n. Output
(m' = (g, ay,...,ah), (W =h* o' ={o],...,0L})).

ConvertSigy (pkx, 7, (h, o), p,t) — (10, (h/,&)): Run
(!, (b, = {a},...,0L})) < ChangeRepy (pkx, 72,
(h,a), ). Form M/ = (g, (3")?, (§")", I, @) and run
; < ConvertSig(pk, M}, o}, p) for all 1 < i < n.
Output (m/, (k',6 = {61,...,6n})).

Remark. While the elements XG = 13"6, X7 = 1’39‘“‘7 XS
= 13””8, Xg = P””S'yl,Xlo = PrsY2 of the public key are
not used in signature verification, they are used in Step
3 of the signing protocol. The secret values &,y;, and
yo are defined relative to random bases in order for the
hiding proofs to go through. The secret value y is broken
into two components, y; and y2, in order for the proof
of unforgeability to go through (specifcally, Claim 3).

Efficiency analysis. Group operations and elements for
the construction of MSx can be found in Figure 4.1.
The ZKPoKs are not part of the signature itself and
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KeyGen exp: 10; grp: 10

Sign exp: 9n + 1; mult: 6n — 2; grp: 4n + 2
Verify pair: 8n; mult: 5n — 1

ConvertSK | field: 10

ConvertPK | exp: 10; grp: 10

ChangeRep | exp: 4n + 2; grp: 4n + 2

ConvertSig | exp: 4n + 2; grp: 4n + 2

Fig. 1. Table of efficiency for MSx. Here, exp denotes the
number of group exponentiations, mult denotes the number of
group multiplications, and pair denotes the number of pairings.
Field operations are ignored. Group and field elements, grp
and field, are given as the total number of elements output.

are therefore not counted in the group operations. They
can be formed using a combination of Y-protocols,
which can be compiled into efficient non-interactive zero-
knowledge proofs using the Fiat-Shamir transform with
a reliance on the random oracle model [18]. See Ap-
pendix B.

Theorem 2 (Correctness). Let MSy be a mercurial sig-
nature scheme on message space (G})° as in Theorem 1,
and let MSx be the variable-length mercurial signature
scheme on message space ((G’{)"+1 constructed above,
where all signatures are issued via the interactive signing
protocol. Then, MSx is correct.

Correct verification and key conversion can be seen by
inspection. We show correct change of message repre-
sentative, and signature conversion is similar.

Change of message representative: We wish to
show that for all messages m € M,, for all signa-
tures (h,o) such that Verifyy (pky, i, (h, o)) = 1, for all
€ sample,,, for all (1, (k',0")) € ChangeRepy (pky, 17,

(h,0),u), it holds that Verifyx(pkyx,m’, (h',0’)) = 1,
where ' € [m]g,,. First, observe that the M;’s cor-
responding to (i, (h,0 = {o1,...,0,})) are M; =
(G,G%, "™, h,@;). ChangeRepy invokes ChangeRep; as fol-
lows: for all 1 < i < n, ChangeRep(pk, M;, 0;, 1) outputs
(M/,0l), where M/ = (", (g")?, (g")", h*,@!"). By cor-
rect change of message representative of ChangeRep;
(Theorem 1), we have that Verify ¢ (pk, M, o) = 1 for all
1 <4 < n, which implies that Verifyy (pky, 7/, (R/,0")) =
1, where m' = (g, a,...,ah) € [M]r,,-

4.2 Origin-hiding

Theorem 3 (Origin-hiding). Let MS; be a mercurial
signature scheme on message space (G})° as in Theo-



rem 1, and let MSx be the variable-length mercurial sig-
nature scheme on message space (G})"*1 constructed
above. Suppose all signatures are issued via the interac-
tive signing protocol described in Section 4.1, where the
proof system used in Step 3 is sound under sequential
(or concurrent) composition. Then, MSx is origin-hiding
under sequential (or concurrent) composition.

Origin-hiding of ChangeRepy: Let pky, i, (h,o =
{o1,...,0n}) be such that Verifyy(pkk,m, (h,0)) = 1,
where pky is possibly adversarially generated.

ChangeRepy (pki, 7, (h, o), 1) outputs (m’, (h',0")) =
(mk, (W, oY, ...

S (Ap b
mt = (g, ay,..

,on 1)), where m# is shorthand for
.,@y). By soundness of the ZKPoK
in Step 3 of the signing protocol, the glue element
h is computed correctly with overwhelming probabil-
ity. The My’s corresponding to (m,(h,o)) are M; =
(3,G°,3", h, ;). ChangeRepy invokes ChangeRep; as fol-
lows: for all 1 < i < n, ChangeRep(pk, M;, 0y, ) outputs
(M, o), where M = (3", (§")%, (§")", h*, @!'). By origin-
hiding of ChangeRep; (Theorem 1), ol is distributed the
same as a fresh signature on M/ for all 1 <i < n. Note
that the glue element h* is correct if h is correct, and
h* is distributed the same as a fresh glue element for a
fresh signature on m*. Thus, m* is a uniformly random

element of [m]g,,, and (h*, (), ... 0%)) is a uniformly

random element in the space of signatures (h,) sat-
isfying Verifyy (pki,m*, (h,&)) = 1 with overwhelming
probability.

Origin-hiding of ConvertSigy: Let pkx,m, (ﬁ,a =
{o1,...,0n}) be such that Verifyy(pkk,m, (h,0)) = 1,
where pky is possibly adversarially generated.
ConvertSigy (pki, 2, (h, o), p, ) outputs (', (h',5)) =
(k, (W™, (61, . .

S (Ap b
mt = (gt ay,...

.,0n))), where mt is shorthand for
,iih). By soundness of the ZKPoK
in Step 3 of the signing protocol, the glue element
h is computed correctly with overwhelming probabil-
ity. The My’s corresponding to (m,(h,o)) are M; =
(3,G°,3"™, h, ;). The output of ConvertSigy is com-
puted in two steps. First, ChangeRepy (pk&, m, (h,0), 1)
outputs (7', (h',0")) = (m*, (h*, (", ...,0d,))). Then,
ConvertSig ¢ (pk™, M/, o}, p) outputs &; for all 1 <i <n.

ChangeRepy is origin-hiding, as shown above, and
ConvertSig,; is origin-hiding by Theorem 1. Thus,
(MR, »
.,0pn)) is a uniformly random ele-

m* is a uniformly random element of
and (A", (61,..
ment in the space of signatures (h,&) satisfying
Verifyy (ConvertPKy (pkk, p), m*, (h,5)) = 1 with over-
whelming probability (where ConvertPKy(pkk,p) =

(pkx)? is a uniformly random element of [pky|r ). Note
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that origin-hiding does not hold if » = 1, but this occurs
with negligible probability.

4.3 Unforgeability

Unforgeability of MSx holds under a variant of the
asymmetric bilinear decisional Diffie-Hellman assump-
tion (ABDDH?") introduced by Fuchsbauer et al. [21].

Definition 9 (ABDDH" assumption [21]). Let BGGen
be a bilinear group generator that outputs BG =
(p,G1,Ga,Gr, P, P,e). The ABDDH" assumption holds
in G if for all probabilistic, polynomial-time (PPT) al-
gorithms A4, there exists a negligible function v such
that:

Pr[b + {0,1};BG + BGGen(1%);u, v, w, 7  Z3;
b* A(BG,P“,PU,Pu,Puv,Pw,P(l_b)'r—i_b'(wuv))
$bT =8 = 3 < w(k)

Proposition 1. [21] The ABDDH" assumption holds
in generic groups.

Theorem 4 (Unforgeability). Let MSy be a mercurial
signature scheme on message space (G})° as in Theo-
rem 1, and let MSx be the variable-length mercurial sig-
nature scheme on message space (G})"*1 constructed
above. Suppose all signatures are issued via the inter-
active signing protocol described in Section 4.1, where
the proof system used in Step 1 is extractable under se-
quential (or concurrent) composition. Then, unforgeabil-
ity of MSx holds sequentially (or concurrently) under
the discrete logarithm (DL) assumption in Go and the
ABDDH?" assumption in Gi. The same holds when Gy
and Go are swapped.

Proof. We wish to show that if there exists a probabilis-
tic, polynomial-time (PPT) adversary A that breaks un-
forgeability of MSx with non-negligible probability, then
we can construct a PPT adversary A’ that breaks un-
forgeability of MS; with non-negligible probability, or
the discrete logarithm (DL) or ABDDH" assumption
doesn’t hold.

Suppose there exists such a PPT adversary A.
Then, we construct a PPT adversary A’ as a reduc-
tion Bums ; running A as a subroutine. We construct
the reduction Bus, for breaking unforgeability of MSy
as follows. Bus, receives as input public parameters
PP = BG = (G1,G2,Gp, P,P,e) and a fixed public
(X17X2,X3,)?4,X5) for the mercurial sig-
nature scheme MS; on messages of length ¢ = 5 for

key pk =



which he will try to produce a forgery. He chooses uni-
formly at random a secret point & <« Z, and secret
seeds y1,y2 Z;. He also picks zg,xg + Zz’j and sets
x7 =x¢ - and xg = xg - Y1 and x19 = x3 - y2. He then
sets pkx = (pk,X6,X7,X8,X9,X10), where X; = P%i.
Bus, forwards PPx = PP and pkyx to A and acts
as A’s challenger C. As in the unforgeability game for
MS;, Bus, has access to a signing oracle Sign(sk,),
where sk is the secret key corresponding to pk. A pro-
ceeds to make signature queries on messages of the form
m = (g, u1,...,u,) € (G})"*1. For each signature query,
Bwus, acts as the verifier while A gives a ZKPoK that,
for all 1 < ¢ < n, he knows m; such that u; = §". If
the verification fails, Byus, denies A the signature; other-

wise, Bus, computes y = y1 -y and h = (H?:l u;""_l)y
Bwms, picks uniformly at random w < Z; and computes
u for all 1 < i < n.
,G". He forwards n messages

g = g“ h = hv, and @; =
He also computes §2,...
of the form M; = (§,3% §", h,@;) to his signing ora-
cle Sign(sk,-) and receives n signatures o1, ...,0,. He
sends the message m = (g, 41, ..., 4,) and the signature
(h,o = {o1,...,0n}) to A, along with a ZKPoK that h
was computed correctly.

After some polynomial number of signature queries,
A produces a forgery (pkk,m*,(h*,0%)), where pk} =
(Pk*, X, X7, X3, X5, Xfo), m* = (3°,45,..
o* = {of,...,05}. A’s forgery can be represented

,ur), and

as a set of messages that are in the message
space of MS¢: M = (g*,(g*)l,(g*)",i}*,al),M; =
(3%, (3%, (") h*,a3), ..., My = (3%, (§°)™, (§%)", h™,
iy,). Bus, chooses i <— {1,...,n} uniformly at random
and outputs (pk*, M, o) as his forgery. Let us analyze
Buwms,’s success probability.

Suppose A’s forgery (pky,m*,(h*,c*)) is success-
ful. Then, by definition, it satisfies [pkx]®,, = [Pkx|R,
and V m € Q,[m*|r,, # [m|r,, and Verifyx(pky,m*,
(h*,0*)) = 1, where Q is the set of discrete logarithms
T oymp} € (Zy)" of messages m that A
has queried to the signing oracle. Note that the forged

m = {ml,..

§* and h* must be repeated for each message M be-
cause the verification algorithm accepts the signature
(h*,0* = {ot,...,05}).

There are two ways in which the forged message m*
could have been derived by A:

(1) Good Case: There exists some i € {1,...,n}
for which [M}|gr,, # [M]g,, for any M previously
queried by Bps, to his signing oracle. We will see that
with overwhelming probability, the Good Case is the
way in which A forms his forgery.
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(2) Bad Case: Every M} is such that [M]|g,, =
[M]R,, for some M previously queried by Bys, to his
signing oracle. In this case, A is able to "mix and match"
m;’s from different messages for which signatures have
been issued. We claim that A cannot do this, except
with negligible probability, or the DL or ABDDH" as-
sumption doesn’t hold.

First, note that if a glue element & is formed as
ghitmimn) for some random function R : (zZp)" —
Z,,, then A cannot mix and match. This is because if
the vectors (m1,...,my) are distinct, then the values
R(ml, ..
gR(ml*“"m"). Our goal is to demonstrate that a glue

.,my,) are distinct as well as the glue elements

M1,...,My)

element formed as g% is indistinguishable from

a real glue element §¥'?, where ¢ = p(2) = > . m@*~*.
Then, A can’t mix and match when real glue elements
are used, except with negligible probability.

We achieve this goal in two steps. We first demon-
strate that g&(m1:mn) is indistinguishable from %9,
where R : Z; — Z, is a random function, under the
DL assumption. We then demonstrate that g% is in-
distinguishable from a real glue element §¥'? under the
ABDDH™ assumption. This gives the desired result.

Consider the following set of games. In Game 0,
the real signing game, the glue element is computed
directly, without extraction of the m;’s or simulated
proofs. Game 1 includes simulated proofs. In Games 2-5,
the challenger acts as the zero-knowledge extractor to
extract the m;’s necessary to compute the glue element
and provides a simulated proof that it was computed cor-
rectly. The overall proof structure is as follows. Arrows
indicate why consecutive games are indistinguishable.
Game 0. h = §¥'%. No extraction or simulation. This

is the real signing game.

1 Claim 1: zero-knowledge property
Game 1. h = §¥'9. No extraction, but simulation.
1 Claim 2: knowledge extractor property

Game 2. h = §¥'%, ¢ = p(#). Extraction and simulation
henceforth.

1 Claim 3: ABDDH" assumption in Gy
, — R — (4 . *
Game 3. h =" ¢=p(1), R: Zy, — Z;, random.
1 Claim 4: polynomial collision argument / Claim 5: DL
assumption in Go

Game 4. h = "9 §=p(a) for "fake" secret a € Zy,.
1 Claim 6: polynomial collision argument
Game 5. h = gi(mimn) R (Zp)"™ — Zj, random.

We now provide descriptions of the games and proofs of
the claims.



Game 0. In this real signing game, the glue element
is h = §¥%. There is no extraction or zero-knowledge
simulation.

The challenger C computes the public parameters
PP and keys (pk,sk) = ((Xl, Xs, X3, Xy, Xg,),
(w1, %2, 23,24, 25)) for a mercurial signature scheme MS
on messages of length £ = 5. C chooses uniformly at ran-
dom a secret point < Z; and secret seeds y1,y2 < Zs,.
He also picks zg,xg + Z;; and sets 7 = xg - & and
x9 = xg - y1 and x190 = wg - y2. He then sets pky =
(pk,XG,X7,X8,X9,X10), where X; = P%i. C forwards
PPy and pky to A.

A proceeds to make signature queries on messages of
(G, u1,...,uy) € (G)"*L. For each signa-
ture query, C acts as the verifier while A gives a ZKPoK
that, for all 1 <4 < n, he knows m; such that u; = §"™:.
If the verification fails, C denies A the signature; other-
wise, C computes y = y1 - y2 and h = (H?:l uf’i_l)y.
C picks uniformly at random w <« Zy and computes
g = 9“h = h"
,g". He then signs n messages of the form

the form m =

, and @; = u}’ Vi. He also com-
putes 2, ...
M; = (§,3", §", h, ;) using his secret key sk for MS; and
(§,01,...,0n) and (h,o = {o1,...,00}) to A,

along with a ZKPoK that & was computed correctly. A

sends m =

issues queries for signatures on messages a polynomial
number of times. The game ends when A produces a
forgery or terminates without producing a forgery.

Game 1. In this game, the glue element remains h =
g¥ 9. There is no extraction, but now there is simulation.

Game 1 is the same as Game 0, except the challenger C
simulates the ZKPoK that i was computed correctly.

Claim 1. A PPT adversary cannot distinguish Game 0
from Game 1, except with negligible probability.

The only difference between the two games is zero-
knowledge simulation. In Game 1, the challenger simu-
lates the ZKPoK that the glue i was computed correctly,
whereas in Game 0, the challenger gives a real ZKPoK. If
an adversary could distinguish the two games, it would
break the zero-knowledge property.

Game 2. In this game, the glue element remains h =
g¥'?, where ¢ = p(2). There is now extraction and simu-
lation (and for all games henceforth).

The challenger C computes the public parameters
PP and keys (pk,sk) (X1, Xo, X3, X4, Xs),
(w1, %2, 23,24, 25)) for a mercurial signature scheme MS
on messages of length ¢ = 5. C chooses uniformly at ran-
dom a secret point & < Z,, and secret seeds y1,y2 < Zj.
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He also picks xg,xs Z; and sets x7 = zg - T and
r9 = xg - Y1 and 19 = zg - y2. He then sets pky =
(pk,XG,X7,X8,X97X10), where X; = P%i. C forwards
PPx and pky to A.

A proceeds to make signature queries on messages
up) € (GH)"HL. For each
signature query, C acts as the extractor while A gives
a ZKPoK that, for all 1 < i < n, he knows m; such
that u; = §g™. C extracts the m;’s, or if the extraction

of the form m = (§,uy,...

fails, C denies A the signature. Otherwise, C computes

n=1 and

the polynomial p(z) = m1 + mex + - -
evaluates p(z) at the secret point Z. Let ¢ = p(Z) denote
- y2 and h = gya.
C picks uniformly at random w « Z, and computes

+ mpx
this evaluation. C computes y = y1

g =g h = hv, and @; =
3.0
(g,3% g™ h , ;) using his secret key sk for MS¢ and sends
m= (g,ul7 ..y ip) and (h,o = {o1,...,04}) to A, along
with a s1mu1ated ZKPoK that h was computed correctly.

uy’ Vi. He also computes
g"™. He then signs n messages of the form M; =

A issues queries for signatures on messages a polynomial
number of times. The game ends when A produces a
forgery or terminates without producing a forgery.

Claim 2. A PPT adversary cannot distinguish Game 1
from Game 2, except with negligible probability.

In Game 2, the challenger C extracts the m;’s from the
message m, forms the polynomial p(z) = mi + mazx +

-+ mpz™ !, and evaluates ¢ = p(2). C then forms
the glue element as h = §¥'?, where § = §* for some

uniformly random w < Z3. In Game 1, the challenger

(™)

for a uniformly random w < Z7. But note that h =

R i—1\Y P J
(@) ™) = (T grmes ™) = g

Thus, the glue elements A in both games are iden-

C forms the glue element as h =

tical. The only difference between the two games is ex-
traction. In Game 2, the challenger extracts the m;’s to
compute the glue ﬁ, whereas in Game 1, the challenger
computes the correct h directly from the u;’s, without
extracting the m;’s. If an adversary could distinguish
the two games, it would break the knowledge extractor

property.

Game 3. In this game, the glue element is h = §&@),
where ¢ = p(&) and R : Z; — Zy is a random function.

Game 3 is the same as Game 2, except the challenger
C chooses a random function R : Z; — Z,, and for each
signature computes h = §8@ where ¢ = p(). The rest
of the signing protocol is carried out as in Game 2.



Claim 3. A PPT adversary cannot distinguish Game 2
from Game 3 under the ABDDH" assumption in G1.

Consider the following decisional problem related to the
ABDDH™ assumption.

Definition 10. (ABDDH problem). Let BGGen be a
bilinear group generator that outputs BG = (G, G2,

G, P, P,e). The ABDDH' problem in G; is to distin-
guish between the distributions Dy and D; defined by:

Do ={BG « BGGen(1%); «a,,u,v,w + L;
(BG7]3a713au715cw7P67P6uv’Pw7Pwu'u)}

Dy ={BG + BGGen(1¥); a,,u,v,w,r + Zyy;
(BG’pa’Pau7pav7P67P6uv7Pw7Pr)

Lemma 1. If the ABDDH" assumption holds for a bi-
linear group generator BGGen, then the ABDDH' prob-
lem is also hard for BGGen.

Indeed, a reduction B given an ABDDH™ instance
(BG f)u ]31) pPv. puw pw P(l—b)-r-i—b-(o.)u'u))

can pick uniformly at random «, 8 < Z; and provide
an ABDDH' instance

(BG7PQ, (}51/,)047 (]311)0:7]357 (Puv)B7Pw7P(l—b)~r+b'(wuv))

to an adversary A whose non-negligible advantage in dis-
tinguishing ABDDHT tuples becomes B’s non-negligible
advantage in breaking ABDDH™".

We now prove Claim 3 via a hybrid argument.
Let T'(k) be a polynomial. For 0 < i < T'(k), let
‘H; be the hybrid experiment defined as the following
game. The challenger C computes the public parame-
ters PP and keys (pk,sk) = ((X'l, Xo, X3, X4, Xg,),
(@1, %2, 23,24, 25)) for a mercurial signature scheme MS ¢
on messages of length ¢ = 5. C chooses uniformly at ran-
dom a secret point & < Z; and secret seeds y1,y2 <
Z;;. He also picks zg, x5 Z;‘, and sets v7 = xg - &
and x9 = xg-y; and z19 = xg - y2. He then sets
pkx = (pk,Xﬁ,X7’X8,X9,X10)7 where X; = P%. He
also chooses a random function R : Z; — Z; and for-
wards PPx and pky to A.

Let A’s j™ signature query be on message m; =
(Gj,uj1,---,ujn). C acts as the extractor while A gives
a ZKPoK that, for all 1 < ¢ < n, he knows m, ; such that
Uj; = g;”“ C extracts the mj;’s, or if the extraction
fails, C denies A the signature. Otherwise, C computes
the polynomial p;j(x) = mj1 +mjox + - + mj’nx"_l
and evaluates g; = p;(£). C also computes y = y1 - y2.

(1) If j < 4, C computes R(g;) and h; = gf(qf).
C picks uniformly at random w; < Z; and computes
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g = 9.7 hy = By
;g7 . He then signs n messages of the form

7, and 4;; = u}”j Vi. He also com-
putes 5]2-, ..
M;,; = (gj,g;l,g;l,ﬁj,aj,i) using his secret key sk for
MSf and sends mj = (gj,ﬂj,l,...,ﬁj’n) and (iLj,O’j =
{6j1,...,0jn}) to A, along with a simulated ZKPoK
that h; was computed correctly.

(2) If j > i, C computes: h; =
uniformly at random w; <« Zj and computes g; =
AWj5 T Tw; wj .
9;7 h = h;7, i Vi
putes QJQ-, ..., gj. He then signs n messages of the form
Mj.i y
MS; and sends m; = (g;,Uj,1,.-.,0jn) and (hj, 05 =
{0j1,...,04n}) to A, along with a simulated ZKPoK
that izj was computed correctly.

gj."q-” . C picks

and uj; = u He also com-

= (gj,§§,§?,7zj,ﬂj,i) using his secret key sk for

By definition, Hg corresponds to the game in which
all glue elements are formed as h; = g;’““ (Game 2),
while Hp,) corresponds to the game in which all glue

elements are formed as h; = gf(qj) (Game 3).

Let A be an adversary, let I'(k) be the number of
queries A makes, and let 0 < i < T'(k) — 1. We wish to
show that A’s advantage € = Adv(A, k,4) in distinguish-
ing H; from H;4+1 is negligible; in fact, € < v, where v is
the best advantage in distinguishing ABDDHT tuples.

Suppose not; that is, suppose ¢ = Adv(A,k,i) >
v for some A, k,i. Then, let us show that there exists
a probabilistic, polynomial-time B that can distinguish
between the distributions Dy and D1.

We construct B as a reduction running 4 as a
subroutine. B serves as the challenger for A in the
hybrid game and as the adversary for his own chal-
lenger in the ABDDH' game. B receives as input
(BG, Ay, A1, Ay, B1,C, By, D), where implicitly 4, =
Po A, — Pou, Ay — Pov B, — PO — phu, B, —
PY and D = P¥"? or P" for some uniformly random
a, B, u,v,w, T € Zy,.

B computes the public parameters PP and keys
(pk,sk) = ((Xl, X, X3, Xu, X5), (z1, 22, x3, T4, T5))
for a mercurial signature scheme MS; on messages of
length ¢ = 5. B chooses uniformly at random a secret
point & < Z;, but does not know the secret seeds y1, yo.
He also picks xg < Z; and sets x7 = xg - &. He then
sets pky = (pk, X6, X7, Ao, A1, A2), where X; = P%. B
chooses a random function R : Z; — Z,, and forwards
PPy and pky to A.

A proceeds to make queries to the signing oracle.
Acting as the challenger for A, B is responsible for com-
puting the responses to the signature queries and for-
warding them to A. B responds to the signature queries
as follows.



Let A’s j* signature query be on message m; =
(Gj,uj1,...,ujn). B acts as the extractor while A gives
a ZKPoK that, for all 1 <7 < n, he knows m; ; such that
uj; = Q;nj’i. B extracts the m;;’s, or if the extraction
fails, B denies A the signature. Otherwise, B computes
the polynomial pj(z) = mj1 + mjox + -+ mjpaz™ !
and evaluates ¢; = p;(2).

(1) If j < i, B computes R(g;) and h; = gf(qj).
B picks uniformly at random w; < Zj and computes
g; = Q;Ujjlj = il;”
;gj. He then signs n messages of the form

7, and 4j; = u;”j Vi. He also com-
putes g7, ... e
M;i = (9;,45,95,hj, ;) using his secret key sk for
MS; and sends m; = (g;, Uy 1,-.-,Ujn) and (hj, 05 =
{0j1,...,04n}) to A, along with a simulated ZKPoK
that ﬁj was computed correctly.

(2) If j =i+ 1, B computes ?Lj = D%. B sets §; =
Bo,hj = ij, and ij; = By?" Vi. He also computes
B2,...,B%. He then signs n messages of the form M;; =
(B2, By, B, D%, By*"*") using his secret key sk for MSy
and sends 1, = (Ba, By, ..., By"") and (D%,0; =
{0j1,...,05n}) to A, along with a simulated ZKPoK
that ﬁj was computed correctly.

(3) If j >
B picks uniformly at random w;
computes §; = Biuj,ﬁj = ﬁ;uj, and aj, =
(By?)™ii Vi. He also computes (B,7)2,...,(B}”)".
He then signs n messages of the form M;; =
(B, (By7)t, (B )", 0% w5 (B}7)™:#) using his secret
key sk for MS; and sends m; = (By”, (B,”)™1, ...,
(By?)min) and (C94%i o; = {0j1,...,0jn}) to A,
along with a simulated ZKPoK that /~7,j was computed

i + 1, B computes: ﬁj = (%,
< Z, and

correctly.

Finally, when A terminates, without loss of general-
ity he outputs either 0 or 1. He outputs O if he thinks
he has observed H; and 1 if he thinks he has observed
Hit1. If Aoutputs 0, B outputs 0; otherwise, B outputs
1. Let us analyze B’s success probability.

First, note that in the public key pky, the values
Xs, X'g, Xlo can’t be computed as pas , I:””Q, 13110, where
x9 = xg-y1 and x19 = xg-Y2, because B does not know y;
or ys; however, (12107 Ay, 1212) is implicitly (]50‘, pou, ]5‘1“),
which is distributed the same as (P%s, Prsvi prsy2)
for uniformly random zs,y1,y2 € Z,,. Thus, pky is dis-
tributed correctly.

The case j < i is exactly as in the hybrid game. For
the case j > i + 1, By is implicitly P%, so g; = PPvs,
which is distributed the same as g;“j because w; is uni-
formly random in Z;. C is implicitly PBw 5o ﬁj =
CUwi = (PPwj)uvd; — (B7)uvdi = gj”'qf, which is

~Y1Y2-qj ~

distributed the same as g; = g;/'qj for uniformly
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random yi,y2 € Zy. For the case j = ¢+ 1, By is im-
plicitly P“, so g; = P¥, which is distributed the same
as g;.”f for a uniformly random w; € Zy. D is implicitly
pev? or P" for the uniformly random w,v,w,r € Zj
given as input to the reduction. If D = P¥%Y  then
hj = D% = By which is distributed the same as
gy = g;."‘“ for uniformly random y1,y2 € Z;. If
D = P", then h; = D% = P"9, which is distributed

j
the same as gf(qj)

since the r given as input to the re-
duction is uniformly random in Zj. Thus, D = P“"*
corresponds to hybrid H; and D = P" corresponds to
hybrid H;t1.

The above description of B’s responses to A’s ora-
cle queries demonstrates that B is able to emulate the
appropriate hybrid and compute each step of A’s oracle
queries exactly as A’s challenger in the game would. If
A outputs 0, it means the input looks like it came from
H;, so B outputs 0 to indicate the distribution Dg. If
A outputs 1, it means the input looks like it came from
Hit1, so B outputs 1 to indicate the distribution D;.
Then, A’s advantage translates into B’s advantage: if A
is able to distinguish H; from #;;; with non-negligible
probability ¢, then B is able to distinguish ABDDHT
tuples with the same non-negligible probability.

Game 4. In this game, the glue element is h = &),
where ¢ = p(a) for a "fake" secret point a € Z; and
R:Z; — Z, is a random function.

Game 4 is the same as Game 3, except in addition to
the secret point , the challenger C also chooses a "fake"
secret point uniformly at random « Z,, and computes
h = B where ¢ = p(a). The rest of the signing pro-
tocol is carried out as in Game 3.

Claim 4. A PPT adversary can distinguish Game 3
from Game 4 only if a collision p;(%) = p;(&) occurs in
Game 3 with non-negligible probability.

Let a PPT adversary A’s j** signature query be on mes-
sage m; = (§;,4j1,-..,Ujn), where u;; = Q;n“ Vi. In
Game 3, the challenger C extracts the m; ;’s, forms the
polynomial p;(z) = mj1 + mj2z + -+ myj ™!
evaluates ¢; = pj(Z). He then computes R(g;) for some

, and

random function R : Z; — Zg and forms the glue ele-
ment as h; = gf(‘“).

In Game 4, the challenger C extracts the m;;’s,
forms the polynomial p;(z) = mj1 + mjex + --- +
mj 2", and evaluates ¢; = pj(a) at the "fake" se-
cret point o € Zy. He then computes R(q;) and forms

the glue element as h; = gf(‘b').



The only difference between the two games is that in
Game 4, the polynomials p;(z) are evaluated at o, which
is independent of the true secret point 2. If ¢; = ¢; for
some p;(z) # p;(x), then R(¢;) = R(¢;), so A learns
that p;(a) = p;j(a). The value « is independent of the
adversary’s view unless such a collision occurs. We will
show that a collision occurs with negligible probability
by induction on the number of queries.

For the base case, suppose ¢1 = ¢2. Then, « is a root
of the difference polynomial p;(z) — pa(z). A’s probabil-
ity of successfully constructing a difference polynomial
with root a is maximized by choosing n—1 distinct roots
for it. The probability that one of these n — 1 distinct
roots is a is (n—1)/p. Thus, the probability that ¢; = ¢2
is at most (n — 1)/p, which is negligible. For the induc-
tion step, suppose Vi < t,Vj < t,q; # ¢;. The probability
that ¢s41 collides with one of the first ¢ ¢;’s, conditioned
on the fact that there are no collisions among the first
t ¢;’s, is at most (¢t + 1)(n — 1)/p, which is negligible,
completing the induction step.

Thus, A can distinguish Game 4 from Game 3 only
if a collision p;(Z) = p;(&) occurs in Game 3 with non-
negligible probability. We now show that such a collision
occurs in Game 3 with negligible probability or the DL
assumption doesn’t hold.

Claim 5. A collision p;(&) = p;(&) occurs in Game 3
with negligible probability under the DL assumption in
Ga.

We wish to show that if there exists a PPT adversary
A that produces a collision p;(£) = p;(&) for some poly-
nomials p;(xz) # p;(x) with non-negligible probability,
then we can construct a PPT adversary A’ that breaks
the DL assumption.

Suppose there exists such a PPT algorithm 4. Then,
we construct a PPT adversary A’ as a reduction B run-
ning A as a subroutine. We construct the reduction B
for breaking the DL assumption as follows.

B receives as input (A, B) € G35, where implicitly
B = A? for some uniformly random Z € Zy. (Note that
this variant of the DL assumption is equivalent to the
one in which £ is drawn from Z,.)

B computes the public parameters PP and keys
(pk,sk) = ((X1, Xo, X3, X4, X5), (z1, 22, 23, T4, T5))
for a mercurial signature scheme MS; on messages of
length ¢ = 5. B chooses uniformly at random secret val-
ues y1,y2 < Z, but does not know the secret point
Z. He also picks xg «+ ZZ and sets z9 = xg - y; and
x10 = s - y2. He then sets pky = (pk, 4, B, Xg, X9, X10),
where X; = P%i, and forwards PPx and pkyx to A.
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A proceeds to make queries to the signing oracle.
Acting as the challenger for A, B is responsible for com-
puting the responses to the signature queries and for-
warding them to A. B responds to the signature queries
as follows.

Let A’s j** signature query be on message m; =
(Gj,uj1,s--.,ujn). B acts as the extractor while A gives
a ZKPoK that, for all 1 < ¢ < n, he knows m, ; such that
Uji = g;”“. B extracts the m;;’s, or if the extraction
fails, B denies A the signature. Otherwise, B computes
the polynomial p;(z) = mj1 +mjox + - +mj,z" L.

For all 1 <t < j, B computes the difference polyno-
mial p;j(z)—p¢(z) and finds its n—1 roots 4,1, ..., 7¢ n—1.
Since B knows A, he can compute A" Vt,Vi and check
if A7i = B. If this holds for some T4, then rp; = 2
and B wins the DL game. If this does not hold, B
picks uniformly at random Rj < Z; and computes

o LRy CR(q:
h; = g;” since he cannot correctly compute §7(%); how-
ever, note that A’s view is identical because he receives

random values. B picks uniformly at random w; < Zj
7 wy
Jrt
757;‘. He then signs n mes-

and computes g§; = g;fjj,hj = B;ﬂ’, and 4j; = u
Vi. He also computes §J2~, . :
sages of the form M;; = (g;,3;, 3} hj, @) using his
5 < Ujn)
and (hj,05 = {0j1,...,05n}) to A, along with a simu-

secret key sk for MSy and sends m; = (g, Uj, 1, - -

lated ZKPoK that h; was computed correctly. A issues
queries for signatures on messages a polynomial number
of times. A’s success in producing a difference polyno-
mial p;(z) — p(z) with root & with non-negligible prob-
ability translates into B’s success in breaking the DL
assumption.

From Claim 4 and Claim 5, we can conclude that
a PPT adversary A cannot distinguish Game 3 from
Game 4, except with negligible probability.

Game 5. In this game, the glue element is h =
ghROmmn) - where R : (Zp)" — Zj is a random func-

tion.

Game 5 is the same as Game 4, except the challenger C
does not choose a "fake" secret point a € Z; and does
not compute or evaluate the polynomial p(x). Instead,
C chooses a random function R : (Z;)" — Z, and for
each signature computes h = gh(mi.mn) The rest of
the signing protocol is carried out as in Game 4.

Claim 6. An adversary’s view in Game / is the same
as it is in Game 5, except with negligible probability.

Let a (possibly unbounded) adversary A’s j* signature
query be on message m; = (§;,uj1,.-.,Ujn), Where

Uj; = Q;n“ Vi. In Game 5, the challenger C extracts



the m;;’s, computes R(mj1,...,m;y) for some ran-

dom function R, and forms the glue element as /~zj =

~R(mj1,...,m;n)

J

dom wj « Zy,.
In Game 4, the challenger C extracts the m;;’s,

~ AW 5 .
, where g; = g;° for some uniformly ran-

forms the polynomial p;(z) = mj1 + mjox + -+ +

m;j 21, and evaluates ¢; = p;(a) at the "fake" secret

point o € Zy. He then computes R(g;) for some random
function R and forms the glue element as ﬁj = gf‘(q“,
where g; = g’;"f for some uniformly random w; « Z.

If g; = ¢; for some p;(x) # p;(x), then R(¢;) = R(q;),
so A learns that p;(a) = p;(c). The value « is indepen-
dent of the adversary’s view unless such a collision oc-
curs. We showed in Claim 4 that a collision p;(a) = p;(«)
occurs in Game 4 with negligible probability. If there are
no such collisions, A’s view is identical in both games
because he receives random values.

This completes the proof of unforgeability for MSx

(Theorem 4). O

4.4 Class-hiding

Message class-hiding states that given two messages m;
and mg, it is hard to tell if mo € [m1]g,,. Public key
class-hiding states that given two public keys pky ; and
pkx 2 and oracle access to the signing algorithm for both
of them, it is hard to tell if pky 5 € [pkx 1]R,-

Theorem 5 (Message class-hiding). Let MSy be a mer-
curial signature scheme on message space (G})° as in
Theorem 1, and let MSx be the variable-length mercurial
signature scheme on message space (G})" 1 constructed
above. Then, message class-hiding of MSx holds under
the decisional Diffie-Hellman assumption (DDH) in G .
The same holds when G1 and Go are swapped.

The proof is a straightforward hybrid argument inher-
ited from Fuchsbauer et al. [22].

Theorem 6 (Public key class-hiding). Let MSy be a
mercurial signature scheme on message space (G})5,
and let MSy be the variable-length mercurial signature
scheme on message space (G})"T1 constructed above.
Suppose all signatures are issued via the interactive sign-
ing protocol described in Section 4.1, where the proof
system used in Step 1 is extractable under sequential (or
concurrent) composition. Then, public key class-hiding
of MSx holds sequentially (or concurrently) under the
DL assumption in Go, the ABDDH' assumption in Gq,
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and the DDH assumption in G1 and Go. The same holds
when G1 and Go are swapped.

For the proof, consider two public keys for MSy:

~ A A ~ ~ (D A oD
ka,l — (pkl,Pwl’G,P‘Tl’G $17P11,87P$1,8 Yq 7pﬂh,a Yo )

(2)

§2) px2.8'y2
) ’ )

ka,Q _ (ka’p12,67px2,6‘i’27p$2,8’ pr2.sy
where mg,g,wg,g,fc(;,y?),yé&) € Z, for 6 € {1,2}. They
are independent if these values are sampled uniformly
at random from Z; and equivalent if pky , = pkﬁ_’1 for
some 3 € Zy. They are said to be 1/2 independent and
1/2 equivalent if pky = pk? , but the remaining elements
are independent.

We construct a sequence of games beginning with
the real signing game in which pk ;, pkx o are indepen-
dent (Game 0). In the real signing game, a signature
query on a message m under chosen public key pky ;
for § € {1,2} results in a glue element computed as
- gyw)
sequence of games ends with the real signing game in

95 where g5 = p(25) and y(®) := ygé) -yéé). The

which pky 1, pky o are equivalent (Game 13). We show
that Game 0 and Game 13 are indistinguishable via
a sequence of intermediate games. These games cycle
through public keys pky 1, pkx o that are independent,
1/2 independent and 1/2 equivalent, and equivalent, as
well as glue elements that are computed in the various
ways specified in the proof of unforgeability. Since the
real signing game in which pky ;,pky o are independent
(Game 0) is indistinguishable from the real signing game
in which pky ;, pkx 5 are equivalent (Game 13), MSx sat-
isfies public key class-hiding. The proof can be found in
Appendix C.
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A Prior Construction [15]

The prior construction of mercurial signatures is as fol-
lows [15]. The message space consists of vectors of group
elements from G7J, the space of secret keys consists of
vectors of elements from Zy, and the space of public keys
consists of vectors of group elements from G35. Once the
prime p, G1, Go, and a fixed length parameter ¢ are well
defined, the equivalence relations are as follows:

Ry ={(M,M') € (G1)* x (G})* | I p € Z} st. M' = M+}
R = {(sk,sk) € (Z3)! x (Z5) | 3 p €L} st. sk=p-sk}
Rok = {(pk, Pk) € (G3)* x (G3)* | 3 p € Zj s.t. pk = pk”}

The message space for this mercurial signature scheme
is (G“{)e , but a mercurial signature scheme with message
space (G3)¢ can be obtained by simply switching G} and
G35 throughout. The algorithms are as follows:

PPGen(1¥) — PP: Compute BG <+ BGGen(1*). Output
PP =BG = (G1,Gy,Gr, P, P,e).

KeyGen(PP,¢) — (pk,sk): For 1 <14 < /¢, pick x; < Z,
set sk = (z1,...,2¢), pk = (Xl, .. ,Xg), where X; =
Pri for 1 <i < ¢. Output (pk, sk).

Sign(sk, M) — o: On input sk = (x,..

(My, ..., M) € (G})*, sample y « Z7,

N Yy
(Z,Y,V), where Z = (HleMfi) Y = Pv, and
V= Pv.

Verify(pk, M,0) — 0/1: On input pk = (Xl,... X
M = (Mi,...,M), and ¢ = (Z,Y,Y),
[T'_, e(M;, Xi) = e(Z,Y) A e(Y,P) = e(P,Y). If
this holds, output 1; otherwise, output 0.

.,xg), M =
output o =

ConvertSK(sk, p) — sk: On input sk = (z1,...,z,) and
key converter p € Zy, output new sk = p - sk.

ConvertPK(pk, p) — pk: On input pk = ()2'1,...,)25)
and key converter p € Z;,, output new p~k = pk”.

ConvertSig(pk, M,o,p) — &: On input pk, M, ¢ =
(Z,Y,}A/), key converter p € Zg, sample ¢ < Zp.
Output 6 = (pr,Yi,f/%).

ChangeRep(pk, M, o, 1) — (M’,0’): On input pk, M,
o= (2Y,Y), n €z,

M' = M*, o' = (Z¥», Y%, V). Output (M, o).

sample ¢ < Z,. Compute

B Zero-Knowledge Proofs

Let us now address which zero-knowledge proof of
knowledge (ZKPoK) protocol ought to be used in the
signing protocol (Section 4.1) . There is a rich literature
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on ZKPoK protocols for discrete logarithm-based rela-
tions that are both practical and provably secure. For
our purposes, a ZKPoK protocol needs to be secure un-
der the appropriate notion of composition: our unforge-
ability game allows the adversary to issue many signing
queries, so the challenger must be able to respond to
many queries. The best security for our purposes would
be UC security [11], but it may come at an efficiency
cost. For efficient and UC-secure X-protocols [16], Dodis,
Shoup, and Walfish [17] offer a solution, but it relies on
verifiable encryption [10] or similar, which adds com-
plexity and setup assumptions. In the random oracle
model, Fischlin [19] as well as Bernhard, Fischlin, and
Warinschi [3] show how to get an extractor that does not
need to rewind, thereby allowing composition. If all we
want is sequential composition, then we can rely on the
fact that proofs of knowledge compose under sequential
composition, but that means that in our unforgeabil-
ity game, the signer can only respond to one signature
query at a time.

At the heart of all of these approaches is an efficient
Y-protocol [16] that is then compiled (using the tech-
niques cited above) into a ZKPoK. Depending on which
flavor of ZKPoK is needed, the compiler may be very
efficient (e.g., if a Fiat-Shamir proof is good enough)
or relatively more involved (e.g., if we want UC secu-
rity with the Fischlin compiler). Below, we give the X-
protocols that are needed and refer the reader to the
cited literature for the details of how to compile them
to obtain a ZKPoK.

The signing protocol features two ZKPoKs. In Step
1, the Receiver of the signature on a message m =
(§,u1,...,up) gives a ZKPoK that, for all 1 < i < n,
he knows m; such that w; = ¢". This can be in-
stantiated using a standard transformation from a -
protocol for proving knowledge of a discrete logarithm
(Figure 2) [26].

In Step 3 of the signing protocol, the Signer gives a
ZKPoK that he has computed the glue element h cor-
rectly. If verification of the glue and signature passes,
the Receiver outputs the message m = (g, 01,...,Un)
and signature (h, o). The -protocol for this ZKPoK can
be viewed as a combination of the following X-protocols:
(1) a proof of knowledge of a discrete logarithm; (2) a
proof of knowledge of the opening of a commitment (Fig-
ure 2); (3) a proof of equality of two committed values;
and (4) a proof that a committed value is the product
of two other committed values (Figure 3) [24]. This last
proof can be used to show that a committed value is
the square of another committed value and, furthermore,
that a committed value is the nt" power of another.
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Common inputs:

(p,9)
X =g*

Prover’s inputs:

Prove — Verify
T Zy
send R <+ g"

Verify — Prove
send ¢ Z;‘;

Prove — Verify
send s < r + cx

Common inputs:

(pa 9, h)
public key of a

commitment scheme
X = g*h¥Y

Prover’s inputs: =,y

Prove — Verify
T1,T2 < Z;;
send R < g"th"2

Verify — Prove
send c Z;

Prove — Verify
s1 < 1r1 +cx
S2 <12+ cy

Common inputs:

(p7917 hi,92, h2)

public key of a

commitment scheme
_ y

X =g7hy

Y =g3h3

Prover’s inputs: z,y, z

Prove — Verify
T1,T2,T3 < Z;
Ry «+— g;l h;2
R2 < g;2 h;s
send Rj, R2

Verify — Prove

Common inputs:

(p, g9, h)
public key of a
commitment scheme

Cy = g*h™
Cy = gyh""y
C. = goVhr=

Prover’s inputs:

TyYy Ty Ty, Tz

Prove <> Verify

Two steps:

1. PK{(o, pz) :
Cy = g®hP=}

2. PK{(8,py:p') :
Cy = gPhPy A
C.=CEnr'y}
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send s1, s2

Verify Verify
return (RX°¢ = g*) return (RX°¢ = g°1h®2)

Fig. 2. X-protocols for proving knowledge of a discrete log-
arithm (left-hand side) and knowledge of the opening of a
commitment (right-hand side).

The honest verifier zero-knowledge property holds
for these X-protocols information-theoretically. The
knowledge extraction holds under the discrete logarithm
assumption: the extractor algorithm either outputs the
desired values or solves the instance of the discrete loga-
rithm problem defined by the parameters of the system.
Note that for the X-protocol proving the equality of com-
mitted values, the proof of security goes through as long
as one of the commitment keys was chosen uniformly at
random during setup; the other may be chosen arbitrar-
ily. This was observed by Camenisch and Michels [9].

We can construct a X-protocol for a ZKPoK of the
glue element & as follows. The Signer (Prover) engages
in following protocols with the Receiver (Verifier):

1. Prove knowledge of the discrete logarithm of Xg =
Pre and X7Xg1 = P% Let X = P? and form
a commitment C; = P?H™ . Prove knowledge of
the discrete logarithm of C; X~ = H"™ . Repeat
for P*s prsvi prsv2 and O Pyt (w1 O

or P W = PYH™ C,, =
Pv2 HTus

2. Form the commitments C; = ¢*H™ C, =
gNH™,Cy, = §¥2H™2,C, = ¢"H"™. Prove

knowledge of the discrete logarithm of § = g% and

send ¢ Z;

Prove — Verify
81— 1r1 + cx
S2 < 1r2 +cy
s3 < rg +cz
send 81,482,833

Verify
return (R1X°¢ = gi*hi?)A
(R2Y® = g3 h3®)

Fig. 3. X-protocols for proving the equality of committed
values (left-hand side) and that a committed value is the
product of two other committed values (right-hand side).

Cwg~! = H™ . Prove the equality of the committed
values in C’I = PTA™ and Cy = §*H"=.

3. Form the following commitments:

Cl — u1111'2/1‘y2 H™

Cy = V22

A
and prove that they are products of the contents of the
commitments Cy, Cy,, Cy,, Cz. (Note that the C;’s may
be computed using u;’s as bases because their coun-
terparts in the proofs of equality contain bases cho-
sen from the public parameters.) Now compute C,, =

~n—1
. . . 71
up VY e where 1, = — > ? . ;- Then:



Lemma 2. Under the discrete logarithm assumption,
the protocol described for computing the glue element h
is a X-protocol zero-knowledge proof of knowledge.

Proof. Since all of the ¥-protocols used are proofs of
knowledge, the appropriate values can be extracted. As
for the zero-knowledge property, form each commitment

Ci,...,Cn_1 at random. Then set

h
n—1 :
Hz‘:l Ci

Next, invoke the zero-knowledge simulator of all of the

Cp =

constituent Y-protocols. O

C Public Key Class-Hiding Proof

Proof. We now provide descriptions of the games and
proofs of the claims in Section 4.4.

Game 0. In this real signing game, the public keys
pkx 1,Pkx o are independent, and the glue element is
=" where g5 = p(&s) for 6 € {1,2}. There is no

extraction or zero-knowledge simulation.

The challenger C computes the public parameters
PP = BG = (G1,Geo,Gp, P, P, e) and two sets of keys
for a mercurial signature scheme MS; on messages of
length ¢ = 5: (ski,pky) = ((z1,1,21,2,21,3,21,4,21,5),
(X11,X1.2,X1.3, X1,4,X1.5)), (ska, pko) = ((z2.1, 72,2,

723,724, 725), (X2,17X2,2,X2,3,X2,47X2,5))7 where
Xi,j = P%ii. C chooses uniformly at random secret
points £1,£2 < Z;, and secret seeds ygl),y?),ygl), yéQ)

< Z,. He also picks z1,6,%2,6,71,8, 22,8 < Z, and sets:
= T18 " y§1),$1,10 = T18 " yél),
Ta7 = T26 - T2,%T2,9 = T238 - y§2 , 2,10 = T238 - y§2)_
C then sets: pky ; = (pky, X1,6,X1,7, X1,8, X1,9, X1,10),
Pkx,2 = (pko, X2.6, X2,7, Xo.8, X2.9, X2 10), where X, ; =
Prii. C forwards PPx = PP and pky 1, pkx o to A.

A proceeds to make signature queries on messages
) € (G where § is
a generator of Gy. For each signature query, A selects

Ti7 = T16 - L1,71,9

of the form m = (g, uq,..

whether he would like m to be signed under skx ; or
skx 2. C acts as the verifier while A gives a ZKPoK that,
for all 1 < ¢ < n, he knows m; such that u; = §™. If the
verification fails, C denies A the signature; otherwise, C

computes y(l) = ygl) ~y§1) and y<2) = y§2) -yf) and:

L a®

~ 27N Y
h = (Hzlzl u;’ )

the secret key skx s A selected. C picks uniformly at

, where § € {1,2} corresponds to

random w < Z, and computes § = gw,ﬁ = iz“’, and
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u; = uy’ Vi. He also computes §%,...,3™. He then signs
n messages of the form M; = (g, 3%, 3", h,@;) using his
secret key sks for MS ¢ and sends m = (g, 1, . . ., Un) and
(hyo = {01,...,0n}) to A, along with a ZKPoK that A
was computed correctly. A issues queries for signatures

on messages a polynomial number of times.

Game 1. In this game, the public keys pky 1, pkx o are
again independent, and the glue element is again h =
gy”)'%, where g5 = p(&s) for 0 € {1,2}; however, now

there is simulation.

Game 1 is the same as Game 0, except the challenger C
simulates the ZKPoK that h was computed correctly.

Claim 1. A PPT adversary cannot distinguish Game 0
from Game 1, except with negligible probability.

The only difference between the two games is zero-
knowledge simulation. In Game 1, the challenger simu-
lates the ZKPoK that the glue i was computed correctly,
whereas in Game 0, the challenger gives a real ZKPoK. If
an adversary could distinguish the two games, it would
break the zero-knowledge property. This is the same as
Claim 1 in the proof of unforgeability.

Game 2. In this game, the public keys pky 1, pkx o are
again independent, and the glue element is again h =
§y<6)'q*3, where g5 = p(&s) for 6 € {1,2}; however, now

there is extraction and simulation.

Game 2 is the same as Game 1, except for each signa-
ture query, the challenger C acts as the extractor while
A gives a ZKPoK that, for all 1 < i < n, he knows m;
such that u; = g™ . C extracts the m;’s, or if the extrac-
tion fails, C denies A the signature. C computes & as in
Game 1, signs n messages M; = (g,3%,§", h, ;) using
oy ln)

.,on}) to A, along with a simulated

his secret key sks for MSy, and sends m = (g, 41, - -
and (h,o = {o1, ..
ZKPoK that h was computed correctly.

Claim 2. A PPT adversary cannot distinguish Game 1
from Game 2, except with negligible probability.

The glue elements h in both games are identical. The
only difference between the two games is extraction. In
Game 2, the challenger extracts the m;’s to compute the
glue ﬁ, whereas in Game 1, the challenger computes the
correct h directly from the u;’s, without extracting the
m;’s. If an adversary could distinguish the two games,
it would break the knowledge extractor property. This
is the same as Claim 2 in the proof of unforgeability.



Game 3. In this game, the public keys pky ;, pkx , are
now half in the same equivalence class and half indepen-

(8)

dent, but the glue element remains i = §¥ %, where

g5 = p(&s) for 0 € {1,2}.

Game 3 is the same as Game 2, except the challenger
C computes pky as pkf for a uniformly random 3 < Z,.
C computes h as in Game 2, signs n messages M; =
(3,4, 3", h,@;) using his secret key sks for MS;, and
sends m = (§,11,...,0n) and (h,0 = {o1,...,0n}) toO
A, along with a simulated ZKPoK that h was computed
correctly.

Claim 3. If a PPT adversary can distinguish Game 2
from Game 3 with non-negligible probability, then public
key class-hiding of MSy doesn’t hold.

Suppose a PPT adversary A can distinguish Game 2
from Game 3 for MSx on messages of length n*. Then,
we construct a PPT reduction B for breaking public
key-class hiding of MS; as follows. B receives as in-
put PP and two fixed public keys pky, pkg for a mer-
curial signature scheme MS; on messages of length
! =
or not. He constructs public keys pky 1»ka2 as fol—
lows: pky | = (Pk1aX1 6 X1,7, X1.8, X109, X1, 10), pk¥ o =
(pkz,XQ G,XQ 7,X2 8,X2 97X2 10) where the Xl J S are
computed independently. B then forwards PPyx = PP
and pky 1, pk§)(72 to A.

For each signature query, A4 selects whether he

5. His goal is to determine if pkb € [pky]R,

would like the message m to be signed under sk i
or sk§<’2. B extracts the m;’s, or if the extraction
fails, B denies A the signature. B computes h as
in Game 2/Game 3, forwards n* messages M; =
9,33",
Sign ¢(sk,-) or Signf(skg, ~),~and forwards the signature
m = (§,U1,...,Up+) and (h,o = {o1,...,0n=}) to A,

along with a simulated ZKPoK that h was computed

71, ;) to the appropriate signing oracle, either

correctly. It is clear that pké’(’z is half in the same equiv-
alence class as pky ; and half independent (Game 3) if
and only if pk} € [pki]r
ing Game 2 from Game 3 translates directly into B’s

o> 50 A’s success in distinguish-

success in breaking public key class-hiding of MSy.

Game 4. In this game, the public keys pky ;, pkx 5 are
again half in the same equivalence class and half inde-
pendent, but the glue element is h = §R5(q<‘), where
qs = p(s) and R;
0 € {1,2}.

: Z; — Z; is a random function for

The challenger C computes the public keys as:
pkx1 = (pky, X1,6,X1,7, X1,8, X1,9,X1,10), Pkxo =
(pkf,Xzﬁ,X277,X218,X2’9,X1,10), where the Xi’fs are
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computed independently. C chooses two random func-
tions Ri, Ro : Z;; — ZZ and computes h = gRé(‘”)
according to the secret key skx s A selected. He then
signs n messages M; = (§,§%, g™ h, ;) using his se-
cret key sks for MSy, and sends m = (g,41,...,4n)
and (h,o = {o1,...,0,}) to A, along with a simulated
ZKPoK that h was computed correctly.

Claim 4. A PPT adversary cannot distinguish Game 8
from Game 4 under the ABDDH" assumption in G1.

This is very similar to Claim 3 (ABDDHY") in the proof
of unforgeability.

Game 5. In this game, the public keys pky 1, pkx o are
again half in the same equivalence class and half inde-
pendent, but the glue element is h = §&(4s)  where
gs = p(as), as is a "fake" secret point, and Rs : Zy — Z,
is a random function for § € {1, 2}.

Game 5 is the same as Game 4, except the challenger
C computes the glue element as h = §7%(45) where § €
{1,2} corresponds to the secret key skx 5 A selected.

Claim 5. A PPT adversary A cannot distinguish
Game 4 from Game 5 under the DL assumption in Gs.

The only difference between the two games is that in
Game 5, the polynomials p;(x) are evaluated at a "fake"
secret point ag, which is independent of the true secret
point 5. If ¢5; = g5,; for some p;(x) # pj(r) and some
d € {1,2}, then Rs(gs;) = Rs(gs5), so A learns that
pi(Z5) = p;j(Zs). We showed in Claim 4 of the proof
of unforgeability that a collision p;(as) = p;(as) occurs
with negligible probability, so A can distinguish Game 4
from Game 5 only if a collision p;(Zs) = p;(&5) occurs
in Game 4 with non-negligible probability. We showed
in Claim 5 of the proof of unforgeability that such a
collision occurs with negligible probability, or the DL
assumption doesn’t hold.

Game 6. In this game, the public keys pky 1, pkx o are
again half in the same equivalence class and half in-
dependent, but the glue element is h = §fs(m1,mn)
zZy)" — Zy

where Rg is a random function for

de{l,2}.

Game 6 is the same as Game 5, except the challenger C

sRs(ma,..

computes the glue element as h = § =) where

d € {1,2} corresponds to the secret key skx s A selected.

Claim 6. An adversary’s view in Game 5 is the same
as it is in Game 6, except with negligible probability.



If ¢s;; = ¢s,5 for some p;(x) # p;(x) and some § € {1,2},
then Rs(¢si) = Rs(ds,;), so A learns that p;(as) =
pj(as). The value a5 is independent of the adversary’s
We showed in
Claim 4 of the proof of unforgeability that a collision

view unless such a collision occurs.

pi(es) = pjas) occurs with negligible probability. If
there are no such collisions, A’s view is identical in both
games because he receives random values.

Game 7. In this game, the public keys pky i, pkx 5 are
again half in the same equivalence class and half in-
R(mh ;mn)

dependent, but the glue element is h = §

where R : (Zy)" — Z,, is a random function.

Game 7 is the same as Game 6, except the challenger
gli(mi,;mn)  Note

that the same function R is used regardless of which

C computes the glue element as h = §

secret key skx s A selected.

Claim 7. A PPT adversary cannot distinguish Game 6
from Game 7 under the DDH assumption in G1.

We prove this via a hybrid argument. Suppose a PPT
adversary A can distinguish hybrids H; from H; 1 (de-
scribed below) for some 7 with non-negligible probabil-
ity (bounded by the best advantage in breaking DDH).
Then, we construct a PPT reduction B for breaking
the DDH assumption as follows. B receives as input
(90,4, B,C), where go is a generator of G; and im-
or gg
some uniformly random a,b,r € Z;;. He computes pub-

plicitly A = g¢,B = g5, and C = gab for
lic parameters PP and public keys pky i, pkyx o as fol-
lows: pky 1 = (pky, X1,6, X1,7, X1,8, X1,0, X1,10), Pk 2 =
(pkf,Xzﬁ,X277,X218,X2’9,X2,10), where the Xi’fs are
computed independently. B chooses random functions
Ri,Re : (Z,)" — Z and forwards PPx = PP and
pkx,1, Pkx o to A.

Let A’s j™ signature query be on message m; =
(Gj,uj1s---,ujn). B acts as the extractor while A gives
a ZKPoK that, for all 1 < ¢ < n, he knows m; ; such that
uj; = g;nj'i. B extracts the m;;’s, or if the extraction
fails, B denies A the signature. Otherwise,

v 1 45 < 4 B
(~<1))R1(m1,17~~»,mj n) 5(2)

computes:

A0
hj

(~(2))R2(mj Lyeens ij,) He

signs n messages M'(l) (g] , (g (1)) (g (1)) h(l)7 512)
using the secret key sky for MS and also signs n
messages Mﬁ) = (§§2),(§§-2))i7(§§-2) h(2) (21)) us-
ing the secret key sko for MS;. B sends mg.l) =
(@ a5 ), <h“%a§” = {ogi- o5,
A= G0 d®) ad (2,00
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{O'j FOU 5272}) to A, along with simulated ZKPoKs
that hg ) and hg ) are computed correctly.

(2) If j = i+ 1, B computes: §§1) = go,hgl) =
B4\t = g0 vi,g® = ARP = 0.l = amai v

He then signs n messages Mj(ll) = (90,95, 9% B, gp"")

using sk and n messages Mﬁ) = (A, AL, A", O, A™mit)
using sko and sends the signatures and simulated proofs

to A.

3 If j > 4+ 1, B computes: E;l) =
(§§1))R1(7nj11,...,mj1n)’ EE?) (gj(-Q))Rl(m'j'l7”"m'j'"')' He
signs the messages M j( 1)7M ;’22) and forwards the signa-

tures and simulated proofs to A.

Let I'(k) be the number of queries .A makes. Hybrid
Ho corresponds to the game in which all glue elements
~R1(m1’ +Mn) (Game 7), while Hp(z)
corresponds to the game in which all glue elements are
= gf“(ml""m") for 6 € {1,2} (Game 6).
C = ggb corresponds to hybrid H; and C' = g; corre-
sponds to hybrid H;41. Thus, if A is able to distinguish
‘H; from H;41 for some i with non-negligible probability,
then B breaks the DDH assumption.

are formed as h

formed as h i

Game 8. In this game, now pkyx o € [pky ]
R(ml,

Rek? but
the glue element remains h = § »Mn) where R :

(Zy)" — Zj, is a random function.

Game 8 is the same as Game 7, except the challenger
C computes the public keys as pky , = pkg , for a uni-
formly random 3 < Z,.

Claim 8. A PPT adversary cannot distinguish Game 7
from Game 8 under the DDH assumption in Ga.

Consider the following set of games. In each game,
h = gf(mismn) “and the reduction B receives as input
(90, A, B,C), where § is a generator of G5 and implicitly
A= QS,B = gg, and C = §‘01b or gj for some uniformly
random a, b, r € Z;.

Game 7. Recall that pky ; and ka 2 are of the form:

(1

ka1 = (Pklel 67X1 67X1 87X118 vas ) ka72 =
(Pkva?@(XI{s)xz X5, (Xl,s) v(Xl,s)yz ),

,y§2),y£1), yéQ) < Zj, are all uniformly

where

5777 )‘7$17$27
random.

Intermediate Game 1. Consider pky ; and pky 5 of
N A &) (1)
the form: pky; = (pkhxlG,ngfﬁ,xlg,xll8 XT3,
N y?
Phxa = (KT, X7 g, (X7 )7 K, (X117, (K205,
where 6,%)\,y%l),yf),yél),ygm < Z,, are all uniformly
random.



The reduction plugs in the DDH challenge (go, A B C)
[CORNN ()
pkx1 = (pkl,go,A X S,Xi’g XT%),

pkx o = (pkf,B @ X1 8’(X1)\,8) a(Xl)\,s)yz ), where
B, )\,yg),yg ),yé ),yf) + Z,, are all uniformly random.

Thus, we have that £ = a and v = b. If C = ggb, then
9 = a = &1 (Int. Game 1). If ¢ = gy, then 1 and &9

as follows:

are independent (Game 7).

Intermediate Game 2. Consider pky ; and pky 5 of
o A N ~ ey

the form: pky; = (pki, X16, X7 X18, X7 X7% ),
& ( )

pkx 2 = (Pkﬁ Xiyﬁv(XiY,G) 7X1>\87(X1)\8)y1 (X 8)¥2 ),

where 3,7, A, yé ), yéz) < Zj, are all uniformly random.

The reduction plugs in the DDH challenge (go7 A B C)

as follows: pkx 1 = (pkl,Xl 6,X1 6,gO,A g0 ) pkx o =
(kY X7 6 (X7 6)%, B,C, BY), where 8,745, 45" «
Z,, are all uniformly random. Thus, we have that y(l)
aand A =b. If C = ggb, then y{¥ =y (Int. Game 2).
It ¢ = g5, then y{V (2)

and y;”’ are independent (Int.
Game 1).

Intermediate Game 3. Consider pky ; and pky 5 of
the form: pky; = (pky, X1 67)2'1%,67)21787)2%,187)2%,28)7
phxa = (KT, K76, (X7)7, X, (XD, (XD0)%2),
where 8,7, A <= Z;, are all uniformly random.

The reduction plugs in the DDH challenge (go, A, B, C')
as follows: pky ; = (pky, X1.6, X{g, 80,95, A), pkxo =
(pk’f,f(ﬁﬁ, ()A(iyﬁ)i,é,ﬁyl,é), where 3,7 « Z,, are uni-
formly random. Thus, we have that yél) =aand A =b.
If ¢ = 9%, then yéZ) = yél) (Int. Game 3). If C' = 96>

(1) (2)

then y;” and y;”’ are independent (Int. Game 2).

Intermediate Game 4. Consider pky ; and pky 5 of
the form: pka = (pkl,)A(Lﬁ,)A(fG,)A(lyg,le}s,)A(fzs),
pkxo = (Pkp 16 (X7 6)507)2?,8’ (X?,g)ylv (X?,s)yQ)a
where 3,7 < Zj, are uniformly random.
The reduction plugs in the DDH challenge (jo, A, B, C)
as follows: pky; = (pky, do, 42, B, Bvr, Bv2), Pky o =
(pk’f,fl,fli,é’, C’yl,é’yz). Thus, we have that v = a. If
C= g8%, then A = a = 7 (Int. Game 4). If C= Go, then
C is distributed the same as B* for A independent from
v (Int. Game 3).

Game 8. Recall that pkx 1 and pky g are of the
form: ka 1= (Pklel 6aX1 67X1 8vX1 87X ) ka,z =
(pky, XTq. (X7 6)% X, (Xﬁg)yl, (Xﬁs)y2)7 where 3 «
Zy is unlformly random.

The
lenge

DDH  chal-
ka,1 =

the
follows:

reduction plugs in

(QO,A,B,C’) as
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(G055, 95", 85" A, AT, A, (A, (Awyoe),
ka2 - (B’B$127B$13’B$1,47le, é Cm Cw (éw)yla
(C)¥2), where the x; ;’s and w are uniformly random.
If C' = jg°, then pky o = (ka 1)?, s0 pky o € [pky 1],
(Game 8). If C' = gj, then (' is distributed the same as
A" for some v independent from b (Int. Game 4).

Game 8. pky 5 € [pkx 1]Rp» h = gR(mi,...

).

1 Claim 9: polynomial collision argument, same as un-
forgeability Claim 6
h = gftd),

1 Claim 10: polynomial collision argument and DL as-

Game 9. pky s € [ka 1R

pk’

sumption in Go, similar to unforgeability Claims 4/5

Game 10. pky 5 € [pky 1]r = gfilo),

Pk’
1 Claim 11: ABDDH?", same as unforgeability Claim 3
Game 11. pky 5 € [pky 1]R,, b = §¥7.

pk?
1 Claim 12: knowledge extractor property, same as un-
forgeability Claim 2

Game 12. pky 5 € [pky1]R,.; B

0 B=gY"1. No extraction.

1 Claim 13: ZK property, same as unforge Claim 1

Game 13. pky 5 € [pkx,l] Roics
or ZK simulation. This is the real signing game.

h = g¥1. No extraction



