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Abstract: Tor has millions of daily users seeking pri-
vacy while browsing the Internet. It has thousands of
relays to route users’ packets while anonymizing their
sources and destinations. Users choose relays to for-
ward their traffic according to probability distributions
published by the Tor authorities. The authorities gen-
erate these probability distributions based on estimates
of the capacities of the relays. They compute these esti-
mates based on the bandwidths of probes sent to the
relays. These estimates are necessary for better load
balancing. Unfortunately, current methods fall short of
providing accurate estimates leaving the network un-
derutilized and its capacities unfairly distributed be-
tween the users’ paths. We present MLEFlow, a max-
imum likelihood approach for estimating relay capaci-
ties for optimal load balancing in Tor. We show that
MLEFlow generalizes a version of Tor capacity estima-
tion, TorFlow-P, by making better use of measurement
history. We prove that the mean of our estimate con-
verges to a small interval around the actual capacities,
while the variance converges to zero. We present two
versions of MLEFlow: MLEFlow-CF, a closed-form ap-
proximation of the MLE and MLFEFlow-(@), a discretiza-
tion and iterative approximation of the MLE which
can account for noisy observations. We demonstrate the
practical benefits of MLEFlow by simulating it using a
flow-based Python simulator of a full Tor network and
packet-based Shadow simulation of a scaled down ver-
sion. In our simulations MLEFlow provides significantly
more accurate estimates, which result in improved user
performance, with median download speeds increasing
by 30%.
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1 Introduction

Tor [9] is a system for preserving online privacy and
circumventing Internet censorship, with several million
estimated daily users [29]. Tor operates by using a net-
work of volunteer relays to forward an encrypted version
of users’ traffic, thus obscuring the source and/or the
destination of network traffic. These relays have highly
heterogeneous capacities, thus load balancing is essen-
tial to ensure consistent service to the users.

Load balancing is a well-studied topic; the security
and privacy constraints of Tor, however, create some
specific challenges for load balancing. First, for pri-
vacy reasons, Tor clients use source routing, where ev-
ery client chooses which relays to use, precluding the
use of a traditional feedback-based load-balancer. In-
stead, clients stochastically select relays based on a set
of weights, corresponding to their network capacities.
Second, trusting relays to report their own capacities,
as was done in earlier versions of Tor, allows adversaries
to compromise anonymity by lying about capacity to at-
tract traffic to their nodes [3].

This motivated the development of TorFlow, a
bandwidth monitoring system [22]. TorFlow uses exter-
nal probes to monitor the performance of individual re-
lays and uses this value to adjust the bandwidth value
reported by the relay itself. The capacity estimates pro-
duced by TorFlow, however, vary considerably over time
and between different TorFlow instances.

Our goal is to better understand the dynamics of
bandwidth measurement and path allocation in Tor and
design an improved measurement scheme. To this end,
we developed a mathematical model of bandwidth mea-
surement in the Tor network. This model makes a few
simplifying assumptions but allows us to model the be-
havior of estimation algorithms. In particular, we find
that an older version of TorFlow that was briefly de-
ployed actually performs maximum likelihood estima-
tion (MLE) of relay bandwidth according to our model.
Furthermore, we derive bounds both on the mean and
the variance of this estimate. We then propose a re-
vised estimation mechanism that performs MLE using
multiple observations, called MLEFlow; we derive both
a closed-form and numerical approximations that can

[®) ov-ne-np |



MLEFlow: Learning from History to Improve Load Balancing in Tor

be used to efficiently compute this estimate. We show
that with multiple rounds of observations the variance
of MLEFlow quickly drops, providing an increasingly
accurate estimate of relays’ capacities.

We then perform extensive simulations of both
TorFlow and our MLE algorithm to validate the re-
sults of our analysis in more realistic settings. We use
a custom-built flow-based simulator, written in Python,
to simulate the behavior of the entire Tor network under
both TorFlow and our proposed MLEFlow. We also use
Shadow [15], a simulation framework that runs actual
Tor code and simulates network events at a packet level;
Shadow provides higher-fidelity simulation but can only
be run on a scaled-down version of the Tor network.

In both cases, we confirm our analytical results,
showing that MLEFlow results in much more accurate
estimation of network capacities of relays, which, in
turn, results in significantly better balancing of load for
user traffic. When simulating simultaneous downloads,
75% of the users see improved download speeds, with a
median improvement of 30%.

2 Path Allocation in Tor

The current Tor network consists of around 6000 re-
lays [28] that are used to forward user traffic. To create
a connection, a user chooses a path of three different re-
lays to construct a circuit that forwards traffic in both
directions. Only the user knows the entire path; the re-
lays know only their predecessor and successor, obscur-
ing the relationship between clients and destinations.
The traffic is also encrypted / decrypted at each node
to hide the correspondence between incoming and out-
going traffic from a network observer.

Relays in Tor have network capacity’ sizes that dif-
fer by orders of magnitude (see Figure 3). This creates
a need to balance the load between relays to better uti-
lize the relays’ capacity and to ensure that users do not
encounter bottlenecks.

Relays also have different capabilities and can be di-
vided into three classes: ezits, which can be used in the
last position of the path, guards, which can be used in

1 By “capacity” we refer to the smaller of upload and download
bandwidth limit on the relay. This may be imposed by the ISP,
the network configuration, or manually configured by the relay
operator. In some cases, there may exist other bottlenecks on
the path between two relays but a per-node bandwidth limit is
a common and useful model of network capacity constraints.
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the first or second position, and middles which can only
be used in the second position [27]. We denote the corre-
sponding sets of relays by E, G, and M, respectively. To
create a path, relays are sampled from these sets with a
probability proportional to their estimated capacity. For
example, if we define C[j] to be the estimated capacity
of relay j, then the probability of choosing relay j € F
as the last node in a path is w¢[j] = C[j]/ (ZkeE C[k]);
likewise for guard nodes being chosen in the first po-
sition. The middle position can be chosen from both
guard and middle nodes; to balance bandwidth among
classes, guard node capacity is adjusted by a multiplier
Wing; ie., a guard node j € G is chosen for the middle
position with probability:

i Wons Ol |
> ke WmgClk] + 3 e ClK]
The multiplier is computed as:2:
_ ZkeG C[k] B ZjeM C[j]
2> kec ClK] '

It is easy to see that, in this scenario, if the estimated ca-

Wing

pacities are equal to the true relay capacities, which we
will call C*[j], the expected number of paths using each
exit relay will be proportional to its bandwidth; likewise,
the expected number of paths using each guard and mid-
dle node will be proportional to their bandwidth. Using
X[j] to denote the number of paths on relay j, we have:

EX[jll/C™[j] = E[X[k]]/C*[K]
EX[j]l/C™[j] = E[X[k]]/C*[K]

for j,k e FE

for ke GUM
Thus, in expectation, each path would have the same
bandwidth—C*[j]/E[X[j]] for j € E. Our goal is there-

fore to estimate these capacities as accurately as possi-
ble.?

2.1 Security Considerations

Since capacity estimation is used as input for path se-
lection, it is intricately intertwined with security and

2 This is a somewhat simplified presentation that describes the
scenario where exit bandwidth is scarce and there is more guard
bandwidth than middle bandwidth, as is the case in the actual
Tor network. See the Tor Directory Specification for more details
on how other cases would be handled [27].

3 Note that some research suggests allocation other than pro-
portional to bandwidth results in better performance [13, 24];
nevertheless, an accurate capacity estimate is still needed for
these alternative path allocation strategies.
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privacy properties of Tor. If a user picks a path that con-
sists of nodes under the control of an adversary, that ad-
versary will have full visibility into the path and render-
ing Tor’s anonymity protections entirely ineffective. In
fact, with the use of timing analysis, it suffices to merely
observe the network traffic at the first and last Tor re-
lay [34] to link a user with a destination. Therefore, if
capacity estimation gives the adversary’s selected relays
higher weight, this will increase the chance of anonymity
compromise.*

A relay itself has the greatest visibility into its own
network capacity, however, a compromised relay can
simply lie and inflate its capacity without deploying
high-bandwidth relays [3]. An alternative approach is
to use probes to determine the network capacity. This
is the approach we take in this paper, but it does not
eliminate the possibility of attack. A relay may identify
probes and treat them preferentially, rather than having
them compete with regular traffic, thus inflating its esti-
mate [30]. Alternately, an adversary may predict when
a certain relay will be probed and perform denial-of-
service on the relay, or the prober, to artificially reduce
this estimate [17]. The latter attack can easily be de-
feated by randomization; the former is harder to defend,
but we are optimistic that censorship circumvention re-
search that aims to prevents identification of undesirable
types of traffic can be brought to bear on this problem.

Some alternative approaches to probing, and their
security tradeoffs, are discussed in Section 6

2.2 Tor Capacity Estimation

We next explain how capacity estimation is done in Tor.
Each relay estimates its own network capacity by com-
puting the maximum sustained download and upload
bandwidth over a 5-second period over the last 5 days
and reports this value to directory authorities, who then
compile it across all relays and distribute the informa-
tion to the clients in a consensus document, published
every hour. The Tor directory specification [27] calls this
value the observed bandwidth but we will refer to it as
self-reported bandwidth to emphasize that it is supplied

4 Simply running a high-capacity relay, or many moderate-
capacity relays, can also be used to carry out this attack with-
out tampering with capacity estimation (and has been in the
past [7, 33]). There have been some proposals (e.g., [10, 24]) and
several deployed strategies to increase the diversity of selected
paths rather than selecting them solely according to bandwidth
to make such attacks less likely.
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by the relay. We will use b;[7] to refer to the self-reported
bandwidth of relay j in the consensus document pub-
lished at time t.

This self-reported value is adjusted based on the re-
sults of a probe, which we will call the measured band-
width, denoted by my[j]. Intuitively, if the consensus
weights are properly set, the measured bandwidth of all
relays should be roughly similar. The adjustment is com-
puted by first calculating the average measured band-
width across all relays, p;, and then multiplying the
self-reported bandwidth by the ratio of the measured
bandwidth and the average: C{} 4 [j] = be[j]mq[4]/ -

This version of capacity estimation has been in use
in Tor since 2012, first implemented in TorFlow [22].
This method, however, has a number of disadvantages.
A relay that is not sufficiently loaded may underesti-
mate its self-reported bandwidth; this leads to a well-
documented ramp-up period of new relays, where their
low self-repoted bandwidth leads to a small estimated
capacity and low load, which in turn leads to low self-
reported bandwidth [6]. But even established relays see
their self-reported bandwidth change. Figure 1 shows
the self-reported bandwidth of 10 randomly selected re-
lays over the month of May 2020, demonstrating signif-
icant variation over the period. Figure 1 also plots the
ratio between the minimum and maximum self-reported
bandwidth for all relays that were present for the entire
month. The median such ratio is 20% and many relays
have a ratio that is much higher. An additional prob-
lem is that the use of self-reported bandwidth makes it
possible for a relay to influence its bandwidth. Johnson
et al. [18] observe that a very large self-reported value
is likely to result in a high consensus weight (although
it may be conspicuous).

A previous configuration of TorFlow did not use
self-reported bandwidth; instead, it adjusted the previ-
ous weight based on the current observation: C % [j] =
CIF[§lmy[j]/1e[C)-> The intuition is similar: if the cur-
rent weight of the relay is too high, it will have a below-
average performance, and its weight will be adjusted
down, and vice versa. We will denote this version by
TorFlow-P and we will study its properties in more de-
tail in Section 3. We will note that Tor switched away
from TorFlow-P because, when deployed, the feedback
mechanism allowed the weights to significantly deviate

5 This version of TorFlow actually was designed as a full-fledged
PID controller, but its default configuration set the integral and
derivative parameters to 0, and the proportional parameter to
1 [21].
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Fig. 1. Variation in self-reported bandwidth in Tor relays over the
month of May 2020: plot of 10 randomly selected relays and a box
plot of the ratio between the minimum and maximum self-reported
bandwidth of all relays that were present for the entire month.

from network capacities, an issue we will discuss in Sec-
tion 4.1.

A recent effort to upgrade and re-engineer TorFlow
has resulted in the development of sbws [19]. sbws
changes the way measurements are collected, but im-
plements a version of the TorFlow scaling, which is
intended to mimic TorFlow with only minor differ-
ences [26]. However, upon a review of sbws source code,
we discovered an undocumented change in the way
that weights are adjusted: sbws uses the minimum of
the self-reported and the consensus weight: C, [j] =
min(Cy 5], be[j])me[j]/pe. This makes the sbws imple-
mentation a hybrid between TorFlow and TorFlow-P.
It is still susceptible to underweighting relays with low
self-reported bandwidth, but is more resilient to self-
reported bandwidth that is too high. As of this writing,
sbws and Torflow are each deployed on several Tor band-
width authorities, with the consensus bandwidth being
computed as the median of all authorities.

2.3 Simulation Frameworks and Baselines

The Shadow simulation framework [15] is a state-of-the-
art discrete event simulator that is commonly used to
study the Tor network. Shadow runs the actual imple-
mentation of Tor to emulate a number of relays run-
ning on a single host, communicating over a custom-
built simulated network. Shadow has been widely used
to analyze various properties of Tor as well as potential
improvements.

Shadow cannot run Python, which is used to imple-
ment TorFlow and sbws. A C TorFlow plugin for Shadow
has been previously developed, which mimics some of
the behavior of TorFlow. However, it in effect imple-
ments TorFlow-P instead of TorFlow because the relay
self-reported bandwidth is not reasonably available to
the simulation: in the real-world, this value takes many
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days to stabilize [6], which is an impractical time inter-
val to simulate in Shadow.

We have adapted the Shadow TorFlow plugin to
simulate TorFlow, TorFlow-P, sbws, and MLEFlow. To
better model TorFlow and sbws, we have used an ide-
alized self-reported bandwidth, where the self-report is
the actual (ground truth) bandwidth available to the re-
lay. This is the value that the self-reported bandwidth is
intended to capture, and relays frequently report values
close to the actual available bandwidth, but at times fall
short due to periods of low load (fig. 1). Thus our ideal-
ized simulations capture a "best-case" scenario for Tor-
flow and sbws; to highlight this we denote our simula-
tions as sbws* and TorFlow™. MLEFlow and TorFlow-P
do not use the self-reported bandwidth and thus do not
encounter this issue.

As Shadow is running the actual Tor implementa-
tion, it provides a highly realistic simulation, as has been
validated in previous studies [14]. However, this causes
it to be resource-intensive, and in practice it can only
simulate a fraction of the Tor network. For example,
our simulations of a Tor network scaled down to 3% of
its actual number of relays runs approximately 36 times
slower than real-time, despite using an 80-core 2.4,GHz
Intel Xeon E7-8870 with 1 TB of RAM. To be able to
simulate the entire network, we implement a simpler
model of Tor, where each client stream is modeled as a
flow and bandwidth is divided between flows using the
max-min fairness, described in greater detail in Section
4. The flow-based simulator does not capture the in-
tricacies of packet scheduling, flow and congestion con-
trol; as a result, it can simulate an entire Tor network
with thousands of relays and up to millions of clients in
Python on a desktop computer. Despite its simplifica-
tions, it captures essential behavior of Tor, as we show
in appendix B by comparing its results to higher-fidelity
Shadow simulations.

The flow-based model does not, however, well cap-
ture changes in load and ramp-up effects that cause self-
reported bandwidth to vary over time; therefore, our
flow-based simulations of sbws and TorFlow also use the
idealized self-reported bandwidth.

2.4 Deployment

As discussed above, the sbws project was intended to
re-engineer and modernize the bandwidth measurement
and reporting mechanisms used in TorFlow, while keep-
ing the consensus weight computation algorithm similar
to TorFlow. Our goal with MLEFlow is complementary:
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we intend to redesign the weight computation while
reusing existing measurement and reporting infrastruc-
ture as implemented in sbws. The sbws implementation
supports a configurable weight computation algorithm,
termed scaling in its implementation and documenta-
tion; therefore, deployment of MLEFlow would require
adding it as a new scaling algorithm in sbws and deploy-
ing it as a bandwidth authority.

For security and stability reasons, Tor directory au-
thorities vote on a consensus document that combines
data from multiple bandwidth authorities by taking the
median reported value. As a first step, a single author-
ity running MLEFlow could be added to the current
mix of sbws and TorFlow authorities. The diversity of
implementations may actually be a net security benefit,
as an adversary would have to influence several differ-
ent algorithms, making attacks more complex. To re-
alize the full benefits of MLEFlow, however, most or
all bandwidth authorities should be upgraded to the
new algorithm. This would result in improved perfor-
mance from better load-balancing, which in itself can
lead to better anonymity [8], and it would remove the
reliance on the easy-to-manipulate self-reported band-
width of TorFlow and sbws. An additional deployment
security consideration is the ramp-up period of new re-
lays [6]: MLEFlow learns correct relay capacities much
more quickly (see Section 4), making it easier to add
new relays to the network, which could potentially help
adversaries. Tor operators should examine whether the
de facto probationary period for new relays created by
TorFlow/sbws is a desirable tradeoff and implement ex-
plicit mechanisms for such a period if it is.

3 MLFEFlow: Maximum
Likelihood Estimation of Relays
Capacities

‘We propose a new method MLEFlow for estimating the
capacity of relays based on maximum likelihood estima-
tion (MLE). To do this, we create a probabilistic model
of the relationship between the actual relay capacities
C*[j]’s and the bandwidth measurements m[j]’s.

While this model simplifies some aspects of the op-
eration of Tor, it allows us to induce a posterior proba-
bility on capacities based on the measurements and then
apply MLE. Our analysis shows that TorFlow-P actu-
ally is equivalent to performing MLE in our model based
on a single set of measurements per relay. Our frame-
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work MLEFlow, however, allows us to perform MLE
based on multiple measurements of each relay over time;
although this complicates the calculations, we are able
to derive a closed-form approximation to the solution,
which we name MLEFlow-CF; and a discretized compu-
tation that divides capacities into bins and uses these
quantized capacities to iteratively finds the maximizer
of the objective function, which we name MLEFlow-@Q.
We show theoretically that both TorFlow-P and
MLEFlow-CF converge to a value close to the actual ca-
pacities of the relays, but MLEFlow-CF has a variance
that converges to 0 and is always lower than TorFlow-P.
We confirm these results empirically, in addition to sim-
ilar results for MLEFlow- (@, in Section 4. We also extend
MLEFlow-@Q to account for noisy measurements.

3.1 Simplified Model Description

We now introduce a simple model of the Tor network
described in Section 2 for the purpose of analyzing
TorFlow-P and MLEFlow theoretically. We assume the
following:

1. Relays fall into a single category and each user path
goes through only a single relay. This greatly simpli-
fies our analysis, and yet gives useful results when
users are bottlenecked at the exit relays, as is the
case for the real Tor network (see Figure 3). Since
exit bandwidth is scarce, and exits are only used in
the final position, the bandwidth allocated to each
three-hop path will be approximately equal to the
scenario where each path is replaced by a one-hop
path through its exit relay only. Thus our model
should produce useful results for estimating exit
bandwidth. Our simulations show that our model
is also useful for estimating the capacity of guard
and middle relays, albeit with larger estimation er-
rors. However, as these relay classes have surplus
bandwidth, estimation errors in these classes have
a smaller impact on client performance.

2. A synchronized model where time is divided into
epochs and user connections all terminate at the
end of each epoch. During the t** epoch, each client
selects relays according to a weight vector w; over
all the relays. Since all relays can be used for single-
relay paths, the distribution w; over all the relays is
published by the Tor authority instead of wy, w}",
and wy, over the three different categories. At the
end of the epoch the weight vector is updated and
the new vector is used by all users in the next epoch.
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In reality, measurements are not synchronized with
consensus periods; additionally, users may use a
consensus document that is up to three hours out of
date. However, as long as each relay is measured at
most every 4 hours, at measurement time all users
will be using a weight vector that reflects the esti-
mate updated based on the previous measurement.

3. Users arrive to the network randomly following a
Poisson process with rate s, denoted by Pois()s).
We denote the number of paths passing through the
§t relay in the i*" epoch by x;[j]. Hence, given w;,
the number of paths using the j% relay during the
i epoch is a random variable X;[j] with distribu-
tion Pois(Asw;[j]).

We will relax the single-relay path assumption in our
experiments of Sections 4 and 5. There, we will use the
realistic model described in Section 2 with three-relay
user paths, while keeping the random Poisson arrival
and the synchronized joining and leaving of the network.
Formal proofs for the results given in this section can
be found in Appendix A.

Given that the paths consist of single relays, the ca-
pacity of any relay is divided equally among a*ll the paths
ST
the added one in the denominator corresponds to the

passing through it. Formally, m;[j] = where

added test path. Hence, given w;, the measurement of
the j* relay at the i*" iteration is a random variable
14— €7l
M) = %%
TorFlow-P update equation discussed in 2.2 to express

We add a normalization factor to the

it in terms of a probability weight vector:

Definition 1 (TorFlow-P). For any relay j € [n] and
t € N, TorFlow-P updates the weight vector by:

TR me[j]we[j]

wen il = = o (1)
SR S STy

where we use the supersctipt TF in wlT to identify
TorFlow-P.

3.2 MLE Capacities Estimation

In this section, we will show how to compute MLE esti-
mates of the relay capacities given a sequence of noisy
measurements and weights published by the Tor author-
ity. Maximum likelihood estimation is based on finding
the parameter (here the relay capacity C*[j]) that max-
imizes the probability of observing a certain measure-
ment (here the bandwidths of the sequence of observa-
tion probes assigned to the j** relay over t + 1 periods
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mp[j]). MLE is equivalent to Bayesian estimation with
a uniform prior distribution on the parameters, i.e. each
capacity in C, the set of all possible capacities, is equally

probable before the measurements are made.

More specifically, for any relay j € [n], the MLE es-
timate of its actual capacity C*[j] is the maximizer in
C C RE, of the probability of observing the full history
of measurements m[j], given the published weights
wiyy[j] over the first ¢ + 1 periods. We add the super-
script H to the capacity estimate to denote that the full
history is considered. That is,

ch L lil= argmax f (s, mpy 5], wy l4]), where (2)
KE

K
f K, m .7 , W .7 = Pr R =m .7 3
(k& mpy 4], wiy ])XM i~ Pas ey D) <X[t] 1 1l ])

®3)
while all operations are done element-wise.

We now write the probability in equation (3) in
terms of the known quantities: A5, wy, and mp. For
any j € [n] and ¢ € N the function f of equation (3) can
be written as follows:

¢ —Aswil4]
f@ﬂmﬂﬁwmm):IIf%f44*
i=0

(Asws[j]) ™01
milg] 1) !

(4)

where f is only supported where the number of paths

in each round #[j], is an integer.

Accordingly, we derive a closed form approximation
of the maximization problem in (2) in the following the-
orem, for which the proof is in the appendix.

Theorem 1 (MLE closed form approximation). For
any j € [n] and t € N, the MLE estimate of C*[j] given
the weight and observation vectors wyy[j] and my,[j] is

(zgﬁggmymwm) .
1=0 m;[j]

where the approximation tends to equality as the user

arrival rate \g gets large.

Definition 2 (MLEFlow-CF). For any j € [n] and t €
N, our method MLEFlow-CF wupdates its weight in the
' gteration by normalizing the MLE estimate Cf[j]

that uses the full history. Formally,

'l

MF7; t
w " Jl = = (6)
2 k=0 C' (K]

3.3 TorFlow-P is an MLE Estimate

In this section, we show that TorFlow-P is the special
case of MLEFlow in which the full history of measure-
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TorFlow-P

MLEflow

Fig. 2. TorFlow-P estimates relay capacity by MLE using only
the most recent measurement; in contrast, MLEFlow uses the full
history.

ments op,[j] and weight vectors wy[j] in equation (2)
is replaced with only the most recent ones my[j] and
we[j], respectively (see Figure 2). Below we will use su-
perscript R to indicate the most recent value.

Using Theorem 1, the MLE estimate of C*[j] while
considering only the last measurement would be:

CE L 15] = maljlAswely). (7)

The normalized estimates in equation (7) would re-
sult in the same update as TorFlow-P:

wTF i — my[jlwe[4] _ ChLl)
el = s ]~ S, O

Thus, TorFlow-P is equivalent to estimating the ca-
pacities using ML considering only the last measure-
ment and then normalizing to get the weight vector.

Fix any j € [n] and ¢ € N. If MLEFlow-CF was
used to generate the weight vectors over the first ¢t 4+ 1
periods, we denote Cg_l[j] by Ct]\_f_lf [7]. If TorFlow-P was
used instead, we denote Cﬁ_l[j] by C’tj_;_}i [7]-

3.4 Convergence of TorFlow-P and
MLEFlow-CF Estimates

We show that, starting with any initial weight vector,
the mean of the MLE estimates for any relay capacity,
whether considering the full history in every update as
in MLEFlow (Definition 2) or only the most recent mea-
surement in every update as in Torflow (Definition 1),
converges to a small interval around the actual relay
capacity (Theorem 2).

1\[Tc])w, let’s define the optimal distribution w*[j] =

Cli

ko OIT

Its proof is in the appendix. It relies on Taylor series

which we will use in the following theorem.

expansion and Cauchy convergence test.

Theorem 2 (Estimates of both methods converge).

For any j € [n], t € N, and a method y €
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{TorFlow-P, MLEFlow-CF'},

E[CY[5]] < C*[j]. 9)
Moreover, as t — oo, E[CY[4]] > C*[4] (1 - )\slj*m> .
(10)

Corollary 3 (More users paths leads to a better conver-
gence). As the rate of users arrival \s — oo, for any j €
[n], t € N, and method y € { TorFlow-P, MLEFlow-CF},
E[CY[5]] = C*[4].

Hence, from inequality (10), for the expected value
of the estimate C,F[j] or CMF[j] of relay j to converge
to a value within 20% of C*[j], the rate of arrival of
new users to the network Ay and the normalized actual
capacity of the j% relay w*[j] must satisfy Asw*[j] > 5.
This is the same as saying that the expected value of
the number of paths allocated to the j™ relay by the
optimal distribution w* must be at least 5.

On the other hand, the relays that have very small
capacities relative to the other relays, their Asw*[j]
would be small. This would lead to larger error bound
in (10). However, from (9), their expected estimated ca-
pacities would still be smaller than their actual ones.
Hence, their entries in the probability distributions w;
would still be small.

Therefore, incoming users will be directed away
from those relays for relays with higher capacities which
we can estimate more accurately.

3.5 Variance of TorFlow-P > Variance
of MLEFlow-CF

In this section, we show that the variance of the es-
timates generated by MLEFlow-CF is upper bounded
by the estimates generated by TorFlow-P at any pe-
riod. Furthermore, we show that the variance of our
estimates converge to zero. This shows that our method
MLEFlow-CF provides more stable and consistent esti-
mates compared to TorFlow-P.

Theorem 4 (Variance of TorFlow-P > Variance of
MLEFlow-CF). For \s big enough, for all j € [n], and
starting with the same initial weights, Var[CMF[j]] =
Var[CTF[5]] and fort > 1,

Var[CEE[F]]  t+1

VarlCH] TG -

with ¢ =1+ % + 2.
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Moreover, as t — oo, Var[CMF[4]] — 0.

The proof of the above theorems is in the appendix.
It shows that the ratio of variance of TorFlow-P to that
of MLEFlow-CF increases linearly with the number of
epochs after the first one, at which they are equal. We
further show that Var[CIF
that Var[CMF

Hence the variances of the MLE estimates when

] is bounded, and it follows
] converges to zero.

considering the full history of weights and measurements
in MLEFlow-CF are close to the actual capacities more
frequently than those of the estimates found using only
the last measurement as in TorFlow-P

We will show this experimentally in the next sec-
tion.

3.6 Noisy Observations Model

In this section, we consider the case of noisy observa-
tions. We consider a noisy measurement model to cap-
ture network variations, whereby a measurement is ran-

C* 4]
Xi[j]+1"
multiplicative noise model, i.e., the new observations are

domly distributed around the mean We use a

random variables of the form:
crjlvil]
Xilj]+17
Where }/7’[]} ~ N[ymhnymax] (1
distribution with mean one, standard deviation 1/20, and

Milj) = (12)

,1/20), a truncated normal
truncated to be over the interval [Ymin, Ymax]. The inter-

val [Ymin, Ymax] can be tuned based on empirical obser-
vations (see Section 5).

3.7 MLEFlow-(Q: Quanitzation-Based
MLE

The MLE estimation of the capacity of relay j € [n] at
time ¢t € N, can be adjusted to account for the noise:

chLlj) = argmax g(k, my[j], wiy[j]), where  (13)
g(k, mpy ], wy [J]) =
kY]] .
Pr ———— =myulj])-
Yili1oN (i ) (125 Xild] + 1 (1] 17]
X4 [7]~Pois(Aswy [5])
(14)

The number of paths passing through a relay is al-
ways finite. Also, the added noise is finite because of
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its truncated distribution. Given a measurement and
the bounds on the noise, one can get the minimum and
maximum numbers of paths that pass through the j*
relay. We solve the maximization problem in (14) by
iterating over all possible numbers of paths, the sup-
port of the random variable X;[j], and computing the
corresponding probability explicitly.

For any j € [n], t € N, an index i € [t], and & € C,

Lﬂ:y[; —1)and z;,[j] = [ Ny[lj] -1l

we define z,, ;[j] =
Then,

Tu,i[j]

>

z=xy,;[j]

SOl

)QH (15)

With the introduction of noise in observations, the
closed form solution of the MLE in MLEFlow-CF would
not be accurate anymore. Hence, we introduce a third
method, MLEFlow- (@), which discretizes the bounded ca-
pacity set C and iteratively find the maximizer of (15).

gk, myy (5], wig [5]) Zlog [

exp( — Asw;lj] — l(w

2 KOe

This method can be applied to the non-noisy case as well
by following the same steps to get an approximate max-
imizer of (4). Note that quantization requires knowing
a lower and upper bound on the relay capacity, which
can be estimated based on past observations.

MLEFlow-(Q Implementation
Consider a partition C of C into bins. The set C contains
the centers of the bins of C. For any j € [n], t € N, and
# € C, we define L;(j, k) in the noiseless case to be:
Ayt —1
(Aswe[g]) BT 7),

—Aswe[j] + log( (16)

1

£ 1)1
(mt 14] 1) :

the t** term of the sum when taking the log of (4),
and in the noisy case to be the argument of the log in
the t** term of the sum in (15).

The sum of Li(j,x) over measurement periods is
stored in a variable S;y1(j, k):

St+1(j7 KJ) = St(j7 H) + Lt(j7 "i)v

with So(4,x) = 0. Then, the approximation of the MLE
by MLEFlow-( is computed by iteratively searching for
the maximizer s over the discretized capacity set C in
the following equation:

Ciali) = max S, ). ()
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4 Flow-Based Simulation

To understand the properties and performance of the ex-
isting Tor capacity estimation and our proposed meth-
ods, we evaluated them using a flow-based simulation
of the Tor network. These simulations model each flow
in the network but do not capture details such as cir-
cuit construction, congestion, or flow control. The sim-
ulations are implemented in Python; see [4] for the
algorithm implementation. We evaluate two versions
of MLEFlow: MLEFlow-CF and MLEFlow-Q. We also
evaluate TorFlow-P as well as the current Tor capacity
estimation. As discussed in section 2.3, we use an ideal-
ized version of self-reported bandwidth when simulating
sbws, denoting this by calling the simulation sbws*.

We also evaluate the two cases Actual and
Quantized, where actual capacities are given and quan-
tized, respectively, and not estimated, for generating
weight vectors for paths allocations to use their results
as baselines to compare the results of other methods to.

We evaluate the performance of the different meth-
ods using two metrics: (a) the accuracy of the relay
capacity estimates, and (b) the amount of bandwidth
allocated to the user paths resulting from the weight
vectors generated using the capacity estimates.

The simulation algorithm we have used is shown
in Algorithm 1. The algorithm takes as input: the
e {1,3}, the
Poisson arrival rate of users \s (equals 10° in our

number of relays per path pathsize

simulations), the total number of measurement pe-
riods T to be simulated (equals 50 in our simu-
lations), a method € {Actual, Quantized, TorFlow-P,
sbws*, MLEFlow- CF, MLEFlow-Q} to compute the ca-
pacities of the relays from measurements, an indicator
noisy € {0,1} for noisy observations, as described in
Section 3.6, and lower and upper bounds on the multi-
plicative noise. In our simulations, we chose that noise
to be distributed as N'g.7.1.3(1, 2—10) based on high fi-
delity simulations shown in Section 5. The algorithm
outputs the bandwidth allocated to each user path and
the weight vectors published over all periods between 0
and T.

The simulation algorithm iterates over measure-
ment periods. In each period i, it generates the total
number of users paths N; that will join the network by
sampling a Poisson distribution with rate As in line 3.
Then, it uses the weight vector w; computed in the pre-
vious period as a probability distribution for the users to
choose the relays of their paths from in line 4. In line 5,
it uses the max-min fairness bandwidth allocation al-
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gorithm (corresponding to round-robin circuit schedul-
ing [5]) to get the bandwidth allocated for each path,
and thus generate the observation vector m;. If noisy is
true (or 1), then it multiplies m; by a Gaussian noise
clipped to be between ¥, and Yma, in line 6. After
that, it computes w;; using the given method in line 7.
Finally, it deletes all the paths for a fresh start of the
next period.

Algorithm 1 Low fidelity simulation

1: input: pathsize, A5, T, method € {Actual, Quantized,

TorFlow-P, MLEFlow-CF, MLEFlow-Q},

noisy € {0’ 1}7 Ymin,s Ymax, WO-

for i €[0,...,T] do
Pick the number of users N; ~ Poi()\s).
Construct users paths of pathsize relays using w;.
Compute m; using max-min bandwidth alloc.
Multiply m; by Yi ~ Ny 0 (1, 55) if noisy.
Compute w;41 based on m; and w; using method.
Delete all paths in the network.

return: mqg.7, wo.T

We consider a network analogous to the current Tor
network with 6481 relays as of April 2021. The relays
are distributed as follows: 2733 are guard relays, 2570
are middle relays, and 1178 are exit relays (this in-
cludes any relays that have both the Exit and Guard
flags set). Lacking a ground truth, we used the highest
reported observed bandwidth over a period of a month
to as the actual capacity of the relay in our simulation,
similar to Traudt et al. [31]. The maximum capacity of
all relays was 122601 KB/s. Hence, the capacity set is
C = [0,122601]. The distributions of the relays’ capaci-
ties are shown in Figure 3.

To use MLEFlow-(@, whether for the noiseless or
noisy observations case, we need to partition C into
bins. From Figure 3, we can see that the relay capaci-
ties roughly follow a truncated exponential distribution.
Thus, we choose the bins to be intervals of the form
[a’~1, ab] where a is a strictly positive real number and
bel,..,bmaz] where bpar = (W] for j € [n].

Detailed numerical results of the simulation are re-
ported in Table 1 in the Appendix.

Discretization of C does not hurt perfor-
mance. We tried different discretization resolutions of
C and we chose bins with @ = 1.1 as it results in a low
quantization error and relatively small number of bins,
bmaz = 196. The maximum resulting quantization error
is less than 5%.
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Fig. 4. Estimation error distribution in a single relay paths net-
work after the 50" measurement period in the noiseless and noisy
observations scenario. For clarity the plot cuts off the maximum
value for TorFlow-P, which is 288% in the noiseless case and
381% in the noisy case; and the maximum value for sbws™, which
is 497% in the noiseless case and 865% in the noisy case.

Moreover, using the quantized capacities to gener-
ate the weight vector instead of the actual capacities
has a minimal impact on the balance of user paths: us-
ing the true capacities have a mean of 22.41 KB/s and
a standard deviation of 0.77 KB/s, whereas using quan-
tized values the paths have an identical mean and only
a standard deviation of 0.99 KB/s.

Our simulations support our theoretical anal-
ysis in Section 3 for single relays paths. We tested
the same network of Figure 3, but with users paths con-
sisting of single relays, to validate our theoretical deriva-
tions in Section 3. The results are shown in Figure 4 and
the grey columns in Table 1 (Appendix C). All three
methods TorFlow-P, MLEFlow-CF, and MLEFlow-Q’s
average estimation errors converge to zero. The aver-
age estimation error stayed below 5% for MLEFlow-CF
and MLEFlow-(Q), while it was higher for TorFlow-P
and sbws* at around 22% when the observations are
noisy. Moreover, the standard deviation of the estima-
tion error was at most 4.75% for our methods while it
was up to 21% for TorFlow-P. This reflects that the
variance of the capacity estimates of MLEFlow-CF and
MLEFlow-() are much smaller than those of TorFlow-P,
in accordance with our theoretical analysis.
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Fig. 5. Estimation error distribution in a three relays paths net-
work for each type of relay after the 50" measurement period in a
noisy observations scenario. The maximum values for TorFlow-P
and sbws™ are cropped for clarity; they range between 200% and
1150%

Our methods’
three-relays paths scenario. Figure 5 shows the

advantages extend to the

estimation error distribution when users create paths
of three relays rather than one. Both of our methods
MLEFlow-CF and MLEFlow-@Q preserved the average
capacities’ estimation error below 5%, while TorFlow-P
and sbws™ increased significantly to around 82.17% for
the Exit relays. For guard relays, the error increased to
around 17% for our methods versus increasing to around
70% for TorFlow-P and 68% for sbws*. Similarly, for
middle relays, the estimation error increased to around
18% in our methods versus up to 84% for TorFlow-P
and sbws*.

Exit relays are the relays expected to be the bot-
tlenecks of the users paths since they have the smallest
total capacity of all three classes (see Figure 3) and
each user path must use an exit relay. Being a bottle-
neck relay for a path, that relay determines the band-
width allocated for the path in the network. If a relay
is a bottleneck for most of the paths passing through it,
it would allocate bandwidths to these paths in a simi-
lar way to the case where these paths were a single-relay
ones which was described in Section 3. That means that
we expect that our theoretical derivations would bet-
ter extend to this type of relays first, more than the
guard and middle counterparts. This can be seen by
comparing the capacities estimation error statistics for
guard and middle relays versus the exit ones in Figure 5.
There is a noticeable increase in capacity estimation er-
ror of guard and middle relays compared to the exit
ones. Fortunately, because exit relays are the usual bot-
tlenecks, estimation errors in the capacity of middle and
guard relays have a smaller impact on the user perfor-
mance. This is supported by results in Figure 6: the
bandwidth allocation to paths when using the actual
(ground truth) capacity is very similar to that achieved
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by MLEFlow-CF and MLEFlow-Q, whereas TorFlow-P
and sbws* have much wider variation in the bandwidth
allocated to user paths due to larger estimation errors.

MLEFlow-CF and MLEFlow-(@ give better and
fairer bandwidth allocation than TorFlow-P and
sbws*. The means of the bandwidths allocated for paths
using MLEFlow-CF and MLEFlow-(@Q are equal to that
of the Actual scenario, while that of TorFlow-P and
sbws* are slightly smaller. The bigger advantage of our
methods is the small range of bandwidth allocation. The
maximum standard deviation is 1.23 while that of Ac-
tual is around 0.77. In contrast, TorFlow-P has a max-
imum standard deviation of around 175 and that of
sbws* is around 176, orders of magnitude larger than
that of our method. Moreover, the maximum and min-
imum bandwidths allocated of our methods are similar
to that of Actual while TorFlow-P and sbws* had or-
ders of magnitude larger maximum. That means that
our methods distribute bandwidths more fairly than
TorFlow-P and sbws*, making the experience of using
Tor more predictable. This can also be seen in Figure 6
for the 50" measurement period. The bandwidths al-
located for paths when using MLE estimation methods
overlap those of the case when the actual capacities are
used. They are flat curves resembling fair distribution
of bandwidths versus the exponentially shaped distri-
bution resulting from using TorFlow-P and sbws*. This
holds for both the noiseless and noisy observations cases.

Having a wrong estimate of the rate of the
users arrival \; does not affect the quality of the
estimates of MLEFlow-CF and MLEFlow-(@Q. We used
an actual As; to generate users paths in our simulations
in line 3 of Algorithm 1, while we used a different one
in updating our weights in line 7. The results shown in
Table 2 (see Appendix C), when compared to those in
Table 1, show that the results are almost intact with
reasonable deviations from the actual rate.

Learning from History to Improve Load Balancing in Tor

MLEflow-CF
—+ MLEflow:Q
=== Torflow-P
----- sbws*
—— Actual weight

0.0030

0.0025

0.0020

0.0015

0.0010

0.0005

0.0000

0 5 10 15 20 25 30

Fig. 7. The normalized estimated capacity of an exit relay join-
ing the network after 15 measurement periods and staying for 30
periods, estimated using TorFlow-P and MLEFlow-Q.

175000

| —— Estimates non-window approach
Estimates window approach
—-== Actual weight

150000

125000

100000

75000

Capacities (kB/s)

25000

0

i
i
i
i
i
i
L
i
H
{
{
50000 |
|
|
1
0

20 40 60 80 100

Fig. 8. The estimated capacity of a relay changing capacity using
MLEFlow with windowed and non-windowed approach.

MLEFlow handles new relays better than
TorFlow-P and sbws*. We show the result of estimating
the capacity of a relay joining the network 15 iterations
after we started estimating the capacities of all existing
relays at the time. The results are shown in Figure 7.
MLEFlow estimate converged to the actual capacity in
couple of epochs while TorFlow-P and sbws™ stayed hav-
ing large errors, even after 30 measurement epochs.

MLEFlow estimation accuracy is not affected
when relays change capacities. We evaluate the ef-
fect of relays changing capacities on the estimates we get
using MLEFlow. The results are shown in Figure 8. As
can be seen in the figure, MLEFlow can track the change
in the capacity of a relay. We also test the idea of using
a window of previous observations and not the whole
history of observations as input to the MLEFlow algo-
rithm. We simulate MLEFlow using the observations of
the last 10 epochs only. As can be seen in the figure Fig-
ure 8, the number of epochs needed in order to converge
to the new capacity is reduced significantly when using
the windowed version of the algorithm.
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4.1 Simulations of Underloaded Networks

Our theoretical analysis, as well as simulations in
this section, assume that clients can utilize arbitrary
amounts of bandwidth and are only bottlenecked on
the Tor network. In practice, at times the client de-
mand on Tor is lower than the overall available band-
width, which changes the assumptions behind TorFlow
and MLEFlow. Let us first consider TorFlow-P. Under
high load, if the consensus weights are set in direct pro-
portion to the relay capacities, the realized probe band-
width at each node is expected to be the same. When
load is low, however, this is no longer the case; propor-
tional weighting results in each relay having a similar
percentage of spare capacity, a large fraction of which
can all be dedicated to the probe. Thus the probe band-
width will be proportional to the relay capacity, and the
algorithm will try to correct this imbalance. Relays that
have above-average bandwidth will see their weights ad-
justed upwards, and other relays will be adjusted down-
wards.

This behavior was observed in the Tor network
when TorFlow-P was deployed in 2011. High-bandwidth
relays were receiving an increasingly large proportion of
the weight, whereas low-bandwidth ones would see their
weight drop, concentrating traffic on a smaller fraction
of relays. Note that this is actually a sensible strategy
for optimizing the available bandwidth of new circuits:
the spare capacity of high-bandwidth nodes allows new
circuits to realize performance that is simply impossi-
ble with nodes that are significantly below average.6
However, such concentration of traffic at the fast relays
raised concerns about potential compromise of those re-
lays, which motivated the switch to adjusted bandwidth
in Tor. It is notable that the latter approach also suffers
in low-load conditions, as an underutilized relay may
observe a bandwidth that is lower than its capacity (see
fig. 1).

MLEFlow will likewise tend to misestimate capac-
ity in an low-load scenario. In our simulations, the com-
bined guard and middle capacity was nearly 4x higher
than the exit capacity, resulting in lower utilization of
guards and exits. Consequently, we can see in fig. 5 that
estimation errors for these relays are significantly higher
than for exits (though much lower than for TorFlow-P).

6 Indeed,
time did not

the average network performance during this
suffer and may have even increased, see
https://metrics.torproject.org/torperf.html?start=2011-12-
01&end=2011-12-31&server=public&filesize=1mb.
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However, we wanted to understand how the estimation
would behave if the entire network was underloaded.

To simulate this, we adjusted simulation to add a
bandwidth cap to each client flow, selected uniformly at
random from the interval [8,18] KB/s. Since the average
bandwidth of flows in the full utilization scenario was
approximately 22 KB/s, the cap means that the flows
can utilize at most about 60% of the Tor network capac-
ity. We simulated MLEFlow, TorFlow-P, and TorFlow
with adjusted observed capacity.

As expected, with an wunderloaded network,
MLEFlow significantly overestimated the capacity. In
fact, with quantized estimates, a large number of re-
lays got classified into the largest bin. However, when
we adjusted the bins to extend the upper limit of es-
timates, we found that the relative capacity estimate
for exit nodes was reasonably accurate (fig. 9a). The
estimates for middle relays were significantly worse,
and we can see that low-bandwidth relays are as-
signed very small weights (fig. 9b). Notably, we do not
see the same effect, concentrating weight among high-
bandwidth nodes, among guard nodes, likely because
guards have a high minimum required bandwidth. We
observe that the estimation noise does not impact the
performance of circuits; as can be seen in fig. 9c, nearly
all circuits are able to realize their full capped band-
width. TorFlow-P and TorFlow perform significantly
worse in this scenario; the imbalance observed in our
previous simulations, combined with client bandwidth
caps, result in much worse utilization of the Tor net-
work. An average circuit achieves only 50% of its band-
width cap using TorFlow-P, and 18% using TorFlow.

5 High-Fidelity Packet-Based
Simulations

We the MLEFlow-(Q,
TorFlow-P and sbws* in a simulated Tor network using

compare performance of
Shadow [15], a high-fidelity event driven simulator for
Tor. Shadow runs the actual C implementation of Tor
relays, combined with a simulated network; to make
the simulation manageable, Shadow uses a scaled down
version of the Tor network that samples a fraction of
relays and simulated clients. In our case, we configured
a 1% and a 3% network. The 1% network contains
65 Tor relays: 21 guards, 36 middle relays, and 8 exits.
The total bandwidth of the relays is 417 MB/s, split into
238 MB/s for the guards, 82 MB/s for the middle relays,
and 97 MB/s for the exits. We simulate 500 clients, 3


https://metrics.torproject.org/torperf.html?start=2011-12-01&end=2011-12-31&server=public&filesize=1mb
https://metrics.torproject.org/torperf.html?start=2011-12-01&end=2011-12-31&server=public&filesize=1mb

MLEFlow: Learning from History to Improve Load Balancing in Tor

— 87

—— MLEflow-Q estimates
—— Actual weights

—— MLEflow-Q estimates 0.0030

120000 1 —— Actual capacities
0.0025
100000

0.0020

Weight

0.0015

o o
3 3
8 38
8 3
8 3

Capacity (kBfs)

0.0010
40000

0.0005
20000

H
~
n

—— Actual constraints
—-= MLEflow-Q
-=- Torflow-P

e Torflow

.4
&
o

H
N
i

H
S
o

<
in

Bandwidth (kB/s)

w
°

N
o

0.0000

o
o

0 500 1000

0 Relay

200 400 600

Relay

800 1000 1200

(a) Exit relay estimation in a low-load network.
work.

(b) Middle relay estimation in a low-load net-

1500 2000 2500 200000 400000 600000

Client

800000 1000000

(c) Circuit bandwidth in a low-load network
using MLEFlow, TorFlow-P, and TorFlow.

Fig. 9. Simulation results in a low-load network, where client capacities are capped to [8,18] KB/s, and as a result only 60% of the exit

capacity can be utilized.

directory authorities, and a bandwidth authority. The
3% network contains 196 Tor relays (61 guards, 109
middle relays, and 26 exits). The total throughput is
1.3GB/s (guards: 713MB/s, middles: 252 MB/s, ex-
its: 359 MB/s). We simulate 2000 clients, 3 directory
authorities, and a bandwidth authority. Each client
maintains a single file download stream during a con-
sensus round. All streams are dropped and restarted at
a new consensus round to make sure that the down-
loads utilize circuits generated by the latest consensus.
We’ve also set the duration of each consensus round to
10 minutes to reduce the time needed to simulate each
round; in real-life Tor, directory authorities generate a
new consensus every hour. Clients also reuse consensus
documents for up to 3 rounds. However, bandwidth
authorities in the real world have a much longer refresh
period. It can take as long as several days to complete
a scan of the entire Tor network.

For MLEFlow-(@Q, we added functionalities of the al-
gorithm to the Tor plugin run by the directory author-
ities. At each consensus round, the modified directory
authorities read the measured observation of each relay
from the prober (bandwidth authority) and execute the
MLEFlow- (@ algorithm to generate published bandwidth
values for all relays. Each directory authority also main-
tains maximum likelihood score vectors to keep track of
the published bandwidth history for each relay. The ma-
trix is updated with the scores generated from the latest
observations at each round.

To support TorFlow-P, we used the latest TorFlow
implementation in the Shadow Tor plugin. The plugin
reimplements the logic of TorFlow in C, as Shadow does
not support running Python code used to implement
TorFlow as well as the newer sbws system. As discussed
in 2.3, Shadow does not run long enough to produce
useful self-reported bandwidth. The existing TorFlow
plugin uses the consensus weights instead, effectively
implementing TorFlow-P. We extended the plugin to

CDF of observation noise ratios for each relay across 60 consensus rounds
100%
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Fig. 10. CDF of noise ratios calculated as the ratio between the
bandwidth of relay j observed in simulation, o[j] and the modeled
bandwidth—C™[j]/(1 + X[j]), where X[j] is the actual number of
paths using relay j and C*[j] is the true capacity of relay j.

also implement TorFlow and sbws* while using the ac-
tual, rather than self-reported capacities, just as in the
flow-based Python simulations.

Estimating the noise ratio in the high fidelity
simulation. The noise-free model we use in our band-
width estimation assumes that the bandwidth of a relay
is split evenly between all the circuits going through it
(including the observation circuit). In practice, this will
not be the case because some of the circuits may be bot-
tlenecked at other relays; furthermore, congestion and
flow control mechanisms in Tor and TCP will cause oc-
casional imbalance between flows. To understand this
effect, we ran a simulation of the 1% network and com-
pared the bandwidth of the observation circuit to the
bandwidth predicted by the model, i.e., the actual ca-
pacity of the relay divided by the number of circuits
using the relay, C*[j]/(1 + X;[j]). We call the ratio be-
tween these two values the noise ratio. Figure 10 shows
the maximum and minimum noise ratio of all relays in
each round. We can see that the noise ratio is bounded
between 0.7 and 1.3 for all rounds. These numbers are
used to determine the plausible range of noisy measure-
ments for MLEFlow-(Q.

MLEFlow- (@) handles newly joining relays bet-
ter than TorFlow-P. Our first analysis evaluates
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Published capacities of a relay joining a one percent Tor network
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Fig. 11. Published capacities of a previously unseen relay joining the 1% network. The target relay joins the network after 10 consensus

rounds have already been simulated.

the performance of each algorithm when a new re-
lay joins an already-converged network. We first run
both TorFlow-P and MLEFlow-@ for 10 rounds (6000
seconds), after which a previously unseen relay joins
the network. The new relay, whose true capacity is
13 MB/s, first start with zero published weight. The
subsequent estimates generated by both algorithms are
shown in figure 11a. For MLEFlow-(@Q, we observe that
the estimation is stable and within a 10% error after
5 consensus rounds, with the estimation inching even
closer to the true capacity after 40 rounds. Meanwhile,
TorFlow-P’s estimates have larger errors throughout the
simulation and shows significant fluctuations compared
to MLEFlow-(@. We also ran the same experiment to es-
timate a previously unseen relay with a smaller capacity
at 3.6 MB/s. We see similar results with this experiment
where MLEFlow-(@ manages to maintain a stable esti-
mate with 5% error. Meanwhile TorFlow-P’s fluctuates
around the true capacity (figure 11b).

MLEFlow-(@) achieve a lower average estima-
tion error than TorFlow-P with a narrower range
of error. Our second analysis looks at how each al-
gorithm performs when estimating all relays with zero
initial information. That is, all relays are assumed to
have equal bandwidth in the beginning. We calculate
the average estimation error of all exit relays in a
whole network estimation run. The results are shown
in figure 12a. We can see that MLEFlow-(@Q outperforms
TorFlow-P by maintaining a low average estimation er-
ror around 10% after running for 10 consensus rounds.
TorFlow-P, meanwhile, is only able to maintain an aver-
age error between 30% and 50%. The minimum achieved
error by MLEFlow-(Q is 8%, which is nearly optimal con-
sidering that quantization can introduce an error of up
to 10%. We see similar results in the 3% network, where

MLEFlow- (@ achieved a sub 10% average estimation er-
ror after 20 rounds compared to TorFlow- P’s higher esti-
mation error. Moreover, MLEFlow- (@ outperforms sbws*
for which the average estimation error of the exit relays
is above 50%. We aggregated the estimation error distri-
bution for all categories of relays, shown in Figure 12b.
In all cases, MLEFlow-(@Q achieved a lower average error
with a narrower range of error. The appendix contains
more plots of final estimation results and a comparison
of estimation using flow- and packet-based simulations.

MLEFlow-() estimates give fairer bandwidth
allocation than TorFlow-P and sbws* estimates.
Finally, we analyze the effects of MLEFlow-@Q and
TorFlow-P on the bandwidth distribution across the
entire network. Figure 12e shows the distribution of
download speed across the 2000 clients in the simu-
lated 3% network using consensus weights generated
by MLEFlow-Q, TorFlow-P and sbws® after 22 con-
sensus rounds. The figure shows the effects that each
algorithm has on the load balancing across the entire
network. Around 75% of all clients under MLEFlow-Q
achieved a higher bandwidth compared to TorFlow-P
and sbws*. MLEFlow-(@ resulted in a more even band-
width distribution with a higher average bandwidth
at 162 KB/s compared to TorFlow-P’s 153KB/s and
sbws*’s 139 KB/s. The load balancing effect can also
be seen in the round-to-round analysis shown in fig-
ures 12c and 12d. For MLEFlow-(@, we see a smaller
average bandwidth for the top performing clients, but
a larger overall average and a better average for the
worst performing clients compared to TorFlow-P in
all rounds. The standard deviation of bandwidths in
MLEFlow-(@ is also much lower than TorFlow-P in all
rounds, which implies a fairer bandwidth allocation
when using MLEFlow-Q).
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Fig. 12. Results are obtained after 22 consensus rounds in the 3% network using Shadow.

5.1 Measurement Bandwidth

MLEFlow-(Q), like TorFlow, relies on active probes to
measure bandwidth. This imposes resource costs on the
scanner, and, to a lesser extent, the relays being mea-
sured. For example, the documentation of sbws, the suc-
cessor of TorFlow, suggests that 12-15 GB/day band-
width will be used during scanning [25]. To understand
this better, we decided to measure the amount of band-
width used by the scanner. Note that TorFlow and sbws
use a fixed limited number of parallel scanners, whereas
in our simulations our bandwidth authority simultane-
ously scans all the relays. We found that our scanner
used about 300 MB/s to do this in our simulations.
This figure can be used to characterize the trade-
off between scanner bandwidth utilization and scanning
speed. A scanner can partition the network into a set
of shards, and scan each shard individually. For exam-
ple, our 3% network simulations suggest that splitting
the network into 33 shards of 3% each would require
300 MB/s at the scanner. A scanner with lower capacity
can split the network into more shards; e.g., a common
1 Gbit uplink can be used to scan shards representing
1% of the network. Conversely, a scanner with very high
bandwidth could conceivably scan the entire network at

once; using our flow-level Python simulations, we es-
timate that a simultaneous scan of the entire network
would require 14 GB/s.

We performed simulations to verify that bandwidth-
limited scanners can still produce accurate results. We
configured a Shadow simulation of a 1% network with a
scanner limited to 100 MB/s (achievable with a 1 Gbps
network connection) and found no significant difference
in estimation errors. We expect that bandwidth sav-
ings can also come from limiting the bandwidth of each
measurement flow; this will underestimate underloaded
relays (such as new arrivals), but the underestimate will
be corrected within a small number of rounds. Indeed,
we found that in our Shadow simulations, a measure-
ment flow would not exceed 4 MB/s even when more
spare capacity was available. We also ran a flow-level
simulation where each flow was capped at 500 KB/s.
This reduced the bandwidth utilization from 14 GB/s
to only 1.8 GB/s, while achieving the same estimation
accuracy for guards and exits, while increasing the mid-
dle estimatio error only slightly, from 22% to 26%.
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6 Related Work

Improving the performance of the Tor network has been
the subject of much research; we refer the reader to the
survey by AlSabah and Goldberg for an overview [1].
Here we summarize related work specifically focusing
on relay capacity estimation.

Snader and Borisov proposed using opportunistic
measurements, where each relay measures the band-
width of each other relay it communicates with as part
of normal operation, and designed EigenSpeed [23],
which combines these measurements using principal
component analysis to derive a single relay capacity.
EigenSpeed was designed to avoid certain types of col-
lusion and misreporting attacks; however, Johnson et
al. [18] discovered that it is subject to a number of
other attacks that allow colluding adversaries to inflate
their bandwidth. They also designed PeerFlow, which
is a more robust mechanism to combine opportunistic
measurements from relays with provable limits on infla-
tion attacks. These bounds, however, depend on having
a fraction of bandwidth being on trusted nodes, and it
has slow convergence properties due to its limitations on
changing bandwidth values. A point of future research
is to investigate whether MLE-style estimation can be
used to improve the estimate quality and convergence
of opportunistic estimates.

FlashFlow [31] is a new proposal to replace Tor-
Flow. FlashFlow uses several servers that measure a
relay simultaneously, generating a large network load
intended to max out its capacity. FlashFlow has a guar-
anteed inflation bound of only 33% but it is based on
the assumption that a relay capacity is based on a hard
limit that cannot be exceeded, as TorFlow uses traf-
fic that is explicitly labeled for for bandwidth prob-
ing. In practice, it is often easier and cheaper to ob-
tain high peak bandwidth capability than sustaining the
same bandwidth continuously. For example, in our quick
survey of Internet hosting providers, servers with un-
metered 10 Gbps traffic cost well over $1,000 per month,
whereas a 10 Gbps server with traffic restrictions could
be ordered for $200/month or less. FlashFlow also re-
quires coordinating several moderate-bandwidth probe
servers, whereas MLFEFlow can be used with consider-
ably lower capacity probes. (Indeed, in our Shadow sim-
ulations we found that a probe to a completely unloaded
server maxed out at 4 MB/s, but this did not signifi-
cantly affect the convergence speed of MLEFlow).

Jansen and Johnson evaluate the accuracy of the
current Tor capacity estimation algorithms [16] and
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found that there are significant estimation errors. Sim-
ilar to our theoretical and simulation results, they find
that lower-capacity relays have a larger variance in their
relay estimates. Unlike our results, they find that guard
relays have lower variation, whereas our simulations
show less variance among exit relays. This may be due
to patterns of traffic in guard relays that are not cap-
tured for the simulator, or the long-term stability of
such relays. Their analysis also shows that a too-low ob-
served bandwidth is a large source of error, and can dra-
matically underestimate the actual bandwidth of large-
capacity exit nodes. This suggests that our simulations
of sbws* present an optimistic picture of Tor capacity
estimation and in practice the estimation errors will be
larger. It also motivates the use of a capacity estimation
method that does not use the observed bandwidth.

Several approaches aim to improve load-balancing
by detecting and avoiding bottlenecks in real time [2, 5,
11, 32]. These mechanisms still fundamentally rely on
relay capacity estimation and their functionality could
be improved by using MLEFlow. SmarTor [12] aims to
decentralize the bandwidth measurement and operation
by using trusted execution environment to run the mea-
surements and a smart contract to aggregate them. It
does not propose changes to the estimation technique
from current TorFlow, but it could be adapted to take
advantage of MLEFlow instead.

7 Conclusion

We have developed a new method for estimating the re-
lay capacities in the Tor network, MLFEFlow, based on
performing maximum likelihood estimation using a se-
ries of bandwidth measurement probes taken over time.
Our mathematical analysis showed that MLEFlow ca-
pacity estimates converge to their true value as the num-
ber of users increases, while the estimate variance con-
verges to 0, as the number of observations grows. We
showed how to efficiently compute capacity estimates
in MLEFlow using either closed-form approximations,
or quantization; the latter approach allows us to in-
corporate a model of the measurement noise into the
estimates. We validated the performance of MLEFlow
with extensive simulations using a our custom flow-
based simulator and Shadow [15]. Our results show that
MLEFlow produces much more accurate estimates of re-
lay capacities, which in turn results in much better load
balancing of user traffic across the network, as compared
with current methods.
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A Proofs

Deriving equation (4): When evaluating the objec-
tive function of the MLE in equation (2), the observa-
tion random variable of the j* relay M;[j] can be writ-
ten as a function of k, as if we are assuming k = C*[j],
and the random variable X;[j] for i € [t]:
K
Xilj]+1

Recall that we assume that the random variable X;[j]

M;lj] = (18)

follows a Poisson distribution with parameter Asw;[j]
and all users leave at the end of each epoch. Hence,
given w;[j] for j € [n], the M;[j]’s at different iterations
are independent random variables. Thus eq. (3) can be
written as the product of the probability of the inde-
M)

(Miyld] = myg 5] Wiy 5] = wiyli])

pendent random variables [M;[j], ...,

CH | [j] = argmax Pr
el = argmex H~Poi=u Wigli])

Ciali] = argmax HPr(M ] = mal3] | Wilj] = wil3])-
=0

Rearranging eq. (18) results in:

X7l = ——= 19
U= 3707 (19)
When the measurement is made and the observation
is fixed, i.e. M;[j] = m;[j], the probability in eq. (19)

can be expressed in terms of the random variable X;[j]:

Xilil=mim -1
t
CHL1lj) = argmax [ Pr(Xilj] = ailj]| Wilj] = wil3])
reC i—0

(20)
Using the Poisson distribution probability mass func-
tion, we can write:

t
CIL,[j] = argmax [ e+l

§(Aswilf])7 V]

REC (ml[]})
= argmax ﬁ —As wl[ﬂ;()\swi[‘j])ﬁ—l
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(21)
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Theorem 1 (MLE closed form approximation). For
any j € [n] and t € N, the MLE estimate of C*[j] given
the weight and observation vectors wyy[j] and my,[j] is

L log(m;[7] Asw; g
Cﬁlmmexpez o gy 8L ”)>, 5)
2im0 Tl

where the approzimation tends to equality as the user

arrival rate \g gets large.

Proof. As we derived in eq. (21), we know that for any
J € [n], the weight at iteration (¢ + 1) should satisfy the
following equation:

) t i
Cﬁ1 ] = argglcax [Ticoe Aswili]
K

- Qe =

=11
m ;3] )

(22)

Since the logarithm function is a strictly increasing func-

tion, the maximum likelihood estimate of the capacity

of a relay j € [n] using full history can be found:

(swslf]) o~

1
1)1
(nU] 1)'
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(L) T (s ]) 7!

log(Aswilj])
(23)
Using Stirling’s approximation, we have log(z!) =~
xlog(x) — x. Thus substituting in eq. (23):
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(24)
Hence in order to find Cf ,[j], we differentiate the right
hand side of eq. (24) with respect to k, and find the
value of Cg_l[j] for which the derivative is zero.
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Letting z = f#ﬂ in eq. (25), we have:
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We know that the inverse image of the function ze® is
the Lambert W function which has real solutions along
its principal branch for z > —%, denoted Wy. Thus we
can solve for z:

Do Fp s lixe wi L))

t+1 t+1 - 1
% =z2=Wy (%3 Zz:u m i [J] >
K(Cico mpy) icomm

(27)
And hence solving for «:
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where Wy is the Lambert W function along the principal
branch. The Lambert W function is the multi-valued
complex function (ze?)~! and Wy is the unique-valued
real function that takes the unique real value of W when
z >

multlple software libraries

1 . Implementations of Lambert function exist in
7

Wo has the following Taylor series expansion for z
in the neighborhood of 0: Wy(2) = z + o(22). Moreover,
the argument of Wy in Theorem 1 is small if the rate of
users arrival to the network A4 is large enough. Hence,
the Taylor expansion around zero is valid and therefore:

7 https://kite.com/python/docs/mpmath.lambertw

. .
ZZ o T[J] log(m; [F]1XAsw; [4])
Do
i=0 m;[4]
1o maliNswg [G1C* ]
Yoo T lf‘< 137 )

i=0 m;[j]

Ct+1[ ]~ e

=e
t 1 m; [J1Asw; [5] o
Zi:o el 103(07[])+ [ T log(C™ [4])
Zt 1 (30)
=e i=0 m;[3]
¢ milAsw; 5]
D om[]t“’g( ol toa(e™ (3D 3 om 6)
1
—e Zi:o m; 4] e Zl 0 m; [J]
t 1 mg[3]Aswi[5]
2 iz w0 los(—F T )
1
= C*[ﬂe Zi:o m;[7]
O

Theorem 2 (Estimates of both methods converge).
For any 5 € [n], t € N,
{TorFlow-P, MLEFlow-CF},

and a method y €

E[CY[5]] < C*[j]. 9)

Moreover, as t — oo, E[CY[j]] > C*[4] (1

(10)
Proof. Mean of the estimates when using
MLEFlow-CF: In this proof, we consider that

weight vectors are generated using method MF, i.e.
MLEFlow-CF'. The Lambert W function along the prin-
cipal branch has the following Taylor series expansion
for z in the neighborhood of 0: Wy(z) = z + o(z). Thus
for our case:

t MF .
D i mgy osCmilixew M )

Ximo T
i=0 ™m;[J]
log( ‘17)

i
i=0 m;[7] e
e
i=0 m;[j]

The aim of this proof is to find the expected value

of the estimates. We know that M;[j] = cl]

, Xi[s]+1
ﬁ[j] — Xé‘[fﬁl thus using the fact that the random

variable Xj[j]
rameter A w;[j]:

t+1 [J} ~e
(31)

AswME ()

=€

and

follows a Poisson distribution with pa-

1 i+t _ 1

PG = o) T o

EX;[j])+1) = (Aswilf] +1)

L
Cjl
(32)

Using first order Taylor expansion approximation
around the expected value, we can find that for any
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random variable Y, E[f(Y)] = f(E[Y]) [20]. For a more
detailed proof of the derivation of the expected value re-
fer to proof of theorem 4. We use this approximation
to find the expected value of the estimates CM¥[j] by
taking Y = ME[4]
for j € [n], the observations of a relay at different iter-

[J] We also use the fact that given w

ations are independent events; thus using eq. (31),

MF‘[ il

+ B Asw
Zq‘,:o Bl sty
t 1
Zi:o Ef mi[j]]

)

oL

[ t+1[]”
¢ AswlFler  ct s wP)
27 0 C* 4] os( AswMF (5141 )
t
e Yoo A Caw ML+ D)

> SR Gl es(c A »

1
W wé”F[j]+l
t MF

Yoo TG Cew M+
> e wMF ] +1) (tog(C* (1) +Hos(1— —ph—0))
=0 v As

t wMF
Yoo awkF 4

=€

(33)

= e
t MF _ 1
E oo Pswi 141 leg(1 iy wMF[j]+1

> OewlM L+
im

= C"[jle

t
= ol [Jo -
i 5

AswMF 5141

) > Qe+
T+

For any j € [n] and t € N,

AswhF[j)41

)Zizouswﬁ”[jm) .
(34)
Mean of the estimates when using TorFlow-P

E[CME[j]] = C* [ TTi—(1 — +

1
MF[;
sWy [s]+1

In this proof we consider that the weight vectors are gen-
erated using method T, i.e. TorFlow-P. Using the same
Taylor expansion used in the proof of eq. (34), we have
that E[f(Y)] = f(E[Y]). We use this approximation to
find the expected value of CLA[j] = my[j]Asw! T [j] =
Ae w* ik by taking Y = —.] and f(Y) = % Thus

mt[]]

using eq. (32),

’LUTF .
Efmq i [j]) = B[22 1)

E[C/A 1) =
mt[j]

wTF .
~ G

[mt[j]} (35)
g Aswi T[]

=¢ HAthF[]H
= "0 - )

— 04

For any j € [n] and ¢t € N,

1

E[ t+1[]” =C*[j](1 - W

)- (36)

Proof of Theorem 2 for MLEFlow-CF: In the
first part of the proof we consider that the weight vec-
tors are generated using method MF, i.e. MLEFlow-CF.
From eq. (34), we know that,

AswMF[j)41

)Z::o

(AswMF[j]41)

E[Cf+1 [41] =

J]H

MF
b [J] +1

(37)
Since AswMF[j] > 0, the multiplicative term in the
right hand side of eq. (37) is always between 0 and 1.
Let 6;[j] € [0,1] for ¢ € [t + 1] denote the multiplicative

term in eq. (37), and hence we can write IE[C’H_1 [7]] =

C*[j]0¢41[5]. with 6¢41[5] € [0,1]. .
k h MF — C il —
W[e] [I]IOW e Zkem i Ik)
C*[5]6:[4
—*<— Th
2 ey SilKICIK] s
aTan® [ (sl[.]] K[ o MET -
8w [j] < AT ] < w[j]
< i) < (U] = 21 )

= mingepy 6:[k] i€lt] minge(n) 0
(38)
The first from the fact that

maxke[n] (51' [k} <1

inequality follows

In what follows, we should remember that, for a < 1
and for b > 0, a® decreases as b increases.

We now have &;[jlw*[j] < wMF[j] < Ljlw
placing in eq. (37), since (1 —
find the following lower bound on d¢41[j]:

*[4], re-
W) <1, we can

1 t>\bw J1L
SR
Asw*d;[j] + 1

L[j]+1
o Raw* 118 +1)

1> 0¢4a[j] = HU -
= (39)

Assuming that §;[j] is equal to the lower bound for
all i € [t+ 1] (worst case scenario). We can write d¢41[7]
as a function of d:[j]:

t—1 1 1
. e 1 w 1L : w* 4167 17141 T ewrlor G141
b41(j] :otlj][l_[((lf;A A O F1) 2O I 3 i }
i=0 s !

Asw* 1L+

Z o Caw il [i1+1)
Sl W al[,]u

(40)
Since Asw*[j]o;[j] + 1 > 0 for all ¢ € [t
then 1 L

. < =

PO O T = DR S
1 _ 1

w16, ]+ Y0

thus

(sw*[j]6-[5]41)”
< 0. Thus

2
T=0

(Asw*[5]0- [5]1+1)
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we can write:

MF) LM +1

By aeEEr
1

dr41[i] = 0i[j] S FranaEs T
7
_ . sw*[§]87[5]+1) (Asw* 187 [114+1)
;:n]((l’xm*n‘1[71+1V‘“' [J]L[J]‘F])Zr:ll 1313 > Horly

(41)
We proceed by induction to prove that the se-

dt+1] is a monotonically increasing se-
> §g, we need
to show that d¢;41 > &;. In order to show that, it is suf-
ficient to show that the term multiplying d; in eq. (41)

quence [dp, ...,
quence. Thus assuming 6; > d;_1 > ...

is greater than 1. Since d; > d;_1 > ... > dg we have for

all 4 < t that

1-—

1 1
oG LT e Gl

)| ==
) [ZT:(](ASw*[j]éT[j]H)

} > 0 we can write for all ¢ € [t —1]:

(Asw*[f]Ll7] +

Since

1
> (ewrlile [i]+1)

Asw* [§]L[j]+1 — 1 — =z 1
a- 1 )( birb )[Z;Z(Aw*[: e+ Z‘;iousm'mn‘-[nwj N
Asw*de[j] + 1
Asw* 4] L] 1
(- X 51[ ] 1)( B )[Z:( “Ulselly S, 1167 13] +JJ
sw*oilj] +

By multiplying the above ¢ inequalities (since all
terms are positive) we can find that:

1 )[(t)(z\un’[j]L[JHl)}[27 T ZL,D(*:""MH]J
Asw*&[j] + 1

(1-

>

t—1 (Auv’[j]L[JJH){

1
1 wrraresy

i=0

1
Zifou WL LD 9 (ewt[ilsr 71+17}

Which is equivalent to:

Qs w*[j]L1i)+1) () Asw* [j184[]+1)

a-5 *51[ Ee 1)[2:’7:‘mwma‘-m+n S ewr st ]
swo[j

t—1 Aow* [f]1L [ — 1 - L }
H(l _ ‘1 ] )( W L) ZY':]U(/\,W“[J]A,[]H»]) 2770()\5"/*[/]57[.[]4"]
Asw*8;[j] + 1

=0

Since we are assuming that J; > 0¢—1 > ... > dp, we have
that t(A\sw™*[7]0¢[7]+1) > Z )\ w*[j ]5T[j]+1). Thus,

. [ swGEG)+ }
1- _ ) N L R
Asw*de[j] + 1
1 [ ' %15“7*[/]L[J]+1 <t><mu*[71ét[7]+1> ]
[ S E— S s wt e D) YL (Asw* 167 [i]4+1)
Asw*e[f] + 1
Thus we now have,
1 [ . Asw” ] Lla]+1 }
1 D ewr el
S vt >
t—1 o 151 1
1 o ["]L[]Hl)[zi RV DS [.y]aY[aHn}

H(l T[]+ 1)

i=0

Thus we just showed that d;417 > &; and the se-
quence [dp,...,0¢+1] is a monotonically increasing se-
quence.

Since ¢; € [0,1] for all ¢ € [t+1], then Asw*[§]d;[j] <
Asw*[j] and thus 1— <1-

1
PR AT ES I From
which we have

1
Asw*[j]+1°

— 95

1 Z  (Asw*[j]or+1)
N D) T =
(t+1)(Asw* [§]L[5]+1)

t
(Asw*[j]or+1)
=0

Se1 =il —

(1= X

Since w*§;[j] < w*L[j] for all i € [t], then,

(t+1) (Asw* [§] L[5]41)

t
1  (Asw*[iler+1)
Ocr1 < (1= o) &= =

Y (swlilsr+1)

S ———
)ZTZO(Asw [4]6++1) _ (1 _ é)

1
O WS Nowr G

Hence the sequence [dp, ..., 0;41] is monotonically in-
creasing and is bounded from above by (1 — m),
hence §; converges.

The Cauchy’s convergence test states that a series
0t[j] converges if and only if for every €; > 0, there exist
N € N such that |0,[j] —6:[j]| < €1 for all t,p > N. Since
we showed that d,[j] is an increasing sequence, this is
equivalent to saying that for every ez > 0, there exist
N € N such that 1 < H <l4eforallp>t>N.

Thus taking p=¢t+1 from eq. (41) we have that,

Asw*

7
1 § o™
RTINSl =0

T
—_
AELI+1) oM

LG+
w* [§187 [3]41)

WS- +D) YO

Sieali] (-

ol \
12O st

<l+e

T
w* (513 [3]+1)

Hence, for every e3 > 0, there exist N € N such that for
all t > N,

Asw*[G]L[5]+1

1 S Cewt il 1+
(1 )&= v <
Asw*dy[j] + 1
t—1 1
H((l -3 “w(slm - 1))\511;'[1]Z[j]+1)z oRew 18- [G1+1) ZL:“(AJM'M 5 l5]+1) tes
i=0 s
(42)

For simplicity in the derivation we drop €3, we will
then add it at the end of the derivation. Thus, eq. (42)
is equivalent to

1
(1 T Xswr S [f]H1

)Zj Omw Wler i+ H
1

%)Zi;(uw*m@[ i1+1) th:o(*s“’ pier D
Asw*d; [j]+1

t
1 (xsw 167 [51+1)
(1- 7A5w*6tm+1)27 0 <1z
(E: Qe S+ .

-1)
S Gswr e D Y w187 [1+D)

Asw*d; [J]+1)

1
(1 = s, p71) <

(Zt (Asw* [1187 [5]+1)
i - 1 ) o goﬁw (3167 [31+1)
i=0 Xow S, G
1
(= xwmprr) <

Asw* [§]8¢[5]+1

t—1 1 T (A sw* 16, 11141
[Tico(1 =5 w*é,;[j]+1)27:0
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Since we know that d; > 01 > > o,
Asw* [§]84[§]41
t
1 Asw*[j]é7 [5]14+1)
thus (1 — W)Zu < (1 -
Asw* 518, [5]+1

t—1
1 (Asw*[5]67[5]+1) .
P e ) 2o for all i € [t — 1]. Thus,

1
(= smmger) <
Asw*[5]8;[5]+1
(s lilsr a1+

=

[Tizo(1 -

From definition of §;41[j], we can see that the right hand

SR EED)
Asw*0; [j]+1

side is equal to &;[j],

(= sewmsprr) < 0l

Solving for d¢[j], We can hence say that for every e4 > 0,
there exist N € N such that for all t > N,

Seld] +ea>1—

Asw*
Thus as t — oo we have,
1>68[]>1 L (43)
Z 0t[]] = Ao
Taking € = m, prove the theorem.

Proof of Theorem 2 for TorFlow-P: Similarly
for TorFlow-P, we have from eq. (36) that the expected
value of the estimates of the capacities using TorFlow-P
is,

1

E[CE 4 [4]] = el 1

s - ) (44)

In this part of the proof, we consider that weight vectors
[4] > 0 for
all ¢t € N, the multiplicative term in the right hand side
0,1]
for t € N denote the multiplicative term in eq. (44),
— C*[jly ). with

are generated using method 7. Since Agw/! ™’
of eq. (44) is always between 0 and 1. Let d;  [j] €

and hence we can write E[C/}%[4]]
t41ld] €0,1].

TFr
We know that w!F[j] = <&l =
t > nery G
CUSL
S epy RO T
e 5[5 . .
St < —BL ) <wlFl) (45)

Maz e 0y k]

The first
margepm) o[kl <1

inequality follows from the fact that

Thus we can find the following lower bound on
52+1U]1
1

125£+1[j}21—W

(46)

— 96

Assuming that d;,[j] is equal to the lower bound
for all t € N (worst case scenario). We can find the ratio
of 8, 1j] over (],

/ . 1 — %
t410] PP ALIES
- = 1 (47)

%l s

We proceed by induction to prove that the se-
quence [0y, ...,0;,,] is a monotonically increasing se-
quence. Thus assuming §; > §,_; > ... > (), we need
to show that 6t+1 > 4;. In order to show that, it is suf-
ficient to show that the ratio in eq. (47) is greater than
or equal to 1. Since ¢; > d§;_;, we have for all t € N that

_ 8441 0]
! AR
0iyq) is a

and thus > 1.

— L 51— 1
Asw* o7 [f]+1 Asw*dy_ [7]4+17°
We hence showed that the sequence [, ...,
monotonically increasing sequence.

Since §; € [0,1] for all ¢ € N, then A\;w*[j]d;[j] <
Asw*[j] and thus 1 — m <1- m
From which we have that d¢41[j] <1— for all

t € N. Hence the sequence [d]), ...,

0341 is monotonically
increasing and is bounded from above by (1— m),
hence §; converges.

The Cauchy’s convergence test states that a series
d1[j] converges if and only if for every €] > 0, there exist
N € N such that [d,[j] —d;[j]| < €] for all t,p > N. Since
we showed that d;[j] is an increasing sequence, this is

equivalent to saying that for every e, > 0, there exist

N € N such that 1 < % < 1+ e forall p> ¢ > N.

Thus taking p =t + 1 from eq. (47) we have that,

) R E—
5;_'_1[ ] o Asw* 7 [j]+1
T

/
6/[] - 1_ <1+€2

Asw*sy_ [il+1
Hence, for every e > 0, there exist N € N such that for
allt > N,
1
l—-——— <
Asw*dy[g] + 1
1
Asw*d,_4[j]+1

(48)
+ €y = 8, + €.

Solving for d;[j], We can hence say that for every
€y > 0, there exist N € N such that for all t > N,

Oiljl + ey >1—

Asw*
Thus as t — oo we have,
1>8[]>1- ! (49)
=%l = AsW*
Taking € = e [ > prove the theorem. O
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Theorem 4 (Variance of TorFlow-P > Variance of
MLEFlow-CF).
starting with the same initial weights, Var[CMF[j]] =
Var[C{E[4]] and for t > 1,

Var[CHA]) _ t+1
Var[CMETf) — ¢

For \s big enough, for all j € [n], and

(11)
with ¢ =1+ 5 + 2.
Moreover, as t — oo, Var[CMF[4]] — 0.

Proof. Finding an upper bound for the variance
of the estimates when using MLEFlow-CF:

In this proof, we consider that weight vectors are
generated using method MF. First, from eq. (32) we

have,
Loy X+t 1 p w
E(]‘/I‘L[/]) = B( ] )= ] (E(Xl[]]) +1) = C*[ ] (s z[]] +1)
(50)
Analogously, we can find,
1 Xiljl+1, 1 g Aswild]
VM(]\L-[]]) Var(Tm) = oue Var[X;[j] + 1] = 2
(51)

‘We have from theorem 1 the closed form of our es-
timate at time ¢ for any j € [n].
m [51xs wF 5]

t 1
D im0 gy s~ —)

Zzom

Using a first order Taylor expansion approximation [20],
we can find that for any random variable Y, E[f(Y)] ~
f(EY]) and Var[f(Y)] = (f'(E[Y]))* Var[Y]
this approximation to ﬁnd the expected value and vari-

CMF

i1 [j] = C*[jle

. We use

ance of _1[ 7 log(— Lm T "D 1y taking Y = m and
f(Y) = —Ylog(5 C*[ ][ ]Y) Thus using eq. (50) and
eq. (51),
U oe Ml ] dswd ] A
T e v ES U AT
L oe il g) APl 1 Asw )
B e R T R W T
(52)
Given wMF[j] for j € [n], the observations of a relay at

different iterations are independent events. Thus we can
find, with

t ; . ¢ .
102 — Var 1 o []])\su,'l'\'“' [\, oo )\su*[M" [4] 2 As mM" Kl
(b= [Z% il 11 S = St~ U G
_ ST S N R S P i)
"o [Z e D D e RS WS

(53)

From eq. (50) and eq. (51), we also have,

t

1 w[j]
27:1\2 )
oi 7)) = Var —| = — e
(o713]) [; L 2P
t t (54)
pili] = E| Z Z swj]+1)
Using the same approach applied earlier we
can find that for any two random variables Y

and Z we have, E[g(Y,Z)] =~ g(EY),E(Z))

and  Var[g(Y,Z)] =~ g (E[Y],E[Z])*Var[y] +

29,(E[Y], E[Z])g. (E[Y], E[Z])Cou(Y, Z)

+ gL(ELY), EZ])? Var(2).

equality we can upper bound the |Couv(Y,Z)| by
Var[Y] Var[Z]. Hence, we have,

Using Cauchy-Schwarz in-

(ElY], E[Z])\/ Var[Y]Var(Z)
G (E[Y], E[Z])* Var|Z)]

(55)

Varlg(Y, 2)] < g, (E[Y], B[2))’ Var[Y) + 24} (E[Y], E[2))g.

For the special case of ¢g(Y,Z) = %, we have,

Bly]?
E[Z]?

Var[Y]

Var[Y] Var|Z]
( EY]2

EY|E[Z)
_EVP oY] ol2]
E[Z]? E)Y] E[Z]

(56)
) and Z =

Var|Z)
E[Z)? )

Y
— <
VM[Z]*

Taking ¥ = Zf 0 7, [j] 10g(m1[]]é‘5w

t 1
i

we can find that,

t [M w™[j) . . )
Xizo mm oS )| < (il)? oilil _ otlil

Y WD wli)  wili)
= Vij
(57)

Var|

Similarly as before,
¢ mi[j1Asw}" 5] ,
2io i 08 )] 1 ld]
Y i plj]

and taking X =

E| (58)

similar argument
mi [i1As wMF )
Cc*li ] )

Using
Zi 0 W lo (
i mi[j]
can find E[C*[jleX] ~ C*[j}eE[X] and Var[C*[j]eX] ~
(c* [j]eE[X])2 Var[X]. Thus,

and f(X) = C*[jleX, we

L e

py (4]

Var[Cria[j]] < C*[5](e*i )2V (] (59)
115
E[Cy1j]] = C*[jle"iV (60)
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For any j € [n] and ¢ € N, the variance of Ctj\_/{_f[]] is
upper bounded by,
Var[CHA4]] < C*[j]P (e V[, (61)
where
2 (milD)? ot aflil e
Y= e el
2y AswP ] 2 Ao F 5]
(0ilD? = 2 Coel5 w7 ~ VTG
C = AwMEL] 41 swMF )
peli] = ; L 8y el )
O R )
2 i an
(Ut []]) P C*[J] ’ d
t
27 _ WwMF i .
il = 2 o] (A J]+1)

Finding the variance of the estimates when
using TorFlow-P: In this proof we consider that the
weight vectors are generated using method TF, i.e.
TorFlow-P. Using the same Taylor expansion used in the
proof of eq. (61), we have that E[f(Y)] = f(E[Y]) and
Var[f(Y)] = (f'(E[Y])? Var[Y]. We use this approxima-
tion to find the variance of Cf[j] = my[j]Asw ! F'[j] =
/\“'w+ﬁm by taking Y = #[j] and f(Y) = Aﬁw%wm Thus

my 5]

using eq. (50) and eq. (51),

Varbmlihswd (] = Var[ 222y
me[j]
~ Aswi ] 2 Var
( Elm ] : [mt[J]] )
il S ST
MswIT[]+ 127 C[j]?
_ orpgp e T
= C*[j] w1 1)1
For any j € [n] and t € N, the variance of Cgﬂ [4] is
as follows:
VarleTE 1) = ¢t D gy

(Asw ] +1)*

Comparing the two variances: From eq. (61), we
have the upper bound on the variance of the estimates
of MLEFlow-CF,

4y [4]

sV,

Var[CHT 1)) < C*[5]% (e (64)

— 98

Ao w; " [j]
R < b los(s

€ [t] and all j € [n], thus,

A1 = : )\swiMF[j]‘i'l

Since ) < 0 for all

ME[4]

sW;

AswME] +1

log( ) <0 (65)

Since p?[j] = ZZ 0T []]()\ wMF[j] 4+ 1) > 0, then

(66)

Since o} [j] and 0[] are the standard deviation of

two random variables, o} [j] > 0 and o7[j] > 0 for all
J € [n]. From eq. (61),

o (ui)? oili] ol
Vil =535 G — —2r)
(WD pildl - uili]
_ (o1l3])? n (peliD*(023)?  ,peliloililo? 1]
(uz [1])? (uliD* (uz[5])?

(67)

Since for any y > 0, log(y) > 1 — 57 we have

that 0 > log(WF[Jgﬁl) -1 > _%’ hence

(log(AwMip[ng) —-1)2 < ()E;U MEQH)I) for all ¢ € [t] and

J € [n]. Thus from eq. (61),

S OUP & Al
(68)
Hence taking the square root we have,
¢ .
1 AswMF[5] +1)2
69
7l < G\ 2 ()

Using simple mathematical arguments (table of
variation of the difference), we can find that for y > 0,

log(y) > =H<. Thus, log(2prplly) > —L 2 DL,
From eq. (61),

I+

= MM+ 1 AswMF[j]
0> pplj) = L log( )
fed ; C*[j] AswMF[j] +1
/e < (AswME5] +1)2
/ Z by w]&?F[ ]
- (70)
Thus,
e t wMF
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And,

t

3!

=0

1/e (AswME[5] +1)2

)\’LUMF ]

(1 [4))? 2 (72)

From eq. (61), we have,
t
(2% = Var[3 " — ] = ~ A7)

o ™

MEj]+1) (74)

T L TR U B
“”“Hg%wﬂiﬂwmw

Taking the square root of the equation of (¢7[j])?
above, we can find that,

2] = (75)
g = :
Using eq. (68) and eq. (74), we can find,
t QewMj]+1)*
(olj])? _ im0 i (76)
(W) ™ (Cico Asw! 11 +1)2

Using eq. (72), eq. (73) and eq. (74), we can find,

)\ wlUF .
O OTF]J]U)Q(Z::O AswMP ]+ 1)

(nli)?(@?(3)? _ 1
(w7t e (Cico Asw[j] + 1)t
w4 2
1 (i A

(T AwM ]+ 1)

(77)
Using eq. (71), eq. (75), eq. (69) and eq. (74), we
can find that,

wililoililotli] _ o, (~uili)oililotli]

(L2 l)° (L3
t AswF5]41)2 t o Asw)Flj]+1)2 t ] .
o (Cise 2t ) ([ Zise i) (V Siso A )
2
e (g AwMF[j] + 1)3

(78)
Using eq. (76), eq. (77) and eq. (78), we can hence
find an upper bound on Vj],

Asw}[141)

(Sioo AewlF[j] 4+ 1) T Cpinfht
(ZE:() Asw}MFj] + 1)

N

L1 Ry

e (Vizo Asw}T[j] + 1)3
AewMF []41)2

» o 2550 T

L2

€ (Zz o Aswi!

Vi<

Qsw}[514+1)2

/\Lwimv[]»] ) 22:0
P+ 13

Asw ()

(79)

— 99

Factorising the numerator by Ag,

@[ 4+)*

A2 (Cimg 0l + 22) Xico

Vii
v (Srhoeb i 1
(E, 0 wM]FJ[rJ]AT) )2
+§ (Zi AcwMF[j] +1)3
2 (Zz [) WF )( Zz 0 MFWFJF )( ZL 0 7MF[ ])

+E (Z AswMF[j] 4+ 1)3

(80)

From from eq. (80), eq. (66) and eq. (61), we replace

1.
py ld]
V[j] and e*i¥ by their upper bounds to get

(M) (g i [4] +
(Zﬁ A, wMF[j] +1)3

(! [)+52)?
DAL Al

(w442
) Cico g

Var[CHT 4] < C*[51%(

7 <z§ AuMF[JH g
y Qw2 B (5ot SRR (5w )
e @:o T+ =
(81)
cie OuwIT)?
We know that Var[CH_l[ ] =C []]QW%, thus

we now have,

Var[CAE [1]] Qs T ) (g AswMF[j] + 1)
Var[CMY[4]] wwTF L]+ 1A (A0)2( (21 o /L]F[J]Jr 1 )<ZL 0+;[r)

bl

FR
+T(Z, 0 'ir]l [J] )2

(u M+ )2

L)y S STy

(whP
+2(Tiso m[]

i w L)

(82)
Which is equivalent to,

VarlCE ) Q) ()i v L“F[JHA%V
VerlCERB ™ (Pl )+ Mg w L o R

M
45
+T(Z, o Jilp[,] )2
(@ l)+50)?

w5+

oI e BTN p A e ) SR
(83)

Thus for s big enough we have,

VarlC (7] () (g M*W

VarlCHEU) ™ (o) w2 + 2 (S w1 + 25 w [1])?)
(84)

From eq. (34) and eq. (36), for A big enough, we have
E[CMF[j]] ~ C*[j] and E[C"[5] ~ C*[5]. And thus
for As; big enough, we have E[wZMF[j]] ~ w*[j] and
E[wIF[j]] ~ w*[j]. Hence from eq. (84),

Var[C/117]] (w*[ DOt +1)°
Var[CME] ©— (1+ & + 2)(t+ 1)2(w

*[5])¢
o t+1
1+ E+2

(85)
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Var[CH_l[j]}
Var[CHH [1]]
the variance of TorFlow-P is greater than the variance
of MLEFlow-CF. We also know that at ¢ = 0 and start-

ing at the same initial weight vector, both algorithms

Thus for ¢t > 1, we have that > 1, and thus

are equivalent since they both are a one step maximum
likelihood optimization. Thus for \s big enough, for all
t > 1, the variance of the ML estimation is at most equal
to the variance of TorFlow-P.

Proof (Convergence of variance of
MLEFlow-CF) As t — oo, Var[CMF[j]] — 0.

Var[CTF
[0, 1]. Substituting these in equation (63), results in

Var[CTF[j]] < C*[j]?>A3. Substituting this in equa-
tion (11), results in the statement. O

[7]] is bounded since Ag is constant and w; €

Deriving equation (15): Since [My[j], ..., M¢[j]]
are independent random variables, we can write the es-

timate as:

Ol = argmax Hfo = mi[j] | wilj])  (86)
we i=0
From eq. (12), given C[j] = & and w;[j], we let
ho(Xa1], Yilj]) = Milj] = 74 for i € [t]. Thus from
eq. (86), replacing M;[j] by hc(X;[5], Yilj]):
Cf}1lj] = argmax Hfo (he(Xilj), Yild)) = malj]) (87)

reC i—0

We know from the law of total probability that for i €

[t]:

Jolhe 6171 Vi) = milsl) = f ey, Fohe (K3l Yilal) = mals] | Vi) = 9) aormar (V1] = )

(88)
where f,,orma; refers to the probability density function
of the normal distribution with mean 1 and standard
deviation o,.

Replacing eq. (88) in eq. (87), we get:

il7),Yalil) = mali] | Yili] = 9) frormar (Yili] = y)

(89)
Yi[]), given that Y;[j] =
m¢[j], we can find that:

C,f\frl[/]—argmmx H —0 Jyevi)- fo(he (X,

From the definition of he (X;[j],
y and ho(Xe[f], Yi[j]) =

el L ()78 (y
folhe(Xi[g], Yilg]) = mulj] | Vilj] = v) = where x € [0,...,n]
and y = M € [Ymins Ymaz

(90)
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Thus using eq. (90) in eq. (89), we can formulate
the estimate to be:

N lj) = argmax HZ —Aswily (L (Aswild])* frormat (Y2[d] = y)

i=0x=0

1

i@+ \2
= argmax I I g o~ rowili] 7()\5111[]])175 ° N

KEC oA g2
(91)
If we consider the expression of x in terms of y, x =
m'j'q[/j] — 1, we see that it is a continuous and increasing

function of y. Since ¥y € [Ymin, Ymaz], thus we can find
the maximum value of z for ¥ = ¥, and the mini-
mum value for y = ypmin. Thus given my[j], we can find
Tmaz,ilj] = L% — 1] and Zpmin,ilj] = [% 1] for
all 4 € [¢]. Thus in order to find the maximum likelihood

estimate:
Ca bl = argmax [Ty 3 el i) e P\
(92)
Applying the same strategy using the logarithm func-

1

tion,and since — is a positive constant, the maxi-

mum likelihood estimate of C' can be found:

m [J]}(.u)i])z

€] = angmax oL log [Z:’;:!:,;;Efi 51 s et (5

(93)

B Unbiased Python Simulations

In order to show that the Python implementation of
MLEFlow is not biased, we simulated the same 3% net-
work using both our Python simulator and Shadow. The
3% network contains 196 Tor relays (61 guards, 109
middle relays, and 26 exits). The total throughput is
1.3GB/s (guards: 713 MB/s, middles: 252 MB/s, exits:
359 MB/s). We simulated Algorithm 1 in Python using
As = 2000 and T = 22 as well as in Shadow. Addition-
ally, we set noisy = 1 in the Python simulator to capture
the noise observed in our Shadow simulations. The aver-
age estimation error of MLEFlow-() converged to below
10% while that of TorFlow-P stayed around 60% for
both simulators as can be seen in figures 13a and 14a.
Figures 13b and 14b show that the estimation errors
of all relays have similar distribution for both simula-
tors: the median estimation errors for MLEFlow-() are
around 15%, 40% and 5% for the Guard, middle and
exit relays, respectively. For TorFlow-P, these median
errors were around 50%, 100% and 30%, respectively.
The distribution of bandwidth between users through-
out the rounds are also similar in Python and Shadow
as can be seen in figures 13c and 14c.
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Fig. 13. Results are obtained after 22 consensus rounds in the 3% network using Python.
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C Additional Tables and Figures

Table 1. Low-fidelity simulation results done in Python3. Est. method is the method we use to update the weight vector in each itera-
tion. stats are the statistics that we report for each experiment. noisy indicates if noiseless or noisy observations are considered. relays

"
lw"uji*wl X 100. paths bw are

the bandwidths allocated for users when the weight vectors are updated using different methods. The reported results are for the 50"
measurement period.

cap. est. error are the estimation errors for each category of relays. It is computed as follows: error =

Single relay paths Three relays paths ‘

observations relays cap. | paths bw relays cap. est. err. (%) paths bw

Est. method stats noise | est. err. (%) (kb/s) guard middle exit (kb/s)
mean - 0 81.48 0 0 0 22.41

std. - 0 6.57 0 0 0 0.77

Actual max - 0 409.60 0 0 0 102.40
min - 0 22.94 0 0 0 8.48

mean - 2.4 81.48 2.4 2.4 2.3 22.41

std. - 1.4 6.98 1.4 1.4 1.4 0.99

Quantized max - 5 478.23 5 5 5 102.40
min - 0 18.70 0 0 0 8.19

mean noiseless 14.30 81.47 69.22 81.86 80.25 19.76

noisy 21.62 81.47 68.00 83.92 82.17 19.73

std. noiseless 20.85 9.27 63.09 79.60 47.57 174.86

noisy 20.90 17.24 64.99 84.41 50.82 173.62

TorFlow-P max noiseless 381.90 522.68 760.20 809.75 | 342.56 | 31092.96
noisy 288.30 1048.58 | 1150.70 792.92 | 372.22 | 24591.96

min noiseless 0 17.19 0 0 0 3.30

noisy 0 18.72 0 0 0 2.59

mean noiseless 14.13 81.45 68.49 79.70 82.03 19.60

noisy 21.79 81.47 68.47 83.11 81.54 19.63

std. noiseless 21.11 9.37 64.78 78.07 48.38 175.49

noisy 21.61 17.40 64.46 83.05 51.70 171.21

sbws™ max noiseless 385.76 524.30 874.24 | 1045.23 | 360.92 | 37369.87
noisy 450.45 1024.00 | 1116.13 959.45 | 438.55 | 33227.31

min noiseless 0 14.98 0 0 0 2.66

noisy 0 17.39 0 0 0 2.70

mean noiseless 2.01 81.48 17.19 15.88 0.66 22.41

noisy 3.29 81.48 17.23 16.20 2.21 22.41

std. noiseless 2.75 6.84 9.48 7.65 0.72 0.86

noisy 3.31 7.09 10.39 8.07 1.92 1.04

MLEFlow-CF max noiseless 24.78 559.41 4451 36.88 8.38 51.20
noisy 30.41 524.29 55.77 39.78 17.65 65.54

min noiseless 0 20.48 0 0 0 10.75

noisy 0 17.07 0 0 0 11.42

mean noiseless 4.35 81.48 16.41 17.47 2.44 22.41

noisy 3.84 81.48 15.21 17.66 3.32 22.41

std. noiseless 4.75 7.33 8.95 8.58 1.67 1.10

noisy 3.41 7.32 9.61 10.30 2.51 1.23

MLEFlow-Q max noiseless 30.76 524.28 52.47 43.34 15.53 62.84
noisy 26.62 614.40 49.26 57.44 18.77 51.20

min noiseless 0 25.60 0 0 0 11.87

noisy 0 19.20 0 0 0 10.24




Table 2. Sensitivity of estimates to inaccurate As.
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Estimated relays cap. est. err. (%) | paths bw

Est. method As stats | noisy | guard | middle exit (kb/s)

double mean 0 | 16.38 15.77 4.24 17.74

the 1| 19.19 17.49 | 7.32 17.74

actual std. 0 | 12.66 10.45 | 3.86 1.10

rate 1| 13.44 116 | 6.27 1.69

MLEFlow-CF half mean 0 17.29 16.32 4.2 17.74

the 1 19.31 20.04 7.26 17.74

actual std. 0 | 12.45 11.5 3.41 1.03

rate 1| 13.22 12.08 | 6.19 1.71

double mean 0| 17.78 18.48 | 4.29 17.74

the 1 19.88 23.16 6.31 17.74

actual std. 0 | 12.07 12.52 4.06 1.11

rate 1| 13.52 14.04 | 6.10 1.38

MLEFlow-Q half mean 0 | 17.05 22.37 | 4.05 17.74

the 1| 19.93 23 | 6.27 17.74

actual std. 0| 12.52 135 | 3.87 1.07

rate 1 13.63 14.11 5.42 1.40

guard middle exit

"
E

o
g
5
S 001
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Fig. 15. Comparison of relay capacity estimates after 22 rounds of simulation in Shadow. Each subfigure shows the normalized weights
of each corresponding category of relays. Each relay’s estimated weight and true weight are plotted in the figure. i.e. In the MLEFlow-Q
3% network simulation at the exit column, 26 exit relays were plotted. The distribution of estimated weights align with the distribution

of actual weights.
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Fig. 16. Normalized relays capacities estimates using three methods for the single-relay paths and three-relay paths scenarios. The re-

ported results are for the 50" measurement period.
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