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Abstract:
is dramatically increasing, yet there is a lack of tools

The processing of employees’ personal data

that allow employees to manage their privacy. In order
to develop these tools, one needs to understand what
sensitive personal data are and what factors influence
employees’ willingness to disclose. Current privacy re-
search, however, lacks such insights, as it has focused
on other contexts in recent decades. To fill this research
gap, we conducted a cross-sectional survey with 553 em-
ployees from Germany. Our survey provides multiple in-
sights into the relationships between perceived data sen-
sitivity and willingness to disclose in the employment
context. Among other things, we show that the per-
ceived sensitivity of certain types of data differs substan-
tially from existing studies in other contexts. Moreover,
currently used legal and contextual distinctions between
different types of data do not accurately reflect the sub-
tleties of employees’ perceptions. Instead, using 62 dif-
ferent data elements, we identified four groups of per-
sonal data that better reflect the multi-dimensionality of
perceptions. However, previously found common disclo-
sure antecedents in the context of online privacy do not
seem to affect them. We further identified three groups
of employees that differ in their perceived data sensi-
tivity and willingness to disclose, but neither in their
privacy beliefs nor in their demographics. Our findings
thus provide employers, policy makers, and researchers
with a better understanding of employees’ privacy per-
ceptions and serve as a basis for future targeted research
on specific types of personal data and employees.
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1 Introduction

The fundamental right to privacy applies to all situa-
tions and contexts in life, including the employment con-
text. In Europe, the employment context is also subject
to the rules of the General Data Protection Regulation
(GDPR). One of its key elements for the processing of
personal data is the principle of “prohibition with sub-
ject to permission”. This means that employers may only
process personal data of their employees if this is explic-
itly permitted. Yet, employees often have limited ability
to decide on the nature and extent of disclosures of cer-
tain personal data because laws or employers’ interests
outweigh employees’ privacy interests. Indeed, this sit-
uation can be at odds with employees’ perceived right
to privacy [93]. For example, employees in Germany are
generally required to disclose information about a po-
tential membership in Christian churches, health insur-
ance and social security numbers, child allowance, and
contact details. In addition, the country of birth and dis-
abilities may also be processed. Most of these data are
perceived by users as highly sensitive in the online and
marketing context [1, 54, 81]. In contrast, knowledge on
perceived data sensitivity in the employment context is
lacking. Given that privacy is known to be a contextual
concept [33, 63, 87], we attempt to address this gap in
this paper. In particular, we build on the specifics of
the employment context and examine whether and to
what extent the fact that disclosure of personal data is
mandatory affects employees’ perceptions of data sensi-
tivity and their willingness to disclose data. Addressing
this issue contributes to filling existing research gaps [7],
and is also timely and important as more and more data
about employees are collected and processed. This in-
cludes, for example, data collected as part of mobile
working [46], the use of wearables [58], and the use of
analytics and monitoring [2]. As a result, this work lays
the basis for a better understanding of employees’ per-
ceived data sensitivity and their willingness to disclose
data in the employment context. Our results can also be
leveraged for the design of transparency tools, i.e., mak-
ing processing operations transparent to employees, as
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required by the GDPR. By understanding which data
are perceived as sensitive by employees and what differ-
ences exist among employees, our results help to design
tools tailored to employees’ needs [93] and thereby in-
crease the tools’ usability [62].

To this end, we make the following contributions:
‘We conducted a cross-sectional survey with 553 employ-
ees from Germany to gain a better understanding of
perceived data sensitivity and their willingness to dis-
close these data in employment relationships. Our re-
search contributes to the body of knowledge in several
ways: (1) We found that perceived sensitivity in the em-
ployment domain differs significantly from the results of
previous studies in other domains. Context also appears
to be a significantly more decisive factor for perceived
sensitivity than the cultural background. (2) Based on
an assessment of perceived sensitivity and willingness
to disclose 62 different personal data elements, we iden-
tified four groups of personal data with distinct char-
acteristics: Two groups representing data not related to
the employment relationship, and two groups represent-
ing data either disclosed or arising from the employment
relationship. Overall, perceived data sensitivity proved
to be a fairly stable moderate predictor of employees’
willingness to disclose across all data groups. However,
context may have different effects on perceived sensi-
tivity and willingness to disclose, causing employees to
be potentially unwilling to share non-sensitive data but
willing to disclose data perceived as sensitive. (3) We
could only partially confirm frequently used antecedents
in online research for the willingness to disclose data
in the employment context, thus motivating future re-
search in this direction. (4) We further identified three
groups of employees: One group was willing to disclose,
depending on the data’s sensitivity and contextual ap-
propriateness for employment. Another small group was
reluctant to disclose truthful data, even if they were es-
sential to the employment relationship. A third group
was very willing to disclose all but the most sensitive
data. However, the groups did neither differ in their
privacy beliefs nor in their demographic backgrounds,
leaving open the question of influencing factors.

To the best of our knowledge, we are the first to
conduct a comprehensive study on perceived sensitivity
and willingness to disclose in the employment context
in the cultural space of Europe. Our study contributes
to the general body of knowledge in privacy research
by providing new insights into privacy in employment.
We highlight differences between contexts and make an
important contribution to balancing the existing one-
sided focus of research on private contexts.

The rest of this work is structured as follows: first,
we summarize previous work and introduce our research
model and hypotheses in Section 2. We then outline our
methodology in Section 3 and present the results of our
study in Section 4. We then discuss our findings in Sec-
tion 5 and highlight limitations as well as opportunities
for future work in Section 6.

2 Background and research model

In this section, we provide background information on
our research topics of interest and review previous work.
We elaborate existing research gaps and derive our re-
search questions and hypotheses guiding our research.

2.1 Perceived data sensitivity

Numerous studies on online environments, smart device
use, and marketing show that different types of personal
data are perceived differently by users in terms of sen-
sitivity [1, 13, 52, 54, 55, 59-61, 70, 81, 83]. The “sen-
sitivity” property of personal data is commonly defined
as the perceived negative consequences or (potential) loss
associated with data disclosure [13, 61]. Perceived loss is
highly context-dependent, which in turn also makes per-
ceived sensitivity context-dependent [48, 56, 85]. How-
ever, recent studies in the marketing and online con-
text show that perceived sensitivity seems unaffected by
slight context changes. In more detail, different studies
have been conducted with samples from the USA and
Brazil [54], from Germany [81], and from Saudi Ara-
bia [1]. All found that the ranking of various personal
data by perceived sensitivity was largely unaffected by
differences in culture and context. This raises the ques-
tion whether a global consensus for a ranking of personal
data by perceived sensitivity can be reached [54, 81].
Furthermore, findings specifically related to per-
ceived data sensitivity in the employment context are
largely limited to work from the USA prior to 2000
[51, 76, 91, 99]. The more recent quantitative studies
are embedded in a broader “information privacy” frame-
work that focuses on employers’ practices in recruitment
and on effects of information systems and workplace
surveillance [2, 7]. Although the topics covered are com-
plementary to ours, their emphasis is on investigating
(adverse) behavioral effects and developing remediation
strategies. Aside from these quantitative studies, pre-
vious qualitative research revealed that, while employ-
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ees can recognize sensitive data, their actions are based
on individual interpretations rather than formal rules
[35, 86, 93]. In [35], five clusters of cues used by employ-
ees to recognize sensitive data are identified, but the
focus was not on employees’ own personal data. Fur-
thermore, the findings in [93] show that office workers
use privacy spheres and context to decide whether per-
sonal data are sensitive.

We supplement previous research with a quantita-
tive survey on perceived data sensitivity in the employ-
ment context, partially closing the contextual research
gap. We also examine whether perceived sensitivity
differs significantly between the employment context
and the online and marketing contexts examined in
[1, 54, 81]. This leads to the formulation of our first
research question:

RQ1. Does the employment context alter the ranking
of personal data by perceived data sensitivity compared
to other contexts?

2.2 Willingness to disclose personal data

People’s willingness to disclose personal data is an over-
all strong predictor of their actual disclosure behav-
ior [11, 38]. To date, however, investigations of willing-
ness to disclose in employment relationships are strongly
limited to applicant procedures and applicants’ willing-
ness to provide truthful information to future employ-
ers [7]. Nevertheless, employees were overall found to
be willing to disclose personal data to their employers,
despite being aware of potential privacy invasions [3].
They do so by assessing the relevance and suitability
of the requested data [76, 92, 99]. Moreover, willingness
to disclose can increase if employees believe to receive
adequate gratification in return [58], and their prefer-
ences for sharing (sensitive) personal data vary by re-
gion [21, 30]. Furthermore, employees’ willingness to
disclose can also be partially explained by Communi-
cation Privacy Management (CPM) theory [69, 86] and
privacy as contextual integrity [63]. CPM describes the
tension between the desire to reveal and the desire to
withhold information based on ownership, control, and
turbulence. Contextual integrity emphasizes on the ap-
propriate flow of information. Here, different transmis-
sion principles apply, taking into account social norms
for a particular context. We study willingness to dis-
close and its relationship with perceived sensitivity for
different data, as described in the upcoming section.

2.3 Groups of personal data

Legislation and international standards distinguish be-
tween different groups of personal data based on their
sensitivity properties. A commonly used distinction is
that between “personal data” and “sensitive personal
data”. For example, the GDPR defines personal data
as “any information relating to an identified or iden-
tifiable natural person” (Art. 4, GDPR), whereas sen-
sitive personal data are defined as “special categories
of personal data” which include any data concerning
the “racial or ethnic origin, political opinions, religious
or philosophical beliefs, or trade union membership, and
the processing of genetic data, biometric data for the
purpose of uniquely identifying a natural person, data
concerning health or data concerning a natural person’s
sex life or sezual orientation” (Art. 9, GDPR). The reg-
ulation also acknowledges the sensitivity of information
on criminal convictions and offenses (Art. 10, GDPR).
Another commonly used definition is that of personally
identifiable information (PII), which refers to a set of
information that allows for mostly direct identification
of a natural person (e.g., name, social security num-
ber) [32, 57]. Aside from legal distinctions, research has
also made efforts to identify groups of personal data. A
common approach is subdividing personal data accord-
ing to perceived sensitivity using conventional cluster-
ing methods [1, 54, 81]. Such clusters differ in average
perceived sensitivity but are often difficult to interpret
in terms of semantic meaning. In contrast, factoriza-
tion approaches revealed latent groups of personal data
with increased interpretability [31, 38, 60]. In the field
of employment, a study in 1973 [76] identified five fac-
tors of personal data from job interviews and found that
questions about religious and ethnic, as well as financial
backgrounds were perceived as inappropriate.

This paper aims to provide updated insights into
employees’ perceptions of groups of personal data by ex-
amining whether employees’ perceived data sensitivity
matches legal distinctions, and by comparing different
groups of personal data based on legal and non-legal
definitions in terms of employees’ perceived sensitivity
and willingness to disclose. Furthermore, we are the
first to examine and compare the magnitude of the
negative correlation between perceived sensitivity and
willingness to disclose for different groups of data. As
such, our research questions are as follows:

RQ2,. Can latent groups of personal data be identified
in the employment context based on employees’ willing-
ness to disclose and perceived data sensitivity?
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RQ2y,. Do perceived data sensitivity and willingness to
disclose differ between groups of personal data?
RQ2.. Is the magnitude between perceived data sensi-
tivity and willingness to disclose affected by the group
of personal data?

2.4 Antecedents and causal model

Contextual differences in perceived sensitivity and will-
ingness to disclose are subject to numerous influences.
Many of them have been studied in scope of the “An-
tecedents — Privacy Concerns — Outcomes” (APCO)
model to explore individuals’ privacy behaviors [85].
However, the model is context dependent and different
types of personal data or different domains may lead
to different results and conclusions. To date, there is a
lack of studies targeting the employment context [7].
We therefore review the antecedents used in [24, 48, 85]
in relation to perceived sensitivity and willingness to
disclose in the employment context using causal mod-
eling. We formulate the following research question:

RQ3. In the employment context, what antecedents in-
fluence perceived sensitivity and willingness to disclose
personal data, and how do they relate to each other?

Based on this question, we formulate the following
hypotheses H1 — H5 (cf. Fig. 1):

Risk beliefs refer to the uncertainty that the disclo-
sure of personal information could lead to some kind
of material or non-material loss. Thus, risk beliefs neg-
atively influence willingness to disclose [12, 53]. Since
employees withhold data when they fear adverse con-
sequences [3, 86], we hypothesize that (H1) high risk
beliefs decrease employees’ willingness to disclose.

Trust has an opposite effect to risk beliefs [10] and
recent studies indicate that office workers in Germany
trust their employers in the processing of their personal
data [92, 93]. We thus hypothesize that high levels of
trust in employers (H2,) increase employees’ willing-
ness to disclose and (H2p,) decrease their risk beliefs.

Privacy concerns have indirect effects on privacy be-
havior by substantially influencing willingness to dis-
close [6, 11, 24]. This relationship also holds for the
employment context [10]. Given that employees are re-
quired to disclose large amounts of potentially sensi-
tive personal data to their employers, we hypothesize
that (H3,) employee concern about the extensive col-
lection of personal data decreases willingness to disclose
and also (H3}p) decreases overall trust in employers,

Collection H3 Risk beliefs
concern
d +
H5a + T i H1- ¢
Privacy PDS WTD  [H2,-
as a right
H5p, + ¢ ‘ +T H2, +T
Unauthz. H4 Trust

secondary use

Fig. 1. Anticipated causal model of antecedents for perceived
data sensitivity (PDS) and willingness to disclose (WTD) in the
employment context. For each hypothesis (H1 - H5), the arrows
indicate the expected direction of effect (positive (+) or negative
(-)) of the seven latent constructs.

but (H3.) increases employees’ risk beliefs. In addition,
based on findings in online privacy research [24, 48], we
hypothesize that (H3q) high levels of collection con-
cern increase employees’ perceived sensitivity. More-
over, since office workers have expressed concern that
some data could have negative consequences if used for
purposes other than those intended [92], we expect the
same effects for employees’ concerns about the unautho-
rized secondary use of personal information by employ-
ers (H4,, H4y,, H4., H44, cf. Fig. 1).

Privacy as a right has been less studied than the
aforementioned antecedents. Yet, people tend to per-
ceive the right to privacy differently, which has also an
effect on their privacy beliefs [4, 85, 93]. Previous work
revealed that office workers’ beliefs about this right in-
fluence their attitudes toward how data should be used
or how much data should be disclosed [93]. We therefore
hypothesize that strong beliefs in the right to privacy
will lead to both (H5,) increased collection concerns
and (H5y,) increased concerns about the unauthorized
secondary use of personal data.

2.5 Employee groups and clusters

Privacy research has put enormous effort in classifying
people into groups. Most attempts classify people based
on their privacy concerns [4, 9, 15, 17, 42, 43, 73, 80, 83,
94]. Fewer attempts are based on perceived sensitivity,
willingness to disclose, and behavior [38, 41, 45, 68, 98].
Segmentations are found useful to (1) assess willingness
to disclose in marketing settings [42], (2) study the im-
pact of service features on different users [37], (3) serve
developers and service providers in developing products
[15], and (4) help resolve the privacy paradox [43]. Some
studies have included employees [68], but so far there
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are no studies that focus on the employment context [7].
We therefore take a step to close this gap and examine
differences among employees based on willingness to
disclose and perceived sensitivity. We choose these at-
tributes, because we believe they are the most relevant
for employers when attempting to process truthful data.

RQ4,. Can employees be classified into groups accord-
ing to willingness to disclose and perceived sensitivity?
RQ4y,. Do these groups differ in terms of demographic
factors or privacy attitudes?

3 Methodology

To examine our research questions and hypotheses, we
conducted a cross-sectional online survey with 553 em-
ployees in Germany between July 2020 and March 2021.
The data were analyzed quantitatively using appropri-
ate statistical methods. In what follows, we provide de-
tails on ethical considerations, the measurement instru-
ment used, the survey’s procedure, the participants’ re-
cruitment and demographics, and the data analysis.

3.1 Ethics

Our institutions do not have a formal IRB process, yet
we ensured to minimize potential harms from our study
by adhering to the Code of Ethics of the German Soci-
ological Association and the Standards of Good Scien-
tific Practice of the German Research Foundation. Our
study design was also independently approved by two
data protection officers at our institutions. Employees
participating in our study were informed about the data
collected at the beginning of the survey. After consent-
ing to participate, they could leave the survey at any
time and delete their responses. In addition, we col-
lected data anonymously whenever possible. If this was
not possible, the data were stored separately from the
response data and deleted after the survey was com-
pleted. All data were stored on encrypted hard drives.
Participants recruited through online panels were
paid according to minimum wage in Germany (€9.60/h)
adjusted to the median completion time. Participants
recruited via other channels were not paid but invited to
participate in a raffle of shopping vouchers. We pointed
out the conditions of participation at the beginning
of the study. When we contacted organizations to re-
cruit their employees, we provided extensive informa-

tion about the study and surveys for review. We assured
participating organizations that they could not be iden-
tified. One organization required approval through em-
ployee representation. We assured representatives and
employees that we would not share information about
participation with their respective employers. Last but
not least, we explicitly referred to voluntary participa-
tion in our invitation emails and, after consultation with
the organizations, explained whether the study may be
completed during or outside working hours.

3.2 Measurement instrument

We used validated measurement items from the litera-
ture to design our survey and adapted them as needed.
For privacy antecedents, we used items from [53, 84] to
elicit trust, risk beliefs, collection concern, and unautho-
rized secondary use, as well as items from [4] to elicit
privacy as a right. All antecedents were measured with
three to four items using a six-point scale. To measure
perceived sensitivity and willingness to disclose, we used
a set of 62 items representing various personal data. Par-
ticipants rated sensitivity on a six-point scale and will-
ingness to disclose on a four-point scale, respectively.
The set of 62 personal data items is composed of the re-
sults of a series of workshops conducted in 2019 as part
of the preparation of this study. The workshops tar-
geted at eliciting employees’ requirements for privacy-
enhancing tools. In the workshops, participants were
asked to list personal data that are frequently disclosed
at work or that they believe should be protected. Details
on the workshops are available in [71]. For our survey,
we combined the responses from four workshops with a
total of 30 participants from four research institutions
and one private company in Germany. Workshop par-
ticipants included works councils, administrative staff,
IT professionals, and researchers from the fields of er-
gonomics, data protection law, and human-computer in-
teraction. From the responses, we created a consolidated
list of personal data with 50 unique items. Given the ex-
pertise of our workshop participants, we consider the list
to reflect a fair representation of personal data relevant
for the purpose of our study. To address potential bias
through participant recruitment, we have completed the
list with items from studies on privacy in the online and
marketing context [54, 81]. Some items were omitted, if
they have a different meaning in the German-cultural
space or if no equivalent exists. The full questionnaire
is available in Appendix A. The final list of personal
data items is available in Fig. 2 and in Appendix D.
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3.3 Participants and procedure

Our survey requires participants to rate a total of 133
items. As a result, the length of the questionnaire and
the associated workload may influence employees’ will-
ingness to participate, leading to fatigue near the end
of the survey, and increasing the risk of unbalanced re-
sponses [22]. We have therefore created a two-part ques-
tionnaire to make the survey more appealing to employ-
ees, easier to complete, and to avoid quality loss due
to excessive and repetitive question design. The first
part (Part 1) is composed of three sub-parts: (1) de-
mographics related to employment, (2) ratings of per-
ceived sensitivity and willingness to disclose 62 personal
data items, and (3) remaining demographics and survey
feedback for part one. The second part (Part 2) com-
prises questions on the variables of our causal model
and survey feedback for part two. We recruited our par-
ticipants via the two online panels Prolific (N = 351)
and Respondi (N = 111), as well as via mailing lists of
organizations we contacted (convenience sampling), and
through social media of the local Chamber of Commerce
and Industry (N = 133) (Niota1 = 595). The reason for
distributing the survey across multiple channels was to
reach a larger number of participants and to reduce de-
mographic bias from individual channels, as response
rates via Prolific were low for some demographic groups.
First, we invited participants to complete Part 1, and
then reinvited them to Part 2 two days later. To avoid
methodical artifacts, we screened participants to ensure
that they were employed in Germany and spoke Ger-
man. After survey completion, we linked the responses
from both parts by merging the data from the surveys.
For the online panels, we used user IDs provided by the
panels. For all other recruitment channels, we used pass-
codes generated by the participants themselves. Pass-
codes were created in the first survey and had to be
re-entered in the second survey. Neither the user IDs
nor the passcodes allow us to identify the natural per-
sons. Furthermore, we have removed participants from
the data based on timing, the number of missing re-
sponses (> 10%), and participants’ self-assessed quality
of the responses, consisting of ratings for honesty and
seriousness. We additionally checked the data for mul-
tivariate outliers and straightlining response patterns.
In total, we have accepted 553 responses as valid for
Part 1, and 393 responses for Part 2. Response times
averaged 11.7 minutes (median = 9.8) for Part 1 and
12.8 minutes (median = 11.6) for Part 2. The sample
demographics are summarized in Table 1. Overall, our
sample is slightly biased in favor of younger male partic-

Table 1. Participant demographics summary.

Demographic variables N = 553

Age (years) %  Net income (€ / month) %
<24 87 <1k 9.2
25 - 34 32.4 1k < 2k 36.7
35 - 44 27.1 2k < 3k 36.9
45 — 54 14.6 3k < 4k 11.4
55 - 64 16.5 > 4k 5.8
> 65 7

Sex %  Job tenure (years) %
Diverse 2 <4 47.3
Female 39.6 5-9 24.1
Male 59.7 > 10 28.6

Org. size (num. employees) %  Other %
< 10 8.0 German nationality 88.2
10 - 249 34.4 University degree 58.2
250 — 999 25.7 Permanent employment  75.8
> 1k 31.6 Multiple jobs 7.6

ipants as there is a small positive correlation between
sex and age (p = .17, Clgs: [.08, .25]). Nevertheless,
participants’ ages spanned the typical period of employ-
ment (z € [18,67], z = 39.6, sd = 12.3). At the time of
the survey, half the respondents had been employed by
their current employer for at least six years (z € [0, 46],
Z = 8.77, sd = 9.5). Three-quarters had permanent em-
ployment. In addition, our sample includes employees
from 18 different industries and 12 different occupa-
tional groups. The distribution of industries among the
top five industries was balanced, but a bias toward the
service sector was observed among professional groups.
Compared to the overall population of employees in Ger-
many [67], however, our sample is biased toward younger
employees with a university degree who work for large
organizations, have a slightly shorter job tenure, and
higher income. Our participants also primarily worked
in the fields of IT, science, business, law, and education.
Details on the industries and professional groups, and
a separate presentation of the demographics of Part 1
and Part 2, as well as a comparison with the population
of employees in Germany, can be found in Appendix C.

3.4 Analysis

To answer RQ1 and RQ2, we analyzed the data from
Part 1 because it contained responses about perceived
sensitivity and willingness to disclose. To test the hy-
potheses H1 — H5 under RQ3 and to investigate RQ4,
we used the subsample of Part 2, as it contained re-
sponses to the latent constructs (i.e., privacy beliefs).
All analyses were performed using R (see Appendix B).
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3.4.1 Comparison between contexts

To compare results for perceived sensitivity between
contexts [1, 54, 81], we have created an intersection of
items from all studies and ranked the items according to
their mean scores per study. We then compared the pair-
wise Spearman rank correlation coefficients (p) between
all studies to verify whether the ranking of the items re-
main constant. Next, we examined whether the pairwise
correlations between our German sample (employment
context) and the German sample in [81] (online context)
differed by running tests for differences in overlapping
correlations. Significance was determined using the per-
centile bootstrap method of Rousselet et al. [79] at the
95% confidence interval (Clgs, nyee; = 2000).

3.4.2 Latent structure analysis

To identify groups of personal data based on partici-
pants’ assessments of their willingness to disclose, we
conducted an Exploratory Factor Analysis (EFA). We
also ran a Confirmatory Factor Analysis (CFA) on will-
ingness to disclose and perceived sensitivity to validate
the identified structure. We chose common factor analy-
sis over principal component analysis, because research
suggests that willingness to disclose and perceived sensi-
tivity are influenced by latent variables, such as contex-
tual norms [56, 63]. For analysis, we followed guidelines
for EFA and CFA with ordinal data. [26, 97, 102]:
First, we removed personal data items with nonre-
sponse rates >10% [26] and tested for univariate and
multivariate normality (UVN, MVN) to assess the suit-
ability of the data for further analysis. Next, we exam-
ined the possibility of imputing missing data by testing
for missing patterns using Little’s test. We also visu-
ally examined the data if we expected biased results
due to violations of the MVN assumption. To conduct
EFA and CFA on different datasets, we split the data
in half at random (Ngpa = 277, Nopa = 276) and veri-
fied that the demographic properties were similar. Next,
we examined the basic factorability assumption using
the Kaiser—-Meyer—Olkin measure of sampling adequacy,
the Kaiser-Meyer—Olkin criterion, and Bartlett’s test
of sphericity. To account for the ordinal nature of the
data, we used polychoric correlations [19, 29]. We then
removed items with high (|r| > .8) or very low (|r| < .3)
pairwise correlations. The number of factors to retain
was determined on the basis of multiple recommended
criteria [72, 102]: Parallel analysis, Velicer’s Minimum
Average Partial, and post-hoc model fit indexes, i.e., the

Akaike Information Criterion (AIC) and the Bayesian
Information Criterion (BIC).

The estimators for EFA were selected based on rec-
ommendations to recover weak factors in rather small
samples or when MVN is violated [97, 102], including
Minimum Residuals, Unweighted Least Squares, and
Principal Axis Factoring. We then compared the result-
ing solutions to each other, in order to ensure that the
results replicated for the different estimators [97]. We
used oblique rotation to address the expected correla-
tions between emerging factors. After deciding on a fac-
tor solution, we have refined it iteratively using Hair
et al. [26]’s three-step procedure.

The latent factors identified from EFA were
validated with CFAs wusing the robust estimator
WLSMV [36]. First, we fitted a model to the EFA-
subsample to detect severe model misspecification [36].
We then fitted a second model for the CFA-subsample to
verify the latent structures’ validity and reliability for
both willingness to disclose and perceived sensitivity.
Discriminant validity was validated using the Fornell-
Larcker criteria and the heterotrait-monotrait ratio of
correlation (HTMT) (< .85) [28].

3.4.3 Comparison of groups of personal data

To compare groups of personal data, we have created
four groups according to the distinctions made in legal
texts and standards discussed in Section 2.3: (1) The
group ALL includes all 62 personal data items sur-
veyed; (2) The group GDPR represents special cate-
gories of personal data under Arts. 9 & 10 GDPR [18];
(3) The group IDENT represents secure personal iden-
tifiers (e.g., Passport No.) [57]; and (4) the group MAS-
TER refers to employee master data (e.g., contact de-
tails). The detailed item mapping is available in Ap-
pendix D. For each group, we have created sub-scales
for perceived sensitivity (PDS) and willingness to dis-
close (WTD), and run regression analysis to compare
the different groups. PDS 41, and WTD 47,5, served as
the baseline for comparisons. Violations of independence
for the dependent variables were addressed by including
random intercepts for participants and random slopes
for perceived sensitivity in Linear Mixed-effects Models
(LMMs) and its robust variants. We have verified that
the inclusion of random effects increased the model fit
using Likelihood Ratio Tests. Verification of normality
and homoscedasticity assumptions for residuals failed
by visual inspection and using Levene test. All models
were therefore fitted using robust LMMs. Significance
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checks were done using the robust LMM’s t value and
the Satterthwaite approximations [50] of degrees of free-
dom of the corresponding regular LMM (cf. [23, 101]).

3.4.4 Causal model analysis of antecedents

We analyzed the causal model using structural equa-
tion modeling (SEM). Based on expected effect sizes in
the range [.2 < || < .85] [24] and based on common
rules of thumb, we decided that Ng,s = 393 was accept-
able (Nobs > 300, Nops/Nyar > 10, Nobs/Nparams > 5
[26, 96]). We further assessed the validity of the mea-
surement model and structural model as well as the con-
structs’ reliability following guidelines in [26]. Privacy
beliefs were modeled as reflective constructs, whereas
we used composite scores for perceived sensitivity and
willingness to disclose. If fit indices indicated inadequate
fit, we ran an EFA with Principal Axis Factoring and
oblimin rotation to identify items with high crossload-
ings and marked them for deletion. We then modelled
the causal SEM structure a-priori based on our hypoth-
esized model (cf. Fig. 1). We have also included our par-
ticipants’ demographic data as control variables.

3.4.5 Employee groups

We performed Latent Class Analysis (LCA) to identify
groups of employees based on their response patterns of
willingness to disclose. LCA is a type of finite mixture
modelling that determines classes (“clusters”) based on
subpopulations with different sets of attributes. Ob-
servations are assigned probabilities belonging to each
class. Here, classes are assumed to be unobserved cat-
egorical (latent) variables. We determined the optimal
number of classes by first estimating a one-class model
and then iteratively adding classes up to a maximum of
five, as we expected group sizes similar to those in pre-
vious studies in other contexts [4, 38, 42, 80]. We evalu-
ated model fit using various fit indices, with a focus on
BIC due to its superiority in LCA class selection [64].
To avoid local maxima, we ran 500 replications.

We have fixed participants’ class memberships
based on posterior probabilities after deciding on the
number of classes. To improve the posterior probabili-
ties and reduce estimation attenuation [8], we ran latent
class regression analysis with demographic covariates as
dichotomous and attitudes as ordinal (3 bins) variables.
Before extracting the classes, we ensured that the en-
tropy was greater than .8, indicating a low classification

error. We then compared the fit of a constraint to the
fit of an unconstrained multigroup SEM to test for dif-
ferences between the extracted classes. If the Likelihood
Ratio Test was significant, we performed distal outcome
analysis for privacy antecedents using a Multiple Indi-
cators and Multiple Causes (MIMIC) model and logistic
regression for demographic variables.

4 Results

In this section, we present our results according to our
different analysis steps outlined above.

4.1 Descriptive results

The average scores for perceived data sensitivity (PDS)
and willingness to disclose (WTD) are plotted in Fig. 2.
Detailed scores are available in Appendix D.
Consistent with previous work, passwords were per-
ceived as the most sensitive and hair color as the least
sensitive data types. It is striking that eight of the
ten items with the lowest PDS can be clearly assigned
to employee master data. The ratio of personal data
types with PDS < 5 and data types with PDS > 5
is 21:41. This means that two-thirds of the data types
were rated as rather sensitive information. Half of the
data types have PDS > 6. The proportion of data types
with WTD < 5 and WTD > 5 is 32:30, and is therefore
balanced. The willingness to disclose personal data was
the lowest for online dating activities, closely followed
by passwords and DNA. On the other hand, participants
were most willing to disclose their profession, education,
and language skills to employers. The ten items with the
highest WTD are all directly related to employment.
Furthermore, visually comparing the scores from
this study with scores from previous studies conducted
in the online [1, 81] and marketing [54] contexts re-
veals differences in the rating of perceived sensitiv-
ity (cf Fig. 2). With a few exceptions, the scores for
less sensitive data are lower in this study than in other
studies, whereas scores for sensitive data are almost
always higher in this study. A detailed comparison of
perceived sensitivity between the different studies is
further summarized in Fig. 3. The scatter plots show a
clear linear relationship between the ranked PDS scores
across all studies except for our study. This implies that
personal data items were ranked similarly in previous
studies despite the different contexts. This is also con-
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MarketBRA MarketUSA

10 .- EmpIDEU

Mean values

OnlineDEU OnlineSAU -

Fig. 2. Mean values for perceived data sensitivity (PDS) (dots) and willingness to disclose (WTD) (square) of 62 personal data items,
sorted by PDS (this study, EmpIDEU). Adjusted PDS scores from studies in other contexts and cultural backgrounds are included for
comparison (MarketBRA [54], OnlineDEU [81], OnlineSAU [1], MarketUSA [54]). Missing assignments indicate that the item was not
surveyed in the corresponding study. “M" marks employee master data, “|” marks secure identifiers, and “G" marks data under GDPR.

firmed by the high correlation coefficients. Here, the
scores determined in [81] for the German sample have
the highest correlation coefficients of all studies con-
ducted. In contrast, the ranking of PDS scores in our
study correlates only moderately to weakly with the
ranking in previous studies. The pairwise comparisons
further confirm that the differences between the corre-
lation coefficients of our study and those of Schomakers
et al. [81] are significant in all cases (cf. Fig. 3).

Summary: Referring to RQ1, our analysis revealed
that perceived data sensitivity varied more between the
employment context and other contexts than between
online and marketing or cultural contexts.

1 2 & 4 5
USA [54] p: p: p: o
Marketing (0 876*** 0.849*** 0.918*** (0.483**
20’ BRA[54] p: p: oo
If % Marketing (0 825** (.892***  (.324.
e o A® s # N
a?" et Online 0.928*** 0.572**
AT e Deupn P
FU AR C Online 0 524*
v., BT SN SR ept N DEU ) |,
@’ " w. Se® & 0 S “".o. Employment
dysa Pas — Psu = 43 Clos: [.13, .80]
6BRA p4,2 - p5’2 = .b7 C|95Z [.24, .94]
Ssaur Pas — Pss = -35 Clgs: [.12, .65]

s p<.l* p<.05** p<.01*** p< .001

Fig. 3. Pairwise rank correlations (Spearman) of perceived data
sensitivity investigated in different studies, including pairwise
comparisons between the two studies with samples from Germany.

4.2 Latent groups of personal data

Our tests indicated violation of the normality assump-
tion. Based on insignificant results of Little’s test
(x%(2196) = 1784.212, n. s.) and visual inspection of the
data, we concluded that data were missing completely
at random. We have therefore imputed missing data us-
ing the non-parametric method missForest suitable for
ordinal data [89]. Furthermore, the basic factorability
assumption was confirmed by all items having accept-
able values for the Kaiser—Meyer—Olkin measure of sam-
pling adequacy (> .85) and by the Kaiser—-Meyer—Olkin
criterion (> .91) indicating “meritorious” factorability
of the correlation matrix. The Bartlett’s test of spheric-
ity was also significant (x?(1830) = 8394.02, p < .001),
implying that the correlation matrix was appropriate
for factor analysis. Factor retention criteria suggested
retaining between three and six factors, which is consis-
tent with the range of dimensions proposed in previous
work [31, 38, 54, 60, 61, 76, 81]. Due to the high num-
ber of items, the skewed data, and the sample size, we
focused particularly on avoiding bias towards overfac-
toring [95]. After comparing different solutions, a four
factor solution using Principal Axis Factoring and Pro-
max rotation achieved the best partitioning in terms of
acceptable loading height (> .45), low number of cross-
loadings (relative magnitude of variance [26]), accept-
able commonality (> .5), and interpretability of the fac-
tors. Iterative refinement resulted in a set of 18 items.
The final CFAs had good to acceptable model fits, and
indicators for construct reliability were in acceptable
range. Discriminant validity has also been confirmed.
The results of the analysis are reported in Table 2.
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Table 2. Latent groups of personal data and results of CFA.

\ WTD \ PDS
Model fit

Scaled fit indices
x2(df), ™™ p < .001 (129): 207.9™** (98): 188.9""
CFl .98 .99
GFlI .99 .99
RMSEA .05 .06
Recommended values [26]: CFl > .94, GFI > .95, RMSEA < .7

Identified latent constructs and their items

SENS A A

Genetic data .87 a .83 | .59 « .81
Personal problems 71 w .84 | .68 w .82
GPS location .70 AVE .58 AVE .58
Medication .73 .83
Creditworthiness 74 a7

Medical history .82 .90

NOTSENS A A

Hair color .82 a .74 | .90 a .70
Body size .83 w 77 | .74 w .73
Body weight .73 AVE .63 AVE .68
Pl A A

Home address .80 a .81 | .87 « .90
Social security No. .80 w .82 | .91 w .01
Health insurance No. 82 AVE .63 | .89 AVE .78
Account number 77 .86

WORK A A

Employment .87 a .79 | .86 « 91
Profession .85 w .81 | .85 w .92
Professional appointments | .72 AVE .61 | .86 AVE .76
Shift plans 77 .89

Business trip .67 .90

Recommended values [26]: A > .7, a>.7, w>.7, AVE> 5

Summary: With respect to RQ2,, using factor anal-
ysis, we identified four latent groups of personal data.
The data groups emerged directly from our participants’
response patterns and represent distinct dimensions of
employees’ perceived sensitivity and willingness to dis-
close personal data in the employment relationship.

4.3 Comparison groups of personal data

We compared the relationship between willingness to
disclose and perceived sensitivity for eight groups of
personal: the four predefined groups and the four la-
tent groups. To better distinguish the latent groups of
personal data in further analysis, we have assigned them
names to reflect the groups’ characteristics of sensitiv-
ity and context. A summary of all the data groups ex-
amined is provided in Table 3. In the regression anal-

ysis performed, we included random effects, as this
significantly increased the fit of the LMMs (Fitpps:
x2(1) = 462.28, p < .001; Fitwrp: x2(2) = 457.5, p
< .001). The results of regression analysis are reported
in Table 4 and Fig. 4, respectively.

We found that all groups of personal data were per-
ceived as having significantly different levels of sensi-
tivity. Employees’ willingness to disclose also differed
significantly between the eight groups. For one thing,
the assessed scores deviated significantly from the base-
line (ALL). Second, Tukey post-hoc analysis further re-
vealed that perceived sensitivity and willingness to dis-
close differed also significantly among all data groups
(p < .001), except for MASTER and PII, between which
no significant difference was found. Furthermore, data
groups clearly related to employment (PII, MASTER,
WORK) had significantly lower perceived sensitivity
and higher willingness to disclose, whereas this effect
was reversed for all other data groups. This finding con-
firms the context-dependence of willingness to disclose.
A notable exception is the group NOTSENS, which be-
haved like employment-related data groups. Contrary
to intuition, perceived data sensitivity (PDS) was even
much lower compared to PDSp;; and PDS yyas57ER, de-
spite being unrelated to the employment context (cf.
Table 4). This highlights that NOTSENS represents
personal data of very low sensitivity. In contrast, how-
ever, willingness to disclose (WTD) was also signifi-
cantly lower compared to WTD p;; and WTD ppas7ER-
This indicates that significantly lower perceived sensi-
tivity does not imply significantly higher willingness to
disclose. Regarding the sensitive data groups, we note
that the latent group SENS reflects data considerably

Table 3. Groups of personal data examined.

Data group | Set of personal data items contained

Predefined groups (cf. Appendix D)
ALL All 62 items
GDPR Special categories under Arts. 9 & 10 GDPR [18]
IDENT Secure personal identifiers (e.g., Passport No.) [57]
MASTER Employee master data (e.g., contact details)

Latent groups (cf.Table 2 or Appendix D)

SENS Sensitive data types from the private sphere not re-
lated to employment and potentially harmful
NOTSENS Least sensitive data types from the private sphere

and not related to employment
Pl Personal and secure identifiers, usually disclosed to
employers in Germany

WORK Data types arising directly from employment
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Fig. 4. Robust LMM's fixed effects for different groups of data.

more sensitive than the group GDPR. Indeed, the ef-
fects of perceived sensitivity and willingness to disclose
were almost twice as strong as those of GDPR.
Examining the magnitude between perceived sen-
sitivity and willingness to disclose, we found that per-
ceived sensitivity had a notable significant negative
effect on willingness to disclose for all data groups. How-
ever, visual inspection of the regression lines (cf. Fig.
4) reveals that this magnitude is significantly steeper
for the NOTSENS group. Tukey post-hoc analysis con-
firmed this observation (p < .001). The analysis also
revealed that the magnitudes for the groups GDPR and
SENS are steeper than for PIT (-.09, Clgs:[-.15, -.03]).

Summary: Referencing RQ2y,_c, our results suggest
that employees perceive different groups of personal
data as having different levels of sensitivity, and that
their willingness to disclose also differs significantly by

Table 4. Results of robust LMMs for perceived data sensitivity
(PDS) and willingness to disclose (WTD) with random effects by
participants. Data groups are compared with ALL as a baseline.

PDS WTD
Predictors Est. Clgs Est. Clgs
(Intercept) 3.78"™" 3.69, 3.88| 2.43"" 243, 2.46
GDPR 84™ 72, 96| -59"" .63, -54
MASTER -85™ _97, -73| 72* 67, .76
IDENT 43" 31, 55| -.20"" -.24, -.16
SENS 1.58™" 1.46, 1.70| -.94™" -098, -.89
PIl -68™" .80, -.56| .75 .71, .80
WORK -1.68"* -1.80, -1.55| 1.16™" 1.11, 1.20
NOTSENS -1.18"* -1.30,-1.06| 52" .48, .56
PDS¢ -28™"  _32, -24
NOTSENS x PDS¢ -10™* -.15, -.06
Rm? / Rc2 .458 / .586 749 / .843
Note. N = 553 *¥**: p < .001
Rm?: marginal; RCZ: conditional Ccentered

group. Data more related to the employment context
had significantly lower perceived sensitivity as well as
higher willingness to disclose. Moreover, the magnitude
between perceived sensitivity and willingness to disclose
appears to be largely constant, except for personal data
with low perceived sensitivity.

4.4 Antecedents and causal model

An initial CFA of the measurement model indicated
overall adequate fit and an EFA revealed clearly emerg-
ing factors. However, we removed an item for risk beliefs
that cross-loaded onto trust, as well as an item for col-
lection concern with p > .9 on multiple items of risk
beliefs. While this relaxed the variance shared between
the constructs, their correlation remained strong. Nev-
ertheless, the adjusted measurement model had good
fit (x2(172) = 292, p < .001, CFI = .99, GFI = .99,
RMSEA = .043), and indicators for construct reliabil-
ity and validity were in acceptable range (cf. Table 5).
In addition, all subsequent structural equation model-
ing (SEM) analyses also showed adequate model fit. The
detailed analysis results for the different groups of per-
sonal data are reported in Table 6.

First, SEM analysis has confirmed significant mod-
erate negative effects of perceived sensitivity on will-
ingness to disclose for all groups of personal data. In
contrast, our hypotheses regarding the effects of an-
tecedents on willingness to disclose were confirmed only
for some groups but not for others. For the anticipated
positive effect of trust on willingness to disclose, we
found a small (|| < .3) significant effect for the group
ALL and a small significant effect for the group GDPR.
We also found a small significant negative effect of col-
lection concern on willingness to disclose for the group
SENS. Regarding effects on perceived sensitivity, we
found small significant positive effects of collection con-
cern on PDS for the four data groups ALL, GDPR,
IDENT and MASTER. There were also small signifi-
cant effects of unauthorized secondary use on PDS for
the data groups ALL, GDPR, and IDENT.

Regarding the relationships between antecedents,
we found support for most anticipated effects. First, pri-
vacy as a right had significant moderate (.3 < |8] < .5)
positive effects on both collection concerns and unau-
thorized secondary use. This means that employees with
strong convictions about a right to privacy had signifi-
cantly more privacy concerns. Furthermore, trust in em-
ployers had a significant small negative effect on risk
beliefs, while collection concern had a strong (|5| > .5)
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Table 5. Construct reliability measures, validity measure, and correlations.

Construct x sd o W? 1. 2. 3. 4. 5 ‘ A? (final selection only)  Sources
1. Collection concern COLL | 257 124 .82 .83 .68 .62v 474 01v .19 | 835 .774 .857 [27, 53]
2. Risk beliefs RSKB | 2.04 101 .75 .79 79 .63 .5 .04 o7+ | .745 852 779 [27, 53]
3. Trust TRST | 5.07 91 .88 .89 -.69' -7 .75 o' .04" | 916 .756 .890 .886 [27, 53]
4. Unauthz. sec. use  UNAU | 539 80 .74 .77 .08' .0 .04 .63 .22 | 810 .795 .772 [27, 53]
5. Privacy as a right PRGT | 4.08 1.18 .75 .76 43 26 -2' 46" .56 | .809 .663 .768 [4]
Note. N = 393, !: inter-construct correlation (p), bold: AVE, p?,  Discriminant validity (Fornell-Larcker) requires p? < AVE,

2: Recommended values [26]: A > .7, a«>.7, w>.7, AVE> 5

positive effect on risk beliefs. Moreover, collection con- fect was confirmed. Contrary to our expectation, unau-

cern also had a strong negative effect on trust. In other thorized secondary use even had a significant small pos-
words, employees who were concerned about their em- itive effect on trust, rather than a negative effect.
ployer’s collection of personal data had significantly less With respect to demographic differences, we found
trust and also anticipated greater privacy risks. Con- very few and only small significant effects. For per-

cerning unauthorized secondary use, no anticipated ef- ceived sensitivity and willingness to disclose, we found

Table 6. Results SEM analysis for eight different groups of personal data.

Regressions antecedents (ANT) on willingness to disclose (WTD) and perceived data sensitivity (PDS): ANT — {WTD, PDS}

ALL GDPR IDENT MASTER
Model fit x2:293.22 CFl :.99  x2:293.37 CFI 2,99 x2:296.50 CFI 2,99 x2:296.56 CFI :.99
df : 251  GFI 2,09 df:251  GFI 299 df:251  GFI :.99 df:251  GFI :.99
p :.03 RMSEA : .02 p :.03 RMSEA : .02 p :.03 RMSEA : .02 p :.03 RMSEA : .02
Hypothesized effect Est. Clgs B Est. Clgs 8 Est. Clgs B Est. Clos 8
PDS — — WTD -.49 [-58,-.40] -43"  -62 [.71,-53] -52""  -49 [-58,-39] -41""  -45 [-.56,-.35] -.40™"
H1 RSKB — — WTD .10 [-.06, .26] .14 14 [-.03, .30] .18 09 [-07, .25] .12 03 [-12, .19] .05
H2, TRST + — WTD .16 [.01, .31] .18" 26 [.10, .43] 28" 13 [-.02, 27] .15 .05 [-.08, .19] .06
H3, COLL — — WTD -.24 [-.50, .03] -.21 -13 [-42, .17] -.10 -24 [-51, .02] -.22 -23 [-.47, .01] -.21
H3; COLL 4+ — PDS .25 [.14, .35] 257" 22 [.12, 33 22" 20 [.10, .31] 21" 23 [.12, .34] .24
H4, UNAU — — WTD -.10 [-.24, .04] -.09 -.08 [-.22, .06] -.07 -14 [-.29, .00] -.13 -.06 [-.19, .07] -.06
H4s UNAU 4+ — PDS 22 [.11, .33] .23"" 24 [.14, 34] 24™ A7 [.07, 28] .19™" .08 [-.02, .19] .09
NOTSENS: PIIt SENS- WORK":
Model fit x2:291.52 CFl :.99  x2:294.81 CFI :.99  x2:286.13 CFI 1,99 x2:287.74 CFI :.99
df : 251  GFl 2,99 df:251  GFI 299 df:251  GFI :.99 df:251  GFI :.99
p :.04 RMSEA : .02 p :.03 RMSEA : .02 p :.06 RMSEA : .02 p :.06 RMSEA : .02
Hypothesized effect Est. Clgs B Est. Clos 8 Est. Clgs B Est. Clos 8
PDS — — WTD -.56 [-.65,-.47] -.49""  -43 [-55,-32] -40™  -58 [-.65,-51] -50""  -44 [-.53,-.35] -.40™"
H1 RSKB — — WTD .04 [-13, .21] .06 .04 [-.13, .20] .06 09 [-.09, .26] .13 -.05 [-22, .12] -.08
H2, TRST + - WTD .05 [-.11, .22] .07 03 [.11, .17] .03 -.09 [-.24, .06] -.11 .00 [-.16, .16] .00
H3, COLL — — WTD -.01 [-.31, .29] -.01 -.03 [-.30, .23] -.03 -31 [-.61,-.02] -.29 09 [-.17, .34] .09
H34 COLL 4+ — PDS -.01 [-.11, .09] -.01 -.04 [-.14, .07] -.04 -.05 [-.15, .06] -.05 -.02 [-.13, .08] -.02
H4, UNAU — - WTD -.06 [-.19, .08] -.05 .08 [-.05, .20] .08 10 [-.04, .24] .09 -01 [-.15, .12] -.01
H4g UNAU 4+ — PDS  -.01 [-.12, .10] -.01 -.02 [-.12, .09] -.02 -.06 [-.16, .03] -.07 -.03 [-.14, .08] -.03

Regressions between

antecedents (ANT) valid for all groups of personal data depicted above: ANT — ANT

Hypothesized effect Est. Clgs B Hypothesized effect Est. Clgs B
H2, TRST — — RSKB -.35 [-.49,-22] -.28""

H3. COLL 4+ — RSKB .99 [.74,1.23] .61"" H3, COLL — — TRST  -.93 [-1.1,-76] -72""
H4. UNAU 4+ — RSKB -.17 [-.35, .00] -.11 H4, UNAU — — TRST 22 [.07, 37] .18™
Hs, PRGT + — COLL .43 [.31, .56] .40"*" Hs, PRGT + — UNAU 54 [.37, .71] .48™"

Note. N = 393,

B: standardized path coefficient (measure of effect size [16]),

L: Latent groups

*:p < .05 **F: p < .01 *¥**: p < .001
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significant effects for sex, nationality, company size, ed-
ucation, and job tenure. In addition, age and industry
had small effects on unauthorized secondary use. Also,
perceived trust differed significantly by industry. How-
ever, because the effects are small and vary greatly by
data group and antecedent, no clear conclusions can be
drawn. The details are therefore reported in Appendix
E and Appendix F, respectively.

Summary: Our analysis has partially confirmed hy-
potheses H2,.,, H3,.4, H44, and H5,_,. In contrast,
there was no support for hypotheses H1 and H4,_c.
Moreover, the antecedents’ effects on perceived sensi-
tivity and willingness to disclose were largely inconsis-
tent across the groups of data and were especially in-
significant for latent groups of data. Furthermore, de-
mographics had mostly negligible, if any, effects. As a
result, effects of privacy antecedents in the employment
context also appear to differ from other contexts.

4.5 LCA and clusters of employees

The fit indices of the five repeated LCAs indicated that
a three-class solution was the best model. Because en-
tropy was greater than .8, we have fixed the class mem-
bership of participants and assigned them to clusters.
85% of participants were assigned to one of these groups
with a probability of > 90%. When comparing the re-
stricted SEM to the unrestricted SEM, the fit decreased
significantly (A(x?) = 946.03, p < .001), indicating that
the clusters were significantly different. An overview of
the clusters is provided in Fig. 5. This reveals a clear
low-medium-high cluster structure:

Cluster 1 (N = 174) is the mid-cluster. Here, will-
ingness to disclose follows the anticipated order among
the latent data groups based on context and sensitivity.
Tukey post-hoc analysis revealed significant differences
between all latent groups for both willingness to disclose
(WTD) and perceived sensitivity (PDS) (p < .001).

Cluster 2 is the smallest (N = 74). It represents the
low-cluster with an overall low willingness to disclose
across all latent groups of data. Tukey post-hoc analysis
revealed that neither WTD p;; and WTD yorseng nor
PDSnyorsens and PDSywork differed significantly (p
= .72, p =.99). In conclusion, employees in this cluster
only distinguished between three levels of perceived data
sensitivity and willingness to disclose.

Cluster 3 (N = 145) represents the high-cluster.
Tukey post-hoc analysis revealed that willingness to dis-
close and perceived sensitivity did not differ for NOT-

4
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Cluster: @1 @2 @3
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Not significantly different (p >.01): 1

Fig. 5. Willingness to disclose (WTD) and perceived sensitivity
(PDS) composite scores for various groups of personal data by
clusters of employees identified using LCA on latent groups of
personal data (N; = 174, N2 = 74, N3 = 145).

SENS and PII. However, while WTDyo7rsEns Was
lower than WTD work (p < .001), perceived sensitiv-
ity did not differ (p = 0.16). This effect was reversed
for PII: willingness to disclose did not differ whereas
PDSpj; was higher than PDSyworkx (p < .001). Em-
ployees thus only distinguished between two levels of
willingness to disclose and perceived sensitivity.

Furthermore, all clusters differed significantly in
perceived sensitivity and willingness to disclose PII and
WORK. However, cluster 1 and cluster 2 did not signif-
icantly differ for the data groups SENS and NOTSENS
(cf. Fig. 5). There were also no significant differences be-
tween clusters for the non-latent data groups. Similarly,
all analysis for demographics returned insignificant re-
sults. This means that the participants’ demographic
characteristics did not differ by cluster.

Summary: Our results show that employees can be
clustered according to different willingness to disclose
and perceived sensitivity. However, the clusters have no
differences in terms of demographic properties or pri-
vacy beliefs. Second, neither privacy beliefs nor demo-
graphic background can predict cluster membership. As
a result, the differences appear to be explained solely by
employees’ perceptions of the four latent data groups.

5 Discussion and implications

Under RQ1, we analyzed whether perceived data sen-
sitivity in the employment context differs from other
contexts. We find that previous studies’ assumption of
a global consensus appears to be supported for the on-
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line and marketing contexts [1, 54, 81], but becomes
obsolete when results are compared to the employment
context. We emphasize that our results are very differ-
ent from other contexts, even when compared to another
sample from Germany of similar size (Ng1) = 592). This
supports our assertion that privacy in the employment
context deserves dedicated consideration, and that fur-
ther research is needed to investigate such differences.

Referring to RQ2,¢, we investigated whether
groups of personal data can be identified based on em-
ployees’ perceived sensitivity and willingness to disclose,
and how these variables differ among these groups. We
successfully identified a meaningful set of four latent
groups that captures the subtleties of perceived sen-
sitivity and willingness to disclose specific to the em-
ployment context. The latent groups’ characteristics dif-
fer significantly from one another, as well as from data
groups defined by law and international standards. Per-
ceived sensitivity also seems to be a fairly stable mod-
erate predictor of willingness to disclose across different
data groups. Nevertheless, we find that these variables
are not equally influenced by context.

As part of RQ3, we examined several antecedents
frequently studied in the privacy literature, along with
their effects on perceived sensitivity and willingness to
disclose. Our findings show that employees with strong
beliefs of a right to privacy are fairly concerned about
collection and unauthorized secondary use. Our find-
ings also support previous assumptions [93] that em-
ployees in Germany generally trust their employers to
process their personal data. At least for the industries
studied, our findings show that overall risk perceptions
are low and overall trust is high. Both factors, however,
appeared to have little or no effect on willingness to
disclose. Instead, depending on the type of data, an-
tecedents differed between trust and concerns, whereas
perceived sensitivity seems to be primarily influenced by
concerns. Perceived sensitivity also varied according to
participant sex, nationality, and company size. With a
few exceptions, neither privacy beliefs nor demographics
had notable effects on latent groups of personal data.

As part of RQ4, 1, we clustered employees into
groups according to their willingness to disclose and
examined the clusters for differences in demographics
and privacy attitudes. We identified three clusters that
capture various attitudes toward perceived sensitivity
and willingness to disclose. Unlike similar approaches in
online privacy research [38], however, clusters are not
associated with any of the surveyed demographics or
privacy beliefs. In parallel, the clusters do not differ for
non-latent groups of personal data.

5.1 Theoretical implications

Our results support findings from previous studies that
examined contextual differences for willingness to dis-
close [21, 30, 56]. However, our results strongly suggest
that the context affected perceived sensitivity and will-
ingness to disclose differently, or its effect was obscured
by other (maybe unknown) factors. For one thing, this
is supported by the observed low willingness to disclose
personal data perceived as particularly insensitive. In
addition, employees in cluster 3 ranked the sensitiv-
ity of some data from the private context (e.g., NOT-
SENS) similarly to data directly related to the em-
ployment relationship. This resulted in a dichotomy of
sensitive and non-sensitive data, which, however, can-
not be explained by context alone. Indeed, our find-
ings suggest that context appears to be more important
for willingness to disclose (WTD) than for perceived
sensitivity (PDS). For example, WTDpj; is higher
than or equal to both WTD worrx and WTD yoTsENS
in all clusters, whereas PDSpj; is also higher than
both PDSwork and PDSyorsens. If context was the
strongest driving factor, PDS p;; should have been lower
than PDSyo7rsens. One possible explanation is that
perceptions of personal data are influenced not only by
general privacy attitudes [48], but also by specific atti-
tudes and norms with varying effects on perceived sen-
sitivity and willingness to disclose in different contexts.

Moreover, our findings suggest that the magnitude
between perceived sensitivity and willingness to disclose
is largely stable across different groups of personal data.
Instead of treating perceived sensitivity as an indirect
driver of willingness to disclose [48], its direct effects
are also apparent and should be considered. Based on
the explanations provided above, this relationship seems
particularly well suited to identifying pitfalls where con-
text does not have an equal impact on perceived sensi-
tivity and willingness to disclose. This also implies that
examining perceived sensitivity or willingness to disclose
in isolation could lead to incorrect conclusions about the
specific construct not considered in a study.

Furthermore, our results show that a dichotomous
distinction between sensitive and non-sensitive data for
studying privacy preferences, as is common in privacy
research [53, 61], is also viable in the employment con-
text. However, our cluster analysis showed that per-
ceived sensitivity and willingness to disclose may differ
substantially for some data but not at all for others.
Strictly dichotomous views cannot capture such sub-
tleties. Therefore, considering the multidimensionality
of personal data is clearly preferable [38, 60, 76].
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Moreover, our results of the analysis of commonly
used antecedents in privacy research [24, 48, 85] con-
firm that their effects may indeed vary depending on
the situation [100] and the sensitivity of the data [61].
In addition, the results of this study also indicate dif-
ferences by personal data groups, which are likely at-
tributable to the composition of the specific types of
data (items) they encompass. The fact that hardly any
significant effects were found for the latent data groups
suggests that frequently observed effects of antecedents
[24, 48] disappear for smaller and more homogeneous
data groups. For example, the groups PII (latent) and
MASTER (non-latent) had similar scores for perceived
sensitivity and willingness to disclose, and the magni-
tude and direction of effects between perceived sensi-
tivity and willingness to disclose were identical for the
groups SENS (latent) and GDPR (non-latent) as well
as for WORK (latent) and MASTER (non-latent). This
emphasizes these groups’ strong similarities. Privacy
concerns, however, almost exclusively had significant ef-
fects on the non-latent data groups, i.e., those that were
considerably more heterogeneous than the latent data
groups we identified in the factor analysis. This suggests
that privacy concerns are less related to perceived sen-
sitivity and willingness to disclose, and more related to
the actual personal data than previously thought. This
stresses the importance to make the type of personal
data explicit in privacy research [61]. For example, pre-
vious studies using the IUIPC and CFIP privacy scales
in the employment context have indeed found signifi-
cant effects of trust and risk beliefs on behavioral in-
tentions [10]. However, they did not explicitly indicate
any personal data. Therefore, their results could be at-
tributed to the imprecise questions of the scales and are
thus subject to interpretation by the employees. In our
own study, we also assessed trust in a non-specific way.
At the same time, we found significant effects of trust
on WTD 41, and WTDgppr. This outcome could be
attributed to the fact that the groups ALL and GDPR
reflect specific types of personal data that are salient
to employees when being asked general questions about
privacy. This means that employees may have intuitively
thought about data items contained in these groups
when responding. Precise questions about trust in han-
dling specific data might have yielded different results.

Contrary to our expectations, unauthorized sec-
ondary use had a weak positive effect on trust, which
could be explained by the fact that employees in Ger-
many do indeed make strong demands for their privacy,
but at the same time trust their employers to comply
with them. This would be supported by the fact that we

found extremely high levels of trust combined with low
levels of risk beliefs and collection concerns. This would
also be consistent with qualitative studies finding that
employees suspected violations and infringements with
other employers, but not with their own employers [92].

5.2 Practical implications

The study findings also have practical implications for
the employment context and its stakeholders.

First, legal and international standards’ definitions
of what constitutes sensitive personal data may serve as
broad guidelines for employers to distinguish between
different levels of sensitivity. However, the definitions
may not necessarily reflect the data that employees con-
sider to be the most sensitive. Recent studies revealed
similar results for the private context [82]. A distinc-
tion based on “private” data thus may better reflect the
perceptions of both employees [93] and consumers [55].

Furthermore, our cluster analysis shows that a no-
ticeable group of employees is unwilling to disclose
truthful data, even if they are highly relevant to the em-
ployment context. Employers should be aware that data
which are critical to the employment relationship may
be perceived as sensitive. However, this view does not
seem to be shared equally by all employees. For example,
two thirds of our sample perceived PII as significantly
more sensitive and were less likely to share compared to
WORK, whereas one third made no difference between
the two data groups. Besides, although we did not find
significant effects of trust on willingness to disclose, it is
an essential factor in the relationship between employer
and employee [2]. Thus, employers should not take our
results as a reason to abandon trust-building measures.

Moreover, our results provide insights for the devel-
opment of tools that facilitate the exercise of the right
to privacy in employment. In the EU, employees are
primarily granted far-reaching transparency rights and
employers are required to provide information on data
processing. Assuming that data with high perceived sen-
sitivity or low willingness to disclose are associated with
higher information needs by employees, different levels
of detail could be provided for different types of per-
sonal data. This might help address the challenge that
employees desire comprehensive information on the one
hand, but find exercising their rights complex on the
other [93]. The identified clusters of employees also sug-
gest that a “one-size-fits-all” solution may not be a sat-
isfactory solution in this regard. Instead, transparency
enhancing tools should allow for personalization.
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6 Limitations and future work

Like any study in the field of privacy research, our
study has some limitations. First, although our results
constitute an important step towards complementing
the results of prior studies that had U.S.-biased sam-
ples [6, 48], the demographic characteristics of our sam-
ple limit the generalizability of our results. In particu-
lar, results are clearly limited by macro-environmental
factors such as the cultural background and the exist-
ing strong governmental regulation framework in Ger-
many [48]. Results thus may vary for employees from
different regions and cultures [30], and depend on the
organization types where our participants worked [90].
Our sample’s skew discussed in Section 3.3 represents
another limitation in the cultural context of Germany.

Furthermore, our study took place during the
COVID-19 pandemic. Possible bias in our results due
to a larger number of employees working from home
during this time cannot be ruled out. However, effects,
if any, are likely to be small, as very few data types in
our survey would be affected (e.g., IP address). More-
over, because participation was voluntary, sampling is
likely affected by a self-selection bias and limited to the
population of employees registered with the panels and
employed at the organizations we contacted for recruit-
ment. Previous studies also noted a privacy fatigue in
their recruitment of employees [93], which may also af-
fected our study. Nevertheless, our findings suggest that
our sample incorporates employees with sufficiently dif-
ferent privacy beliefs and perceptions.

In addition, we acknowledge the justified criticism
of the used APCO macro model [14]. However, given
that disclosure of some categories of personal data is
indispensable in the employment context, the focus on
finding inconsistencies (i.e., a paradox) may also require
a different interpretation. Our findings may therefore
reveal employees’ desire for privacy rather than actual
behavior. Unlike research on online privacy behavior,
it is likely impossible to measure actual disclosure be-
havior in a cross-sectional study in an employment con-
text [47]. Since employees were found to have limited
and erroneous knowledge about what personal data they
disclose or are processed by employers [93], research can-
not rely on self-reported information on this aspect. If
researchers have the resources available, study designs
with individual large organizations and unambiguous in-
sights into personal data disclosure (e.g., through man-
agement reports) would provide a valuable contribution

in this respect, since much of the research on actual
disclosure behavior in employment is outdated [91, 99].
Based on our findings, we recommend that fu-
ture studies, particularly those in non-English speak-
ing countries, should exercise caution in applying the
same measurements and assumptions to employment
that have been used in previous research [27, 53]. Also
because recent work revealed validation problems for
such scales, even when used in the original (online) con-
text and with native English speakers [25]. Further lim-
itations of our study are the limited set of examined in-
dividual factors and antecedents, missing control vari-
ables for employees position, and the set of personal
data types focusing on employees from research insti-
tutions. Responses to privacy beliefs are also biased by
having been asked non-specifically. Participants might
have responded differently if questions about privacy
beliefs had been asked for specific types of data. The
latent data groups identified in this study could form
the basis for future research to examine any differences.
While our results constitute a step toward closing pre-
vailing research gaps in the employment context [7], fu-
ture work may take our study’ limitations into consid-
eration and also further examine the effects of perceived
control, expected benefits, or personality traits.

7 Conclusion

We conducted a cross-sectional survey with 553 employ-
ees from Germany to gain insight into perceived sensi-
tivity and willingness to disclose in the employment con-
text, and contribute toward closing prevailing research
gaps in privacy research. Our results contribute to the
body of knowledge by providing advanced insights into
the relationship between perceived sensitivity and will-
ingness to disclose, and its dependence on context and
employees’ perceptions of personal data. Our findings
revealed clear differences between the employment con-
text and other contexts, as well as different effects of
antecedents used in online privacy research. We further
found that groups of employees can be formed with dif-
ferent levels of perceived sensitivity and willingness to
disclose. We consider this study to be an important step
in the development of tools that focus on the needs of
employees and support them in exercising their right
to privacy. Nevertheless, further work is required to ad-
dress remaining research gaps and improve understand-
ing of the specifics of the employment relationship.
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A Items and questions

All questions and items had an option “don’t answer”.

Demographics:

Are you or have you been employed within the last few
months, but not exclusively in self-employment? [Yes;
No]

Are you employed by more than one employer? [Yes; No]

In which country are you primarily employed? [List]

In what industry/sector does your employer operate?
[list OECD industries [65]]

How many employees work for the company or or-
ganization? [< 10; < 50; < 250; < 1000; > 1000]

What professional group do you consider yourself to
belong to? [List OECD professions [65]]

How long have you been employed by your current
employer? [Number input]

Do you have permanent employment? [Yes; No]
What is your highest level of education? [List]

What was your income (net earnings), i.e. wage or
salary after deduction of taxes and social security con-
tributions, in the last month? [< 500; < 1000; < 1500;
< 2000; < 2500; < 3000; < 3500; < 4000; > 4000]

What is your age? [number]
What is your biological sex? [Diverse; Male; Female]
What is your citizenship (country)? [List]

Are you currently primarily in education or training?
[Yes; No]

Perceived data sensitivity six-point scale “NOT-
SENSitive at all” and “Very sensitive”:

Assume your current employer has / would have
access to the following information and data about you
/ from you. How sensitive would you rate each of these
pieces of information? [62 items in Fig. 2]
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Willingness to disclose four-point scale “No, under
no circumstances” and “Yes, actually always”:

Suppose you were free to decide what data you
would provide to your current employer. Would you
give them access to the following information and data?
[62 items in Fig. 2]

Collection concern six-point scale “Strongly dis-
agree” and “Strongly agree”:

(1) It usually bothers me when my employer asks
me for my personal data.

(2) When my employer asks me for personal data, I
sometimes think twice before providing it.

(3) It bothers me to give personal data to my em-
ployer.

(4) I'm concerned that my employer collects too
much personal data about me.

Privacy as a right six-point scale “Strongly disagree”
and “Strongly agree”:

(1) Employee privacy laws should be strengthened
to protect personal privacy against employers.

(2) Employees need legal protection against employ-
ers’ misuse of personal data.

(3) If T were to write a constitution today, I would
probably add employee privacy as a fundamental right.

Risk beliefs six-point scale “Strongly disagree” and
“Strongly agree”:

(1) In general, it would be risky to give my personal
data to my employer.

(2) There would be high potential for loss associated
with giving my personal data to my employer.

(3) There would be too much uncertainty associated
with giving my personal data to my employer.

(4) Providing my employer with my personal data
would involve many unexpected problems.

Trust six-point scale “Strongly disagree” and “Strongly
agree”:

(1) I trust that my employer would keep my best
interests in mind when dealing with my personal data.

(2) My employer is in general predictable and con-
sistent regarding the usage of my personal data.

(3) My employer is always honest with me when it
comes to using my personal data that I would provide.

(4) My employer handles the personal data they
collect about their employees in a proper and confiden-
tial way.

Unauthorized secondary use six-point scale
“Strongly disagree” and “Strongly agree”:

(1) My employer should not use my personal data
for any purpose unless I have authorized it.

(2) When I disclose my personal data to my em-
ployer for some reason, my employer should never use
the data for any other reason.

(3) My employer should never share my personal
data with other companies unless it has been authorized

by the individuals who provided the information.

Survey feedback:
How did you like this survey? [1 - 5]

How did you process this survey?

Did you work conscientiously on the questions? [No,
not at all’; Rather not; Mostly yes; Yes, very]

Did you answer truthfully? [No, not at all; Rather
not; Mostly yes; Yes, very]

Is there anything else you would like to tell us or
provide feedback on the survey? [free text]

B Analysis environment

Statistical analysis was conducted in R. A detailed list
of all packages used for analysis is provided in Table 7.

Table 7. R packages used for analysis.

Analysis Package Version Src
All R 4.0.3 [74]
Bootstrapping Cl bootcorci 0.0.0.9000 [78]
Exploratory Factor Analysis psych 213 [75]
Exploratory Factor Analysis EFAtools 0.3.1 [88]
Exploratory Factor Analysis polycor 0.8.0 [20]
Confirmatory Factor Analysis, lavaan 0.6.9 [77]
Structural Equation Models

Confirmatory Factor Analysis, semTools 0.5.5 [34]
Structural Equation Models

Univariate and Multivariate Nor- ~ MVN 5.8 [40]
mality

Imputation missForest 1.4 [89]
Linear Mixed Models Ime4 1.1.27.1 [5]
Linear Mixed Models ImerTest 313 [44]
Robust Linear Mixed Models robustimm  2.4.4 [39]
Latent Class Analysis poLCA 1.4.1 [49]
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C Participant demographics

Demographics are reported in Table 8 and Table 9.

Table 8. Participant demographics |.

Description Part 1 Part 2 Germany Description Part 1 Part 2 Germany
Participants N: 553  N: 393 Net income (€ / month) % % %
Sex % % % < 1k 9.2 12.2 13.0
Diverse 02 00 n a 1k < 2k 36.7 31.6 42.0
Female 306 417 465 k<K 36.9 36.4 29.0
Male 507 583 535 3k < 4k 11.4 12.7 10.0

> 4k 5.8 7.1 6.0

Age (years) % % % Nationality % % %
552_434 321 295) 2;; Germany?! 88.2 86.0 87.5
35— 44 271 290 21.9 United States 2.0 2.0 n. a.
45 — 54 146 14.0 236 United Kingdom 15 1.5 n. a
55 — 64 165 1538 299  Greece L1 L1 m-a

> 65 7 8 12 Portugal 0.6 0.6 n. a

— Australia 0.5 0.5 n. a
Job tenure (years) % % % Bulgaria 0.5 0.5 n. a
<a 473 466 27.6 Egypt 05 05 n. a
5-9 241 24.4 19.1 India 0.5 0.5 n. a

> 10 28.6 29.0 44.3 Ireland 0.5 0.5 n. a
Org. size (num. employees) % % % Ukraine 05 0.5 n.a
<10 8.0 71 18.0 Argentina 0.3 0.3 n. a
10 - 249 344 328 38.0 Brazil 03 03 n. a
250 — 999 25.7 26.7 Colombia 0.3 0.3 n.a

> 1K 316 331 44.0 Estonia 0.3 0.3 n. a

— France 0.3 0.3 n. a
Education % % % Hungary 0.3 0.3 n. a
University degree 58.2 58.3 16.9 Indonesia 0.3 0.3 n. a
Doctorate degree 5.4 4.6 n. a. Italy 03 0.3 n.a
Master's degree 20.1 23.9 n. a. Japan 0.3 0.3 n.a
Diploma’s degree 13.9 11.7 n. a. Lebanon 0.3 0.3 n. a
Bachelor’s degree 18.8 18.1 n. a. Malaysia 0.3 0.3 n.a
Technical school degree 5.2 3.8 n. a. Mexico 03 0.3 n.a
Apprenticeship / vocational training 14.6 16.8 n. a. Pakistan 0.3 0.3 n.a
Advanced technical college or university 13.0 13.2 n. a. Poland 03 0.3 n.a
entrance qualification Romania 03 0.3 n.a
Intermediate diploma 6.1 5.6 n. a Russian Federation 0.3 0.3 n.a
Secondary school leaving certificate 5.4 4.6 n. a Serbia 0.3 0.3 n.a
No general school degree 1.1 1.0 n. a Spain 0.3 0.3 n.a
No specification / other 1.8 1.3 n. a Switzerland 0.3 0.3 n.a
Turkey 0.3 0.3 n. a

Other % % % Turkmenistan 0.3 0.3 n. a
Permanent employment 75.8 75.6 n. a. Vietnam 0.3 0.3 n a
Multiple jobs 7.6 7.6 5.4 Zimbabwe 0.3 0.3 n a

Note. Part 1: full sample, Part 2: subsample (Part 1 D Part 2), Germany: population of employees in Germany [67]
Percentages include missing responses (omitted for brevity). Maximum non-response rate is < 2%.
LGermans may have a second citizenship.
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Table 9. Participant demographics Il.

Description Part 1 Part 2 Germany

Participants N: 553 N: 393

Industry (OECD, [65]) % % %
Information and communication 14.6 15.3 3.7
Professional, scientific and technical activities 12.5 14.2 5.8
Education 11.2 11.7 6.8
Human health and social work activities 9.2 10.4 13.2
Financial & insurance activities 9.0 6.9 2.9
Public administration and defense; Compulsory social security 7.8 8.4 6.9
Manufacturing 11.0 9.5 19.0
Wholesale & retail trade 6.0 6.1 13.6
Transportation and storage 3.4 3.3 5.1
Administrative and support service activities 33 4.1 5.1
Elecricity, gas, steam, air con. and water supply; sewerage, waste management and remediation activities 1.8 1.3 1.4
Accommodation and food service activities 1.8 15 3.7
Arts, entertainment and recreation 1.8 1.8 1.4
Construction 14 1.3 6.7
Real estate activities 1.3 1.0 0.5
Other service activities 1.1 0.5 2.8
Agriculture, hunting, forestry and fishing 0.7 1.0 1.2

Professional group (Federal Labour Office, [66]) % % %
Science, geography & information technology 21.0 19.3 4.2
Business org., accounting, law & administration 21.0 17.8 20.4
Health, social services, teaching & education 16.5 18.1 18.8
Commercial services, trade, hotel & tourism 10.5 12.2 11.4
Linguistics, literature, humanities, social sciences, economics, media, arts, culture & design 8.1 9.4 2.7
Mining, production & manufacturing 6.0 6.1 21.0
Transport, logistics 3.1 3.1 6.4
Construction, architecture, geodetic surveying and construction engineering 2.7 3.1 6.1
Protection, security and surveillance 1.8 2.0 1.1
Military 0.5 0.3 n. a.
Agriculture, forestry and animal husbandry 0.8 0.8 0.7
Cleaning 0.5 0.5 2.5

Note. Part 1: full sample, Part 2: subsample (Part 1 O Part 2), Germany: population of employees in Germany [67]
Percentages include missing responses (omitted for brevity). Maximum non-response rate is < 2%.
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D Personal data elements and groups of personal data

A summary of the five different studies and contexts
compared in Section 4.1 is provided in Table 10. The
table also includes the descriptive statistics about the
scores for perceived data sensitivity (PDS) and willing-
ness to disclose (WTD) from this study as well as the
scores extracted from related work. Furthermore, the

Table 10. Comparison different studies and personal data items.

average scores for all personal data items and for all
studies compared in Section 4.1 and depicted in Fig. 2
are reported in Table 11. In addition, Table 11 also in-
cludes a mapping between the different personal data
items and the eight different groups of personal data
investigated in Section 4.3.

Description This study Markos et al. [54] Markos et al. [64] Schomakers et al. [81]  Almotairi and Bataineh [1]
Stud Year 2021 2017 2017 2018 2020
u
d Y Context Employees Marketing Marketing Online users Online users
an
| Country Germany (DEU)  USA Brazil (BRA) Germany (DEU) Saudi Arabia (SAU)
sample
P N 553 406 401 592 508
All personal data items by study
Num. items 62 42 42 40 35
Perceived data sensitivity
min 25 4.5 3.0 2.8 2.4
max 9.6 9.4 9.1 9.3 9.7
average 6.0 7.0 5.6 6.4 6.1
median 6.0 6.9 5.7 6.7 6.3
Willingness to disclose
min 1.5 1.7 1.7 n. a. n.a
Items
max 9.1 6 6.3 n. a. n.a
and
average 5.4 3.8 4.2 n. a. n. a
scores .
median 5.4 3.8 4.4 n. a. n. a
Intersection of the studied personal data items between all studies
Num. items 28 28 28 28 28
Perceived data sensitivity
min 3.0 2.9 4.5 3.0 3.8
max 9.7 9.6 9.4 9.1 9.3
average 6.2 6.5 6.9 5.6 6.6
median 6.4 6.7 6.9 5.6 7.0
Willingness to disclose
min 1.5 1.7 1.7 n. a. n.a
max 9.1 5.9 6.3 n. a. n.a
average 4.7 3.7 4.1 n. a. n. a
median 4.0 3.5 4.4 n. a. n. a
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Table 11. Personal data elements’ average scores in different studies and assignment to different groups of personal data.

Personal data ‘ Scaled average scores (1 < z < 10) ‘ Groups of personal data
Employment Marketing Marketing Online Online
DEU [this] USA [54] BRA [54] DEU [81] SAU [1] Predefined groups ‘ Latent groups
‘ PDS WTD PDS WTD PDS WTD PDS PDS ‘ IDENT MASTER GDPR ‘ SENS NOTSENS PII WORK
Hair color 25 81 3.2 v
Profession 29 091 46 59 40 6.0 4.3 3.1 v v
Language skills 3.0 89 v
Business trip 32 88 v
Employment 32 86 v v
Shift plans 32 86 v
Education 33 89 v
Professional appoint. 34 86 v
Priv. postal code 35 79 49 56 44 52 4.6 4.3 '
Place of birth 35 8.0 5.8 4.8 39 58 4.5 v
Working hours 35 838 v
Body size 36 7.2 45 59 32 6.1 3.8 3.4 v
No. of children 39 74 46 5.7 3.7 59 4.3 35 v
Driving license 40 75 84 22 71 28 v
Name of pet 40 538 2.8 2.4
Professional contacts 43 73
Family status 44 74 v
Work contract 45 83 v
Picture 46 7.1 6.4 4.0 55 43 7.0 6.9
Home address 47 7.8 6.9 44 6.0 45 7.5 6.4 v v v
Application documents 48 8.2 v
Social security No. 49 76 9.4 17 7727 7.9 7.7 v v v
Health insurance No. 50 75 84 21 6.5 29 7.9 7.1 v v v v
Priv. license plate 52 54 6.6 3.0 6.1 3.1 5.7 5.0 v
Income level 53 6.2 6.7 4.6 57 3.8 6.9 7.3
Union membership 54 55 v
Account No. 55 7.5 9.2 17 78 22 9.3 8.8 v v v
Priv. phone No. 56 6.3 6.8 4.1 5.0 5.0 7.5 51 v v
Performance data 56 6.9 v
Mother’s maiden name 58 43 72 35 49 44 5.0 4.1
Body weight 6.0 4.7 56 5.1 38 5.6 5.0 37 v v
Priv. email address 6.0 5.8 6.4 5.1 48 57 6.0 5.1 v v
Vacation resort 6.0 45
Sideline activities 6.3 5.5 v
Fitness 6.6 3.8 45 31 v
Religious affiliation 6.7 3.6 50 5.6 32 6.3 4.0 3.0 v v
Pregnancy 6.7 5.3 v
Formal warning 6.8 4.2
Passport No. 7.0 40 84 21 6.5 27 8.2 8.7 v
Social network profile 7.1 28 6.1 4.0 48 438 6.0 5.4
Digital signature 72 41 82 26 74 26 8.0 8.6 v
Voiceprint 73 34 73 27 6.0 3.5 7.0 7.2 v v
Shopping behavior 75 26 5.5 4.9
Political opinion 7.7 3.0 47 53 3.0 5.7 5.3 59 v
Sexual Orientation 7.7 3.0 53 53 34 6.0 6.0 v
IP add. 7.7 3.0 76 3.0 6.8 3.0 8.0 7.8 v
Criminal record 7.7 40 v
Intention changing job 78 36
Alcohol consumption 79 26 5.0
Law enforcment rec. 82 35 76 29 43 47 7.0 8.2 v
Creditworthiness 85 28 79 29 72 24 7.7 8.6 v
Medical history 85 3.2 84 3.0 52 47 7.5 6.7 v v
Browsing history 86 23 7.0 6.4
Medication 8.6 29 6.5 5.8 v v
GPS location 8.7 24 6.8 3.4 59 3.4 7.5 7.1 v v
Fingerprint 8.7 27 85 23 71 26 8.0 9.2 v v
Credit card No. 87 26 9.2 19 83 21 8.7 v
Priv. appointments 8.7 27
Online dating activities 89 15 6.5 6.2 v
Personal problems 9.0 24 v
Genetic data 9.2 17 8.4 22 6.0 33 8.0 v v v
Passwords 96 1.7 93 17 9.1 17 9.3 9.7 v
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E Demographic differences privacy

Results of our analysis for differences in our partici-
pants’ demographics between the five different privacy
antecedents investigated as part of our causal model are
presented in Table 12 and in Table 13, respectively. To
test for differences in age (younger vs. older), nationality
(German vs. not German), sex (male vs. not male), job
tenure (< 6 years vs. > 6 years), number of employers
(one vs. more than one), permanent employment (yes
vs. n0), education (university degree vs. no university

Table 12. Results SEM analysis demographics.

antecedents

degree), and company size (working in SME vs. not
working in SME), demographics were included as bi-
nary exogenous variables in a structural equation model
(SEM) that included all five privacy antecedents. The
SEM was run with polychoric correlations and the
robust estimator WLSMYV. Differences with respect
to participants’ industry and professional group were
tested using Kruskal-Wallis test.

Demographics Collection concern Privacy as a right Risk beliefs Trust Unauthz. secondary use
Regressions  Est. Clgs 8 Est. Clgs B Est. Clgs 8 Est. Clgs B Est. Clgs 8

Age (is older) — -.12[-.35,.11] -.07 -.18 [-.40, .04] -.11 -.03 [-.25, .18] -.02 .12 [-.13, .36] .06 38 .12, .63] .22""
Is German — .00 [-.31, .30] .00 -.27 [-.54, .00] -.12 -.08 [-.36, .20] -.04 .00 [-.33, .32] .00 -.08 [-.41, .25] -.03
Is male — .13 [-.08, .35] .08 .21 [ .00, .43] .13 .17 [-.04, .38] .11 -.02 [-.26, .21] -.01  -.10 [-.33, .13] -.06
Job tenure (longer) —  -.08 [-.31, .15] -.05 .03 [-.19, .24] .02 .00 [-.21, .21] .00 .09 [-.16, .33] .05 -.01 [-.26, .23] -.01
Multiple employers —  -.26 [-.61, .08] -.08 44 .09, .78] .14" -.35[-.71, .01] -.12 .22 [-.18, .62] .06 -.04 [-.41, .34] -.01
Permanent empl. —  -.07 [-.31, .17] -.04 -.03 [-.26, .20] -.02 -.06 [-.29, .17] -.03 .05 [-.21, .30] .02 -.07 [-.32, .19] -.03
University deg. — .08 [-.12, .28] .05 -.11 [-.30, .09] -.07 -.09 [-.27, .10] -.06  -.01 [-.24, .21] -.01 -.18 [-.41, .05] -.10
Works for SME — -.06 [-.26, .13] -.04 -.05 [-.25, .14] -.03 -.08 [-.27, .11] -.05 A1 [-.11, .33] .06 -.12 [-.34, .10] -.07
Note. N = 393, §: standardized path coefficient (measure of effect size [16]) *p < .05 *¥*: p < .01 ¥***: p < .001
Table 13. Results Kruskal-Wallis test demographics.
Demographics Collection concern Privacy as a right Risk beliefs Trust Unauthz. secondary use
Industry H 23.126 H 16.96 H 24,913 H 31.33 H 32.674

daf 17 daf 17 df 17 daf 17 daf 17

p 0.145 p 0.457 p 0.097 P 0.0182 p 0.0124

n?  0.017 n?  0.038 n?  0.021 n?  0.038 n?  0.043
Professional group H 9.347 H 10.895 H 8.067 H 2.933 H 15.526

df 11 df 11 df 11 df 11 df 11

p 0.59 p 0.452 p 0.707 p 0.992 p 0.16

n?  -0.004 n%  -0.004 n?  -0.008 n?  -0.004 n?  0.012

Note. N = 393
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F Covariates SEM analysis

Results of our analysis for differences in our partici-
pants’ demographics between the willingness to disclose
personal data (WTD) and the perceived data sensi-
tivity (PDS) for different groups of personal data are
presented in Table 14. To test for differences in age
(younger vs. older), nationality (German vs. not Ger-
man), sex (male vs. not male), job tenure (< 6 years vs.
> 6 years), number of employers (one vs. more than

Table 14. Results SEM analysis demographic variables.

one), permanent employment (yes vs. no), education
(university degree vs. no university degree), and com-
pany size (working in SME vs. not working in SME),
demographics were included as binary exogenous vari-
ables in the structural equation model (SEM) used for
analysis in Section 4.4. The results presented in Table
14 thus complement the results presented in Table 6
above.

Regressions demographics on WTD and PDS for different groups of personal data: DEMO — {WTD, PDS}

ALL GDPR IDENT MASTER

Regressions Est. Clgs B Est. Clgs B Est. Clgs B Est. Clgs B
Is male — PDS  -32 [-58,-.06] -.14" -32 [-57,-.06] -.14" -22 [-47, .03] -.10  -28 [-.52,-.04] -.13
Is German — PDS .03 [-.32, .39] .01 40 [.06, .74] 13" -13 [-46, .21] -.04 -10 [-.42, .22] -.03
Works for SME — PDS  -.17 [-41, .06] -.08  -25 [-48,-01] -.11" -04 [-27, .19] -.02  -09 [-.31, .14] -.04
University deg. — PDS  -.06 [-.29, .17] -.03 25 [.01, .48] .11 -.18 [-.41, .05] -.08  -.14 [-.37, .08] -.07
Age (is older) — PDS -.12 [-.40, .16] -.05 -07 [-35, 21] -.03  -20 [-.47, .08] -.09 -.14 [-.40, .12] -.07
Permanent empl. — PDS .11 [-.17, .38] .04 .09 [-.19, .38] .03 12 [-.15, .39] .05 12 [-.15, .38] .05
Job tenure (longer) — PDS -.09 [-.35, .17] -.04  -.18 [-.45 .08] -.08  -.08 [-.35, .18] -.04  -.02 [-.26, .23] -.01
Multiple employers — PDS .02 [-.39, .42] .00  -18 [-59, .23] -.04  -13 [-58, .32] -.03 .04 [-.40, .49] .01
Is male — WTD -.12 [-.37, .14] -.05 -09 [-.34, .16] -.03  -13 [-37, .12] -05  -.12 [-.36, .13] -.05
Is German — WTD .48 [.09, .88] .14" .36 [-.08, .79] .10 .35 [-.02, .72] .10 57 [.20, .94 .a7™
Works for SME — WTD .11 [-.11, .33] .04 .14 [-.07, .36] .05 12 [-.11, .35] .05 .08 [-.14, .30] .03
University deg. — WTD .11 [-12, .35] .05 -12 [-.34, .11] -.04 13 [-.10, .36] .05 .16 [-.08, .39] .06
Age (is older) — WTD .08 [-.18, .34] .03  -.04 [-.27, .19] -.02 .08 [-.19, .35] .03 04 [-22, .30] .02
Permanent empl. — WTD .25 [-.03, .53] .09 .28 [-.03, .60] .09 25 [-.05, .54] .09 07 [.21, .34] .02
Job tenure (longer) — WTD -.05 [-.32, .21] -.02 .08 [-.16, .32] .03 .03 [-.24, .30] .01 -10 [-.36, .15] -.04
Multiple employers — WTD .00 [-.44, .43] .00 20 [-23, .64] .04  -.04 [-52, .43] -.01 -22 [-.68, .23] -.05

NOTSENSt PIIt SENSt WORK"L

Regressions Est. Clos B Est. Clos B Est. Clos B Est. Clos B
Is male — PDS .00 [-.22, .22] .00 15 [-.07, .38] .07 03 [-22, 271 .01 10 [-.13, .33] .05
Is German — PDS .08 [-.22, .39] .03  -23 [-.55, .09] -.08 .08 [-.19, .36] .03  -.14 [-.47, .20] -.05
Works for SME — PDS .09 [-.13, .30] .04 18 [-.04, .39] .09  -.01 [-22, .21] .00 .04 [-.18, .26] .02
University deg. — PDS  -.04 [-.26, .18] -.02 -.01 [-23, .21] -.01 -03 [-25, .19] -.01 00 [-22, 23] .00
Age (is older) — PDS -.07 [-.32, .18] -.03 04 [-20, .29] .02  -.11 [-.37, .14] -.06 13 [-.13, .38] .06
Permanent empl. — PDS .11 [-.16, .38] .05 00 [-25, .25] .00  -.05 [-.33, .23] -.02  -.04 [-.29, .21] -.02
Job tenure (longer) — PDS .13 [-.12, .38] .06  -.04 [-.29, .21] -.02 22 [-.03, .48] .11 .00 [-.26, .26] .00
Multiple employers — PDS  -.23 [-.64, .18] -.06  -.36 [-.76, .05] -.09  -24 [-.61, .14] -.06  -.43 [-.88, .02] -.11
Is male — WTD -.18 [-.42, .06] -07  -08 [-.32, .16] -.03 01 [-23, 26] .01 -06 [-.33, .21] -.03
Is German — WTD .13 [-17, .42] .04  -05 [-.39, .29] -.01 .08 [-.23, .39] .02 21 [-.11, .52] .07
Works for SME —WTD .01 [-.21, .23] .01 -22 [-.43,-.01] -.10" 07 [-.16, .30] .03  -.06 [-.28, .15] -.03
University deg. — WTD .16 [-.06, .38] .07 04 [-18, .25] .02  -.09 [-.34, .16] -.04 14 [-.08, .35] .06
Age (is older) — WTD -.07 [-31, .17] -.03  -07 [-.31, .17] -.03  -21 [-48, .05] -.09  -.01 [-.25, .23] -.01
Permanent empl. — WTD -.13 [-.43, .17] -.05 -31 [-.58,-.04] -12° -31 [-56,-.05] -.11" -11 [-.38, .16] -.04
Job tenure (longer) - WTD .20 [-.04, .44] .08  -.03 [-.26, .21] -.01 33 [.05, .61] .14" 11 [-12, .35] .05
Multiple employers — WTD -.21 [-.63, .20] -.05 .04 [-.33, .40] .01 -21 [-.66, .25] -.05 07 [-.42, .56] .02

Note. N = 393, 3: standardized path coefficient (measure of effect size [16]), ': Latent groups,

*:p < .05 **: p < .01 ¥**: p < .001
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