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Abstract:
summarize those data practices that people are most

Standardized privacy labels that succinctly

commonly concerned about offer the promise of pro-
viding users with more effective privacy notices than
full-length privacy policies. With their introduction by
Apple in iOS 14 and Google’s recent adoption in its
Play Store, mobile app privacy labels are for the first
time available at scale to users. We report the first in-
depth interview study with 24 lay iPhone users to in-
vestigate their experiences, understanding, and percep-
tions of Apple’s privacy labels. We uncovered misunder-
standings of and dissatisfaction with the iOS privacy la-
bels that hinder their effectiveness, including confusing
structure, unfamiliar terms, and disconnection from per-
mission settings and controls. We identify areas where
app privacy labels might be improved and propose sug-
gestions to address shortcomings to make them more
understandable, usable, and useful.
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1 Introduction

The prevailing legal framework for privacy in the United
States revolves around the concept of “Notice and
Choice,” which is based on the assumption that if con-
sumers are provided with sufficient information about
the collection and use of their data, and if they are given
meaningful choices, they will be able to manage their
privacy adequately.

Notice is typically addressed through the publica-
tion of a privacy policy. In practice, users seldom read
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these privacy policies and those who do often struggle
to understand what the text really means. Privacy poli-
cies are not just long and difficult to read but also tend
to be ambiguous or silent about important issues. To
combat those usability issues, privacy researchers have
advocated for the adoption of privacy “nutrition labels”
as a more succinct and effective way of informing peo-
ple about data collection and use practices, focusing on
a small set of issues that particularly matter to most
users [39].

In Fall 2020, Apple announced that with the release
of i0S 14, it would require privacy labels for mobile
apps [11], reminiscent of ideas introduced and evaluated
in research over a decade earlier [39-41]. Google took a
similar approach and began rolling out privacy labels to
the Play Store in 2022 [53].

As the Apple privacy labels began appearing in the
app store, the new labels got mixed reviews in popu-
lar media. Reviewers praised the labels for making it
much easier to compare privacy practices across apps
but pointed out confusing language and jargon in the
privacy labels [13] as well as examples of apps that
appeared to have inaccurate or misleading labels [31].
Members of the United States Congress wrote to Apple
CEO, Tim Cook, to request that labels be improved and
reviewed for accuracy [17].

The availability of privacy labels for over 600,000
iOS apps [44] opened the door for researchers to study
their effectiveness in the wild. Here we describe an in-
terview study with 24 iPhone users that investigates
lay users’ experience with, understanding of, and per-
ceptions of iOS privacy labels.

This paper makes the following contributions:

— Based on an in-depth qualitative interview study
with lay users, we show that the iOS privacy nutri-
tion labels currently play a limited role in informing
or empowering participants to manage their mobile
app privacy.

— We identify areas of misunderstanding of and dis-
satisfaction with iOS privacy nutrition labels that
hinder their usability and effectiveness as privacy
notices.

— We identify areas where app privacy labels might be
improved and propose recommendations to address
the shortcomings we observed.
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2 Related Work

We review related work on usable and effective privacy
notices, notices beyond privacy policies, and privacy la-
bels for mobile apps.

2.1 Usable and Effective Privacy Notices

The prevailing legal framework for privacy in the U.S. is
built upon the concept of “Notice and Choice” derived
from the Fair Information Practices Principles (FIPPs)
[63]. Privacy notices are declarations of how entities col-
lect, process, retain, and share personal data. Privacy
policies, which tend to be lengthy legal documents that
people seldom read and barely understand [34, 46, 52],
are the dominant form of privacy notices. However, they
are neither usable nor effective [18].

We summarize below the privacy literature on five
key criteria for usable and effective privacy notices.

First, the readability of privacy notices is cru-
cial for conveying information. Research has repeatedly
shown privacy policies are too long and often require
unrealistic education levels to read [27, 50, 65], discour-
aging people from reading them [27, 46, 50, 65, 73]. Re-
search also indicates that concise privacy notices written
in plain language tend to be more effective than lengthy
privacy policies [22, 35].

Second, effective privacy notices should promote
comprehension by the intended audience. Privacy
policies often use legal jargon and vague language to al-
low potential future uses of collected data [57], making
it difficult for an average person to comprehend the dis-
closed data practices [1, 14, 58, 72]. Vu and colleagues’
eye-tracking study found that participants poorly com-
prehended privacy policies even if they were written at
their level of education [74]. Researchers have proposed
non-textual privacy notices in addition to privacy poli-
cies to convey privacy concepts, such as various indica-
tors [59] and icons [51], but user comprehension of these
notices remains a challenge [37].

Third, salience determines the likelihood that peo-
ple will actually find and pay attention to privacy no-
tices. Effective privacy notices should be prominently
displayed and easy to access both initially and when
users want to revisit them. An eye-tracking experiment
found that participants were more likely to read and
understand privacy policy information when it was dis-
played by default rather than accessible only by follow-
ing a link [69]. Another study found that a prototype
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Android app privacy label was more likely to be no-
ticed and remembered by users when displayed after
they downloaded an app than when displayed only in
the app store [6]. A recent study also indicates that
concise privacy notices displayed in a salient way sig-
nificantly increased user awareness of potentially risky
data practices [22].

Forth, relevance also impacts the effectiveness of
privacy notices. Frequent exposure to lengthy privacy
policies containing too much irrelevant information may
cause privacy fatigue [15]. Therefore, privacy notices
should highlight the most relevant information to their
audience, particularly about unexpected, risky data
practices [29, 54]. Also, contextually relevant privacy
notices tend to more effective [23, 62]. “Just-in-time”
notices like mobile app permissions can provide users
contextual information when a specific data practice is
about to happen, allowing them to make informed pri-
vacy decisions when choices are also provided [28, 62].

Finally, actionable information about control
makes privacy notices more useful. This typically means
integrating privacy notices with privacy choices (e.g.,
consent, control options), allowing users to take actions
about their privacy based on the disclosures in the no-
tices [18, 30, 62]. However, caution should be taken
when integrating notice and choice, since it may in-
crease users’ cognitive burden in privacy decision mak-
ing [15, 16].

This study examines the usability and effectiveness
of Apple’s privacy labels considering the above criteria.

2.2 Notices Beyond Privacy Policies

Legal and privacy researchers have long criticized the
poor usability and ineffectiveness of privacy policies
as privacy notices and have explored alternative ap-
proaches [12, 18, 66]. Schaub and colleagues [61] pro-
posed a design space including four design dimensions
(i.e., timing, channel, modality, control) that should be
considered to design more usable and effective notices.

Some research has shown that shorter privacy no-
tices tend to be more effective in terms of readability
and comprehension [49] and standardized privacy no-
tices are more readable and better facilitate comparisons
of privacy practices [2]. Gluck et al’s study, however,
found that extreme shortening of privacy notices did not
improve readers’ awareness of disclosed privacy prac-
tices, suggesting a potential length limit for short no-
tices to be effective [35]. Layered privacy notices, which
typically include a standardized short notice and a full



privacy policy [18, 47] have been proposed as a way to
combine the strengths of different approaches: the read-
ability of short notices, the comparability of standard-
ized notices, and the full details of traditional privacy
policies.

“Privacy nutrition labels” or “privacy labels” offer
a standardized and succinct way of informing people
about data collection and use practices, focusing on
a small set of issues that particularly matter to most
users. Kelley and colleagues’ early studies suggested
that privacy labels allow readers to find privacy-related
information quicker and more accurately [39, 40]. More
recently, privacy labels for Internet of Things (IoT) de-
vices have been proposed to assist consumers in con-
sidering privacy and security when purchasing such de-
vices [24, 25]. However, the effectiveness of privacy la-
bels in real-world situations has not yet been investi-
gated.

To that end, this study aims to explore the usability
and effectiveness of Apple’s privacy labels for apps, one
of the first real-world implementations of the privacy
nutrition label approach.

Rather than focusing on notice presentation, some
research leverages technical approaches, including ma-
chine learning, to help users navigate the complex pri-
vacy notice and choice landscape. For example, natu-
ral language processing techniques can be used to ex-
tract key information from privacy policies [8, 55, 70, 76]
to help users understand notices and configure choices.
Also, privacy assistants have been proposed to reduce
users’ burden in managing data privacy according to
their diverse individual privacy preferences [19, 20, 38,
45].

2.3 Privacy Labels for Mobile Apps

Today’s mobile devices are often equipped with sensors
and services capable of collecting various data (e.g.,
location, contacts, photos, health), which may reveal
many sensitive aspects of mobile users’ lives. A Pew
Research survey reported that 54% of mobile app users
have avoided an app and 30% have decided not to install
an app due to personal data privacy concerns, and 19%
of cellphone users have turned off location tracking on
their devices [9]. These survey results suggest that many
people are at least somewhat aware of and care about
how their personal data are handled by apps on their
mobile phones. However, the extremely complex mobile
ecosystem makes it difficult for people to protect their
data privacy on their mobile devices [68]. Even learn-
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ing about how mobile apps handle data collected via
their devices can be difficult. Not too long ago, the pri-
vacy notices for many mobile apps were merely links
to their privacy policies hosted on websites. Not sur-
prisingly, a study showed that small displays on mobile
devices worsen the already poor user comprehension of
privacy policies [64].

Currently, app permissions management systems on
Android and iOS mobile platforms often serve as a de
facto privacy notice mechanism. Under the dominant
“ask on first use” (AOFU) model of app permissions,
when a mobile app requests to access certain data or
resources (e.g., location, microphone) on a mobile de-
vice for the first time, the mobile platform will prompt
the user with a pop-up permission choice, which can
include a concise privacy notice provided by the app
developers. AOFU, as an integrated privacy notice and
choice, allows mobile app users to make privacy deci-
sions in the actual context of use. It offloads the initial
privacy decision making at app installation but can sig-
nificantly increase user burden later [45, 67, 75]. Also,
AOFU does not assist users in determining whether or
not to download a new app based on its privacy risks.

Apple’s app privacy labels are standardized short-
form privacy notices. Kelley et al. designed short-form
privacy nutrition labels for Android apps and demon-
strated in a lab experiment that participants who were
shown the labels in a modified version of the app store
would often take label information into account when
choosing which app to download [41]. On the other
hand, a multi-stakeholder effort to standardize termi-
nology for mobile app labels resulted in a set of terms
with definitions that were not precise enough to enable
consistent application [7]. Furthermore, Balebako et al.
observed that a prototype Android app privacy label
based on these standard terms was rarely noticed by
users when placed as an image in the app store [6], indi-
cating that labels may inherit the same discoverability
problem as traditional privacy notices.

In a recent study examining the creation side of Ap-
ple’s privacy labels, Li and colleagues found that creat-
ing labels was nontrivial and error-prone for app devel-
opers [43], indicating room for improved clarity, validity,
and consistency of labels. Other recent work proposes
tools designed to help developers create more accurate
labels [32] and in-app privacy notices [42].

To our best knowledge, our study is the first to in-
vestigate the usability and effectiveness of real-world
mobile app privacy labels with end users.



3 Method

We conducted 24 semi-structured interviewers over
Zoom between mid January and early March of 2022
to explore participants’ experiences, perceptions, and
understanding of Apple’s privacy labels inside the iOS
App Store. This study was approved by our institutional

review board.

3.1 Recruitment and Screening

We recruited participants online through postings on
about two dozen local Craigslists and sub-Reddit forums
for geographic locations throughout the U.S. The re-
cruitment posts did not mention or refer to privacy. Po-
tential participants responded to our recruitment posts
by filling out a short screening survey to confirm their
eligibility (age 18 or older, able to speak English, located
in the United States). Participants who had downloaded
one or more apps from Apple’s App Store in the past
three months were qualified, and some were invited to
participate in the follow-up interview. We employed a
purposive sampling method [71] to ensure a diverse sam-
ple of participants based on age, gender, and occupa-
tion. Among the 148 people who completed the screen-
ing survey, only one person was disqualified due to not
having downloaded an app in the past three months.

3.2 Interview Protocol

Participants completed the online consent form prior to
the scheduled Zoom meeting. At the start of the Zoom
session, participants were informed that they could stop
the interview at any time or decline to answer a ques-
tion, and then they were given the opportunity to ask
the researcher any questions. They were instructed not
to disclose any personally identifiable information.

The lead author conducted all 24 interviews, which
on average lasted 64 minutes. At the end of the inter-
view, each participant filled out a brief post-survey with
additional demographic questions. All interviews were
recorded via Zoom and transcribed by a commercial
transcription service with participants’ consent. We sent
each participant a $25 Amazon.com gift card via email.
The screening survey, interview script, and post-survey
can be found in the Appendix.

We first asked participants about their experience
using an iPhone and downloading apps, and asked them
to walk us through a recent experience downloading an
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app. Then, we asked participants whether they had ever
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portant factor when downloading apps.
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Fig. 3. DoorDash’s privacy label in the iOS App Store
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Later, we asked participants to share their iPhone
screen through Zoom for an interactive session. In this
activity, we asked them to visit the App Store and read
the compact (Figure 1) and detailed (Figures 2 and 3)
privacy labels of two apps in a randomized order. For
each app, we asked some specific questions related to
the privacy labels, such as their understanding of terms
in the labels (e.g., “Data Used to Track You,” “Iden-

) )

tifiers,” “Product Interaction,” “Product Personaliza-
tion”), and their interpretations of the data practices
disclosed (e.g., whether the app might share their data
with third-party companies for advertising purposes).
We also asked them to compare several similar terms
(e.g., “data linked to you” and “data used to track you”)
and explain the differences, if there were any.

After participants completed all the questions for
both apps, we asked about their general perceptions of
the privacy labels, including whether they found these
labels to be useful or not, what they liked or disliked
about these labels, and whether they would pay atten-
tion to these labels in the future. In addition, we also
asked whom they considered to be the source of infor-
mation presented in the labels (e.g., the app developer
or Apple). We finished the interview by asking partici-
pants about their general privacy concerns and behav-
iors (e.g., whether they had read a privacy policy or not,
whether they had experienced any of their data being
misused).

3.3 Interview Design and Piloting

We carefully designed our interviews and set the ques-
tion order so as to minimize any priming of participants.
We iteratively piloted and refined the interview proto-
col with 5 volunteer participants and 1 recruited partic-
ipant. Our interview protocol is designed to learn about
participant awareness of privacy labels before we men-
tion them, and then to learn about participant under-
standing of the labels.

In choosing which privacy labels to show, we origi-
nally designed the protocol to let participants view the
privacy labels of an app they recently downloaded and
an app they use frequently. After piloting, we decided to
fix the apps that participants reviewed due to the unpre-
dictability of apps and large variances of these apps’ pri-
vacy labels. We considered one pair of most downloaded
apps for each of four app categories (Shopping, Social
Networking, Finance, and Food&Drink). Two pilot par-
ticipants expressed a strong preference for a particu-
lar social networking app for privacy reasons. Finance



apps also elicited greater privacy concerns from partici-
pants, potentially making the results more app-specific.
We decided to use Chipotle (Figure 2) and DoorDash
(Figure 3) because the two apps are similar in nature,
but their privacy labels are very different and together
cover a variety of terms and topics introduced in Apple’s
privacy labels.

3.4 Data Analysis

All transcribed interviews were cleaned up by the lead
author and analyzed using inductive coding [10]. The
lead author met with the research team several times
to discuss the first few interview transcripts and gen-
erate an initial codebook. The lead author then coded
the rest of the data individually using the codebook.
During the process, the research team met as needed to
improve the codebook and to discuss any perceived am-
biguities. Given the qualitative and exploratory nature
of the study, these methods were deemed sufficient [48].
The final codebook includes 204 codes across 64 cate-
gories. We released the codebook and the redacted inter-
view transcripts with codes via the Open Science Frame-
work.!

Due to the qualitative nature of this work, we try
to avoid using exact numbers but adopt a consistent
terminology to convey the relative sense of the frequency
of major themes, similar to prior work [26, 36]. We use
the terminology shown in Figure 4 to characterize the
frequency of participant responses.

most almost all
all

100%

t P
none : afew some many majority

half
45% 55%

0%  15%  30% 0%  85%

Fig. 4. Terminology used to present relative frequency of themes.

3.5 Demographics

Among all participants, 11 were male, and 13 were fe-
male. They represent a diverse background in terms
of their age, education, technology experience (whether
they said “yes” to the question “Have you ever held a job
or received a degree in computer science or any related
technology field?”), employment status, and their gen-
eral understanding of what companies are doing with

1 https://osf.io/47kzt/
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their data. We present participants’ demographic in-
formation and some descriptive statistics about their
iPhone and app usage in Table 1.

Our study participants were experienced iPhone
users with a median of 10 years of usage. Ten of them
downloaded one or more new apps within a day of the
interview, 10 within the previous week, and 4 within the
previous month. Participants estimated having on aver-
age 59 apps on their phone, far below the actual average
number of 124 apps, which was obtained from their i0S
Settings during the interview.

3.6 Limitations

Our study focuses on iOS privacy labels viewed on
iPhones and is qualitative in nature based on a purpo-
sive sample recruited from location-specific online fora.
Our sample skews more educated and younger than the
general U.S. population. We aim to describe some of
the challenges lay users might encounter as they inter-
act with Apple’s privacy labels in the App Store with-
out making quantitative or generalizable claims. We re-
cruited iPhone users with iOS 14 or above so that par-
ticipants would have all potentially been exposed to the
iOS privacy labels, but there could be a sampling bias
resulting from targeting such a population.

We did not explore other devices in Apple’s ecosys-
tem (e.g., iPad, Mac). However, since Apple uses the
same privacy label system with identical terminology
and structures but slightly different layouts, many of our
results could be reasonably extended to labels on other
types of devices. In addition, we chose only two apps
(DoorDash and Chipotle) for our study. Future work
could investigate whether different apps might have in-
duced different perceptions.

Finally, our study focused on the U.S. population
and did not consider other cultural backgrounds. Fu-
ture work could explore the potential impact of different
languages used in the labels or expand the population
coverage to account for other cultural factors.

4 Results

We report participants’ perceptions about app privacy
and Apple’s privacy labels, their misunderstandings
about the labels, and their suggestions for improve-

ments.
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# Age Gender Education -E;(c;] Occupation Emgtlz}t/:;ent '5::;: fpgi RSE?;(’:}ZP Chipotle DoorDash  Order
N1 60-69 F Bachelor's No Event planner Retired 4 82 <1 week No No D
N2 40-49 F Bachelor's No Administrator Full-time 10 79 <1 week No Installed C
N3 30-39 F Bachelor's No Administrator Full-time 10 103 <1 day No Installed D
N4 18-29 M >Master’s No Neuroscientist Full-time 14 115 <1 day No Installed D
N5 50-59 F >Master's No Administrator Full-time 10 71 <1 month No Installed C
N6 18-29 M Bachelor's No Hair Stylist Full-time 6 36 <1 week No No D
N7 30-39 F Bachelor's No Contracting Full-time 7 135 <1 week No Installed C
N8 40-49 F Some college No Homemaker Homemaker 4 102 <1 day No Installed D
N9 40-49 F Master's No Project mngr Full-time 7 75 <1 day Installed No C
N10 30-39 F Master's No Operation mngr Full-time 14 126 <1 day No Installed D
N11 30-39 F Bachelor's No Hair Stylist Full-time 5) 180 <1 day No No C
N12  40-49 F Master's Yes Tech Full-time 10 67 <1 day Installed No D
N13  18-29 F Associate's No Head of HR Full-time 12 107 <1 week No Installed C
N14  40-49 M Bachelor's Yes Software trainer Full-time 6 56 <1 week No Installed D
N15 40-49 M Bachelor’s No Office mngr Full-time 12 249 <1 week Installed No C
N16 50-59 F Bachelor's No Art advisor Full-time 10 73 <1 week No No D
N17 50-59 M Some college No Banquet server Full-time 6 161 <1 week Installed Installed C
N18 18-29 M Bachelor's Yes Urban planner Part-time 6.5 57 <1 month Installed Installed D
N19 40-49 M Master's Yes Options trader Full-time 12 97 <1 day Installed Installed C
N20 40-49 M Master's No HR Director Full-time 15 319 <1 month No No C
N21 30-39 F Some college No Dental asstnt Part-time 8 231 <1 day Installed Installed D
N22  18-29 M Bachelor's No CWO Part-time 8 19 <1 month No No C
N23  30-39 M Bachelor's Yes Reseller Full-time 12 324 <1 day Installed Installed C
N24  18-29 M Bachelor's No Waiter Full-time 10 121 <1 week Installed Installed D

Table 1. Participant demographics. “Tech Exp” refers to whether they have held a job or degree in computer science or a related field;

“iPhone Usage" refers to the number of years using an iPhone; “# of Apps"” refers to the number of apps installed on their phone as
shown in iPhone Settings; “Recent App Download” refers to when participants reported having last downloaded an app on to their
phone; “Order” refers to the app that participants visited first in the App Store with “D" representing DoorDash and “C" for Chipotle.

4.1 Perceptions about App Privacy

We present three insights from the first part of our inter-
view prior to introducing participants to the app labels.

4.1.1 Privacy Is Rarely Considered Prior to
Installation

We asked participants to describe their recent or typ-
ical process of downloading apps from the App Store.
Most of our participants said they already know what
app to download when they visit the app store, ei-
ther through recommendations from friends, articles, or
ads. Some participants reported trying several apps and
deleting unwanted ones. Some participants also reported
searching for keywords in the app store and selecting
an app. Privacy was rarely the reason to (not) choose
an app during the downloading phase except for a few
participants; in comparison, utility, reviews, and cost
are the top factors that participants considered before
their download. As described by N19 when asked about
whether privacy was a reason to (not) choose an app:
“Not at that stage. No. I might download the app and

then decide, oh, this is too much. Maybe I might delete
it. But when I’'m looking for an app, no.”

Even though privacy was rarely considered when
participants were downloading apps, many participants
did report having privacy concerns regarding specific
apps. Some described removing newly downloaded apps
because specific personal information was requested
during sign-up. Some indicated that they had deleted
apps, such as WhatsApp, Facebook, and T-mobile, af-
ter a data breach or learning about privacy concerns
regarding these apps.

About half of the participants were not concerned
about app privacy, as N10 acknowledged: “I try to ig-
nore that and push that outta my head.”

4.1.2 Most Have Questions about App Privacy but
Lack Usable Sources for Answers

Most participants reported having questions related to
app privacy. N23 provided examples of the types of ques-
tions he had in mind: “I do think about like, what in-
formation are they taking from me? How does it affect

me in my life?”



About half of the participants said they would use
Google to find answers. For instance, N21 explained try-
ing to use Google: “Google searching, I have tried, but...
it wasn’t like a professional opinion. There were all other
consumers who had wondered that same thing that I
was wondering and what they think it does.”

N23 mentioned using Google to find answers:

If there’s an app that might be asking for permission for
something and I'm like, wait, does this seem right? I will go
to a third party, Google or Twitter, so like that, and just
do a little bit of research on my own... make sure that what
they’re asking for is actually legitimate.

Many participants considered privacy policies or terms
of services as places to look for answers but reported
frustration with them. For instance, N21 voiced her res-
ignation:

I mean, they do have what they use it for in the terms and
conditions. But that’s something for a lawyer to look at.
I need layman’s terms. I need people’s terms. So I really
don’t understand the terms and the conditions. I just hope
that they use my information for the best.

Some participants reported looking into apps’ data col-
lection practices in iPhone’s privacy settings or being in-
formed by iPhone privacy prompts, as detailed by N20:

The only time I get concerned... when the app has a little
pop-up, you know, when I’'m using it, and it says this app
will collect personal information about you and when would
you like it to do so. And it’s like, all the time, when you’re
using it, or never.

Some participants considered the app store as a place
to find privacy-related information, as N14 described:
“I would hope that in the app store that the part of
the description of the app itself would have that type of
stuft.”

4.1.3 Most Unaware of Privacy Labels

Even though the app privacy labels had been in the App
Store for more than a year at the time of our interviews,
most of our participants had not seen or read them.
Among our 24 participants, a few participants said they
had previously read an app privacy label in the iOS App
Store. One of them was likely mistaken based on his
description of what he had read. Some participants said
they became aware of the existence of app privacy labels
while scrolling past them in the App Store but did not
stop and read them. Most were unaware of the labels.
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Many participants reported not scrolling down on app
pages to see the labels, as N21 commented, “Don’t think
I go all the way down there.” Others simply did not see
them. For instance, N20 acknowledged, “No. If T did,
then I glazed over it. This is the first time I've ever
consciously seen it.”

4.2 Perceptions of Privacy Labels

This section reports how participants perceived the app
privacy labels after they examined the App Privacy sec-
tion for both apps.

4.2.1 Most Found Labels Useful

Most participants reported finding the labels useful. For
example, N4 said the labels compared favorably to other
types of privacy notices:

I think it is useful because as society at its whole and peo-
ple individually are caring more about their privacy. So it
makes sense that companies and app providers are forced
to actually display this stuff in a way to the customer that
is not completely incredibly difficult to understand like in
a 50-page ToS [terms of service], for example.

N7 considered the label useful but also noted how in-

conspicuous it is:

I mean it’s useful, I think, if you specifically know what
you’re looking for. I would think for most people they don’t
know that this exists, you know, like they might just scroll
through and again, see the comment, like this app’s amaz-
ing, or how many stars, or when it was last updated, but
I don’t know that people really know that this much infor-
mation is provided in that section.

On the other hand, some participants did not consider
the labels useful. For example, N14 was not satisfied
with the labels: “It just definitely feels like it’s like a
company fulfilling a requirement and not necessarily like
trying to tell the consumer what’s happening.” Similarly,
N13 noted, “It’s so vague that... it’s like a ‘there there,
don’t worry, we’re telling you exactly what we’re doing’,
but in reality, you're not telling me nothing.”

N2 acknowledged that the labels would be unlikely
to impact her use of apps, “I guess it’s kind of like a
nice to know, but at the end of the day... I probably
wouldn’t run and delete the app.”



4.2.2 Most Stated Intention to Use Labels

Most participants reported that they would refer to the
labels in the future. N15 described:

It makes me alarmed the amount of information that’s being
collected about me through apps. And I'm gonna take a
serious look at it after this. I’'m gonna look at it and I’ll
take action. I'll make sure that if there’s something easy
I can do to set what I'm allowing on my all apps on my
phone, if I can do it in one easy step, that’s what I'll do.
But if not, if I have to go through each app, then I’ll have
to do that.

Some participants reported that they would look at the
privacy labels for apps that they are not familiar with or
to compare apps, as described by N18, “If I'm looking
for a certain app... if I had choices among other apps
that were of similar caliber... this [privacy label] might
influence my decision somewhat.”

A few participants even deleted apps during the in-
terview or planned to delete apps upon completing the
interview.

Those participants who said they did not find the
labels useful were also less likely to say they would use
them in the future.

4.2.3 Some Mistakenly Assumed Apple’s Role in
Producing the Labels

A few participants thought Apple and app developers
together produced the labels, while some participants
thought the labels were provided by Apple, as N8 com-
mented, “It says it hasn’t been verified by Apple. So for
me, that’s confusing because I would assume that... it
was Apple all this time.” Most assumed the labels were
provided by the app developers.

Many participants correctly deduced that Apple did
not review the information submitted by app develop-
ers; some learned this from the disclaimer at the top of
the labels (Figures 2 and 3). For instance, N23 said, if
he hadn’t read the disclaimer:

Given that it’s on the app store description page, I would as-
sume it would be information either provided by or directly
vetted by Apple because they seem to exert a pretty tight
control over things that go on the app store itself at least.
And I know that they also do some amount of reviewing of
each version of each app that gets up.
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The majority believed (wrongly) that Apple had re-
viewed or verified the information in the labels. N7 ex-
plained:

[Apple is] allowing that app, that product on their system....
So I think Apple, if they’re approving that app and they’re
behind it, then I would think they should be checking [the
privacy label].

4.2.4 Many Participants Would Not Trust the Labels

The majority of participants reported trusting the la-
bels, because some trust Apple. N24 explained, “I trust
that their App Store wouldn’t be showing me misinfor-
mation.” Some believed that they had no reason not to
trust the labels or had to trust it, as N20 explained,
“Why not? I’'m going to trust that. It is because I have
no evidence that it’s not [trustworthy].”

On the other hand, many participants did not trust
the labels. N10 explained her reasoning:

Because of all these things listed that I don’t even under-
stand but know that they’re wrong, I understand enough
to know that it’s wrong and it’s not okay. I just know that
they put it on here because it’s mandatory that they do, but
they’re just doing it because they have to, not because they
want me to know. There’s nothing with good intentions.

Some participants were concerned about the vagueness
of the labels, as N13 explained, “I trust it as far as I
could throw it. I mean, it’s reliable but very vague. So
it’s just like... I don’t know to what extent you’re really
doing this.”

Both labels included an “other” category, which
concerned some participants and contributed to their
concerns about vagueness. N4 noted, “I would not trust
it a hundred percent. So just because of wild cards, like
other data.” We discuss this further in Section 4.3.3.

4.3 Misunderstandings of Privacy Labels

In this section, we report the misunderstandings that
our participants expressed as they systematically looked
at two privacy labels following the interview protocol
in the Appendix. We focus on overall understanding,
confusing terminology, and vague language.



4.3.1 Overall Understanding

At a high level, about half of our participants had mis-
conceptions about the requirements for what is disclosed
in an app privacy label, and about half were confused
about the label structure itself.

What needs to be disclosed

About half our participants mistakenly assumed the la-
bel included all app data collection and usage. However,
Apple does not require disclosure of all app data collec-
tion: disclosure is optional for data that are not used for
tracking or advertising purposes, collected infrequently,
and in the app’s user interface [3].

On the other hand, about half of our participants
said they did not believe or were not sure that the pri-
vacy labels show all of the app data collection and han-
dling. They were concerned that companies were only
disclosing what they had to disclose. N14 explained:

It almost seems like the developer, the companies only show
you what they’re forced to show you. And it’s possible that
the development of data capturing features and function-
ality is faster than the regulation to regulate it. And they
only do so most of the time if they’re in fear of getting in
trouble for it.

A few participants were puzzled by why only some of
the three boxes were displayed. N18 noted:

The DoorDash app, it had “data linked to you”, you know,
“data used to track you”.. whereas for Chipotle, they’re
just saying what’s not linked to you.... I understand what
they’re not using to link to me, but then what are they using
to link to me? Right. You can’t just assume that because
it’s not on here, that means they aren’t doing it.

Confusing label structure

The compact privacy label for each app, as shown in
Figure 1, shows up to three boxes for three categories
of data: data used to track you, data linked to you, and
data not linked to you. Within each box is a list of spe-
cific data types, each accompanied by an icon. If there
is no data for a particular category, that box is omitted.
Users who click on one of the boxes or the “See Details”
link at the top of the label are taken to a more detailed
view that shows the same three categories. The “data
used to track you” category shows specific data types,
with an even more detailed list under each type. How-
ever, the other two categories are presented differently,
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with lists of purposes of data use under each category,
and then specific types of data under each purpose, as
shown in Figures 2 and 3. This structure was not read-
ily apparent to about half of our participants, who were
confused about how to find the purposes and did not un-
derstand why specific data types were shown multiple
times. For example, after viewing the DoorDash label,
which discloses data being used for multiple purposes,
some participants said they thought the DoorDash la-
bel contained redundant information. For example, N21
noted, “A lot of the information was repeated.... I don’t
see the need to keep repeating the same that it’s gonna
collect my purchase, my location, stuff like that.”
When asked about what the purpose heading “app
functionality” means on the DoorDash label, N10 said:

It’s a word that I figure out the meaning to, but I don’t
know how it applies to all these things listed under it. So I
really can’t even guess.

Similarly, N3 expressed confusion when examining
the Chipotle label, and noted that she had similar con-
cerns about the DoorDash label, “There’s not really a
purpose honestly... because they all kind of say the same
thing. So like with the last one too, like they were all
like basically a lot of repetitive information.”

4.3.2 Terminology Caused Confusion

All participants expressed confusion about one or more
terms used in the labels or gave interpretations of terms
that did not match Apple’s definitions. Only a few par-
ticipants noticed the link on the label to review the ac-
tual privacy term definitions (the second paragraph of
Figures 2 and 3), and even fewer of those clicked to view
those definitions.

“Tracking” is overloaded

Apple’s definition of tracking indicates that data can
be used to link with third-party data for targeted ad-
vertising or to share data with data brokers. However,
this was not always clear to participants. For instance,
when looking at the tracking section of the DoorDash
label (Fig. 3) N19 could not tell whether data would be
used for advertising purposes: “It doesn’t say anything
about ads? It doesn’t say what exactly they will use this
data for.” Some participants did not associate tracking
with data brokers aggregating their information across
other websites and companies.



Some participants who glanced at the definition of
“data used to track you” were surprised to find that
tracking involves sharing information with other parties
rather than just collecting data on either the user’s loca-
tion or website usage. For example, N1 said tracking was
“tracking me like where I go,” while N5 described track-
ing as, “I think my usage, the frequency of ordering or
using the site and identifying where I am. I think that’s
all tracking. I think tracking is what are my habits.” Af-
ter being told that the definition included sharing, she
said, “I don’t like that at all. Like now that you say it,
I'm thinking I'm deleting this app [DoorDash]. I think
it’s too intrusive.”

N7 was also surprised and concerned by the defini-
tion of “data used to track you”:

It’s concerning. I will say that I didn’t realize. I kind of
believed that they would track like, oh, she looks up dogs.
So then just random dog things would pop up like ads or
like, you know, so pick up kind of like what I was searching.
But seeing this, it goes way deeper than that, you know,
they’re actually collecting the information, which to me is
kind of scary.

Confusion around “data (not) linked to you”

The three boxes in the compact label seemed to confuse
participants, despite the explanations included in each
box.

Partially due to not understanding tracking, most
participants could not explain the difference between
“data used to track you” and “data linked to you,” or
their explanation was inconsistent with Apple’s defini-
tions, shown in Table 2. N2 admitted, “Well I don’t
know what the difference is.... Maybe they’re just re-
quired to have both sections.”

N4 was confused about the same data categories
shown under these two headings in the DoorDash label,
and he wrongly assumed “data linked to you” implied
data not being shared:

I was under the perception that data that is linked to me
has more identifiers that make me non-anonymous, for ex-
ample, my physical address and my name. But then I read
that this is also in “data used to track me.” So out from
the descriptions “the following data might be used to track
you across apps” and “the following data, which may be
collected and linked to your identity may be used for pur-
poses.” Difficult for me to understand. I can imagine that
this data is perhaps just put into a database to create a pro-
file of me, but I don’t a hundred percent understand what
it is.”
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Term Definition

Data linked
to you

Data that is linked to your identity (via your ac-
count, device, or other details). “Personal informa-
tion” and “personal data” as defined under rele-
vant privacy laws are considered linked to you. In
order for data to not be linked to you, the developer
must avoid certain activities after they collect it: 1)
They must make no attempt to link the data back
to your identity. 2) They must not tie the data to
other data sets that enable it to be linked to your
identity.

Data not
linked to you

Data that is not linked to your identity (via your
account, device, or other details).

Table 2. Apple’s definitions of data linked to you and data not
linked to you [4]

“Data not linked to you” on the Chipotle label also con-
fused about half of the participants; most participants
were confused after they saw contact information shown
under this heading as in Figure 2. The inclusion of con-
tact information in this category is possibly an error, as
N13 observed:

It states it’s not linked to you, but obviously it is linked
to you because it’s your personal information, like your ad-
dress, your email address, your phone number, and your
name. These are all very personal things that are specifi-
cally you, as opposed to them stating this is like completely
anonymous. So I don’t know if they’re like lying, if that’s
like a fine line as in, “we collect this information for our app
purposes only, and then the information that we share with
other companies that’s not linked to you is you know what
we are sharing.”

When users observe potentially erroneous information
in the labels it may undermine trust in the labels, as
noted by N21, “Now I feel like you're lying to me be-
cause I don’t see how you’re collecting my name but
then telling me it’s not linked to me.”

Entangled and overlapping definitions
Most participants were particularly confused about the
terms, app functionality, analytics, and product person-
alization, shown in Table 3. They either admitted that
they did not know the definitions of these terms or gave
their own definitions in which they mixed up the terms.
For example, N19 gave a definition for app function-
ality that confuses it with analytics: “By collecting this
data about me and gazillion other people, they analyze
it and they might change the functionality based on the
patterns that they see.”



Term Definition

Analytics Using data to evaluate your behavior, including to
understand the effectiveness of existing product
features, plan new features, or measure audience
size or characteristics.

App Such as to authenticate you in the app, enable

Functionality | features, prevent fraud, implement security mea-
sures, ensure server uptime, minimize app crashes,
improve scalability and performance, or perform

customer support.

Product Per-
sonalization

Customizing what you see, such as a list of rec-
ommended products, posts, or suggestions.

Table 3. Apple's definitions of analytics, app functionality, and
product personalization purposes [4]

Term Definition
Third-party Such as displaying third-party ads in the app or shar-
Advertising ing data with entities who display third-party ads.

Developer's | Such as displaying the developer’'s own ads in the

Adver- app, sending marketing communications directly to
tising or | you, or sharing data with entities who will display
Marketing ads to you.

Table 4. Apple's definitions of advertising-related purposes [4]

N1 mixed up app functionality with product person-
alization, describing app functionality as “customizing
my user content.” N3 tried to define analytics as “for
them to see how like the app is working, I think,” ad-
mitting, “I don’t really know what analytics is. And I
don’t really even know what the difference between a
lot of these.”

A majority of participants could not tell the dif-
ference between third-party advertising and developer’s
advertising, shown in Table 4. N8 described her confu-

sion:

The advertising and the third party? Yeah, that’s a good
question because it kind of feels like it means the same
thing. I feel like the third-party advertising is somebody
other than DoorDash. And then the developer’s one is, I
don’t know, to tell you the truth. I don’t know the differ-

ence.

Some participants mistakenly thought that developer’s
advertising did not involve third parties, as N4 sug-
gested:

Theoretically, the difference should be that third-party ad-
vertisement has the purpose of monetizing me and making
money out of me by showing me ads, whereas developer’s
advertising or marketing is for developing a better product
in the end. So it’s not shared with a third party, but it’s
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shared with DoorDash itself and when DoorDash wants to
create a better product out of it.

Unfamiliar terms for frequently used data types
Three frequently used terms describing data types often
confused participants.

The data category “user content,” for which Apple
does not provide a definition, was called out as confus-
ing by about half of the participants. Some were also
confused by the term “customer support” below the
bold heading for user content in both labels. For ex-
ample, not knowing what the heading meant, N10 took
a guess: “User content and customers support. Maybe
they’re like blocking me from getting in touch with cus-
tomer support.... I don’t know. That’s ridiculous. I re-
ally dunno what it is.”

Some participants did not understand the term
“identifiers,” for which Apple does not provide a def-
inition, and a few looked to the icon next to the term
for answers, noting it looked like some sort of a photo
ID. N4 explained, “I don’t know what identifier is, but
based on the icon... 'm guessing like identity-related
information could be phone, name, email, etc.” On the
other hand, N10 was confused by the icon, “What are
identifiers? That looks like a license.”

“Product interaction” was also confusing to many
participants, and a few of them erroneously believed
that product refers to items they viewed or bought, as
N18 explained:

I think the product refers to like an item, like anything tan-
gible, right? Cause you know, for DoorDash, you’re purchas-
ing items through them. Typically it’s like food or drink. So
I guess to that end, what specific restaurants am I ordering
from frequently? What foods am I buying frequently if I am
ordering online, stuff like that.

Other data type terms that confused participants in-
cluded “usage data,” “diagnostics,” and “coarse loca-

tion.”

Term Definition

Product Such as app launches, taps, clicks, scrolling informa-
Interaction tion, music-listening data, video views, saved place

in a game, video, or song, or other information about
how you interact with the app.

Table 5. Apple’s definition of product interaction [4]



4.3.3 Vague Language on Labels

The “other” category is alarming

Almost all participants responded with confusion when
they saw terms in the label related to other data types or
other purposes since they did not know what these other
categories could entail. About half of the participants
said these terms made them anxious or decreased the
utility of the label. N3 asked, “Why even write all the
details, if you're just gonna say other?” Similarly, N22
commented:

I don’t like it. This section seems to be like an extra section
for people who want to be clear on what’s being used, and
then they give vague answers. Anyway, it doesn’t make it
pointless, but it makes it less useful.

N4 considered this a way for companies to make sure
they covered everything that was required:

I don’t think that a company would blatantly lie to me here.
This, in my opinion, would be bad intent of the company.
And I don’t think that the company would do this nowadays
because it would be very, very stupid if this comes out like
Dieselgate, you know, but as long as they can put something
in there, which is other data, I can imagine that they are
covered anyways, you know, because what is other data it
can put in anything.

The scope of browsing and search history is unclear
Most participants made assumptions about browsing
and search history that did not align with Apple’s def-
initions, shown in Table 6, or became confused or con-
cerned when they learned about the definitions.

N19 looked at the DoorDash label and tried to in-
terpret the meaning of browsing history: “Is it the Do-
orDash website’s browsing or any browsing? Is it the
DoorDash app or any app? I don’t know.” The major-
ity of participants were concerned when they learned
that browsing history includes “content you have viewed
that is not part of the app.” N4 commented, “So then
I think this should be a bigger topic that is communi-
cated overall, that just by having food delivered to you,
you are showing the world what you browse on your
smartphone.”

Even though search history is defined to be only
within the app, some participants assumed it referred
to other searches as well. For instance, N17 commented:

I would hope that it’s only keeping track of searches on my
apps. In other words, DoorDash, I go on there and type in
“tacos.” It will come up with tacos. But it doesn’t actually
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Term Definition
Browsing Information about the content you have viewed
history that is not part of the app, such as websites.

Search history | Information about searches performed in the app.

Table 6. Apple’s definitions of browsing and search history [4]

say that. So it says “search history.” It could also be keeping
track of all the searches I do on Google.

User content: emails, texts, photos, or videos
Many participants were concerned or not sure about to
what extent the data listed under user content could
be used in the DoorDash label. For instance, N22 com-
mented, “I’d hope that this user content section is just
stuff in the app for customer support purposes. But if
it’s looking at your emails or texts or photos or videos
outside of the app, that’s very disconcerting.”

Many participants were disturbed by this kind of
data collection, as N8 explained:

User content, yeah. They’re gonna check how I use the app,
how many purchases I’'m making, where I am at the time
that I’'m using it. I don’t know what they would need emails
or text messages or photos or videos. I don’t know why they
would need that. I didn’t know they would have access to
my photos. That’s kind weird. That’s kind of creepy. I don’t
know what food has to do with my photos.

Most participants were concerned to see data collection
that they perceived as unrelated to the purpose of the
app, such as their contacts being used by DoorDash.

Term Definition

Emails or text Including subject line, sender, recipients,

messages and contents of the email or message.

Photos or videos
Audio data

Your photos or videos.

Your voice or sound recordings.

Data you generate during a customer sup-
port request.

Customer support

Other user content Any other content you generate.

Table 7. Apple’s definitions of terms under “User Content” [4]

4.4 Suggested Improvements

Although most participants liked the label concept, they
had a number of concerns, as discussed in the previous



sections, as well as ideas for improvements. In this sec-
tion, we report on improvements to the labels suggested
by study participants.

4.4.1 Better Structure for Data and Purposes

As discussed in Section 4.3.1, participants found the
structure of the label confusing, and many had the mis-
conception that some sections were redundant. Under-
lying this confusion is that the label designers mapped
a multi-dimensional space of data types and purposes
onto a list-based label representation. A matrix or tab-
ular approach might offer a more compact and intuitive
representation, as N5 suggested: “I do think those last
two sections [app functionality and product personal-
ization] were very redundant, and so I think they could
do it by like a table with a bunch of checkboxes....”

4.4.2 Easy Access to Definitions and Contextualized
Examples of Data Collected

The majority of participants suggested making the def-
initions of label terms more accessible. Currently, the
definitions of many of the terms are available through
a link from the detailed view to a web page with the
definitions all in one place. However, many participants
wanted to see each term linked to its definition, perhaps
appearing through a hover. For example, N4 explained:

It would be cool if this information would be hot linked

@

there, you know, like there is this symbol with an “i” in it,

which means information, you know, that would be cool.
So like browsing history, for example, click, you know, I’'m
like, “Ooh, what does this mean?”

Others, including N8, suggested using “terminology
that’s just easier to understand.” Many participants sug-
gested providing concrete examples of the data being
collected. N20 suggested:

If T click user ID... I know what a user ID is, but tell me
which user IDs are you tracking. So Is it me, my wife, and
my kids? ... What exactly are you tracking? You know, is it
my phone? Is it my watch? Is it my iPad? You know what’s
all really linked to user ID?

N17 also suggested that specific examples should be
listed for “other” categories to ease concerns about what
might be included.
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4.4.3 Embedded Actions and Controls

Many participants voiced their frustration with the la-
bels due to their lack of controls and suggested controls
to turn off some of the data collection. N19 explained:

I don’t like it that it’s too long and you can’t really take
any action on it. It’s really just informational and you can’t
really turn it on off, etc. at this level.... I'd rather just be
able to turn off whatever is not required.... If any of this
tracking is optional, I wanna be able to turn it off.

N2 described in detail what she envisioned:

Maybe by letting you check off things that you don’t want
included or make it easy to like opt out of all of this. Well,
every app asks you when you install it if they can like track
and share your stuff, so make it easier. So I don’t have to
learn or go hunting.... It could be like a checkbox or a radio
slider or something....

4.4.4 Access to More Information

Participants suggested other topics related to app pri-
vacy that they would like to see added to the label.

Some participants asked for information about data
retention, as N18 articulated, “How long is this informa-
tion stored for, right. If there was a clear understanding
that your information’s gonna be stored for 30 days,
that would probably give me a lot more solace than not
knowing right now.”

Some participants were interested in knowing to
whom the apps are sending their information. N7 said
she would like to know “where exactly is it being [sent]?
Is it being sold? Is it being just shared back and forth
so that there’s this hub that everybody uses?”

A few participants wanted to know where they could
have questions answered or read more detailed informa-
tion. N3 wondered:

So where would I go to like ask somebody or chat with
somebody or like, there should be like another link that
takes you to dive in deeper if you wanted to know, because
I don’t know what I would even like, there’s no contact
information. And who would I even ask about this? It’s
kinda useless if I do have a question and I don’t know who
to ask them, it kind of seems a little useless.

Finally, a few users wanted to better understand the
privacy-related implications of using the app and any
measures the app was taking to protect their privacy.
N14 asked, “How would you see this occur or affect you?
Like because of having this app, these are the things



that are happening to you, like you’re seeing targeted
ads, you know. It relates to the user more.”

5 Discussion

With hundreds of thousands of mobile apps now featur-
ing privacy labels in iOS 14, these labels are for the first
time available at scale to mobile app users. The intro-
duction of privacy labels is an important step towards
empowering users to better understand mobile app data
practices that matter to them. At the same time, in their
current deployment and configuration, these labels are
not as usable or effective as they could be.

5.1 Helping Users Comprehend Complex
App Privacy Practices

After examining the labels in our study, almost all par-
ticipants learned new things that they did not know
before and appreciated the existence of the labels. Also,
about half of the participants regarded the privacy la-
bels as useful and most reported being likely to use them
in the future.

However, the labels suffer from confusing terms
and definitions (see Section 4.3.2), which led to a
range of misunderstandings. In addition, vague lan-
guage (e.g.,“other” category, user content) impede par-
ticipants’ understanding of the actual data practices
(see Section 4.3.3). These findings clearly demonstrate
that Apple’s privacy labels still fail to fully support user
comprehension of the disclosed app privacy practices.

The linear structure of the labels, which is presented
differently in the compact and detailed views, seems to
do a poor job of communicating the multi-dimensional
space of data practices where multiple categories of data
(each of which is represented in a multi-level hierarchy)
are used for multiple purposes. A tabular representation
may be more compact and intuitive [40, 60], although
the small form-factor of mobile devices may present de-
sign challenges. Additional work is needed to better un-
derstand which label elements are most important to
users so that the compact version might focus on those
elements.

Our findings on end-user misunderstandings extend
recent studies that showed how app developers often
struggle with privacy label definitions (e.g., interpreta-
tion of terms such as “tracking”) and how this hampers
their ability to create accurate labels [32, 43]. Our study
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focused on lay users who lack technical expertise and
experienced a high level of confusion.

The addition of links or hover text to provide more
ready access to definitions of terms and examples might
aid comprehension.

With the recent rollout of Android privacy labels,
we have observed that definitions of terms such as
“tracking” are not completely consistent on the Android
and iOS platforms. It would be helpful if the industry
were to adopt standard terms and definitions for privacy
labels, empirically tested with both developers and lay
users. An earlier multi-stakeholder effort led by the U.S.
Department of Commerce resulted in a standard set of
terms for app transparency, but did not include terms
describing purposes of use and the terms were not up-
dated after user testing found them to be confusing to
both experts and lay users [7].

5.2 Improving Privacy Labels’ Salience

Even though the privacy labels were introduced in Ap-
ple’s App Store over a year before our study, the ma-
jority of our participants were still unaware of them.
Our finding shows that the discoverability of privacy la-
bels on each individual app’s page in the App Store is
low, even for participants who said they were concerned
about mobile app privacy. As currently deployed, users
have to scroll past several sections, including images,
Ratings & Reviews, and What’s New, before finding the
App Privacy section. Our findings on discoverability are
corroborated by prior research that has shown that the
location and timing of privacy labels and indicators can
have a large impact on whether users pay attention to
them [6, 23, 37].

Our results suggest the need for more prominent
placement of privacy labels, consistent with recommen-
dations to display concise privacy notices in salient
ways [22]. Alternatively, it would be beneficial to add
standardized indicators (e.g., links, icons) to signal the
existence of these labels during users’ app installation
decision-making process.

There is also a need for additional mechanisms to
bring users’ attention to privacy labels for apps that
users already have on their phones. For example, i0OS
privacy nudges [5] about background app data collec-
tion, just-in-time app permission requests, and iPhone
permissions setting interfaces are potential places to in-
clude links to the privacy labels that would increase

both awareness and convenience.



5.3 Promoting Privacy Labels’ Role in
App Privacy Management

Another key complaint from participants is that the
privacy labels do not offer control options (see Sec-
tion 4.4.3). Some participants reported being disap-
pointed that even after learning the information pre-
sented by the labels, they were not provided with any
actionable steps they could take. Information on the la-
bels is not readily accessible in the permission settings
(i.e., the permission manager) where users decide which
permissions to grant to each app. It would be helpful if
the permissions manager included the relevant informa-
tion for each app that appears in the app store label.
For instance, the iOS app tracking permission could be
incorporated into each label with a toggle control.

In addition, the controls offered to users in the cur-
rent permission manager are not aligned with the in-
formation conveyed in the privacy labels. For example,
while a privacy label might inform users that their loca-
tion information might be used by the app for multiple
purposes such as for the app’s core functionality as well
as for advertising purposes, users do not have the option
to grant an app access to their location for one purpose
and not for another (e.g., granting access for the core
functionality but not for advertising purposes). A few
participants were puzzled by DoorDash never requesting
the Contacts permission despite listing it in the privacy
label. Even worse, when users deny a particular permis-
sion, for example, location access, some apps might still
be able to extract location-related information from IP
addresses, metadata associated with uploaded user pho-
tos, WiFi connections, etc [21, 33]. Such misalignments
between the disclosures made in privacy nutrition la-
bels and privacy controls made available to users create
another potential source of confusion.

Furthermore, if users have already selected the
global setting to turn off app requests to track, it is
unclear whether any of the tracking indicated in the
“Data Used to Track You” section could happen or not.
It might be helpful to include a toggle to allow users to
turn off tracking directly in the label and indicate ap-
propriately whether the user has previously configured
that setting.

Privacy labels are shown within the descriptions of
individual apps in the App Store, but no functionality
is provided to enable users to compare apps or look for
equivalent apps with less invasive or more desirable data
practices. The App Store should enable users to search
for apps that meet certain privacy criteria, for example,
filtering similar game apps that do not collect any lo-
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cation information or picture editing apps that do not
involve sharing user information with data brokers.

5.4 Reducing User Burden in App Privacy
Management

Ultimately, privacy labels are designed to empower users
to quickly find answers to some of their most common
questions and save them the time and effort that would
be required if they had to read the text of privacy
policies. Even though privacy labels offer the promise
of providing users with more succinct and more effec-
tive notifications, given the large number of apps on
each user’s phone, it is unrealistic to expect users to go
through the privacy labels for each app one at a time.
Prior work using machine learning and natural language
processing techniques to automatically extract and an-
alyze disclosure statements from the text of privacy
policies [55, 70, 76], including privacy question answer-
ing functionality [56], has been technically challenging.
With the help of these standardized notices, it will be
more feasible to automatically extract relevant privacy
disclosures, which in turn can support chatbot function-
ality to quickly address users’ questions or refer them
to parts of the labels pertaining to their questions.

Another way to decrease user burden is to lever-
age the operating system or a personal privacy assistant
to act on behalf of users instead of relying on users to
manually configure every app setting. Users could be
selectively notified about the types of data collection
disclosures that they would like to be reminded about
and only show users relevant disclosure information that
they personally care about [45, 67, 75].

6 Conclusion

While iOS app privacy nutrition labels offer the first
wide-scale deployment of standardized short-form pri-
vacy notices, our qualitative interview study highlights
the barriers that prevent these labels from achieving
their desired impact when it comes to actually help-
ing users. Findings from this work provide the basis for
concrete recommendations to refine existing labels, po-
tentially delivering benefits to millions of smartphone
users, as well as informing the design and effective de-
ployment of similar privacy labels on other platforms
(e.g., Android) and in other domains (e.g., websites, In-
ternet of Things).
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Appendix
Screening Questionnaire

— You can check your iOS version by going to Set-
tings>General>About, and looking at “Software Ver-
sion”. Please type in the version number exactly as it
appears in the “Software Version” section. [free-text]

— I am at least 18 years old, reside in the US, and am
a regular user of an iPhone with iOS 14 or above.

— Please select the most applicable answer. I down-
loaded one or more apps from the app store ___.

— In the past week — In the past month — In the past

3 months — More than 3 months ago [disqualified]

— Roughly how many new apps have you downloaded
from the app store yourself over the past 3 months?
— None [disqualified] — Somewhere between 1 and 10
— Likely more than 10

— Have you ever done any of the following in the past?
Please select all that apply.

— Uninstalled or stopped using an app or service be-
cause of the types of data the app collects about
you or how that data is used

— Reviewed an app’s privacy settings, namely what
data it requests access to

— Read (partially or fully) an app’s privacy policy or
end-user license agreement

— Used a VPN or Tor for non-work-related reasons
on your phone or other device

— Decided not to download an app after looking at
its privacy information in the app store

— None of the above

— What is your age? [free-text]

— What is your gender? — Male — Female — Non-binary
— Prefer to self disclose

— What is your occupation? [free-text]

— Please enter your email. Your email will only be used
to contact you to set up a time for the study and
to pay you, if you are selected to participate in this
study. If you are not selected, your responses to the
survey (including your email address) will be deleted
within 3 days of the completion of recruitment for
the study. Your email address will not be shared with
anyone and will be stored separately from your other
study data.
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Interview Scripts

— Introduction: Thank you for meeting with me to-

day. This interview is being conducted for research
at Carnegie Mellon University to better understand
how people interact with mobile apps in the Apple
App Store. We will ask you to answer some questions
and view some information in the App Store. This
session should take no more than 1 hour to complete,
and will be recorded via Zoom. Upon completion of
the study, you will receive $25 in the form of an Ama-
zon Gift Card that will be sent to you via email. You
will be asked to share your iPhone’s screen via Zoom
at some point during the session to enable us to fol-
low what you are doing on your phone as you visit
the App Store.

Please answer our questions truthfully and as thor-

oughly as possible. If in doubt, feel free to ask me for

clarification at any point during the interview. I want
to emphasize that there are no right or wrong answers.

Our goal is simply to understand your opinions and

thought processes. You may stop the interview at any

point, or choose to not answer a question, or take a

break if you wish. Please do not reveal any private or

personally-identifiable information about yourself or
others during the interview. If you accidentally reveal
any personal information, please let me know so that

I can remove it from the recording. Do you have any

questions at this time?

Part 1: General Questions about App Usage

— For how long have you been using an iPhone?
(Prompt: Any particular reason why you chose an
iPhone?)

— To the best of your knowledge, approximately how
many apps do you have on your iPhone? (esti-
mates are expected) [After getting the estimate,
give them instructions to look up the actual num-
ber Settings>General>About>Applications|

— When was the last time that you downloaded a new
app on your phone?

— Could you describe a recent experience when you
decided to download an app on your phone, starting
from how you discovered the new app all the way
to what happened when you used it for the first
time? (to the extent they went all the way - some
people can stop halfway and decide not to set up an
account or may even change their mind and remove
the app)

— What are some of the typical factors that influence
which apps you download on your phone? (Prompt:
app reviews, brand, ratings, security, ranking, data



privacy, your friends) Have you ever compared dif-
ferent apps before deciding which one to down-
load (Prompt: what types of things have you com-
pared?)? Was data privacy ever a reason that you
chose or did not choose an app?

— Part 2 : Information Seeking

Have you ever wondered what information apps col-
lect about you?

[If they say they have] How would you go about
finding out what information an app collects about
you and what the app does with the information?
[follow-up] Have you ever actually done that?

[If they say they have not] If you were to look for
this, how could you possibly find out what infor-
mation an app collects about you and what the
app does with that information? Prompt: media?
friends/family? experts? privacy policies/EULA?
permission settings? Other? Do you think those
sources are reliable? App store? Have you ever
looked

— Part 3: Label Comprehension — 2 Scenarios

[Instructions] This section requires you to share
your screen with us via zoom. Which device are you
on, your iPhone or your desktop/laptop? Please
open the App Store app on your phone before you
start sharing your screen. Please silence your no-
tifications and remove anything confidential from
your screen. [If participant is not on iOS 15, show
instructions] Please enable Do Not Disturb on your
device to prevent unexpected notifications by go-
ing to “Settings”>“Focus” and then “Do Not Dis-
turb” and turn on the top toggle. [Remind if on
their phone using the following sentence] Please
note that we will be able see snapshots of your apps
when you switch from Zoom to the App Store app.
So please make sure that there is nothing sensitive
displayed on your screen before you start sharing
your screen.

[Show instructions on screen if needed] Great! Now
that you are sharing your screen.

Could you search for the [Doordash or Chipotle]
app? Are you familiar with this app? Could you
describe what this app does? Have you used [APP]
before? [If yes] how often do you use it?

Please scroll down to the “App Privacy” section.
Do you remember ever seeing or reading an “App
Privacy” section like this one before? (follow-up: if
yes, ask about their experience with privacy labels;
when did you last see one? For which app? What
was the context? Did you find the information use-
ful? Did you end up downloading the app? If not,
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why not? Do you typically look for this information
before downloading a new app?)

Please take some time to read this “App Privacy”
section. What do you think of the section you are
seeing? What do you think this section is for? (im-
pression testing)

Please click the “See Details” at the top right cor-
ner and take some time to read this as well. Let’s
go through the app privacy information section you
just looked at systematically. Please answer the fol-
lowing questions based on what you see in this
“App Privacy” section:

Starting at the top where it says "Data used to
Track you", what do you think “data used to track
you” means?

Do you know what (online) tracking is?

What do you think of it? Do you find it to be a
useful practice or are you possibly concerned about
it? Please explain.

In this section there is information about “identi-
fiers” Do you know what an identifier is? If yes,
what are (other) examples of identifiers?

What do you think of the fact that this app may
use your identifiers to track you across apps and
websites owned by other companies? Do you find it
to be a useful practice or are you possibly concerned
about it? Please explain.

In this section there is information about “prod-
uct interaction” under “usage data.” Do you know
what product interaction entails? How do you think
Doordash tracks you via product interaction(s)?
[If the user is looking at Doordash]

What do you think of it? Do you find it to be a
useful practice or are you possibly concerned about
it? Please explain.

[Tracking] Do you think Doordash is allowed to
share your location with a third-party company
that would combine your location obtained from
Doordash and location data from other apps and
websites to build a history of your whereabouts?
What do you think of it? Do you find it to be a
useful practice or are you possibly concerned about
it? Please explain.

[Tracking] Do you think Doordash uses data col-
lected from other companies (including websites,
apps, and offline services) to decide what ads to
show you? If so, what data do you think the app
uses? How can you tell? What do you think of it?
Do you find it to be a useful practice or are you
possibly concerned about it? Please explain.



If you scroll down a bit you should see a heading for
“data linked to you,” previously there was another
heading for “data used to track you”. What is the
difference between “data used to track you” and
“data linked to you”?

The next heading is Third-party advertising. If you
scroll down a bit you should see another heading
Developer’s Advertising or Marketing. What do you
think those headings denote? Do you think that
these headings refer to different practices and, if
so, what are the differences?

What do you think “third-party advertising”
means?

Do you know what targeted advertising is?

Do you find it to be a useful practice or are you
possibly concerned about it? Please explain. (There
is no right or wrong answer. We're just curious to
understand how you feel about these practices)
Do you know what Developer’s Advertising or Mar-
keting means? What do you think is the difference,
if there is, between “third-party advertising” and
“developer’s advertising or marketing”?

Below that you will see Browsing History. What do
you think “browsing history” covers?

Do you think browsing history includes content the
user has viewed that is not part of the app, such as
websites?

Are you concerned or not concerned about this data
being collected?

If you keep scrolling you will see “other data”, what
do you think “other data” include?

If you scroll down you will see the Analytics head-
ing. What do you think your data being used for
“Analytics” purposes means?

What do you think of it? Do you find it to be a
useful practice or are you possibly concerned about
it? Please explain.

[Analytics] Do you think Doordash uses data to un-
derstand or analyze your behavior (e.g., to develop
new features, to measure audience characteristics)?
If so, what data do you think the app uses? What
do you think of it?/How do you feel about it? Do
you find it to be a useful practice or are you possi-
bly concerned about it? Please explain.

If you scroll down you will see the Product Per-
sonalization heading. Do you know what that is?
Do you find it to be a useful practice or are you
possibly concerned about it? Please explain.

If you keep scrolling down you will see the head-
ing “app functionality,” What do you think your
data being used for “App Functionality” purposes
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means? What do you think of all the other purposes
beyond app functionality?

What do you think of it? Do you find it to be a
useful practice or are you possibly concerned about
it? Please explain.

If you keep scrolling you will see “other purposes,”
what do you think about your contacts being used
for “other purposes”? Do you find it to be a useful
practice or are you possibly concerned about it?
Please explain.

Is there any information here that you do not un-
derstand?

Is there any information that is not present but you
would like to know about?

[For participants assigned to the Chipotle]

Let’s go through the app privacy information sec-
tion you just looked at systematically. Please an-
swer the following questions based on what you see
in this “App Privacy” section: Starting at the top
where it says "Data not linked to you", what do
you think “data not linked to you” means? The
next heading is Analytics. If you scroll down a bit
you should see another heading App Functionality.
What do you think those headings denote?
[Analytics] Do you think Chipotle uses data to un-
derstand or analyze your behavior (e.g., to develop
new features, to measure audience characteristics)?
If so, what data do you think the app uses?

How do you think Chipotle collects “contact info”
such as “Name” and “Email address” without the
data being linked to you?

Do you think Chipotle collects any data that is
linked to you? For example, when you place an or-
der?

Do you think this App Privacy section includes all
the data and all the usage of your data that Chipo-
tle collects about you? Please explain.

Is there any information here that you do not un-
derstand?

Is there any information that is not present but you
would like to know about?

Perceptions of Privacy Labels
— In general, how do you feel about the information

provided here (i.e., the information under the “App
Privacy” section)?

— Do you find this type of information useful?

Why/Why not? Do you find it easy to understand?
Do you find it well organized?

— Do you feel you understand most of the information

provided in that section?



— Did you learn about things you didn’t know or you
pretty much knew everything in that section? Or
somewhere in-between?

— What do you like or dislike about that section? How
can this section be improved?

— Do you think you might pay attention to this in-
formation later or you will probably not be looking
at this?

— [If yes] Would this information influence your deci-
sion to download the app one way or another?

— [If no] Why do you think you will not be looking at
this?

— [if participant saw labels before] After downloading
an app, did you ever find yourself going back to this
section in the app store?

— Under what circumstances? For what reason?
(Prompt: to answer privacy questions you might
have had)

— If you had to guess, who do you think provided the
information under “App Privacy”?

— [Follow-up] Do you believe that this information is
provided directly by Apple or vetted by Apple? Or
by the app developers? Why/why not?

— If it’s the latter, do you believe that it has been
reviewed by Apple?

— [Follow-up] Do you believe it is done manually or
the result of some automated processing?

— [if participant saw labels before] If you ever looked
at this type of information in the past, did you
ever have that question in mind? Who did you as-
sume provided the information in the labels? Did
you think the information could be trusted?

— Do you think the information provided in this sec-
tion is reliable? How likely are you to trust this
information? Why/why not?

[Remind participants to stop sharing their screen]

Part 5: General Privacy Concerns / Behaviors

— Have you ever read the privacy policy (partially or
fully) of a mobile app? What do you think of them?
Prompt: When you read a privacy policy, what do
you typically do? How much do you typically un-
derstand the privacy policies you read?

— Have you ever regretted downloading or using an
app because of data privacy issues? [Follow-up]: Did
you take any further actions because of these re-
grets such as changing your privacy settings, unin-
stalling the app or limiting your use of it?

— In the past, have you ever had your personal data
misused or compromised in general? If so, what
happened? What about data related to apps or web
services?
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— Wrap-up Alright, I have asked all the interview ques-

tions. Is there anything else you would like to say?
Any questions at this point? Or any comments? Now
I will be asking you to fill out a short survey. The sur-
vey link is pasted inside the chat. You will receive the
e-gift card via email soon after you complete the sur-
vey. Feel free to disconnect now. Thank you so much
for your participation!

Post-Interview Questions

How much control do you think you have over the
data that companies collect about you?

How concerned are you, if at all, about how companies
are using the data they collect about you?

How much do you feel you understand what compa-
nies are doing with the data they collected about you?
Prompt: a great deal, some, very little, nothing
What is the highest level of education you have com-
pleted?

Have you ever held a job or received a degree in com-
puter science or any related technology field?

Which of the following best describes your employ-
ment status?

Privacy behavior: Have you used the following tools
in the past year? Please select all that apply.

Codebook

Code categories are shown in bold type, with the list
of codes in that category following. For a more de-
tailed version with code descriptions, see https://osf.
io/47kzt/.

App Privacy

iPhone usage length: less than 5 years, at least 5
and less than 10 years, at least 10 years

Why use iPhone

iPhone # of apps estimate: <40, 50-100, >300
iPhone actual # of apps: <50, 50-100, 101-200,
>200

Recent app download time: within 1 day, within
a week, within a month

App download process: search keywords in App
Store, search in Google, download multiple apps and
then delete unwanted, learn specific app from ads,
learn specific app from recommendations, generally
know the app the download when in the App Store


https://osf.io/47kzt/
https://osf.io/47kzt/

Factors considered when downloading
apps: cost, reviews, ratings, utility, descriptions,
brand/trust, rewards program, space/battery, num-
ber of downloads or reviews, bugs

Concerns about app privacy: yes, no, consider
privacy before downloading, remove app out of pri-
vacy concern, privacy concern for newly downloaded
apps, privacy concern about Facebook related apps,
privacy concern only for important apps

Whether have questions about app data col-
lection yes, no, specific question

Where to learn about app data collection
Google, terms of services/privacy policies, iPhone pri-
vacy settings, iPhone privacy prompts, in-app privacy
settings, the App Store, media, downloaded data
Looking for app privacy in the App Store: no
Seen app privacy section in the App Store be-
fore: no, yes, yes but only aware of its existence
DoorDash app used before: yes, no

Chipotle app used before: yes, no
Label Understanding & Perception

Tracking: understanding, confusion, concerned, not
concerned, useful, not useful, mixed feelings
Tracking by identifiers: concerned, not concerned,
mixed feelings

Tracking implies aggregating location data:
yes, clear from the label, not clear from the label,
concerned

Tracking used for advertising: yes, clear from the
label, not clear from the label

Data linked to you: understanding, confusion, use-
ful

Difference between data used to track you and
data linked to you: understanding, confusion
Data not linked to you: understanding, confusion
Contact under data not linked to you: confusion
Targeted advertising: understanding, concerned,
not concerned, mixed feelings, useful

Third party or developer advertising: under-
standing, confusion

App functionality: understanding, confusion, use-
ful

Analytics: understanding, confusion, useful, not
concerned

Product Personalization: understanding, confu-
sion, useful, concerned

Identifiers: understanding, confusion, concerned
Device id: understanding, confusion
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Product
mixed feelings

interaction: understanding, confusion,

Browsing or search history: understanding, con-
fusion, concerned, not concerned

Other category: understanding, confusion, con-
cerned, not concerned

User content: concern, confusion

Contacts used by DoorDash for other pur-
poses: concerned, mixed

Jargon confusion: usage data, crash data, diagnos-
tics, coarse location, purchase

App has no need for listed data on label
Label first impression

Confusion about label structure

Confusion about label sections

Label useful: yes, no

Understood most of the labels?: yes, no, in-
between

Learned new things from labels?: yes, no, in-
between

Future use of labels: yes, no, depends

Labels impacting later decision to download
apps: yes, no, depends

Labels include all app data collection prac-
tices: yes, no, not sure

What participants like about the labels: exis-
tence, increased transparency, other

What participants dislike about the labels:
vagueness, long and/or repetitive, use of jargon
How to improve the labels or what partici-
add
accessible definitions, add specific and contextualized

pants would want the labels to include:

examples of data collected, add privacy controls, add
whether the data is being shared or sold and/or with
whom, add data retention, explain in details what
they do with the data and/or justification, add how
data privacy is protected, arrange purposes in a table
format, add contact info for further questions, other
Do participants trust the labels? yes, no, de-
pends, reason for yes, reason for no

Labels provided by: app developers, Apple, both
Apple and app developers, not sure

Labels reviewed or verified by Apple? neither,
only reviewed, verified, not sure

If labels are reviewed, how? automated process-
ing, manual review, both

Like Compact label

Participants expect labels to be interactive
Participants think labels are required

Labels lack oversight or guarantee
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Privacy Attitudes and Experiences

— Resignation

— Trade-off

— Not concerned about privacy: generally uncon-
cerned, nothing to hide, low perceived risk, privacy
as a secondary task

— Privacy concern: generic, desire to remain personal
autonomy, feeling watched, risks

— Usable privacy: user burden high, frustration with
privacy policies

— Privacy protection behavior

— More concerned after reading labels

— Past experience with personal data being mis-
used or compromised? no, data breaches, fraud-
ulent activity on bank accounts, identity theft, ac-
counts hacked

— Aware of turning off tracking on iPhone: yes,
no, confusion
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