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ABSTRACT

The number of users of wearable activity trackers (WATs) has
rapidly increased over the last decade. Although these devices en-
able their users to monitor their activities and health, they also
raise new security and privacy concerns, given the sensitive data
(e.g., steps, heart rate) they collect and the information that can
be inferred from this data (e.g., diseases). In addition to sharing
with the service providers (e.g., Fitbit), WAT users can share their
fitness data with third-party applications (TPAs) and individuals.
Understanding how and with whom users share their fitness data
and what kind of approaches they take to preserve their privacy
are key to assessing the underlying privacy risks and to further
designing appropriate privacy-enhancing techniques. In this work,
we perform, through a large-scale survey of N = 628 WAT users,
the first quantitative and qualitative analysis of users’ awareness,
understanding, attitudes, and behaviors toward fitness-data shar-
ing with TPAs and individuals. By asking these users to draw their
thoughts, we explore, in particular, users’ practices and actual be-
haviors toward fitness-data sharing and their mental models. Our
empirical results show that about half of WAT users underestimate
the number of TPAs to which they have granted access to their data,
and 63% share data with at least one TPA that they do not actively
use (anymore). Furthermore, 29% of the users do not revoke TPA
access to their data because they forget they gave access to it in the
first place, and 8% were not even aware they could revoke access
to their data. Finally, their mental models, as well as some of their
answers, demonstrate substantial gaps in their understanding of
the data-sharing process. Importantly, 67% of the respondents think
that TPAs cannot access the fitness data that was collected before
they granted access to it, whereas TPAs actually can do this.
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1 INTRODUCTION

The number of wearable activity trackers (WATs), such as wrist-
worn fitness trackers and smartwatches, has grown rapidly over
the last decade [11]. These devices collect a wide variety of per-
sonal data, including physiological (e.g., heart rate) and contextual
data (e.g., the time and place where an activity was conducted).!
WATs are used to monitor (parts of) their users’ lives (quantified-
self [14])—often related to health—including physical activities,
sleep patterns [77], and stress levels [64]. Earlier studies have shown
that fitness data can help researchers and practitioners detect, early
on, diseases such as Parkinson’s [64], sclerosis [8, 32, 80], and SARS-
CoV-2 infection [38]. Data collected by WATS can also be used to in-
fer user activities [45, 78, 90], food and alcohol consumption [34, 90],
and smoking habits [79].

Although some of the aforementioned usages of fitness data
can be perceived as beneficial, fitness data can also be used for
malicious and curious purposes, which raises security and privacy
issues. For instance, it can be used to infer what a user is typing
(e.g., on a computer keyboard, smartphone keypad, or an ATM pin
code) [49, 54-56, 72], which can leak user passwords or mount
impersonation attacks on biometric authentication systems [18,
19]. Bike-speed data shared on activity-based social networks (e.g.,
Strava) can drive thefts by enabling thieves to identify and locate
high-priced bikes [10]. Finally, the aggregated-heat maps of users’
geotagged activities reveals the location of secret military bases all
over the world [37]. Therefore, users have to find a balance between
utility and security & privacy; unfortunately, oftentimes, they end
up compromising the latter [46, 86].

Such attacks can be mounted by any individual and/or entity
who has access to users’ fitness data. Naturally, this includes the
WAT service providers (e.g., Apple, Fitbit—owned by Google—, and
Garmin) that collect the data from the trackers by uploading it to
their servers, typically through companion mobile apps installed
on smartphones paired with trackers and, by extension, their busi-
ness partners with whom they share data (e.g., advertisers, data
brokers), hence even hackers. In these last two examples, the users
might not agree with or even know about the access to their data.
Beyond these usual suspects, data is often made available voluntar-
ily by users to some individuals (e.g., family, friends, co-workers,
healthcare professionals [4, 27]) and entities (e.g., employers [71],

Henceforth, we will refer to the data collected by WATSs as fitness data.
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insurance companies [12], service providers), typically through
third-party applications (TPAs) or social network profiles. Users do
so for increased social or financial benefits (e.g., projected image,
decreased premiums) and/or for additional features not offered by
the original services or applications.

Understanding how users share their fitness data, and more
generally who has access to their data, is paramount to properly
assessing the security and privacy risks associated with fitness data
and to developing effective privacy-enhancing technologies (PETs).
Although WAT users’ attitudes toward fitness-data sharing has
been widely studied (e.g., [28, 50, 74, 86]), users’ actual behaviors
have so far received, to the best of our knowledge, little attention.
In particular, fitness-data sharing through TPAs has been mostly
overlooked, although it has received substantial attention in the
context of social network data [30, 42, 43, 91] and from the point of
view of the security of the associated protocols (i.e., OAuth) [47, 48].

In this work, we fill this gap by addressing the following research
questions:

e RQ1. To what extent and how do WAT users use and manage the
access of fitness-related TPAs? To what extent are they aware of
the data shared with these TPAs?

e RQ2. To what extent are users aware of the availability of their
PII and fitness data on their fitness-tracking profiles (data types
and visibility/audience)? Which types of data do they share, and
with whom?

e RQ3. What are users’ attitudes toward existing and potential
(e.g., granular sharing) PETs for controlling their fitness data
shared with TPAs?

e RQ4. What are users’ mental models regarding fitness-data col-
lection and sharing processes between WATs and TPAs?

We designed a questionnaire that we deployed through a large-
scale survey, in the US (N = 628), of WAT users equipped with a
device from Apple, Fitbit, or Garmin. We explored users’ behaviors,
especially with TPAs, toward data sharing. We surveyed users’
general understandings of how data sharing works, including an
analysis of respondents’ mental models [59] by asking volunteer
respondents to draw the data flow between WATs, TPAs, and other
components. We also assessed their understandings about how
they can monitor data sharing with their main companion app
paired with their WAT (especially access revocation). We evaluated
how convenient it is for them to use these functionalities. Last, we
measured their attitudes toward different PETs.

Our results show that 70% of WAT users share fitness data with
at least one TPA. About half of them underestimate the number of
TPAs to which they grant access to their data, and 63% share data
with at least one TPA that they do not actively use (anymore). Not
surprisingly, 29% of users did not revoke TPA access to their data
because they forgot they had given access to it in the first place, and
8% of them were not even aware they could revoke access to their
data. Finally, there is a substantial mismatch between the data that
users think the TPA can access and that data it can in fact access:
67% think the TPA cannot access fitness data that was collected
before they granted access to it, whereas it actually can. Such gaps
in users’ understandings were also highlighted after we analyzed
their mental models.
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Outline. The rest of the paper is organized as follows. In Section 2,
we present the related work. In Section 3, we describe the system
and the threat models. In Section 4, we detail our methodology
including participant selections, survey designs, and procedures.
We describe the results of our analysis of the survey data in Section 5.
We discuss the design implications of our findings in Section 6, and
the study limitations in Section 7. Finally, we conclude the study in
Section 8.

2 RELATED WORK

Prior research explored WAT users’ (self-reported) behaviors, habits,
concerns, and attitudes regarding fitness-data sharing. However, to
the best of our knowledge, no such study has been conducted about
fitness-data sharing with TPAs. More specifically, though some
studies previously analyzed smartphone permissions in generic
TPAs [65] and users’ perception regarding these permissions [16,
20, 61, 92], no study has focused on TPAs for WATs. A different
line of research explored the data-sharing intentions and practices
of WAT users, but without specific focus on TPAs [4], and the
relations between WATSs and TPAs to build privacy-enhancing tech-
niques [83] were modeled. However, there is no study specifically
about WAT users’ behaviors, understandings, and attitudes toward
data-sharing with TPAs.

2.1 General Fitness-Data Sharing

Bilogrevic and Ortlieb [9] explores the attitudes and concerns of
users of search engines, online shopping, and online social net-
works toward data sharing, in particular regarding cross-platform
data combination privacy risks (user survey with N = 918 and in-
terviews with N = 14). They show that the type of data and services
have an important impact on the users’ comfort toward fitness-data
sharing. Liao [50] measured the effect of different factors on online
data-sharing behaviors (user survey with N = 553). They focused,
more specifically, on health conditions (self-stigma), on privacy
attitudes, and on the different factors (e.g., types of data, online
platforms) that affect health and fitness-data sharing. Their results
show a negative correlation between self-protection factors (e.g.,
data security concerns) and data-sharing self-reported behavior.
They also show that data-sharing is correlated with gratification
for their use of social platforms.

More relevant to WATs and fitness data, the work of Schneegass
et al. [75] analyzes how WAT users’ willingness to share fitness
data changes depending on the data type (incl. the sensors used
to collect them), derived data, and the data recipients (user survey
with N = 249). Their results show a negative correlation between
their willingness to share and the size of the audience. Moreover,
users prefer to share specific derived data rather than sensor raw
data. Furini et al. [26] analyze WAT users’ willingness to share
fitness data for altruistic reasons, more specifically, to help fight the
COVID-19 pandemic (user survey with N = 76). Their results show
that, when given a strong altruistic motivation, individuals tend
more to agree with data sharing.

Gabriele and Chiasson [27] study WAT users’ general attitudes,
knowledge, and behaviors toward fitness-tracking devices (survey
with N = 212). They focus on the user’s awareness regarding
the effect of fitness-data collection on their privacy, their sharing
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intentions and behaviors, and their general feelings toward data
sharing. Their results show that users’ concerns and behaviors
depend mostly on the data type and data recipients. They also
suggest that users need more/finer sharing options.

More recently, Velykoivanenko et al. [86] have studied WAT
users’ perceptions of the utility of the different features offered
by WATS, the associated applications and services (including data
sharing) and the associated privacy risks (survey with N = 227 cou-
pled with a 4-month field experiment and interviews with N = 19).
Their results show that respondents are generally aware of the
possibility of inferring sensitive information from fitness data, but
only physiological information. However, the respondants have
rather strong concerns about some of these inferences (e.g., per-
sonality). The results also show that respondents are open to some
data generalization-based PETs, including those that we study in
this work.

Lupton [52] study how WAT users share fitness data with other
individuals and privacy concerns (interview with N = 40). They
report that most of their respondents consider only privacy in a
“social privacy” point of view and do not view how their data can
be used by third parties (e.g., advertisers, health insurers). Pinchot
and Cellante [69] study the factors that affect data-sharing per-
ceptions (survey with N = 325). They measure privacy concerns,
data-sharing habits, the understanding of privacy settings and pri-
vacy policies, the perception of data sensitivity, and the perception
of data values. Their results show that self-reported data-sharing
behaviors are negatively correlated, with statistical significance,
to the understanding of privacy settings, to the understanding of
privacy policies, and to the perception of personal-data values. Mur-
mann et al. [63] study the possible adoption of privacy notifications
for WAT usage (survey with N = 304), where most of their re-
spondents found privacy notifications useful for monitoring their
data-sharing and for increasing their privacy.

Finally, a few works propose PETs. For instance, Epstein et al. [22]
developed a fine-grained step-count sharing system that enables
the user to delete, modify, and aggregate step-count data to prevent
privacy risks yet to preserve some information (e.g., total daily step
count).

2.2 Fitness-Data Sharing with TPAs

More relevant to fitness TPAs, the work of Alghatani and Lipford
[4] qualitatively analyzes fitness-data sharing behavior and the
concerns of WAT users (interview with N = 30). Five of the par-
ticipants reported sharing fitness data with TPAs such as health
insurance companies (to reduce their premiums). Regarding the
TPAs’ behavior, Nobakht et al. [65] developed a software to an-
alyze the code of TPAs compatible with Google Fit in order to
determine whether they are over-privileged and whether the data
requested by the TPA is indeed needed. Their analysis of 20 free
fitness-related TPAs shows that some of these TPAs indeed request
far more data than they really need to provide their services.
Finally, through a case study (i.e., Fitbit-data shared with the
Lose 1it! app), Torre et al. [84] modeled the complexity of the
relationship between WATs and TPAs and assessed the privacy risks
associated with TPAs. They used a Bayesian network to compute
the probability of inferring different information from data tracked
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or collected by WATs and smartphones. They also developed a
system, called AID-S, for helping users manage their privacy. They
concluded that users can easily lose track of the accesses they
granted to TPAs.

In conclusion, despite all the relevant studies about (a) behavior,
attitudes, and concerns regarding online social networks [30, 42, 43,
91], (b) privacy-protection mechanisms [3, 5, 13, 17, 76], and (c) risk
assessment [2, 23, 87, 88], WAT users’ behaviors, understandings,
and attitudes toward data-sharing with TPAs have not yet been
studied. Furthermore, the actual behaviors of WAT users toward
data-sharing with other individuals—i.e., by asking respondents to
check what they actually do in their account settings—has never
been studied.

3 SYSTEM AND THREAT MODELS

Most major WAT providers such as Apple, Fitbit, and Garmin en-
able data sharing with TPAs by using application programming
interfaces (APIs). These APIs enable third-party services to access
a part of users’ data, provided that the users consent. Fitness data
are usually stored on the users’ WATs (temporarily), and on the
smartphone paired with the WATs. 2 and/or on the WAT provider’s
servers. Sharing data with a TPA (i.e., granting it access to the data)
enables it to access this data, or at least a part of it, until users
revoke the access. During this period of time, a given TPA is tech-
nically able to store the collected data on their own server and to
keep them for as long as they want.

When the data is stored on the WAT provider’s servers—as it is
the case for Fitbit and Garmin [25, 29]—, user consent is collected
through a webpage, and the TPA subsequently obtains access tokens
to make requests to the WAT provider’s web API that is usually
secured with the Oauth2.@ protocol [15]. Such requests can be
made by a mobile app or by a server controlled by the TPA. When
the data is stored on the smartphone—as it is the case for Apple—,
the TPA can make requests to the local API of the operating system
of the smartphone (e.g., iOS) that is secured with mobile permissions
for which the user is prompted. Such requests can be made only
via a mobile app. Yet, the data collected by the mobile app can be
subsequently sent to a server. In both cases, the user can grant
access selectively to their fitness data, by choosing in the list of data
types requested by the TPA. For instance, they can grant access to
step data but not to heart-rate data.

TPAs are known to ask users for access to far more data than they
really need and to use to provide their services [65]. Such TPAs can
use the data for their own profit either by tracking or inferring new
information about the users beyond their services, or by sharing
them with other companies without notifying the user [21, 58].
Also, it is possible that some TPAs change their privacy policies,
without the users noticing. Individuals who use a large number
of functionalities through different TPAs might just not notice
the changes or accept the privacy change notifications, without
properly reviewing them. Previous research argued that, due to the
large number and availability of TPAs, users can easily lose track
of their granted accesses [84]. Last, to cease the data-sharing, a
user must actively revoke the access permissions by using the WAT

2The fitness data stored on the smartphone can be synchronized, possibly encrypted,
with a server (e.g., iCloud).
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provider’s platform,; this is not necessarily easy to do for every user,
as suggested by our results.

Another way to access WAT users data is to use users’ (public)
profiles. Users’ PII (e.g., birthdate, e-mail address), as well as, to
some extent, fitness data (e.g., average step count, list of achieve-
ments) might be publicly available on the service provider web
platform or using the social functionalities of the companion app.
Depending on the privacy settings, potential adversaries can access
sensitive information without any authorization and/or consent.
Furthermore, as the API data access used by TPAs—and using the
Oauth2.@ protocol— needs only the user’s validation (by clicking
on a link) and does not necessarily require any account creation or
notification, an adversary could use social engineering techniques,
such as phishing [85], to gain access to user data.

4 METHODOLOGY

To answer our research questions, we collected quantitative and
qualitative data about WAT users’ data-sharing practices, through
a questionnaire we designed and deployed in an online user survey
(N = 628). Given the exploratory nature of the study, we did not run
any statistical power analyses a priory to set the number of respon-
dents. However, considering previous survey studies published on
fitness-data sharing (e.g., Liao [50], N = 553), we recruited around
600 individuals. Furthermore, we ran an a posteriori power analysis
which revealed a high level of power (1.0). The study was approved
by the institutional review board (IRB) of our university.

4.1 Recruitment

We recruited our survey respondents via Prolific that was as-
sessed as a reliable crowdsourcing platform for scientific research [67].
We first ran a screener survey to select the respondents eligible for
our main survey. We relied on Prolific’s native screening feature
to target individuals who (a) use a WAT (i.e., either a fitness tracker
or a smartwatch) and (b) live in the US and speak English fluently.
We asked respondents four screening questions: (1) the brand of
their WAT, (2) the operating system of the smartphone paired with
their WAT (if any) (3) the frequency at which they wear their WAT
(i.e., number of days per week), and (4) whether they ever shared
their fitness data with TPAs. We collected the data of N = 2504
respondents. This enabled us not only to select eligible respondents
but also to compute general statistics on the market shares of WAT
brands and on the use of TPAs.

For our main survey, we selected the respondents who reported
using a WAT manufactured by Apple, Fitbit, or Garmin, paired with
an Android or iOS smartphone with the official companion app (i.e.,
Apple Health, Fitbit, and Garmin Connect, respectively). We chose
these manufacturers as they are the three market leaders in the US.3
We excluded those who reported not wearing their devices at least
one day per week. We further excluded those who reported having
never granted access to their fitness data to a TPA. The screener took
53 sec on average. Following Prolific’s recommendations, we paid
the respondents USD 0.12. We selected 1461 eligible respondents
that we contacted for participating in the main survey.

3 Apple is the leader in the US WAT market with a share of 37.6% in terms of sales
volume. Fitbit is second with 19.3%, followed by Garmin with a 8.1% [81]. This was
confirmed by the results of our screener survey.
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4.2 Design of the Survey Questionnaire

We designed the questionnaire to collect various information about
WAT users’ behavior, awareness, understandings, and attitudes to-
ward fitness-data sharing. In addition to demographics and general
WAT usage data, we collected information related to fitness-data
sharing with individuals and TPAs and information about their
general understandings of the fitness-data sharing ecosystem and
the respondents’ willingness to use new features that could help
them better preserve their privacy in the data-sharing process with
TPAs. The questionnaire was composed of between 40 and 51 items
spread over seven sections. For some sections of the survey, the
number of items varied depending on the respondent’s WAT brand,
smartphone operating system, and previous answers. The question-
naire was designed to take around 30 minutes to complete. Next,
we explain each survey section in detail. All supplementary ma-
terials of the paper are available in the Open Science Framework
(OSF) repository.* The questionnaire is available in Supplementary
Material 1.5

Sec. A: Introduction. The respondents had to confirm consent to
participate in the study and they had to meet all the requirements.
For a quality check, they were asked to answer again the same
(small) set of questions as in the screener survey. Next, we asked
a question about their WAT’s utility. The respondents were asked
which functionalities of their device they generally use (i.e., related
to the data collected by their WAT), such as step tracking, sleep
tracking, or stress monitoring.

Sec. B: Data Sharing Using TPAs. We polled the respondents’
behaviors concerning and awareness of data sharing with TPAs
(see RQ1). To assess the respondents awareness regarding their own
data-sharing behavior, we repeated several questions in the survey
(what they think they do vs. what they actually do). The first time,
we asked the respondents to answer the question “off the top of
their heads”, and the second time, we asked them to answer the
same question after checking their mobile apps (i.e., Apple Health,
Fitbit, or Garmin).

We asked them to answer “off the top of their heads” about the
number of TPAs they currently use and about the names of the TPAs.
Then we asked them to answer the same question after checking
the privacy settings of their apps. To facilitate answering these
questions and to reduce their cognitive effort, we provided a step-
by-step visual guideline to help them navigate through their apps to
find the requested information. We also provided the respondents
with alist of well-known TPAs that we selected by using the ranking
from data.ai (ie., formerly App Annie). For each mobile platform
(i.e., Android or iOS), we selected the ten apps in the “Health &
Fitness” category with the highest number of active users at the time
when we deployed the survey. In order to reduce the respondents’
cognitive effort, we limited the number of proposed options to ten.
We did not include either the fitness-tracker companion apps (i.e.,
Fitbit, Garmin, and Apple Health) in the app list, or the apps that
do not use data collected with Apple, Fitbit, or Garmin WATs (e.g.,
Oura can be only linked to a specific connected ring).

4See https://osf.io/z6fw9 (DOL: 10.17605/OSF.I0/Z6FW9), last accessed September 2022.
5Note that, as some questions can directly provide information about the data-sharing
process hence about prime the respondents, they are not displayed in the same order
as presented in this article and are not necessarily ordered by information type.
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Finally, we asked the respondents about their general usage of
these TPAs (e.g., whether they still use them actively). We also asked
them how they generally choose which data to share, among those
requested by the TPAs. Indeed, during the data-sharing process
(i.e., granting access to a TPA), the user has to select, for each
data type requested by the TPA, which ones they agree to grant
access to. Because some TPAs request access to more data types
than they actually need to provide their services [65], we asked our
respondents if they usually share all requested data types, if they
share everything only when it is necessary to use the app, or if they
share selectively.

Sec. C: Data Sharing via Public Profile. We also probed the re-
spondents’about their behaviors concerning fitness-data sharing
via their public profile® and their awareness regarding the types of
information that are accessible via their public profile (see RQ2).
Similarly to the previous section about data sharing using TPAs, we
asked the respondents to select, from a list, the types of data that
are publicly available on their fitness companion app profiles. We
explicitly asked them to do it “off the top of their heads”, then we
asked them to check their apps’ privacy settings. Thus, we could
estimate the difference between what they think they are publicly
sharing and what they actually share. Finally, we asked the respon-
dents if they had ever modified the default privacy settings of their
app to change the availability of some of the data on their profile.

Sec. D: Data Sharing with Others. We asked if they share their fit-
ness data with other individuals or entities such as their friends, em-
ployer, health insurers (see RQ2). We asked the respondents to check
their apps and to select the types of data that they share with other
individuals, the number of individuals they share with, and the types
of relationships with those individuals. We selected the following
types of data recipients based on a previous study [4]: friends, fam-
ily, strangers, physicians (or health professionals), co-workers, and
financial-incentive programs. We replaced the “financial-incentive
program” with “employer” as most of these programs are set up
in collaboration with employers [24], especially in the US where
the employers pay for health insurance. Furthermore, an employer
is more likely to represent a natural person, compared to an orga-
nization that represents a legal person. Hence, we also asked the
respondents if they share their fitness data in the framework of any
health programs (e.g., with employer or health insurers) [31, 60, 82].

Sec. E: Attitudes toward Privacy-Enhancing Technologies. We
evaluated the willingness of the respondents to use new PETs for
data-sharing practices with TPAs (see RQ3). We present three differ-
ent functionalities: (1) reduce time granularity, (2) to reduce spatial
granularity (i.e., data precision), and (3) remind users to monitor
TPA access to their data (i.e., “privacy checkup reminder”). For each
of these functionalities, we asked them to evaluate how likely they
would use it on a seven-point Likert scale from extremely unlikely
to extremely likely.

The first solution (i.e., time-granularity reduction) enables users
to choose the level of time granularity with which their fitness
data should be shared. The second solution (i.e., data-precision re-
duction) enables users to choose the level of precision with which
their fitness data are shared. The solutions are illustrated in Figures

Only applicable for Fitbit and Garmin users, as Apple Health does not provide any
public profile functionalities.
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424PM

Touch to monitor and revise fitness-data access
granted to third-party applications.

D/‘ Privacy Checkup!

is poste ‘ou can set the frequency

Figure 1: Picture presented to the respondents to illustrate
the proposed TPA access monitoring reminder.

of Appendix A. The solution let users choose to share data as it
is, rounded to the tens, rounded to the hundreds, or rounded to
the thousands. The last solution (i.e., access-monitor reminder) is
shown in Figure 1. It sends users recurrent privacy notifications
reminding them to check and revise their previously granted access
to TPAs. Users can customize the notification period to receive it
either weekly, monthly, or every three months. To the best of our
knowledge, none of these functionalities were currently tested in
the earlier studies or implemented in the existing fitness platforms
(Although, Facebook and Google do encourage—with reminders—
their users to conduct so-called security/privacy checkups). How-
ever, since version 11, a similar mechanism is used by Android to
revoke permission granted to apps that are no longer used [68].

For the respondents who answered that they are not using ac-
tively all their installed TPAs, we also included an open-ended
question: “Why did you not revoke their access ?” We asked them to
evaluate how easy did they find the whole data-sharing process. Fi-
nally, we asked one last open-ended question about the usability of
the data-sharing monitoring process in order to collect respondents’
suggestions.

Sec. F: Understanding of Data Sharing. We assessed the respon-
dents’ understandings of the data-sharing process (see RQ4). We
asked them to evaluate (i.e., mark as true/false) different statements
about what happens to their shared data (from technical and legal
aspects) after they grant access to TPAs and after they revoke it.
Furthermore, we probed respondents’ mental models by asking
them to draw their thoughts. Mental models are explanations of
individuals’ subjective and implicit assumptions (i.e., tacit knowl-
edge) about how they perceive and conceptualize different phe-
nomena [40] and how they think different technologies work [59].
Given that verbalizing such tacit knowledge might be difficult for
individuals (respondents in our case) [53], recent studies on secu-
rity and privacy [41, 44, 53, 66, 86] asked their participants to draw
their thoughts. Following these studies, we asked the respondents
to “Draw a picture representing how you think the access granting
to TPAs is processed, and how your fitness data is transferred be-
tween different entities.” We recommended they consider including
all relevant elements in their drawing, including their WAT, their
smartphone, the WAT providers’ servers, the TPAs, and any other
elements they deemed relevant. We also instructed them to use
lines/arrows to connect these entities (i.e., typically for data flows)
and to use text to label them. We did not provide any template
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drawings so as to avoid priming respondents’ and limiting their
creativity.

The respondents were asked (1) to not spend more than five
minutes on the drawing, (2) to take a clean sheet of paper and
a pen or pencil, and (3) to take a good-quality photo with their
smartphone. Last, they were informed that their drawing skills
would not be judged or evaluated by the researchers. Making the
drawing was optional, and the respondents were informed that by
submitting a drawing they would automatically be enrolled in a
lottery for an extra 10$ bonus payment (1 bonus per 5 participants).
We collected a total of 142 drawings.

Sec. G: Additional Questions. We included some questions that
were not directly related to data sharing. These questions were
asked either to collect demographic information that is not pro-
vided by Prolific, to verify that the respondents correspond to all
the criteria (i.e., screening questions), or to personalize the survey
(e.g., questions about the device usage and companion app). Finally,
we measured the data-collection concern by using the Collection
part (four items) of the Internet Users’ Information Privacy Con-
cerns (IUIPC), as well as the Global Information Privacy Concern
of the respondents by using three items (i.e., items 2, 3, and 6) of
the corresponding scale described in Malhotra et al.” article on
IUIPC [57].

4.3 Procedure

Before deploying the survey, we conducted cognitive pretests in
order to address potential problems in the survey design. We asked
five researchers, who were not involved in this research project,
from our university to take the survey. They were all WAT users
(2 Apple, 2 Fitbit, 1 Garmin), and all met our selection criteria.
One pretest was conducted in person, whereas the others were
conducted remotely via Zoom. For each pretest, the first author
carefully observed the test subject taking the survey. The test sub-
ject was instructed to rephrase the questions, in their own words
and out loud, to describe what they think was asked, then to an-
swer it. At the end of the pretest, the author and the test subject
were debriefed about the subject’s understanding and answers. The
pretests showed that the survey instructions and questions were
overall clear. Few understanding issues were raised and addressed.
For example, we removed the negative forms in some questions, put
some important elements in bold, and added instructions to specify
when the respondents could validate a multiple choice question
without selecting any options.

Out of the 1461 eligible (potential) respondents we contacted
(from the screener), 745 started the main survey. To reach our
objective, we contacted them in batches. Ultimately, 660 completed
the main survey (slightly above our objective). It took, on average,
16 min and 14 sec to complete (SD: 10 min and 28 sec, Min: 3 min
and 33 sec, Max: 86 min and 17 sec). The respondents were paid
USD 5.

4.4 Data Reliability

Although Prolific is a reliable crowdsourcing platform, it cannot pre-
vent undesirable behavior from some respondents, such as speeders
and straightliners. Thus, we applied some strategies to clean the
data. First, the individuals who answer “no” to the question on the
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use of TPAs in the main survey and “yes” in the screener survey
were redirected to the end of the survey and their data was dis-
carded (as they gave inconsistent information). Second, we analyzed
the answers of the speeders who completed the survey in less than
five minutes. We decided to consider such respondents as reliable
only if their answers were consistent and if their answers to the
open-ended questions made sense [62]. Third, we analyzed incon-
sistent answers, where the answers to some questions contradict
the answers to other questions. For example, some Apple Watch
users indicated that they share some type of data with their family
but, in the subsequent question, they indicated that they share data
with no one from their family. We decided to remove such answers,
yet we kept their mental model, if they submitted one. As a result,
we removed the answers of 32 respondents.

4.5 Coding Process

We collected 142 drawings that represent the respondents’ men-
tal models. We first applied a quality check to ensure that all the
drawings have proper quality and include (relevant/meaningful)
content. We excluded 6 drawings (4.2%): those whose photos were
of low quality, did not include any relevant content, or were copied
from the Internet. For the remaining 136 drawings, we focused
on two aspects. First, we studied the technical understanding and
correctness of respondents, in terms of the information flow within
the ecosystem of WATs and TPAs. Second, we studied the con-
textual information, such as their understanding of data-sharing
and privacy concerns, they included in their drawings. The mental
model dataset (i.e., all drawings) and two codebooks (i.e., technical
codebook and contextual codebook) are available in Supplementary
Material 2.

For the respondents’ technical understanding, we excluded 4
drawings (2.9%), as the respondents illustrated high-level abstract
drawings and did not represent the low-level details. Among the
remaining 132 drawings, we checked the types of the elements
(WAT, smartphones, connected devices, WAT servers, TPAs, etc.)
depicted in the drawings and the way these elements were con-
nected to each other. Accordingly, we clustered the mental models
and identified the main types of models. Also, following previous
studies [1, 44, 53, 86, 89], we labeled respondents’ mental models
as either correct, inaccurate, or incorrect.

For the contextual information displayed in the drawings, we
reviewed (1) the textual information and labels that indicate users’
actions, attitudes, and understanding (e.g., access revoking, report-
ing privacy consequences), (2) the recipient types (e.g., advertisers,
hackers, public), and (3) the data types (e.g., step, location, heart
rate). Out of 136 drawings, we identified 73 (53.7%) that illustrate
contextual information. We developed a codebook by using open
coding [73], where we coded 113 elements in the drawings. In total,
we identified 20 distinct codes categorized in four themes.

Finally, for the analysis of the answers to the open-ended ques-
tions, we used the affinity diagramming method [51] to organize
and sort the ideas and thoughts raised in the answers. The sec-
ond author proceeded to the coding of open-ended questions, then
the first author reviewed and provided feedback. The codebooks
for three open-ended questions are available in Supplementary
Material 3.
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Figure 2: Distribution of the number of users in terms of
the difference between the number of TPAs they really have
and the number of TPAs they think they have. A positive
difference means that they underestimated the number of
TPAs, whereas a negative difference means that they overes-
timated it.

4.6 General Statistics

Regarding the WAT brand, 53% of our respondents own an Apple
Watch, 38% own a Fitbit device, and 9% are Garmin users. Regarding
gender, 61% of our respondents are women, 37% are men, and 2% are
non-binary. This roughly corresponds to the general population of
fitness-tracking users [70]. The average age of the respondents was
35 years old (SD: 11, Min: 18, Max: 73) distributed in the following
ranges: 18-29: 37%, 30-39: 34%, 40-49: 16%, 50-59: 9%, 60+: 4%.7 The
respondents reported that they wear their devices 6.4 days a week
on average (SD: 1.1, Min: 1, Max: 7), and daily for 1-6 hours (7%),
7-12 hours (24%), 13-18 hours (30%), 19-24 hours (39%). 17% of the
respondents reported that they have had their current device for
less than a year, 41% for 1 to 3 years, 28% for 3 to 5 years, and 14%
for 5 years or more. As for their privacy concerns (assessed using
IUIPC items), the collection scores are the closest to a truncated
normal distribution (IUIPC Collection score: y = 5.4,0 = 2.3,a =
—0.05,b = 6.05; the Global Information Privacy Concern score:
{4 =350 =1.6a=—-0.05b = 6.005), with y the mean score, o
the standard deviation, and a and b the bounds. Figures 13 and 14
in Appendix B show the score distributions.

5 RESULTS

In this section, we present the results and findings from our sur-
vey, according to the ordering of the questions as presented in
Section 4.2.

5.1 Users Tend to Forget About Their TPAs

The data collected in the screener survey shows that the majority
of the US-based WAT users (70.2%) share some of their fitness data
with TPAs. Using TPAs for fitness data is therefore a common prac-
tice and it is paramount that users understand the functioning of
this ecosystem (WAT-TPA) and its privacy implications. Among the
respondents of the main questionnaire, “MyFitnessPAL”, “Strava”,
and “Achievement” were the three most frequently installed TPAs
with fitness-data access. Figure 2 shows the distribution of the
respondents’ errors when estimating the number of their TPAs
that have access to their fitness data. The error is computed for

"The age information for three respondents was not available in Prolific’s statistics.
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Most (21%)

Some (32%)
All (37%)

None (10%)

Figure 3: Ratio of respondents who (still) actively use all,
most, some, or none of their TPAs.

each respondent and is defined as the difference between the actual
number of TPAs that have access to their fitness data (obtained by
asking the respondents to verify in their companion app settings)
and the estimated number of their TPAs that have, according to
them, access to their fitness data (“off the top of their heads”, before
verification). We can see that the number of such TPAs is clearly
underestimated by respondents (the difference is significant with
1(627) = 12.85,p < .001, Cohen’s d = 0.51, paired sample t-test),
which confirms Torre et al. [84]’s statement that, due to the large
number and availability of TPAs, users can easily lose track of the
TPAs to which they granted access to their fitness data. Although
one-third of the respondents (35%) correctly estimated the number
of TPAs, almost half of them (49%) underestimated it, and only 16%
overestimated it. As shown in Figure 3, two-thirds of the respon-
dents reported that they do not actively use some of their TPAs.
Such behavior confirms that a large proportion of WAT users share
their data with service/app providers, without benefiting from the
service/app (as they do not use it), and sometimes even without
being aware of it. Moreover, 64% of the respondents reported that
they have never revoked data access, and 8% did not even know it
was possible.

In order to better understand how WAT users share their fitness
data with TPAs, we looked at the type of data that they agreed (by
selecting them, when asked) to share with their TPAs. As explained
in Section 3, when giving access to a TPA, the user can choose the
type(s) of data they want to share among those that are requested
by the TPA (the types are defined by the companion app). TPAs are
known to ask for far more data than they really need to provide
their services [65]. 32% of the respondents declared that they share
everything; 45% of them share only the data necessary for the use of
the TPA; and 23% share selectively, despite a potential decrease in
the utility of the TPA. Note that the number of users who agree to
share all the requested data is substantially higher among owners
of Apple devices (39%), compared to owners of Fitbit (25%) and
Garmin (21%) devices.

We looked at the reasons the respondents who reported not
actively using some of their TPAs did not revoke their access. Table 1
shows the results. First, some respondents reported they usually do
not bother with access management. They reported that they have
never thought about such actions, and some of them mentioned
they do not perceive fitness data as sensitive hence would not
care about doing any privacy-preserving actions. [M, 30-39 y.o.,
Applel: ‘T just never think about it and do not think it is an issue to
leave them on.” Second, many respondents simply did not revoke
any accesses, as they forgot that they had installed these TPAs. A
few of them mentioned they remembered their TPAs, only after
answering our survey, and they plan to revoke their access later.
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Category
comfortable to share data (not interested in access management)
forgot about installed TPAs (might revoke later)
contemplate using the TPA (actively) again in the (near) future
not familiar with data sharing and access management
perceive access management as complex / difficult (hassle)
want to get more benefits (health or monetary)
trust TPAs | 0.8%
others | 2.7%
Table 1: Main reasons respondents do not revoke access to
their data to the TPAs that they no longer use actively.

Freq.
29.7%
29.4%
26.7%
18.7%
3.9%

1.1%
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Figure 4: Evaluation of the complexity / difficulty of the TPA
fitness-data sharing monitoring process.

[W, 18-29 y.0., Apple]: ‘T forgot and didn’t realize the apps had access
until completing this survey.” This confirms the aforementioned
findings that using many TPAs and forgetting them is a common
(privacy) issue among WAT users. Third, several respondents did
not revoke access as they thought they might use the TPA later in
the future. Fourth, around one-fifth of the respondents reported
they did not know that TPAs collect their data or did not know
how to manage these accesses. Finally, a few respondents perceived
access management as a hassle. [M, 18-29 y.o., Apple]: T find it
troublesome to revoke their access.” This is confirmed by the results
in Figure 4 that shows that around one-fifth of the respondents
consider the TPA data-sharing monitoring process as moderately
difficult to very difficult.

Conversely, we looked at the reasons the respondents who re-
ported revoking access did so. More than four-fifths of the respon-
dents reported revoking access after not using their TPAs. 64.9% did
not use the app for a long time hence stopped the data collection,
13.5% were not satisfied with the app or had technical issues, and
2.3% used a new TPA and revoked the access of the older one. A
total of 27 respondents (15.8%) reported revoking access due to
privacy concerns as they felt uncomfortable with data collection.
[W, 30-39 y.o., Garmin]: ‘T was nervous about the data they were
accessing.”

5.2 Users Generally Overestimate the Amount
of Data They Share on Their Public Profiles

Unlike Apple, Fitbit and Garmin include social network function-
alities in their applications, where users have a public profile on
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Figure 5: Privacy level of different profile information for
Fitbit and Garmin users. We show only the types of data that
are available on both Fitbit and Garmin users’ profiles.

which they can share certain personal data. In its settings, Fitbit
defines nine different types of data for which the users can choose
three privacy levels: “private”, “my friends”, or “public.” However,
since a recent update, a user’s average daily steps can no longer
have the “private” level . Garmin defines four different types of data
for which the users can choose four privacy levels: “only me,” “my
connections,” “my groups and connections,” and “everyone.” A fifth
level is available for activities (namely “custom”), but none of our
respondents used it. Moreover, the users can also select among nine
types of data that one can be displayed on their profile.

Figure 5 shows, for each type of data that can be made avail-
able on Fitbit and Garmin user profiles, the proportion of users
that selected each level of privacy. Here, we refer to concepts of
both service providers: We used (1) Garmin’s labels (e.g., “Badges”
and “Badges and Trophies”), (2) Fitbit’s privacy labels, and (3) both
Garmin’s “my connections” and “my groups and connection” as
“friends”. We also removed all types of information that are not
available in both Fitbit and Garmin profiles. More details are avail-
able in Figure 15 of Appendix C. It can be observed that, in general,
Fitbit users tend to share more information via their public pro-
file. This might be caused by the difference of the default privacy
settings in both apps. Indeed, though all profile information are
by default set to private, Fitbit set the privacy level of “Lifetime
Steps, Distance, and Floors” (called “Lifetime Totals”), and “Badges
& Trophies” (called “Badges”) to “Friends” and the privacy level of
“Average Daily Step Count” (called “Steps”) to “public”. Moreover,
43% of the respondents declared never having changed their privacy
settings.

We also looked at the information Fitbit and Garmin users thought
“off the top of their heads” were publicly available on their profiles
before they checked their settings. As shown in Figure 6, Fitbit and
Garmin users highly overestimate the public accessibility of their
data, except for the friends’ list. This means that, for a large number
of users, they well overestimated the amount of information that is
actually publicly available.
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Figure 6: Expected vs. real proportion of public availability
of specific data types (Fitbit and Garmin users).
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Figure 7: Number of individuals in each relationship group
with whom our respondents share their fitness data.

5.3 Friends and Family Are Favorite Data
Recipients

As seen before, WAT users have the possibility to share some of
their fitness data with individuals. Although Fitbit and Garmin
provide privacy levels for each type of data, Apple provides the
possibility to define which type of data they want to share with
each of their contacts. We asked our respondents, among a list of
social relationships, with how many of them they share at least one
type of fitness data. Figure 7 shows that WAT users tend to share
their fitness data with friends and family more than with other
groups of individuals. Indeed, 40% of the respondents declared
sharing data with at least one friend and 38% with at least one
family member, whereas less than 10% share data with the other
groups of individuals (only 2% with employers). Furthermore, 1%
of them declared sharing their fitness data in the framework of a
health program (e.g., with their employer and/or health insurance
company). This corroborates Gabriele and Chiasson [27]’s findings
about users’ privacy concerns and willingness to share. However,
the actual sharing behavior that we measured is far lower than their
willingness to share, as well as their comfort in sharing, measured
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Figure 8: Self-declared likelihood to use the three different
proposed PETs.

by Gabriele and Chiasson. This shows that, even if users are ready
to share their data, they do not necessarily do so.

5.4 Users Are Enclined to Use PETs

We looked at the (self-reported) likelihood that respondents would
use the different PETs we proposed. The results, depicted in Figure 8,
suggest that most of the respondents are (slightly to extremely)
likely to use each of the three techniques. The likelihood is even
higher for the access monitoring reminder, for which 63.5% of the
respondents declared that they would likely use. Therefore, we
recommend fitness-data service providers to offer the reminder
technique that is rather straightforward to implement. As for the
other techniques, Velykoivanenko et al. [86] show that they can be
implemented with a modest decrease in (perceived) utility.

We also looked at the participants’ suggestions on how to facili-
tate the TPA access management process (i.e., granting, monitoring,
or revoking access). We collected 480 meaningful (open-ended)
answers and categorized them into three main families of solutions.

First, the majority of our respondents (53.5%) proposed access
monitoring solutions. In line with our earlier finding, the most
promising solution (39.8%) was the use of periodic reminders in
the form of pop-up notifications. The respondents were in favor of
a system that could review TPAs, flag those that have not been used
for a certain amount of time, and remind users to reconsider the
accesses they granted. [W, 30-39 y.o., Fitbit]: ‘T think the reminders
are great! I allowed access to some app and totally forgot about it.
I’'m not sure if they’re still collecting data, but had I remembered, I
would have revoked it.” A few respondents (3.5%) even proposed a
more proactive solution: a privacy check-up feature that could
automatically revoke access for unused TPAs and then provide
users a list of TPAs whose accesses were revoked [M, 30-39 y.o.,
Garmin]: “Garmin should automatically revoke access every few
months (such as every six months) and ask me again whether I should
grant access to the third-party apps. Then I can decide whether I am
still interested in those apps and whether it is worth sharing the data.”
Some respondents (4.0%) asked for a specialized app or a feature
in the phone operating system to handle the access management
procedure. They (6.3%) proposed a consolidated feature that can
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present a list of TPAs, including the types of data they collect
and where they store the data. [M, 60+ y.o., Apple]: “Place the
permissions in a consolidated location, rather than skipping around
to apps that may or may not be reading data.” Note that, for Fitbit
and Garmin, we should distinguish between the use of the fitness
tracking service’s (i.e., Fitbit and Garmin) API to access fitness data
and the use of the TPA’s mobile application associated with the
TPA (e.g., Strava). Indeed, the API calls could be made from Strava’s
servers, regardless of whether the Strava mobile app is actually
used. The fitness tracking service knows only when API is used,
whereas the mobile operating system knows only when the TPA’s
mobile app is used.

Second, several respondents (12.9%) suggested solutions for im-
proving the access granting procedure. They asked for clear, trans-
parent, and easy to understand privacy policies (8.5%). [M, 40-49
y.0., Garmin]: ‘T would like to see everything laid out in plain English,
no lawyer-speak. I would like it to be clear whether they can keep my
data forever, sell it data, collect it after I revoke access, etc. I would also
like to know who and why is potentially buying my data.” Note that
Harkous et al. [35] proposed a similar solution named Polisis. A
few respondents suggested a time-framed sharing feature where
users can decide to share only data collected in a given time frame
(1.0%).

Third, many respondents (31.7%) proposed generic solutions. In
particular, they (20.8%) asked that the access management proce-
dure be facilitated and that the user interface be made easier to
interact with. They mainly found that the information about col-
lected data types, sharing conditions, and sharing consequences
were not clearly stated when granting access and/or that they were
hidden in the interface. They asked for better visibility to help
them make informed decisions when granting access, and for us-
able interfaces to facilitate revoking access. [M, 40-49 y.o., Fitbit]:
“Don’t bury the feature under multiple levels of the app’s user menu.
Place it front and center at the top level under My Account.” A few
respondents asked that users be informed about TPAs (4.0%) and
that there be better legislation (privacy rules) and law enforcement
for some TPAs that infringe user privacy (2.5%). The rest of the
suggestions (4.4%) were about ensuring the deletion of previously-
stored data after an access is revoked, and the automatic revoking
of an access when uninstalling a TPA.

5.5 Users Lack Knowledge About Data Sharing

We evaluated our respondents’ awareness and understanding of
fitness-data sharing with TPAs, both qualitatively and quantita-
tively. We asked them questions, for which we knew the ground
truth, and we requested that they draw (facultative) on paper how
they picture the data flow when sharing fitness data with TPAs.

5.5.1 Mental Models — Technical Understanding. We first present
our findings on respondents’ technical understanding of the in-
formation flow in the WAT and TPA ecosystems. In terms of the
elements drawn, most of the drawings illustrated the main elements
of the ecosystem (i.e., WATSs: 92.4%, connected devices: 84.8%, WAT
servers: 81.1%, TPAs: 97.0%), where 65.9% of the drawings included
all together these four elements. Among the drawings with TPAs,
56.3% included one TPA or a third-party server, and the rest in-
cluded two or more TPAs or third-party servers. A few drawings
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name description Apple Fitbit Garmin
mmy online, using a phone X v v
mmy online, without using a phone | X X X
mms offline, using a phone v X X

Table 2: Ground truth for mental models.

category Apple Fitbit Garmin total
mm n=18(29.0%) n=24(453%) n=6(353%) 36.4%
mm; n=20B2% n=6(113%) n=3(177%) 83%
mms n=23(371%) n=10(189%) n=2(11.8%) 26.5%
mmigs3 n=348% n=1019%) n=1(59%) 38%
mmy n=16(258%) n=12(22.6%) n=5(29.4%) 25.0%
correct n=23371%) n=24(453%) n=6(353%) 40.2%
inaccurate n=3(4.8%) n=1(19%) n=1(9%) 3.8%
incorrect n =36(58.1%) n =28(52.8%) n =10 (58.8%) 56.1%
total n=62 n =53 n=17 n =132

Table 3: Mental model results.

(10.2%) included additional elements such as databases, other smart
devices (e.g., scales), satellites, API, PC, GPS, etc.

We identified four main patterns in the drawings: the different
types of mental models.

e mmj. Online data synchronization where the data is transmitted
from a WAT to a TPA via a connected device and a WAT server.

e mmy. Online data synchronization where the data is transmitted
without passing through a connected device: Directly from a
WAT to a WAT server and then to a TPA server.

e mms. Offline data synchronization where the data is transmitted
locally on a connected device between a WAT app (e.g., Apple
Health app) and a TPA—without requiring data transmission
through their respective servers.

e mmy. Drawings that we could not attribute to mmj-mms (other).

Before evaluating these models, we checked the ground truth
by carefully reviewing the privacy policies and technical docu-
ments of Apple, Fitbit, and Garmin [6, 25, 29]. We also contacted
the Garmin support team to confirm our findings related to their
devices. Table 2 summarizes the ground-truth findings showing
that Apple devices have a different ecosystem, compared with Fitbit
and Garmin devices. Whereas Apple devices exchange information
with TPAs locally and not via their servers (i.e., mms), Fitbit and
Garmin devices do it via their servers (i.e., mm;).2 We also found
that the data (for all devices) is always transmitted through the
smartphone, hence mmy is an “incorrect” model.

In summary, we evaluated the drawings for each respondent
considering exclusively their device brand. To wit, we considered
mm; as “correct” for Fitbit and Garmin owners and “incorrect” for
Apple owners. Similarly, mms was considered “correct” for Apple
owners and “incorrect” for others. We also labeled the drawings that
included both mm; and mms “inaccurate”. Finally, we considered
other drawings (i.e., mmy) “incorrect”, as they usually missed the
main elements, and they did not correctly connect them.

8Note that Apple users can back up their data on iCloud. Also, TPAs can store their
data on their servers. However, the primary connection between the Apple Health app
and TPA is held locally.
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Table 3 summarizes the findings. The first type (i.e., mm1) was
the most frequently seen mental model where 36.4% of respondents
drew it (e.g., Figures 16a and 16b in Appendix D). We found that
45.3% of the Fitbit owners and 35.3% of the Garmin owners correctly
drew mm;. However, 29.0% of the Apple owners incorrectly thought
that their Apple device transmits their health data by using Apple
servers.

The second type of mental model (i.e., mmgy) was related to those
respondents who incorrectly thought that the online synchroniza-
tion occurs without passing through a phone. This model was seen
for 8.3% of the respondents (see Figures 16¢ and 16d).

The third type (i.e., mms) was for those respondents who con-
nected their WAT mobile app and TPA locally, without using any
online path using the WAT server (e.g., see Figures 17a and 16b).
26.5% of the drawings were related to mms. Apple owners (cor-
rectly) shared this mental model more than other brand owners
(e.g., 37.1% for Apple vs. 11.8% for Garmin). All these respondents
also connected their phones or TPAs to the servers of WATs and/or
TPAs. This indicates that respondents thought that, despite the
local synchronization, their data could also be stored on servers.

A few respondents (i.e., 3.8%) had an inaccurate understanding
of the information flow, i.e., mixed mm; with mms (see Figure 17c).
Hence, we considered these models as inaccurate. Finally, 25.0% of
the drawings belonged to the “other” category (i.e., mmy) and were
considered as incorrect (see Figures 17d and 18a).

In conclusion, these findings show that more than half of the re-
spondents (56.1%) had incorrect mental models. Among this group,
44.3% mistakenly drew a mental model that belonged to a device
different than the device they owned. The others, with incorrect
mental models (55.7%), either thought their device could connect
to servers without using a connected device or drew irrelevant
infrastructures. These respondents did not have the essential under-
standing of the main elements and their respective connections in
the WAT-TPA ecosystem. Such incorrect mental models can cause
users to make dangerous decisions when sharing their data hence
compromise their privacy. Lastly, in terms of the brands, our find-
ings show that Fitbit owners had a relatively better understanding
of the ecosystem compared with the other device owners (i.e., 45.3%
for Fitbit vs. 36.2% for others). Also, Apple users confused their
ecosystem with that of other brands more than the other device
owners (i.e., 33.9% for Apple vs. 19.2% for others).

5.5.2  Mental Models — Contextual Information. We identified four
main themes in order to summarize the contextual information
included in 73 drawings as follows. Respondents expressed their
lack of trust in TPAs in 64.4% of the drawings. They voiced their
concern that TPAs would share their data to make profits (38.4%).
They thought that TPAs could share the data with entities inter-
ested in users’ data such as companies working in market analysis
and advertisement, developers, other TPAs, giant tech companies,
scientific institutes, and governments (e.g., see Figures 18b and 18c).
The respondents (19.2%) also drew that their data is stored on the
third-party servers (see Figure 16b) and might be further analyzed
(see Figure 18d). A few respondents particularly mentioned ‘infor-
mation analysis’ (6.8%) and wrote about ‘user profiling’ (5.5%) (see
Figure 19a). Finally, a few participants (8.2%) reported being con-
cerned on whether TPAs can keep their data safe and secure (see
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Truth Ans. Truth Ans.

True Steps True 73 Location

True [ Weight/height True 73 Sleep data
True E Activities N/A ' 51  Stress

True | 83 Gender N/A Username
False| 80 Password N/A Menstrual cycle
True = 76  Birth date False E-mail

Figure 9: Proportion of correct answers regarding the data
shared with TPAs. For each type of data, the ground truth
is provided. N/A means that we cannot define a common
ground-truth for all respondents as it depends on their de-
vice brand.

Figure 19b). In conclusiong, these findings indicate that some users
(i.e., 35.3% of the total sample), despite using TPAs, have serious
privacy and security concerns about them.

Some respondents (16.4%) reflected on their general privacy
concerns, in particular about the WAT services. A few respon-
dents expressed concerns that Apple and Fitbit might share their
data, without their consent. A respondent reported that Fitbit might
share the data with affiliated companies (i.e., Google, see Figure 19c).

Interestingly, about half of the respondents (47.9%) pointed to
actions related to access management in their drawings. Most
of the respondents (42.5%) drew some elements about ‘granting
or revoking access’ in their drawings (e.g., see Figure 19d). A few
respondents (8.2%) also sketched ‘selective sharing” showing that
they could share some data types and avoid sharing others (e.g., see
Figure 17b). Although these drawings show that some respondents
(i.e., 25.7% of the total sample) are knowledgeable about PETs, such
as revoking access or partial sharing, these findings could also be
biased as the respondents already received informed about such
practices while answering the survey, and this might not reflect
their actual practices in their everyday life.

Finally, only a few respondents reflected trust and comfort in
their drawings (5.5%) where they reported feeling safe about their
privacy and being comfortable with the WAT and TPA companies.
Two respondents drew that the data collected by WATs could be
further analyzed to improve their services and products. One re-
spondent also reported believing that the data would be deleted by
a TPA after they revoke their access (see Figure 19d), which is not
necessarily the case.

5.5.3 Quantitative Measurement of the Users’ Understandings. As
for quantitatively measuring our respondents’ understandings about
fitness-data sharing with TPAs, we asked them to answer two types
of questions. For the first, we provided a list of data types and
asked them to select, as if they had granted access for all possible
types of data, which one could be shared with TPAs. For the sec-
ond, we provided five statements about what TPAs can technically
and legally do after a user grants them access. Then, we provided
three statements about what TPAs can technically do after access
is revoked.
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Truth Ans.

True Bkl The TPAIs able to access the fitness data that was collected before | granted
access.

True The TPAis able to access the fitness data that was collected after | granted
access.

True The TPAis able to store on their own servers any data they have access to.

True | 85 The TPAapp is legally allowed - according to the federal laws in force in the
United States - to store any data they have access to on their own servers.

True [efi| The TPAapp is legally allowed - according to your companion app's terms of
service - to store any data they (the TPA) have access to on their own server.

False 82 The TPA will be able to access the data collected after revoking, using the
previously granted authorization.

True | 84 The TPAwill be able to access the data collected before revoking, if they

stored it on their own servers.

The TPA will still be able to access the data collected before revoking, using
the previously granted authorization (without storing it on their own server).

False

Figure 10: Proportion of correct answers regarding the (legal
and technical) feasibility of data access by TPAs.

Figure 9 shows the proportion of correct answers for each type
of data. We can see that, in particular, 20% of the respondents
believe that the password of their companion app account is shared
with TPAs, whereas 55% of them believed that the e-mail address
linked to their account is shared. Both are not shared by any of the
studied WAT brands. Indeed, sharing such user information can
be considered to be a high privacy and security threat. However,
we also observe that a non-negligible fraction of the respondents
underestimated the information that can be shared with TPAs. For
example, more than one fourth of the respondents believed that
location or sleep data cannot be shared with the TPAs, whereas in
fact, they can.

Figure 10 shows the percentage of correct answers for each
provided statement about fitness-data sharing with TPAs. We can
observe that, in particular, most of the respondents (i.e., two-thirds)
falsely believed that the data collected before they granted access
cannot be accessed by the TPAs; this is false. Indeed, granting
fitness-data access permits the TPAs to access every data of a spec-
ified type stored either on a server when using APIs or on a smart-
phone, when using local sharing. In addition to this statement, most
of respondents (i.e., almost two-thirds) also falsely believe that a
TPA, for which the data access has been revoked, can still access
the fitness data collected before the access revocation, even if they
did not store it.

In summary, a large majority of WAT users do not completely
understand the actual process of data sharing with TPAs. Such a
limited understanding could lead to an uninformed user making a
decision that could have serious privacy implications. For example,
a given user could share every type of data, without checking what
a TPA actually does, while thinking that no previously collected
data would be shared. In this way, the TPA will be able to collect
much more fitness data than expected by the user in the first place,
and even without their knowledge of it.

6 DISCUSSION

Our findings show that around seven out of ten WAT users in the
US shared their fitness data, with at least one TPA (see RQ1). In
line with the findings of a previous study [84], about half of the
users underestimated the actual number of the TPAs to which they
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granted access to their fitness data. The two main reasons for not
revoking accesses are due to the lack of concern about privacy and
basic forgetfulness. Many respondents reported that they forgot
about the accesses that they have previously granted, especially as
they probably have stopped using the TPA (due to utility-related
reasons). Indeed, after realizing that they were sharing more data
than they thought, many respondents reported they plan to revoke
some of their previously granted access authorizations.

Our results show that WAT users highly overestimate the avail-
ability of their personal information on their public profile (see
RQ2). However, such lack of knowledge about their own privacy
settings should not be too harmful, as their actual privacy levels
tend to be higher than their estimations. Furthermore, the default
privacy settings of their companion apps seem to substantially in-
fluence their current settings. Therefore, we recommend that WAT
providers increase the default privacy level, as much as possible, in
order to help their users preserve their privacy (i.e., opt-in). As for
data sharing with other individuals, as expected given the existing
literature on the topic, they tend to share data with friends and
family members more than with other types of individuals (e.g.,
co-workers).

Our respondents positively perceived all three PETs we pro-
posed in the survey (see RQ3), which is consistent with Murmann
et al. findings [63]. However, when we asked them for their design
suggestions, they only highlighted the importance of reminders
and privacy checkups. They thought such reminders could effec-
tively help them to recall and review their TPAs and to revoke the
accesses they no longer use. A few respondents asked for more
proactive and specialized privacy checkups, such as TPA access
managers that periodically revoke access from unused TPAs then
ask users to reconsider them to either renew or leave them (i.e.,
similar to what recent versions of Android do: they revoke permis-
sions from unused apps [68]). Yet, some of the proposed solutions
highlighted users’ misconceptions about the functioning of the
WAT-TPA ecosystem and were in fact not feasible. For example, the
solution about privacy-checkup is feasible for Apple more than for
Fitbit/Garmin, as Apple Health can interact with iOS to monitor
the usage of both mobiles apps and TPAs. Finally, a few respon-
dents mentioned interesting solutions about time-framed sharing
for enabing users to define the time frame for the data they share.

Our findings on users’ knowledge of data sharing (see RQ4) show
that most of the WAT users have a limited understanding of the
WAT-TPA ecosystem. Many respondents had incorrect mental mod-
els or they confused this eco-system with that of devices from other
brands. Such incorrect mental models can induce other risky behav-
iors for privacy, such as sharing more data than is actually required
or not regularly checking the previously granted permissions. The
respondents were mainly confused about the temporal dimension of
access management, they were uncertain about what could be done
with their data before they grant accesses and after revoking them.
This is a particularly risky belief, as many WAT users can grant
access to their previously collected sensitive data, thinking that
the TPAs will access only their new data. Our findings regarding
mental models are relatively positive, compared to those from an
earlier study [86]. The respondents in Velykoivanenko et al. [86]’s
study were fresh WAT users (i.e., they began using WATSs for the
experiment and filled the questionnaire a few months afterwards),



“Revoked just now!” Users’ Behaviors toward Fitness-Data Sharing with Third-Party Applications

where our respondents were experienced WAT users.® Our findings
show that WAT users have poor knowledge about the data-sharing
process. The implementation of transparency-enhancing technolo-
gies (TETs) [39] could be helpful in such case. For example, to help
users improve their mental models when using their app, service
providers could display visual information as drawings, thus rep-
resenting where and how the collected data is transferred. Such a
visualization method has been used in the past, for example, to help
users understand privacy policies (Poli-see) [33]. Another solution
would be to use our results to highlight the most problematic areas
and to add information to help users better understand specific
points about data sharing (e.g., clearly state that “granting access
to a TPA will cause sharing all the collected data without taking into
account the sharing date.”)

Finally, more than one third of the respondents who submitted
their drawings demonstrated their privacy concerns and their lack
of trust in TPAs. Unfortunately, despite these privacy concerns,
most WAT manufacturers (i.e., with their companion apps) do not
take responsibility for actively supporting users against privacy
threats with TPAs. Exceptionally, Apple is relatively restrictive
about which TPAs their users can share their data with (e.g., they
have to be fitness-oriented and have a clear privacy policy) [7].
However, the companion app’s service provider does not provide
substantial technical or legal support. For example, about data
sharing with TPAs, Garmin privacy policy states only that “once you
direct us to share data with a third party, the third party’s handling
of your personal data is the responsibility of that third party, and you
should carefully review the third party’s privacy policy.”

In the case of data sharing, users’ privacy is directly related to
their behavior, as they voluntarily choose to share their data. How-
ever, we demonstrated users’ general lack of awareness about how
they should manage their TPAs (as they tend to forget what they
granted access in the past), as well as their lack of knowledge about
the functioning of WATs. Furthermore, our respondents demon-
strated privacy concerns and a positive attitude toward PETs, which
suggest that they want to improve their privacy. As their lack of
awareness and knowledge is, at least partially, the reason for their
risky behavior, helping them to improve their understanding of the
whole data-sharing process (e.g., by implementing TETs in WAT
apps) could be a promising approach for the adoption of less risky
behavior.

7 LIMITATIONS

Our work has some limitations. First, all the respondents were TPA
users, and as 70.2% of the WAT users are also TPA users, our respon-
dents do not represent all of the WAT users. This should be noted,
in particular, for questions related to data sharing on public profiles.
Second, we asked the respondents to draw their mental models
at the end of the survey; the drawing was optional. Our findings
about mental models are relatively correct, compared to an earlier
study [86]. This could be due to the self-selection bias problem [36],
because our mental-model question was not mandatory, hence the
respondents who were less confident or knowledgeable might have
skipped this question. It is also possible that answering the sur-
vey could have influenced the respondents’ knowledge about the

Note also that, in Velykoivanenko et al.’s study [86], they did not consider TPAs.
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system architecture (e.g., some questions refer to “servers” ). This
could have affected the respondents’ mental model, but only in a
positive way. Our results revealed an important lack of knowledge.
Therefore, mental models would have probably been even worse if
we had collected the drawings at the beginning of the survey and
from all survey respondents. Third, when asking the respondents
about how many of their TPAs they were actively using, they had
to choose between “None,” “Some,” “Most,” and “All” The boundary
between “Some” and “Most” could lack clarity, as these terms do not
represent a specific number or a ratio. However, “All” and “None”
are distinct enough to support the presented results. Fourth, we
should have calculated the minimum sample size by using power
analysis to conduct the statistical analysis. But we relied on ear-
lier similar studies and recruited slightly more. Nevertheless, we
believe that our statistical test is valid, as an a posteriori power
analysis by using G*Power 3.1 for a paired t-test revealed a high
level of power (1.0), which means that it is highly likely we did not
commit a type II error. Finally, the way we advertised the study (by
referring to “fitness-data sharing”) could have slightly biased the
respondents and the recruitment process. However, we mentioned
only data-sharing with TPAs, and avoided using the terms “privacy”
and “security” to not prime the respondents.

8 CONCLUSION

Through a large-scale survey with N = 628 Apple Watch, Fitbit, and
Garmin users in the US, this work contributes to the research area of
wearable privacy by qualitatively and quantitatively analyzing WAT
users’ perceptions and data-sharing behaviors with third-party ap-
plications and individuals. Our analysis provides valuable insights
to privacy researchers and practitioners to better understand WAT
users and to design novel PETs for fitness-data sharing with TPAs.

As part of our future work, we will design (with a participa-
tory approach) and evaluate such PETs, including—but not limited
to—granularity reduction, time-framed sharing, automated access
revocation, and access-monitoring reminders. We will also further
explore the types of fitness data shared with TPAs. Finally, we will
investigate, through longitudinal studies, how users grant and re-
voke accesses to their TPAs over time and will put it into perspective
with their actual use of the TPAs.
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Figure 11: Illustration of the time granularity feature where
auser can choose the aggregation level of the data they share
with TPAs. “Not Aggregated (every minute)” is the default
option on most WAT apps.
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Figure 12: The figure shows the precision functionality
where a user can choose the precision level of the data they
want to share. “Not rounded” is the default option of most
on the WAT apps.


https://doi.org/10.1007/s10551-021-04863-8
https://doi.org/10.1007/s10551-021-04863-8
https://doi.org/10.1007/s00779-017-1068-3
https://doi.org/10.1007/s00779-017-1068-3
https://doi.org/10.1145/3494960
https://doi.org/10.1145/2212776.2212462
https://doi.org/10.1145/2076444.2076448
https://doi.org/10.1145/2073276.2073283
https://doi.org/10.1109/BHI.2016.7455925
https://doi.org/10.1109/BHI.2016.7455925
https://doi.org/10.1002/asi.23299
https://doi.org/10.1002/asi.23299
https://doi.org/10.1016/j.dss.2017.12.003
https://doi.org/10.1016/j.dss.2017.12.003

“Revoked just now!” Users’ Behaviors toward Fitness-Data Sharing with Third-Party Applications

B RESPONDENTS’ PRIVACY CONCERN

Figure

Figure 14: Global information privacy concern (IUIPC) w/

fit.

—— Truncated Normal (u=5.4,0=2.3,a= -0,b=6)

12.5%

10.0%

7.5%

5.0%

2.5%

Proportion of Participants [%]

0.0%

Histogram

0 1 2 3 4 5 6

Privacy Concern (IUIPC) Score

13: Data collection privacy concern (IUIPC) w/ fit.

—— Truncated Normal (u=3.5,0=1.6,a= -0, b=6)

12.5%

10.0%

7.5%

5.0%

2.5%

Proportion of Participants [%]

0.0%

Histogram

Privacy Concern (IUIPC) Score

63

Proceedings on Privacy Enhancing Technologies 2023(1)

C FITNESS DATA SHARING

L LLEI LR BN

Za Public
Friends
@4 Private

Percentage of Users

S S~~~ N ]
S S N N N ]

s |

98 & H» O

ST & & &

S¢ & ¢ © O3,
§ & o &9
N <

Type of Data

Figure 15: Privacy level of different profile information for
Fitbit and Garmin users. Here, we decided to refer to sim-
ilar concepts of both service providers using the Garmin’s
labels (e.g., “Badges” and “Badges and Trophies”), and to use
Fitbit’s privacy labels and to refer to both Garmin’s “My Con-
nections” and "My Groups and Connection” as “Friends”.
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(a) The first type of the mental models (mmy): The fitness data is transmitted to TPAs

(b) The first type of the mental models (mm;): The fitness data is transmitted to TPAs

via a connected device and the WAT server.
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(c) The second type of the mental models (mmy): The fitness data is transmitted without

passing via a connected device.

(d) The second type of the mental models (mmy): The fitness data is transmitted
without passing via a connected device.

Figure 16: Examples of users’ mental models - 1
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(a) The third type of the mental models (mms3): a local synchronization between the (b) The third type of the mental models (mm3): a local synchronization between the
TPA and the companion app. TPA and the companion app. The respondent also is aware of selective sharing.
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(c) An example of an inaccurate mental model that combines mm; with mms. (d) An example of mmy (i.e., an incorrect mental model): This drawing cannot be
attributed to any of the mm;, mmy, mms models.
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Figure 17: Examples of users’ mental models - 2
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(a) An example of mmy (i.e., an incorrect mental model): This drawing cannot be (b) An example mental model that shows a respondent thinks the fitness data is shared
attributed to any of the mmy, mmy,, mms models. with ‘scientists’, ‘data labs’, and ‘government.
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(c) An example mental model that shows a respondent thinks TPAs sell data for mone- (d) An example mental model that shows a respondent thinks fitness data is further
tary benefits. analyzed and scrutinized by a TPA company.

Figure 18: Examples of users’ mental models - 3
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(a) An example mental model that shows a respondent thinks TPA will make their (b) An example mental model that shows a respondent is concerned about the network
profile based on the fitness data. security of TPAs (i.e., possible privacy breach).
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(c) An example mental model that shows a respondent thinks that the WAT company (d) An example mental model that shows a respondent is informed about granting
(i.e., Fitbit) can share the data with its affiliated giant company (i.e., Alphabet’s Google). and revoking access. The example also shows that respondent believes the data will be
deleted from TPA servers after they revoke the access.

Figure 19: Examples of users’ mental models - 4
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