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ABSTRACT

Privacy scholars have long studied, and argued about, a so-called
privacy paradox—the alleged gap between individuals’ claims of
caring about privacy and their actual behaviors. This manuscript
explores whether a different type of mismatch occurs in an on-
line sample of US participants: a mismatch between participants’
dismissive perspectives on privacy and their privacy-protective
behaviors. In a series of online studies with Prolific US participants
we tackle two research questions: is there evidence of mismatches
between (dismissive) privacy perspectives, and (protective) privacy
behaviors? If so, what can explain those mismatches? In a Behav-
ior Elicitation study, we collect a corpus of privacy-regulating and
privacy-protective behaviors. Next, in Study 1, we find evidence
that engagement in a broad array of privacy behaviors is, in fact,
very common in our sample. We also find that mismatches between
dismissive privacy perspectives and protective behaviors emerge
in a large proportion of participants. Finally, in Study 2, we un-
cover several common but distinct reasons for those mismatches,
including construing seemingly protective behaviors as motivated
by reasons other than privacy, and nuanced stances on when to
express privacy concern. Collectively, the results indicate that indi-
viduals who are seemingly dismissive of privacy concerns engage
in behaviors that can be construed as privacy-seeking. The findings
highlight the nuances of individual privacy decision-making and
suggest that public policy related to privacy should account for the
evidence for widespread privacy-seeking behaviors.
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1 INTRODUCTION

In 2009, following a speech by Supreme Court Justice Antonin
Scalia that seemingly belittled online privacy concerns, Professor
Joel Reidenberg had students engage in an unusual project. He
asked them to create a dossier about Justice Scalia entirely based
on what could be found on the Internet. The resulting document
included “the justice’s home address and home phone number,
his wife’s personal e-mail address and the TV shows and food he
prefers” Justice Scalia was not amused. The exercise, he said in a
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statement, was “an example of perfectly legal, abominably poor
judgment” [14].

Is it common to say that societal privacy is not that important,
only to feel violated when ours is intruded upon? Are reactions such
as Scalia’s unique or commonplace? And what about behaviors such
as those of Facebook’s CEO Mark Zuckerberg—who, after publicly
wondering whether privacy was a social norm of the past [30],
sought seclusion for his Hawaii property by building a wall around
it [27]?

For many years scholars have studied and argued around a so-
called privacy paradox—an alleged gap, or mismatch, between indi-
viduals’ claims of caring about privacy and their actual behaviors.
In this manuscript we explore whether a different type of mismatch
occurs. We define this mismatch as a gap between an individual’s
claimed privacy perspectives or mental states regarding privacy
(such as stated attitudes, preferences, desires, or concerns), inter-
preted by the observer as dismissive (that is, lacking of interest,
care, or concern about privacy), and that individual’s observed or
reported behavior, interpreted as privacy seeking, regulating, or
protecting.

Our interest in this matter originates from three factors. The first
consists of anecdotal observations the authors made of patterns
of apparent mismatches emerging in everyday scenarios—such
as the above-mentioned story about Justice Scalia and Professor
Reidenberg. The second factor is theory- and literature-driven,
grounded in Irwin Altman’s research on privacy [10]. Rather than
conceiving of privacy merely as a process of seclusion and hiding
(or, even more narrowly, as a process of information protection),
Altman theorized privacy as a process of boundary regulation, a
dynamic and dialectic opening and closing of the self to others.
Altman famously observed that privacy behaviors in everyday life
are ubiquitous and almost instinctual [10]—for instance, when we
lower our voice during the part of a conversation that we do not
want third parties to hear. But if so, when individuals claim their
life to be an “open book,” and to have “nothing to hide,” do they
literally mean that they hold nothing private, and never engage in
any of the behaviors Altman considered as boundary-regulating?
Or, instead, do they engage in some of those behaviors from time
to time but do not always construe them as privacy behaviors? A
third factor emerged from our own research. While conducting
interviews to understand privacy perspectives of a personalized
privacy assistant [16], we found participants who, in the early
portion of the interview, would claim not to be concerned about
privacy but then, in its later portion, would delve into minute details
of the complex digital privacy-protecting strategies they regularly
engaged in online.
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These factors motivate our investigation and the research ques-
tions we tackle in this manuscript: is there general evidence of gaps,
or mismatches, between (dismissive) privacy claims and (protective)
privacy behaviors (RQ1)? If so, what are the possible explanations
for that gap (RQ2)?

If those mismatches do occur, the above discussion already high-
lighted an array of potential explanations for them. Perhaps, since
different individuals construe privacy differently, privacy-embracing
and privacy-dismissive claims depend less on whether we actually
care for and engage in an Altmanian process of boundary regu-
lation, and more on whether we embrace or reject other people’s
notions of, and value assigned to, privacy protection. After all, pri-
vacy boundaries—and even the way we construe them—vary from
culture to culture [5] and from person to person [4]. Perhaps, some
individuals claim not to be bothered about privacy precisely be-
cause they are already taking measures to address their concerns.
And perhaps some individuals feel they have to adapt to the modern
circumstances of digital publicness, while trying to carve out some
private spaces for themselves within those circumstances.

We tackle our research questions in a series of online studies
conducted with US participants on the Prolific platform. In a behav-
ior Elicitation study (N=60), we conduct a between-subjects survey
of Prolific US participants to generate a list of privacy-protective
behaviors participants report to engage in. In Study 1 we tackle
RQ1: we investigate possible gaps between self-reported privacy
perspectives and actual behaviors using a within-subjects quanti-
tative survey. We do so by asking a different sample of Prolific US
participants about 10 behaviors drawn at random from the list of
privacy behaviors generated from the Behavior Elicitation Study
(Part A; N=255). Three days later, we ask them to respond to 25 gen-
eral statements about privacy attitudes, concerns, and preferences,
followed by statements related to the behaviors they reported en-
gaging in (Part B; N=73). In Study 2 (N=49), we tackle RQ2. We
invite participants who, in Study 1, had expressed negative perspec-
tives on privacy (generally or in specific situations) to participate
in a new study. Study 2 is a qualitative survey in which we ask
participants questions about the mismatches we observed between
their stated privacy perspectives and behaviors. The questions aim
at understanding the possible reasons behind the detection of a gap
between perspectives and behaviors.

The results of Study 1 suggest that engagement in a broad array
of privacy behaviors is very common: the vast majority of partic-
ipants reported engaging in a majority of the behaviors that we
collected in the Behavior Elicitation Study. They also provide evi-
dence of mismatches (dismissive privacy perspectives, but evidence
of privacy behaviors) across a majority of our sample. The results
of Study 2 present evidence for multiple, not mutually exclusive
explanations for those mismatches, including construing seemingly
protective behaviors as motivated by reasons other than privacy,
and nuanced stances on when to express privacy concern.

Linking our research to the somewhat contentious literature
on the so-called privacy paradox [6, 29, 36] helps us illustrate our
contribution and its lessons for public policy. Some of the confusion
surrounding the privacy paradox is due to the contrasting implica-
tions scholars and observers have taken from it (see Section 2.3).
One interpretation of the original privacy paradox, grounded on so-
called revealed-preferences economic arguments, is that behaviors
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in the market reflect true preferences; hence, if observed behaviors
deviate from claimed privacy desires, it must mean that people do
not care that much for privacy and policy interventions are there-
fore unwarranted. A different interpretation (which we subscribe
to) is that even privacy-conscious individuals face systemic behav-
ioral and economic hurdles that can make their desired degrees of
privacy hard to attain [6]. Those hurdles contribute to explaining
the attitudes/behavior gap and boost the importance of policy in-
terventions in the privacy domain. We can learn complementary
lessons from the evidence we present here of a reverse gap between
dismissive privacy perspectives and actually protective behaviors.
First, evidence of a reverse gap expands our understanding of the
extent to which even individuals who claim to not be particularly
concerned about their privacy end up engaging in behaviors that
appear privacy-protective. Second, it provides salient evidence of
the heterogeneity in rationales and motives underlying individuals’
different privacy stances—consistent with work highlighting not
just the diversity in privacy definitions [35], but also in privacy
motives [31]. Third, it provides insight for policy makers regarding
the extent to which claims of privacy “not being that important
to me” may reflect an individual’s simple disregard for privacy, or
may have in fact more complex and nuanced interpretations.

2 BACKGROUND AND RELATED WORK

In this section we first review key theories of privacy behavior
engagement (2.1), followed by the literature on privacy decision
making (2.2) and the privacy paradox (2.3). We conclude with a
discussion of existing works related to an inverse gap between
privacy perspectives and behaviors (2.4).

2.1 Privacy Behavior Engagement

As this manuscript is concerned with the exploration of possible
gaps between privacy perspectives and actual privacy choices, we
start by considering two major theories of privacy behavior. Pri-
vacy Regulation Theory (PRT) [10] and Communication Privacy
Management (CPM) [32] provide fundamental theoretical under-
pinnings for understanding engagement in behavior, and form the
basis for our operationalization of privacy-regulating behaviors in
the studies we conducted.

Altman’s PRT [10] analyzes at a high level of abstraction engage-
ment with behaviors that may increase or reduce one’s privacy.
Altman construes privacy as a selective control of access to the self
or one’s group. Altman looks at privacy behaviors as a dialectic
process in which an individual dynamically defines boundaries—a
privacy regulation process, not merely a process of hiding, secluding,
or protecting personal information. These behaviors are common
in everyday life, and often engaged in without much conscious
deliberation—such as leaving a group of people to take a personal
call on a cell phone, or closing the door of one’s office to have a
private conversation with another person. The theory accounts for
privacy existing at different levels (self vs group) and for it being
a temporally dynamic process. PRT gives high consideration to
the role of context (such as with whom you would engage in the
behavior, when, and under which conditions). Accordingly, PRT
allows for the same person to make completely different decisions



Is There a Reverse Privacy Paradox?

at different times, if context changes and if they so desire. The the-
ory also accounts for the gap, or mismatch, that may exist between
one’s desired privacy and one’s actually achieved privacy.

CPM [32] also adopts the concept of boundaries to describe how
individuals make decisions whether to share or conceal information.
CPM’s rule-based management system accounts for the characteris-
tics that define a privacy rule, establishing that an act of disclosure
will happen following one’s cultural norms for privacy and open-
ness, gender, context, motivation, and risk/benefit trade-offs.

While Petronio’s CPM focuses on communication and sharing or
concealing of information, Altman’s privacy-regulating behaviors
encompass a wide range of human actions. Privacy as a selective
control of access to the self implies a negotiation, or regulation, of
boundaries between the self and others that may take numerous
forms, including informational, spatial, or bodily boundaries. Key
to our analysis of privacy-seeking or privacy-regulating behaviors
is the recognition of the dialectic nature of the process of boundary
regulation: we exercise privacy by alternately opening and closing
the self to others—for instance, when we choose to share a dark
secret with a close friend, but conceal it from those we do not trust.
This conceptualization of privacy goes beyond simplistic represen-
tations of privacy that construe it merely as a static condition of
hiding or seclusion.

Common across Petronio’s CPM and Altman’s PRT is the recog-
nition of the fundamental role of context in privacy behavior. As
noted, PRT allows for the same person to make completely dif-
ferent privacy decisions at different times. Conceiving privacy as
a dynamic process implies that the boundaries of self and others
change all the time under the influence of multiple factors. Those
boundaries change from person to person, and from culture to cul-
ture, which means that the specificity of not just what is private,
but also what privacy itself is will necessarily change across in-
dividuals and scenarios. This definitional diversity or richness is
well documented in the literature [35], and is key to our empirical
analysis, as it allows for the possibility that, when individuals claim
to care or not to care for “privacy,” such claims are best interpreted
as reflecting that individual’s personal and unique conception of
private and public spheres, which may or may not overlap with
other individuals’ conceptions.

2.2 Privacy Decision-Making

A key element of Altman’s PRT that influences our empirical analy-
sis is the recognition that gaps may exist between a person’s desired
degree of privacy and what she can actually achieve. Such gaps
have been extensively analysed in the literature on privacy decision-
making, and are key to understanding both the debate surrounding
the so-called privacy paradox (see, below, Section 2.3) as well as
our analysis of a potential, inverted mismatch between (dismissive)
claims regarding privacy and (protective) privacy behaviors.

An extensive body of work on privacy decision-making has high-
lighted obstacles and hurdles individuals have to contend with to
achieve desired levels of privacy. One such obstacle is information
asymmetry [3], which arises when there is a knowledge differ-
ence between the parties involved in the decision-making process.
Privacy policies are often so long and complex that they fail to
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inform consumers who are naturally limited by bounded rational-
ity [3]. One way that people can work around bounded rationality
is by using rules of thumbs and heuristics when making their de-
cisions [3, 12]. These in turn are susceptible to cognitive biases.
In fact, consumers can be influenced toward decisions that do not
align with their preferences by interface designs that lead their
decision-making process in a particular direction through framing
effects [3], suggestions [21], and status quo bias [12, 24] — a phe-
nomenon recently popularized under the term “dark patterns” [2].
Other biases relate to systemic hurdles in decision-making. For
example, hyperbolic discounting [1] can lead us to trade long-term
risk (e.g., privacy) for short-term gain (e.g., more easily connecting
with friends). These behavioral hurdles (as well as objective eco-
nomic hurdles described in [6]) can make it harder for individuals
to achieve the degree of privacy they aspire to, and hence provide
possible explanations for the so-called privacy “paradox” as well
as potential reasons why the inverse mismatch we study in this
manuscript may arise.

2.3 The Privacy Paradox

The purported dichotomy between people’s self-reported prefer-
ences towards privacy and allegedly privacy-negating behaviors is
often referred to as the “privacy paradox” [29]. The privacy paradox
has been fertile ground for research. A vast array of explanations
have been proposed over the years. Early explanations focused on
the fact that generic privacy attitudes, broad in nature, cannot be
expected to predict actual privacy behaviors, which are contextual,
specific, and nuanced [8]. Over time, as evidence of gaps and mis-
matches kept arising between specific mental states and specific
behaviors also arose, other, non-mutually exclusive explanations
kept being offered, derived from social theory, cognitive biases and
heuristics in decision-making, decision-making under bounded ra-
tionality and information asymmetry, privacy calculus, and even
quantum theory homomorphism [6, 23].

The privacy paradox has also been fertile ground for debate and
controversy. Nearly twenty years of debate have failed to conclude
whether it is a “myth” [36] or alive and well [13], as empirical
researchers keep suggesting with new studies. We believe there
are three reasons for the confusion, and each of them can tell us
something useful for the research presented in this manuscript, by
helping us identify pitfalls to avoid in our experimental design and
analysis.

The first reason, as Acquisti, Brandimarte, and Lowenstein re-
cently wrote [6], is merely lexical. The term “paradox” has different
and subtly contrasting meanings. It can mean a self-contradictory
statement that at first seems true, but also a statement that is
seemingly (emphasis added) contradictory and yet is perhaps true
(Merriam-Webster). The difference is important, and so is the em-
phasis on “seemingly.” Scholars who interpret the term paradox
under the first meaning look at possible explanations for gaps re-
ported in empirical research between privacy mental states and
actual behaviors, and because explanations do exist (many have
been identified in the literature [5]), they conclude that there is no
contradiction, and therefore no paradox (see, for instance, Solove
(2020) [36])—even though, in fact, the evidence for the underlying
gaps is robust. Whereas scholars who interpret the term paradox
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under the second meaning look at the “seemingly” contradictory
evidence of desires for privacy vs. privacy-denying actions, and
call that a paradox (see, for instance, [13])—even though those gaps
have by now well-researched explanations. We are agnostic towards
the usage of the term “paradox.” In fact, we believe the focus on the
paradoxical (or not paradoxical) nature of a gap between privacy
perspectives and behaviors to be misguided: the debate around
the privacy “paradox” being a myth or a reality arises principally
from the lexicological ambiguity we just highlighted; ultimately,
the paradoxical nature of a possible gap between claims and be-
haviors is in the eye of the beholder. Much more important (both
to understand consumer privacy decision making and to inform
policy) is the investigation of whether the gap itself does in fact
exist and, if so, why. In this regard, much empirical evidence has
suggested that mismatches between privacy-seeking perspectives
and actual behaviors can and do in fact arise across multiple scenar-
ios (which does not mean they will always arise: privacy behavior
is contextual). For instance, specific attitudes toward app privacy
did not predict app download behavior [11]; specific concerns over
public self-disclosures did not match actual public self-disclosure
behaviors [7]; specific expectations of privacy in social media did
not match actual social media sharing behaviors [25]; even spe-
cific behavioral intentions were found not to match corresponding
behaviors [29]. A vast array of factors has been used to explain
those gaps, or mismatches. But the fact that misalignments between
attitudes and behaviors can be explained does not mean that the
misalignments themselves do not in fact exist [6]. Accordingly, in
this manuscript, we are less interested in establishing whether a
possible reverse gap may or may not be paradoxical, and we rather
focus on whether it exists or not and, if it does, what could be its
possible explanations.

Second, some of the confusion surrounding the privacy paradox
is due to the fact that empirical research has searched for it across
strikingly differing scenarios (with some naturally producing evi-
dence for and evidence against the existence of gaps; contrast, for
instance, the results in [7, 11, 25, 29] to those in [17, 39]), and un-
der varying definitions (such as construing the gap as a mismatch
between attitudes vs. intentions, or concerns vs. behaviors, or be-
havioral intentions vs. actual behaviors, and so forth). It stands
to reason that mismatches and misalignments may occur under
certain conditions and not others—sometimes, in the very same
experiment [7]. In fact, some of the confusion specifically arises
from framing the study of the relationship between privacy perspec-
tives and behaviors in stark (and unreasonable) binary terms: is the
privacy paradox real, or is it an invention? In reality, the relationship
between privacy mental states and corresponding privacy behav-
iors is nuanced; it is as implausible to expect that privacy attitudes
always predict behaviors, as to expect that they never do. In the
studies presented in this manuscript, we account for these varia-
tions and nuances by taking an encompassing view of the potential
gap between privacy perspectives (which may include attitudes,
preferences, desires, concerns, and so forth) and privacy behaviors.
Further, we explore both expressions of “general” privacy perspec-
tives (such as “I have nothing to hide”) as well as perspectives on
privacy in specific contexts, and we also take an encompassing
view of privacy behaviors.
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Third, as noted in the Introduction, some of the confusion sur-
rounding the privacy paradox arises from the opposite implications
for public policy that different observers have derived from it. From
that confusion, we learn the need to be clear about the possible
implications we personally draw from the evidence of a reverse
gap between privacy perspective and privacy seeking behaviors.
Centrally, the policy implication we derive from the evidence of a
reverse gap is a caveat for policy makers to carefully vet whether
claims of privacy not being any longer important truly reflect in-
dividuals’ underlying preferences for public policy, or may rather
have more complex and nuanced explanations.

2.4 Work Related to a Reverse Privacy Paradox

Two manuscripts are relevant to our work. Adorjan and Ricciardelli
used focus groups to study Canadian teenagers’ impression man-
agement strategies in social network sites, and uncovered evidence
of a mismatch between expressing a “I have nothing to hide” per-
spective and engaging in privacy management on the sites. The
authors concluded that the mismatch was the product of an adapta-
tion to circumstances created by widespread use of social media [9].
Sun et al. investigated self-reported disclosure intentions and actual
disclosures in IoT environments, and found evidence of a “reversed
intention-behavior gap in IoT,” with participants disclosing less in
the behavior condition than in the intention condition [37].

A few other manuscripts are tangentially related to the work
we present here. In a qualitative study of cultural and generational
influences on privacy concerns, Miltgen and Peyrat-Guillard found
that younger individuals in their sample reported lower privacy
concerns but greater protective behaviours [26], leading the authors
to suggest that “additional research be conducted to further explore
and unpack these relationships” Ghaiumy et al. (2021) examined
the privacy decision-making of older vs. younger adults and found
older adults to make “more rationally calculated decisions than
younger adults [...] negat[ing] the mainstream narrative that older
adults are less privacy-conscious than younger adults” [20].1

Differently from the above manuscripts, our studies are designed
to focus on investigating the incidence as well as possible explana-
tions for a reverse gap between several perspectives (preferences,
attitudes, concerns, and so forth) and behaviors, across a large va-
riety of settings, conditions, and actions. In so doing, we find that
evidence of a reverse gap is actually common across our sample of
participants; it appears across multiple scenarios; and it originates
from various, distinct, factors.

3 WHY A MISMATCH BETWEEN PRIVACY
PERSPECTIVES AND PROTECTIVE
BEHAVIORS MAY ARISE

As noted in Section 1, the possibility of a mismatch between a
person’s dismissive perspectives towards privacy and their privacy-
regulating and privacy-protecting behaviors arises from a combina-
tion of anecdotes, common sense, and prior research. The previous
sections, as well as the extant literature on the privacy paradox,
suggest a tentative set of reasons why such a mismatch may arise,

!Wittes and Kohse (2017) write about a “privacy paradox II” With that term, however,
they refer to the paradoxical benefits of privacy threats [41], rather than the behavioral
phenomenon we study here.
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and why dismissive perspectives and privacy-seeking behaviors
may in fact co-exist.

A first potential explanation arises from cases where an individ-
ual may engage in a behavior that appears to be privacy-protective,
but the purpose behind the behavior has, in fact, nothing to do with
privacy—even under a broad and encompassing Altmanian notion
of boundary regulation. For example, upon seeing a participant
clearing their browser history, a privacy researcher might assume
that this was done to prevent others to see what the participant
had viewed online. However, the participant may do this because
they think it frees up space on their computer’s hard drive.

A second explanation arises from the fundamental difference
between an Altmanian view of privacy as boundary regulation and
individuals’ specific constructions of privacy in their everyday life.
Altman’s view of privacy allows both the type of boundary and the
specific “placement” of those boundaries to change from context to
context, and from person to person—thus encompassing the rich-
ness and diversity of definitions of (from intimacy to seclusion; from
autonomy to obscurity) and motives for privacy [31, 35]. Instead,
as individuals, each of us construes privacy under our personal and
idiosyncratic notions of private and public, and our own unique
mental models of what privacy is (and is not). Those notions, and
those models, often do not recognize or even admit for alternative
ones—that is, for the notions and models that other people have of
privacy. Thus, an individual will or will not interpret a statement as
being associated with privacy depending on whether that statement
matches her own distinctive conceptualization of privacy; this in
turn will affect the extent to which that individual claims to be gen-
erally concerned about privacy. For example, when asked whether
they are concerned about privacy in general, a participant who
predominantly associates privacy with personal information, but
does not care about the protection of her data, may reply that they
are not concerned. And yet, the same participant may be highly
concerned about their ability to maintain desired levels of seclusion
from others. However, when asked about those concerns, that partic-
ipant may respond that they have nothing to do with privacy—and
may then reiterate their claim of not being concerned over privacy.
And yet the next participant may exhibit the very opposite pattern
of concerns, claims, and notions of privacy.

A third explanation arises from lessons learned in the privacy
paradox literature, and focuses on the gap between general state-
ments about privacy and specific instances of behaviors [8]. A
participant may state that they are not concerned about privacy
generally. That same participant may have concerns about specific
scenarios and take protective actions to address them. For exam-
ple, a participant might agree with the statement that they have
“nothing to hide.” However, upon further questioning, the partici-
pant might add that ever since a nosy neighbor asked them about
a conversation overheard in their backyard, they have taken to
going inside when the neighbor is outside to avoid the neighbor’s
meddling. Thus, this participant would acknowledge engaging in a
specific instance of a privacy protective behavior even though they
generally do not care that much about privacy.

A fourth possible explanation accounts for the fact individuals
may not express concerns about privacy in a particular situation
if they already engage in protective behaviors that they believe
address their privacy concerns. This explanation focuses on the
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feedback loop present in the Theory of Reasoned Action [19]. For
example, a participant who uses web browser privacy plug-ins that
block third-party cookies and other trackers may state that they
are not concerned about advertisers tracking them online. In this
case, the behavior is the reason why the concern is not present.

As is the case for the privacy paradox literature, there may be
other, and certainly not mutually exclusive, explanations for pos-
sible mismatches between dismissive privacy stances and actual
engagement in privacy-regulating and privacy-protective behav-
iors. The analysis we present below aims at exploring evidence of
such mismatches and which of the many possible explanations may
be empirically validated.

4 BEHAVIOR ELICITATION STUDY

We conducted a series of online studies between February and July
2021. We first conducted a Behavior Elicitation Study (discussed
in this Section), to collect a list of privacy-regulating and privacy-
protective behaviors from non-experts. Next, in Study 1 (Section
5), we used the collected list of behaviors to explore gaps between
privacy perspectives and self-reported behaviors. Finally, in Study
2 (Section 6), we explored potential explanations for observed gaps.
The combination of studies allows us to investigate the incidence
of reverse perspective/behavior gaps (RQ1), and their possible ex-
planations (RQ2). All studies were approved by Carnegie Mellon
University’s Institutional Review Board. All participants were US
residents recruited on Prolific Academic and were at least 18 years
old. Participants across all studies provided informed consent.

4.1 Methodology

The behavior elicitation study aimed at collecting self-reported
examples of privacy-protective behaviors from non-experts, both
to generate a broad and encompassing set of behaviors that would
embody and reflect the richness and diversity of individuals’ notions
of privacy, and to identify behaviors beyond those traditionally
used in the literature, typically generated by experts. We recruited
participants to complete “a survey about your everyday behaviors
in a number of different contexts.” Participants took an average of
20 minutes to complete the survey and were paid US$5.

The behavior elicitation study used a 3x2 between-subjects sur-
vey design. First, we asked participants to identify situations in
which they felt the need to protect their privacy; then we asked
them which steps, if any, they took as a consequence of the situation
they mentioned. Participants were randomly assigned to one of
six conditions, with the prompt to the first question manipulating
the context of the question (x3: offline, online, undefined) and the
prominence of the term privacy (x2: direct, indirect). In addition,
within subjects, we asked participants to consider multiple actors
relative to which the participants may have wanted to regulate their
private boundaries, including others, the government, companies,
malicious actors, and strangers. This design casts a broad net for
capturing potentially privacy-relevant behaviors in a wide range
of scenarios and contexts, while accounting for potential priming
concerns caused by the use of the term privacy.

Table 1 presents the specific wordings used in each framing,
which were refined through iterative tests conducted on Prolific.
As an example, here is the wording for a question involving a
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Variable Framing Wording
Direct “t intain, 3 tect
Prominence irec o maintain, manage, or protect your
privacy.

Indirect “to manage or control the degree to
which others can observe and learn
about you?”

Online “when [you are] using the Internet”

Context Offline “when [you are] not using the Inter-
net”

Undefined “in your everyday life”

Open ended “from others”

Government “from government surveillance tech-
nology”

Actors . « &Y »

Acquaintances from people you know

Companies “from companies that collect your

data”
Malicious actors  “from malicious actors, like hackers
or other ill-intended individuals”

Other people “from strangers”

Table 1: Description of the different framings and wordings
used (Behavior Elicitation Study).

government actor asked to a participant assigned to see an indirect
prompt with an online context: Please describe situations, when using
the Internet, in which you feel (or felt) the need to manage or control
the degree to which government surveillance technology can observe
and learn about you. This was followed by: For each situation above,
what steps do (or did) you take as a consequence of that situation?

Participants were offered two separate input boxes per prompt
so that they had the opportunity to provide two situations and steps
related to each. However, they were only required to provide one
example per question to continue with the survey.

We used a qualitative coding method, described below, to iter-
atively develop clusters of behaviors from participant responses
before analyzing them.

4.2 Results

The behavior elicitation study was completed by 60 US Prolific
participants. Of them, 28 self-reported as male, 31 as female, and one
preferred not to answer. The self-reported ages ranged from 19 to 56
years, with the average age of 32 years. As each participant provided
up to two responses to scenarios considering six different actors, we
collected 617 pairs of privacy-concerning situations and the steps
taken by the participant(s) to address them. We removed responses
associated with security or safety (55), and responses that did not
follow the request to provide a privacy-protective behavior taken
as a consequence of the situation presented (52). We also separated
responses in which participants presented multiple behaviors for
the same privacy-concerning situation. As a consequence of this
cleanup process, we analyzed a total of 597 valid responses to extract
privacy-protective behaviors.

From the 597 valid responses, we iteratively developed a code-
book of categories of privacy-protective behaviors, systematically
assigned codes to each response, clustered responses based on these
codes, and identified clusters that could be merged under a single,
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more abstract code. We repeated this process until the set of behav-
ior codes did not contain significant overlap.?

The outcome of this process is a list of 77 behaviors: 73 extracted
from the study, and four added by the research team that repre-
sent modifications, in a different context, of behaviors provided in
participants’ responses. The final list of behaviors (Table 6 in the
Appendix) is a corpus that we expect to be useful in future studies.

5 STUDY 1: BEHAVIOR ENGAGEMENT AND
PRIVACY PERSPECTIVES

Study 1 explored gaps between privacy perspectives and self-reported
behaviors using a within-subjects survey experiment. The study
design tackled RQ1: is there general evidence of gaps or mismatches
between (dismissive) privacy claims and (protective) privacy be-
haviors? In addition, it served to identify participants for Study 2,
in which we explored the reasons behind mismatches.

5.1 Methodology

Study 1 used a within-subject, two-part survey design. We recruited
participants for “a survey about your behaviors in a number of
different contexts” and compensated each with 75 cents in Part
A and $1 in Part B. Participants took an average of 3 minutes to
complete Part A and 4 minutes to complete Part B. In Part A, we
assigned participants to a subset of privacy behaviors randomly
selected among the ones collected during the Behavior Elicitation
Study, and then collected data on participants’ engagement with
those behaviors. In part B, three days later, we collected participants’
privacy perspectives.

Part A: Behavior Engagement. In Part A, each participant was
randomly assigned to a selection of ten protective behaviors drawn
from the final list of 77 behaviors obtained from the Behavior Elici-
tation Study. For those ten behaviors, participants provided their
engagement on a 6-point frequency scale: Never, Rarely, Sometimes,
Frequently, Most of the time, Every time the opportunity presents
itself. They were also offered the options “I don’t know” and “Does
not apply,” to separate participants who had never engaged in the
behavior by choice from those that had not due to circumstance.

Participants were also asked to explain their underlying motiva-
tion for engaging in the behavior through the following prompt: “If
you had to explain why YOU do each of the behaviors below, what
would YOUR primary reason be?” Participants were provided with
the following options and asked to pick one: safety, social norms,
convenience, practical reasons, privacy, security, and another rea-
son. For those who selected “another reason,” we asked them to
describe it.

Part B: Privacy Perspectives. Three days after Part A was
completed, we invited Part A participants to return for Part B by
sending a message through the Prolific platform about “a similar
study” called “Study about attitudes” that would be available in
their Prolific interface. Part B was conducted separately to reduce
the potential for bias in responses had participants been asked to
answer both about their perspectives and behaviors in the same
survey.

2The first author developed the codebook, which was then iteratively refined with all
authors following an open-coding process for open-ended responses. The first author
also coded the responses in both Study 1 and Study 2.
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Gender (%) Age Behaviors engaged with
Female Male Non-binary Noresponse Mean Median Min Max Mean
Study 1A 54 42 3 1 31.6 29 18 77 7.7
Study 1B 59 36 5 31.7 29 18 64 NA
Study 2 63 33 4 31.5 28 18 64 7.9
Table 2: Participant demographics (Study 1 and Study 2)

In Part B, we presented participants with 25 general statements Agreement (%)
surrounding their attitudes, concerns, and preferences related to Statement D N A
privacy. The vast majority of the statements were generated from I don’t think that privacy is important for society 95 4 1
existing privacy scales [34]. In addition, as existing validated privacy I don’t think that privacy is important to me 9 7 1
scales do not cleanly differentiate between attitudes, concerns, and Only people who have something to hide need privacy 85 7 8
preferences, we generated some additional statements based on I think that others worry too much about privacy 75 10 15
recent work on how to best construct statements to capture privacy My life is an open book 60 16 23
perspectives [15]. This approach is appropriate for our purpose [ don’t mind that others know what I'm doing 59 21 21
of offering a range of general attitude, concern, and preference I want to be able to keep at least some aspects of my 0 1 99
statements to compare with self-reported behaviors. We did not life private
use the statements collectively as a scale. The general statements I want to have the ability to be left alone 0 4 96
can be found in Table 3. I'do not want others accessing my accounts or devices 0 4 96

In addition, we presented participants with ten statements of without my permission .
preference and ten statements of concern that directly matched the i do not wgmt It;l) be survelllled Er tra;kedl b o 4 %6
ten behaviors that we asked them about in Part A (preference and want to be able to control what others learn about 18 90

tatements are shown in Table 6 in the Appendix.) This me

concern sta . . PP ) I want to have control over how my data is collected 3 7 90
led to 45 perspective statements presented in a random order to or used
participants. They reported their agreement with each statement in -
5-point Likert items, ranging from “Strongly disagree” to “Strongly I'worry ab(?m Other_s getting access to my accounts, 3 8 8
aoree” devices, or information without my permission

gree. . . . 3 I worry about companies selling or sharing my per- 5 8 86

Participants who presented a dismissive perspective,” as captured . . .
L : sonal information without my knowledge

l)y any of the 25 g.eneral statement.s, were provisionally classified as I worry about my personal information being leaked ~ 3 18 79

someone who might not be particularly concerned or care about Iworry about others observing me without my knowl- 8 15 77
privacy” We asked these participants for the degree of agreement edge or permission
with the characterization. If they did not recognize themselves in I worry about being tracked online or offline 7 18 75
that characterization, we asked them to explain why. I worry about the fact that too much of my datais 14 11 75

being collected
5.2 Results I worry about not having privacy from the govern- 15 10 75
. . . ment
Part A of Study 1 was completed bAy ‘255 participants. Due to attrition, T worry about identity theft 7 19 74
Part B was completed by 73 participants. As shown in Table 2, our I'm concerned that we, as a society, will lose our pri- 8 19 73
sample skewed slightly non-male and young. vacy
5.2.1 Part A: Behavior Engagement. Participants reported having I'worry about not 't.>e1ng able t.o,have privacy anymore 14 14 7
. . I worry about losing my ability to be left alone by 18 18 64

engaged, on average, in 7.7 behaviors out of the 10 presented to others
them at least once. Aggregating all partic'ipants and behavior's, only I'm uneasy about the current amount of privacy Lhave 25 19 56
21.5% of the responses reported no previous engagement with the I worry about some of the people I know learning 26 18 56

behaviors, and only 2% fell in the category of no previous engage-
ment due to lack of awareness or applicability. This meant that the
vast majority of participants reported engaging in a majority of the
behaviors that we collected in our behavior elicitation study.

We observed that aggregating across all behaviors in which par-
ticipants reported some engagement, 41% of participants reported

3By dismissive perspective, we refer to a perspective with negative affective valence
towards privacy: For statements that would indicate a positive affective valence per-
spective towards privacy, the participant strongly or somewhat disagreed; for state-
ments that would indicate a negative affective valence perspective towards privacy,
the participant strongly or somewhat agreed.
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about certain activities or opinions I have

Table 3: Distribution of general statements and general per-
spectives (Study 1, Part B). For the first six statements, agree-
ment indicates a negative privacy attitude. Agreement with
the next six statements represents a positive preference for
privacy. Agreement with the remaining remaining 13 state-
ments indicates a privacy concern. D stands for disagree-
ment, N for neutral, and A for agreement.
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low engagement, with 16% of participants reporting engaging with
each behavior “Rarely,” and 25% “Sometimes” On the other hand,
36% of participants reported high engagement, with 12% reporting
engaging with each behavior frequently, 11% most of the time, and
13% every time the opportunity presents itself. (The remaining 23%
included “Never,” “I don’t know,” and “Does not apply” responses)

When we asked participants to categorize their motivation to
engage in each behavior their most commonly selected motivation
overall was “Privacy” (30%) and “security” (17%). Table 4 shows the
engagement frequency for the behaviors where more than 50% of
participants selected privacy as the main motivator for engaging in
the behavior. That noted, even though the behaviors were collected
through a survey designed to elicit privacy-protective behaviors,
only 30% of responses in Part A categorized the motivation to en-
gage in those behaviors as being primarily associated with privacy.
This finding may indicate both that different people engage in the
same behaviors for different reasons, and that—consistent with the
possibility, considered in Section 3, of heterogeneous and idiosyn-
cratic notions of privacy across individuals—they may construe
the very term privacy differently. We consider these possibilities
further in Section 6.2.

The counts of participants’ self-reported frequency of behavior
engagement and motivation are available in Table 7 in the Appendix
so that they may be used by researchers in future studies.

5.2.2  Part B: Privacy Perspectives. Out of the 255 participants, 111
responded to the invitation for Part B. We piloted Part B with a
batch of 37 participants to ensure task comprehension, response
quality, and survey duration. We then made some changes to the
wording of the survey as a result of this analysis, and discarded
those pilot responses. We also discarded one participant whom we
identified as providing low-quality responses,* leading to a total of
73 participants completing Part B. We paid participants US$1 for
Part B, which took on average around 4 minutes to complete.

Participants who returned for Part B had previously reported
engaging in 7.9 out of the 10 behaviors at least once. They reported
negative/dismissive views towards privacy, on average, on 4.3 out
of the 45 statements meant to capture their privacy perspectives.

Based on the 25 general statements related to our participants’
attitudes, concerns, and preferences about privacy, we identified a
majority of our participants as expressing positive views on privacy,
with at least 75% of participants taking a privacy-positive view
on 17 of the 25 statements (see Table 3). Nevertheless, some of
the statements showed lower rates of privacy-positive responses.
In particular, only about 60% of participants disagreed with the
statements “My life is an open book” and “I don’t mind that others
know what I’'m doing.” Furthermore, participants less frequently
agreed with the statements of worry.

We observe similar patterns for the statements about preferences
and concerns associated with specific behaviors. Only three specific
preference statements did not have privacy-positive responses from
a majority of participants: “I do not want others to find out about
my activities in certain places” (50% disagreed), “I do not want to
be tagged on my friends’ posts” (50% disagreed), and “I do not want
to be recorded in security camera footage while in public” (63%
disagreed). For the specific concern statements, there were five

4Their answers did not actually address the posited question.
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statements where a majority of participants did not have privacy-
positive responses: “I worry about government surveillance” (50%
disagreed), “I worry about my friends tagging me on their posts”
(50% disagreed), “I worry about not being able to be left alone”
(60% disagreed), “I worry about security cameras in public areas”
(75% disagreed), and “I worry about my privacy when shopping in
person” (82% disagreed).

5.2.3 Comparison of Behaviors (Part A) and Privacy Perspectives
(Part B). By comparing their Part A and Part B responses, we aimed
at exploring a potential inverse gap, or mismatch between privacy
claims and privacy behaviors in our sample.

We define four categories of potential mismatch:

o General attitude mismatch: the participant reported engag-
ing in at least one protective behavior but agreed (somewhat
or strongly) with at least one of the general attitude state-
ments expressing a negative attitude towards privacy.

o General preference and concern mismatch: the participant
reported engaging in at least one protective behavior but
disagreed (somewhat or strongly) with at least one of the
general statements regarding privacy preference and/or con-
cern.

e Specific preference mismatch: the participant reported en-
gaging with a protective behavior but disagreed (somewhat
or strongly) with the preference statement associated with
that behavior.

o Specific concern mismatch: the participant reported engag-
ing with a protective behavior but disagreed (somewhat or
strongly) with the concern statement associated with that
behavior.

We observed at least one type of mismatch in over 70% of the
sample who completed Part B (52 participants out of 73). Overall,
28 participants exhibited a general attitude mismatch, 35 a general
preference and concern mismatch, 33 a specific concern mismatch,
and 19 a specific preference mismatch. As these numbers indicate,
some participants displayed multiple types of the mismatch.

After filtering out the behaviors that the participant did not
see as privacy-related in Part A (that is, a behavior for which the
participant did not select “privacy” as the main motivator), we see
a small reduction in the incidence of mismatches as a whole (from
71% to 67% of participants), and a more significant reduction in
the incidence of specific concern mismatches (from 45% to 21% of
participants). Table 5 summarizes the distribution of different types
of mismatches generally, and with privacy as the main motivation
behind the behavior.

In summary, Study 1 indicates that engagement in behaviors that
can be construed as privacy-seeking is very common among our
participants (Part A), and that mismatches between privacy-seeking
behaviors and negative, dismissive privacy claims are common as
well, although those mismatches take different forms (Part B).

6 STUDY 2: EXPLANATIONS

Whereas Study 1 was a quantitative study aimed at exploring
whether gaps between dismissive claims regarding privacy and
actual engagement in protective behaviors exist, Study 2 was a
qualitative study aimed at exploring potential explanations for
those gaps when they arise.



Is There a Reverse Privacy Paradox?

Proceedings on Privacy Enhancing Technologies 2023(1)

Privacy as Engagement (%)
motivator (%) Behavior None Low High

71  Made sure I was alone when using the internet for private matters like gift 13 29 58
shopping, private emails, porn, etc

69  Gave the least amount of information when answering a personal question. 0 69 31

65 Reprimanded someone for behavior that invaded my privacy, such as entering 12 74 15
my private room or looking through my stuff.

62  Took steps so that others couldn’t see what I was doing, for example, minimized 8 59 32
my screen, sat with my back to a wall, shielded my phone or documents, used a
screen protector, etc.

61 Changed settings or blocked people on social media to only allow certain people 6 58 36
to view my information (posts, photos, etc.).

58 Took steps so that services, apps, or websites couldn’t access my location without 3 44 53
my knowledge, for example, turned my location off, or kept it off, turned my
phone off, etc.

56 Used tools to increase my privacy like private browsing or incognito mode, 3 47 50
blocking third-party cookies on my browser, encrypted emails, VPN, adblockers,
etc.

51 Attempted to hide my internet footprint, for example, by deleting information 17 74 9
about me.

51 Changed the status indicator on an app or website to not show I was online. 24 43 32

51 Spoke more quietly, moved away, or wrote something down instead of saying it 19 51 30

to avoid others from overhearing a sensitive conversation.

Table 4: Engagement frequency for the behaviors where more than 50% of participants selected privacy as the main motivator
(Study 1, Part A). Engagement categories were combined: None (Never, I don’t know, Does not apply), Low (Rarely, Sometimes),
High (Frequently, Most of the time, Every time the opportunity presented itself).

Motivations (%)

Type of mismatch All  Privacy
At least one type of mismatch

All participants 71 67
Participants who agreed with assessment 27 23
Specific types of mismatch

General attitude 38 -
General preference and concern 48 -
Specific concern 45 21
Specific preference 26 16

Table 5: Distribution of the different types of mismatch for
all behaviors, independent of motivation, and only for be-
haviors originally classified as privacy (Study 1).

6.1 Methodology

Study 2 focused on the subset of Study 1 participants who had
reported engaging in at least one of the 10 behaviors from the
first survey but had presented a negative, dismissive perspective on
privacy, either in the general statements or in terms of a mismatched
perspective for the preference and concern statements matched to
those engaged behaviors.

The subset of fifty-two participants (70%) from Study 1 who
exhibited a general or a specific mismatch were invited to proceed
to a “bonus” study for an additional $2 compensation; 49 agreed
and were immediately presented with the prompts for Study 2. The
survey took on average about 12 minutes to complete.
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For each behavior that they had engaged in, participants were
asked to explain why they thought a mismatch had been observed
through a combination of close-ended and open-ended survey ques-
tions. For general mismatches, participants were presented with
multiple-choice explanation options, as well as an open-ended text
field. In addition, participants were asked whether they agreed
or disagreed with a characterization of them as “someone who
might not be particularly concerned or care about privacy” based
on their Part 2 responses. Participants who disagreed with the char-
acterization were asked to answer the general mismatch questions
about potential factors beyond that disagreement. For specific
preference and concern mismatches, participants were given
an open-ended text field to provide their responses.

We followed an open-coding process for open-ended responses:
the first author analyzed each response in relation to the behavior
and statement they referred to and assigned it a high-level descrip-
tive code. These codes were refined and responses were grouped
based on their similarity.

6.2 Results

We focus on the qualitative results from open coding, in keeping
with our study objective of identifying potential explanations of
mismatches. We present numbers to offer a summary description

SWe offered multiple-choice options for general mismatches and only open-ended
questions for specific mismatches to decrease participants fatigue and avoid the risk
of reducing the overall quality of responses (answering every possible mismatch
may significantly extend the time necessary to complete the survey and increase
participants’ cognitive costs). Also, we expected specific mismatches to originate from
context-specific, nuanced factors that made the use of open-ended answers more
compelling than for general mismatches.
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of our data set, but given the small and self-selecting nature of our
sample, we refrain from drawing quantitative conclusions.

6.2.1 General mismatches. A general mismatch arises when a par-
ticipant claims to have engaged in at least one behavior but ex-
presses at least one negative general privacy perspective when
answering the general attitude statements or general preference
and concern statements.® Forty-six participants had exhibited a
general mismatch in Study 1. In Study 2, those participants were
asked to discuss why, in their opinion, a mismatch between re-
ported behaviors and perspectives had been reported. Participants
were given five options as well as an open-ended field and asked to
check all answers that applied. The most common reason to explain
why the mismatch occurred was that engaging in the behavior
reduced their level of privacy concern (43% of general mismatches).
The second most common reason was that there are sometimes
situations where engaging in the protective behavior is warranted
(40%), followed by having engaged in the behavior for a reason
other than privacy (22%), having answered the statements about
privacy perspectives thinking about privacy in a different way (15%),
and “Other” (14%). The vast majority of the open-ended explana-
tions they provided under “Other” matched having engaged in the
behavior for a reason other than their notion of privacy.

Roughly a third of participants who had engaged in at least one
privacy behavior nevertheless agreed with a characterization of
them as someone who did not care or was not concerned about pri-
vacy. Just over two thirds (32 out of 46) disagreed. Participants who
disagreed expressed negative perspectives on an average of 2.3 out
of the 25 general statements while those who agreed expressed neg-
ative perspectives on and average of 6.6 statements. After excluding
participants who disagreed with the characterization, roughly one
in four participants still exhibited evidence of general mismatch
(27% of participants considering all motivations; 23% considering
only behaviors where the participant listed privacy as the main
motivation for engagement).

The explanations provided were frequently based on caring
about privacy in some forms but not others, and not being overly
concerned about privacy. As one participant put it:

I do care about privacy and security, but I don’t obsess
over it. I make sure I have strong passwords especially
for websites that may use my credit card information.
...Idon’t share personal/identifying information like
addresses, SSN, last name, etc. on the internet unless it’s
a trusted website. ... All that said, I'm not constantly
worried about my privacy being compromised or para-
noid about being tracked and surveilled.

6.2.2  Specific mismatches. Specific mismatches arise from engag-
ing in privacy-seeking behaviors but expressing dismissive perspec-
tives (self-reported attitudes, concerns, or preferences) associated
with those behaviors. In Study 1, 33 out of 73 participants had
exhibited a specific concern mismatch and 19 a specific prefer-
ence mismatch. When asked to explain why we observed those
mismatches, participants proposed numerous explanations.

®As we consider this an exploratory study, we looked for evidence of potential
mismatches—hence we picked a low threshold for the definition of mismatch.
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The most frequent response involved having engaged in the
behavior for a reason unrelated to the participant’s notion of pri-
vacy. For instances of mismatches between behaviors and specific
preferences, these responses accounted for about a quarter of the
explanations; for specific concerns, they accounted for about half
of the explanations. Motivators that were frequently reported by
participants were convenience, practical reasons, mental health,
or notification and spam reduction. In some cases, participants
who argued they had engaged in the behavior for reasons unre-
lated to privacy offered motivations that indeed appear unrelated
to privacy. For instance, when explaining the gap observed over
the usage of a secondary email for some services, one participant
stated “I don’t worry about sharing my email much, I just like to
keep things moderately organized.” In other cases, however, non-
privacy motivations offered by participants seemed consistent with
encompassing theories of privacy such as Altman’s Privacy Reg-
ulation Theory [10]. For instance, one participant explained that
they did not agree with the statement “I worry about discussing
sensitive topics” by stating that “I don’t care if people know where
I stand on sensitive subjects” But then added “T just don’t feel like
talking about certain subjects with people who have vastly differ-
ent opinions than mine,” appearing to be willing to regulate their
level of closeness and openness to others depending on context.
We found similar occurrences of participants ruling out privacy as
the main motivator while at the same time presenting motivations
that would fall under privacy theories that do not limit the notion
of privacy to mere protection of personal data. For example, one
participant stated “I just want to do things on my own terms and at
my own pace. It’s not like I have anything to hide, but I just don’t
want to answer to anyone else as I enjoy some alone time.” This
desire to be left alone and achieve solitude was echoed by multiple
participants who stated that their motivation for engaging in the
behavior was not privacy—while, of course, a right to be left alone
has long been associated with privacy in the literature [40].

In some other cases, differences between a privacy motivation
and the underlying non-privacy motivation for the behavior of-
fered by the participants were complex to disentangle, given that
the wordings used to describe some behaviors to the participants
were explicit and specific about its underlying privacy connota-
tions. For example, one participant had reported having chosen “to
shop online instead of in-person due to privacy concerns,” but later
claimed not to agree with the statement: “I worry about my privacy
when shopping in person.” That participant explained the gap by
providing an answer focused on convenience, highlighting that,
“Convenience and safety during a pandemic are more important.” It
may be the case that this person had read the statement in Part A
quickly and not noticed the “due to privacy concerns” text, or it may
be the case that the participant reconciled the potential mismatch
by ranking privacy concerns on a varying scale, relative to other
concerns, and based on circumstances.

Overall, these observations highlight how the remarkable hetero-
geneity of privacy notions, constructions, and definitions commonly
observed among scholars (to the point of privacy being deemed a
“concept in disarray” [35]) is not exclusive to experts: individuals
may hold highly personal and diverse views of privacy or of what
privacy is, and is not. Those views, notions, and conceptual bound-
aries of privacy differ both from subject to subject, and between
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subjects and experts. Ultimately—as discussed in Section 3—notions
of privacy may be so exclusive to each individual that a participant
may engage in behaviors for motivations that other individuals con-
strue in fact as privacy-related, but the participant herself does not
consider pertaining to privacy. Such a complex but rich milieu of
privacy notions should be accounted for when interpreting results
of privacy surveys, and when policy-makers attempt to understand
the meaning of claims of not caring for privacy.

In other instances, participants concurred with the privacy moti-
vation but had concerns that did not align with the statements pre-
sented to them. One participant stated that they had asked friends
not to tag them in photos or posts in social media, not because they
were concerned about the act of being tagged, but because of their
reaction to the notifications: “I don’t like getting texts that say I've
been tagged in something. I tend to overreact and rush to the web-
site to see what’s been said about me.” At times, this misalignment
between our presented concern and participants’ concerns was due
to the statements’ specificity. For example, one participant reported
not worrying “about others observing me while I'm at home” ex-
plaining that “It is more of a concern of someone coming into my
home rather than peeking in the windows.” And yet this concern,
again, appears consistent with an Altmanian view of privacy as a
process of boundary regulation — in this case, applied to a person’s
personal space.

Another common explanation for mismatches provided by par-
ticipants was that their concerns and preferences were not as per-
vasive as the associated statements implied — they were concerned,
yes, but only in some cases. For example, a participant who reported
having “avoided using public or unsecured WiFi” but reported not
being worried “about using public or unsecured WiFi” explained:

I'm usually fine with public WiFi but not for things
like banking because although the chance of someone
taking advantage of me is small, I'm not willing to risk
all of my money even a little bit.

Another, who had reported not being worried about others being
able to see them online, but had also reported having changed their
status to not show that they were online, stated:

Most times I do not worry about what friends see me
online. But there have been times where I did not want
certain friends to see me online because they would be
more likely to contact me and I was not in the mood to
conversation.

These context-dependent worries and preferences varied along
the lines of what information was involved (“I don’t mind strangers
knowing any nonharmful information, I draw the line at telling
people where I live for no reason.”); who was involved (“I do not
want to share my private networks with strangers, but I'm not pri-
vate with it for people I know.”); participant location (“I only do this
in workplace environments to maintain good relationships with
colleagues”); and, why they found themselves in the situation asso-
ciated with the behavior (“I normally want to be seen on security
cameras because it would provide a good alibi if I'm falsely accused
of a crime, but sometimes I don’t want to be seen.”). These com-
ments appear consistent with the widely accepted notion in privacy
scholarship that privacy preferences must be understood within
their context [28]—but so also, it turns out, should claims of “not
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caring” or “not being worried” about privacy. As one participant
put it:

This behavior and attitude are both context-dependent.
A stranger at a charity auction, for example, is someone
I 'would treat differently from a person on the street in a
bad neighborhood. My attitude reflects my hopes, while
my behavior reflects some harsh realities.

Other explanations for a lack of worry related to our partici-
pants having taken steps to not expose themselves or to protect
themselves. For example, one participant explained that they did
not worry about others seeing their exposed body, even though
they reported having covered themselves to avoid that because it
depended on the situation in which others saw their body and that
“there are a few ways that I do care and are careful” Another, when
faced with the same gap, said that “I don’t expose myself online, so
I don’t worry about that. I do cover myself though when others are
present” One participant explained:

I don’t worry about people seeing my information be-
cause [of | all the settings I have in place. I don’t want
them having full access to my profiles, but I don’t worry
about it.

This participant highlighted another explanation that was not
always openly expressed: that the source of worry was not signifi-
cant, frequent, or disruptive enough to warrant becoming a concern.
When explaining the lack of worry related to the trade of personal
information for services like newsletters or apps, one participant
said: “Newsletters and apps feel less invasive to me than other ser-
vices, even though that’s likely untrue.” Others, when explaining
their lack of worry in the context of unwanted calls explained, “It
is not a big deal if I can confirm the call is real” and “It is not signif-
icantly disruptive to my daily routine to worry about” In fact, for
approximately 67% of instances of concern-based mismatches, par-
ticipants reported disagreeing with the expression of concern but
agreeing with the expression of preference for the same behavior.
If we include neutral responses, this percentage increases to 83%.
In addition, one participant, when explaining why they disagreed
with “I worry about being spied on online” even though they stated
having taken steps so that the government or other entities could
not spy on them explained that:

Though I do not have much to hide, I do not feel the
government should have access to this much data about
my personal choices; it’s simply not necessary — It’s a
stand based on my values, not my concerns.

Of note, a participant who stated they had previously avoided
using facial recognition as an identification method but disagreed
that they did “not want to use facial recognition technology,” ex-
plained that they did not necessarily see the technology as bad, but
would try to avoid it until they could learn more. This suggests
that the participant might have seen the statement as value-laden
(implying the technology was “bad”) or they might consider their
avoidance of the technology as a temporary measure while they
learn more about it rather than a decision not to use it.

Lastly, some infrequent explanations were associated with the
study design. For example, we had intended the behavior “Secured
or shredded sensitive documents” and associated concern statement
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to be related to physical documents (and the analogous behavior
“Encrypted or password protected sensitive files” to be associated
with digital documents). However, one participant stated that they
disagreed with the sensitive documents concern statement because
they were thinking about digital documents, stating that “I only
worry about physical copies of documents.”

7 LIMITATIONS

We consider this set of studies an exploratory analysis of the phe-
nomenon of a reverse privacy paradox. Before we discuss our results
further, we want to highlight several limitations that affect the gen-
eralizability of our results. First, our sample of participants (US
Prolific users) is not representative, and is US-centric. Some prior
work has suggested that online crowdsourcing samples may be
more privacy-sensitive than the rest of the population [22]. This
may affect our results in various different ways: a higher frequency
(relative to a nationally representative sample) of individuals report-
ing low privacy concerns because, in fact, they had already taken
steps to mitigate their privacy risks; as well as a lower frequency
of individuals actually reporting low privacy concerns. That noted,
Prolific samples are commonly used in usable privacy research
and have been found to be fairly representative for surveys about
user perceptions and experiences [38]. Second, the estimates of
the frequencies of detection vary depending on whether we adopt
looser or stricter definitions of it (see Section 8). Our definition of
general mismatches could be considered loose (as we considered it
to occur whenever a participant engaged in at least one behavior
but expressed at least one negative general privacy perspective, out
of the many presented to them); whereas our count of general or
specific mismatches may be considered overly strict: because we
asked each participant about only 10 randomly selected behaviors,
we are likely missing instances of mismatches involving behav-
iors that a particular participant may have engaged in but were
not among the 10 presented to that participant; in addition, some
participants may engage in privacy-protective behaviors not on
our list. Finally, due to attrition, we experienced a significant drop
out rate between Part A and Part B of Study 1, which also led to
a relative small sample for Study 2. The small and self-selecting
nature of this sample reduces our ability to generalize about the
frequency of various explanations discussed. Future work should
aim at expanding our exploratory analysis with larger and more
diverse samples sizes.

8 DISCUSSION

Using quantitative and qualitative methods, we performed an ex-
ploratory investigation into a phenomenon where people present
negative perspectives on privacy (such as not caring or not being
concerned), but report engaging in privacy-protective behaviors.
As noted in the Introduction and in Section 2, we sidestepped the
issue of whether this reverse gap is ultimately paradoxical; instead,
we focused on an empirical investigation of its existence and its
possible explanations.

We found, first, that our sample of participants reported having a
high engagement with the potentially privacy-protective behaviors
presented to them. On average, our participants had engaged at
least once with approximately eight of ten behaviors presented.
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Second, by adopting an encompassing approach to identifying
the phenomenon—namely, by considering any pair of negative
perspectives and engaged protective behavior as an example of
mismatch—we identified it as present, in either its generic or spe-
cific form, in the responses of a large share of participants. That
share remains high also after conservatively filtering out behav-
iors where the participant had not initially selected privacy as a
motivation for engaging in the behavior. After further excluding
participants who disagreed with a characterization of their general
views towards privacy as negative or dismissive, those percentages
decreases to about one out of four participants. That noted, consid-
ering the limitations we have outlined in the previous section and
the exploratory objectives of this study, we urge the reader to focus
more on the broader implications of these results than on its exact
frequency: privacy-seeking behaviors are quite commons among
the respondents; some form of inverse privacy perspective/behavior
gap does seem to occur in a sizeable fraction of respondents; and
that gap has diverse and complex explanations that vary from re-
spondent to respondent.

Third, we found that the majority of participants have a low
percentage of mismatches, indicating that this phenomenon hap-
pens in specific instances for each individual, as opposed to being
a general trait of the participant.

Fourth, common themes emerged from the analysis of possible
explanations of the mismatches. Participants frequently explained
the misalignment between specific preference and concern state-
ments and their behaviors by highlighting that they engaged in
privacy-protective behaviors in some specific situations even if
they were not concerned about that entire category of potential
situations. This reasoning is consistent with one of our potential
explanations about the observed gap (Section 3): participants were
only concerned about specific instances of broader privacy concerning
situations. This observation also confirms the challenges associ-
ated with collecting people’s privacy perspectives such that we are
true to their nuances. Future work on privacy surveys may benefit
from carefully creating and balancing statements such that they are
neither too generic or all-encompassing, where people might feel
that their nuanced view on privacy is not being captured, nor too
specific to the point where those answering the survey will have
difficulty seeing the difference between statements. Furthermore,
researchers should remain vigilant when interpreting results that
include participants’ privacy perspectives, as participants might
have responded differently if subtle variations had been included
when capturing participants’ responses.

In addition, we found evidence that some participants engaged
in a behavior for privacy-protective reasons while others engaged
in the same behavior for reasons they did not consider related to
privacy. In some cases, the reasons presented for engaging in the
behavior were quite clearly not related to privacy even in an en-
compassing interpretation of the concept (for instance, reasons of
convenience). In other cases, the reasons presented highlighted
the rich and complex nature of individuals’ notions of privacy and
are consistent with another proposed explanation for a mismatch:
people having varying, idiosyncratic, and even contrasting interpreta-
tions of privacy. By analyzing participants’ open-ended responses to
the question why the mismatch was observed, we found evidence
of different interpretations of privacy among participants. Cases
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in which participants reported engaging in a behavior for a reason
unrelated to privacy, and yet provided a motivation that fits under
privacy theories confirm the notion that individuals hold differing
views of privacy. Thus, researchers need to be careful to ensure
that they account for this variation in “privacy lens”

We also observed some participants change their view of their un-
derlying motivation for engaging in the behavior when explaining
the mismatch. This highlights the challenges of interpreting individ-
uals’ motivations for undertaking potentially privacy-preserving
behaviors. In fact, many participants stated that they had engaged
with a behavior (which included, in the description of it presented
to participants, an explicit privacy motivation), only to later state
that they did not see the behavior as privacy-motivated. These
instances may highlight some participants’ attempts to reconcile,
ex post, mismatches by ranking privacy concerns against other sit-
uational concerns; or may reflect a broader potential limitation of
collecting this type of data via surveys—inattentiveness. Although,
in our study, only one participant stated that they must have picked
the wrong choice as an explanation for the observed gap, surveys
are prone to “gut feeling” responses and, when asked to explain a
mismatch, participants might reconsider that initial reaction. The
latter was studied by Phelan et al. (2016) as an explanation for the
privacy paradox [33]. Future studies could leverage the dual-process
theories from psychology to explore the reverse phenomenon. As
such, it becomes important for future studies of the mismatch to
investigate whether the study method could impact how frequently
and if the mismatch is observed.

Lastly, we seem to have vast evidence from our data that people
might not feel the need to express concerns since they already engage
in privacy protective behaviors. In fact, we saw evidence of related
explanations, such as expressing being unconcerned because they
do not expose themselves to the potentially concerning situation, or
the situation not being significant, frequent, or disruptive enough.
With this in mind, an umbrella explanation would be that people
did not express being concerned because their risk valuation was
not high enough for a concern to be expressed. Indeed, in many
of the cases where we observed a mismatch between specific con-
cern and behavior, there was no mismatch when we looked at the
participant’s expressed preferences. This is of significance for the
privacy research community to consider, as a significant portion of
work in this area focuses on concern as its main proxy for privacy
perspectives, and these studies often play a role in public policy
discussions.

As noted in the Introduction, it may be instructive to tie the
current results to those originating from the stream of research on
the so-called privacy paradox. Experiments (and meta-analyses) of
the traditional paradox have provided evidence of both mismatches
between mental states (such as attitudes, concerns, or intentions)
and privacy behaviors [7, 11, 25, 29], and of scenarios where mental
states are consistent with privacy behaviors (see [17, 39] and, in
the context of security behavior, [18]). The privacy-paradox liter-
ature highlights the importance of context in interpreting both
self-reported privacy claims and actual behaviors [6]: a mismatch
between privacy attitudes and behaviors does not (necessarily) im-
ply that consumers do not care for privacy; similarly, a correspon-
dence of attitudes and behaviors does not imply that consumers are
always able to act in the marketplace in manners consistent with
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their desired degree of privacy. This healthy degree of caution over
simplistic applications of revealed-preferences economic argument
in the realm of privacy applies also to our current analysis of a
reverse privacy paradox. Ultimately, we believe that the results
suggest caution in interpreting a self-reported lack of concern for
privacy as evidence of consumers simply not caring for privacy.
Rather, we interpret the results as reinforcing the need for nuanced
analysis of individuals’ privacy stances (and behaviors) that takes
into account both individual heterogeneity in mental models and
significant heterogeneity across the scenarios where diverse pri-
vacy concerns may arise. In fact, as observed in Section 6.2, both
general and specific mismatches did not imply that participants did
not care for privacy, but rather that their actions and their concerns
varied across scenarios. This lesson may be helpful to policy makers
as well when they consider policy initiatives in the realm of privacy
and attempt to assess the extent to which consumers truly care for
privacy. The fact that the overwhelming majority of participants in
our sample did engage in diverse privacy behaviors, including those
participants who expressed indifferent or negative views towards
privacy, should suggest skepticism of arguments that, in our digital
age, privacy has become a social norm of the past [30].

Moving forward, it may be beneficial to be cautious about the use
of language related to privacy concern for the reasons discussed
here, as well as because survey questions designed to measure
privacy concern may in fact be measuring other constructs [15].
In cases where it is of interest to researchers to specifically focus
on concern, understanding what drives participants’ responses is
key to correctly interpreting and using those results. Furthermore,
while the Theory of Reasoned Action [19] has long included the
importance of this feedback loop between behavior and perspec-
tives, privacy literature seems to frequently focus on the connection
between perspectives and behavior engagement. Moving forward,
it would also be pertinent to investigate the reverse influence.

9 CONCLUSIONS AND FUTURE WORK

The inverse form of privacy mismatch this manuscript set out to
explore did seem to appear within our sample of respondents. In a
substantial portion of that sample, even participants who agreed
with a characterization of themselves as someone who did not
care or was not concerned about privacy frequently engaged in
privacy-seeking behaviors. In fact, quite often, general mismatches
did not arise because participants did not care generally for privacy;
instead, their actions and their concerns varied across scenarios.
Furthermore, both general and specific mismatches arose across
participants for a multiplicity of reasons. Ultimately, many of our
participants’ comments appear consistent with the notion within
privacy scholarship that preferences for privacy should be under-
stood within their context [28]—and so as well, it turns out, should
preferences against privacy (such as claims of not caring or not
being worried about it) be understood. Future work may focus
on extending the analysis of the emergence of this type of atti-
tudes/behaviors gap by considering more diverse and larger popu-
lations, and—building on the work presented here—complementing
the survey-based analysis with experimental work.
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Frequency

Motivation

M2 M3 M4 M5 Mé6é M7 M8 F1 F2 F3 F4 F5 Fe F7

M1

Behavior

16
19
14
27

B1

B2

10

14

14

B3

B4

12

B5

11

15

16

13

B6

13

12

B7

15

17

B8

B9

14

13

B10
B11
B12
B13
B14
B15
B16
B17
B18
B19
B20
B21
B22
B23
B24
B25
B26
B27
B28
B29
B30
B31
B32
B33
B34
B35
B36
B37
B38
B39
B40
B41
B42
B43
B44
B45
B46
B47
B43
B49
B50
B51
B52
B53
B54
B55
B56
B57
B58
B59
B60
B61
B62
B63
Bo64
B65
B66
B67
B68
B69
B70
B71
B72
B73
B74
B75

10
28

10

11

28

12

13

22

14

11

16
16
16
18
14
18
12
23

12

11

10

10

20

16

14

19

24
16
17

10

12

16
15
18

10

15

11

24
17

25

18

12

10

16

10

16

21

25

14

10

17

13
21

11

13
16
17
14
13

14

16
16
14

10
14

10

12

18

12

16
16
12
15
14
10

12

12

10

13

10

12

10

15

15

11

11

10

14
25

14
25

12

10

11

16

16

16

17

16
12

13

10

18

10

17

18

14
22

12

10

16
19

26
27
17

26
27

18

10
19

11
12
19

25

20

20

11

10

14

11
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Table 7 — Continued from previous page

Proceedings on Privacy Enhancing Technologies 2023(1)

Motivation

Frequency

Behavior M1 M2 M3 M4 M5 M6 M7 M8 F1 F2

F3 F4 F5 Fe6 F7

B76 1 3 9 4 13 4 0 2 1 1
B77 1 0 1 15 8 6 0 5 5 3

3 7 8 15 1
12 6 5 5 0

Table 7: Distribution of frequency and motivation selections across all behaviors (Study 1A). Motivation legend: M1-Safety, M2-
Social norms, M3-Privacy, M4-Convenience, M5-Practical reasons, M6-Security, M7-Another reason, M8-I don’t do this. Cap-
tion legend: F1-Never, F2-Rarely, F3-Sometimes, F4-Frequently, F5-Most of the time, F6-Every time the opportunity presents

itself, F7-Not applicable.
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Specific preference

Specific concern

Strongly

Somewhat

Neither agree

Somewhat
(disagree
(2)

Strongly
disagree
(1)

Strongly

Somewhat

Neither agree

Somewhat
(disagree
(2)

Strongly
disagree
m

(5)

agree
@

agree

nor disagree
3

)

agree

agree
4

nor disagree
(3)

Behavior

B1

B2

B3

B4

B5

B6

B7

B8

B9

B10
B11

B12
B13
B14
B15
B16
B17
B18
B19
B20
B21
B22
B23
B24
B25
B26
B27
B28
B29
B30
B31
B32
B33
B34
B35
B36
B37
B38
B39
B40
B41
B42
B43
B44
B45
B46
B47
B48
B49
B50
B51
B52
B53
B54
B55
B56
B57
B58
B59
B60
Bo61
B62
B63
B64
B65
B66
B67
B68
B69
B70
B71
B72

10

10

10

10

11

11
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Table 8 continued from previous page

Colnago et al.

Specific concern Specific preference
Strongly Somewhat Neither agree Somewhat Strongly Strongly Somewhat Neither agree Somewhat Strongly
disagree (disagree nor disagree agree agree disagree (disagree nor disagree agree agree
Behavior (1) (2) (3) (4) (5) (1) () (3) (4) (5)
B73 1 1 1 2 1 0 0 1 1 4
B74 4 5 2 0 0 0 0 6 3 2
B75 0 0 0 1 7 0 0 0 0 8
B76 1 2 2 2 3 0 0 1 2 7
B77 0 4 2 2 2 0 0 0 3 7

Table 8: Distribution of agreement across all behaviors for the matching specific statements of concern and preference (Study

1B).
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