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ABSTRACT

Secure 2-party computation (2PC) enables secure inference that of-
fers protection for both proprietary machine learning (ML) models
and sensitive inputs to them. However, the existing secure inference
solutions suffer from high latency and communication overheads,
particularly for transformers. Function secret sharing (FSS) is a
recent paradigm for obtaining efficient 2PC protocols with a pre-
processing phase. We provide S1GMa, the first end-to-end system
for secure transformer inference based on FSS. By constructing
new FSS-based protocols for complex machine learning functional-
ities, such as Softmax, GeLU and SiLU, and also accelerating their
computation on GPUs, S1MA improves the latency of secure in-
ference of transformers by 12 — 19x over the state-of-the-art that
uses preprocessing and GPUs. We present the first secure inference
of generative pre-trained transformer (GPT) models. In particular,
S1GMA executes Meta’s Llama2 (available on HuggingFace) with 13
billion parameters in 38 seconds and GPT2 in 1.5 seconds.
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1 INTRODUCTION

Recently there has been a proliferation of software companies that
provide predication-as-a-service (PaaS). Here, the companies train
or finetune ML models using their proprietary data and monetize
these models by deploying paid services that take in client data
as inputs and provide inference results. The clients of such ser-
vices are (rightfully) concerned about the privacy of their inputs.
For example, several privacy concerns have been reported about
the ChatGPT service provided by OpenAl[1, 3, 6]. This problem
is exacerbated when Paa$ is deployed in domains with sensitive
data, e.g., browsing data, finance, healthcare, etc. Here, the model
providers might themselves be wary of accessing user inputs in
the clear because of legal liabilities in the face of a data breach or a
tion 4.0 International License. To view a copy of this license
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rogue employee. The area of secure inference aims to address these
concerns. A PaaS that uses secure inference provides the formal
security guarantee that, through the inference process, the client
learns nothing about the model beyond the inference output and the
model provider learns nothing about the client’s input. Although the
cryptographic technique of secure 2-party computation (2PC) [87]
can theoretically solve secure inference, the performance overheads
were intractable. Through a long line of work in reducing the per-
formance overheads[16, 24, 43, 44, 47, 48, 57, 59, 65, 67, 70, 80, 84],
secure inference systems are now becoming increasingly practical.
Mann et al. provide a survey on secure inference [55].

In recent years, the applicability of 2PC-based secure inference
has scaled up from models with thousands of parameters [15, 44, 54,
57-59, 62, 66, 68, 70, 80], to models with millions of parameters [26,
37, 40, 43, 48, 67, 81, 84], to BERT models with hundreds of millions
of parameters [12, 25, 38, 47, 51]. In this paper, we take a step further
in this direction by providing secure inference of Generative Pre-
trained Transformer (GPT) models with billions of parameters.

Transformer-based generative language models have gained sig-
nificant traction in recent times due to their remarkable perfor-
mance on various natural language tasks e.g., question-answering,
summarization, language translation, code generation [20, 21, 75].
Apart from ensuring model/input privacy, secure inference of such
models opens up other interesting scenarios like “prompt privacy”.
Al companies are spending significant efforts building prompts that
lead to good inference results and they want to keep the prompts
hidden. Secure inference allows a company holding a proprietary
prompt and a client holding sensitive data to generate inference
results from a public language model without revealing their inputs
to each other. However, the current state-of-the-art systems for
secure inference deliver unsatisfactory results on transformers.

We posit that a system for secure ML inference must satisfy
the following requirements: (1) accuracy - i.e., the accuracy under
secure inference should match that of the plaintext, (2) security -
i.e., the system should provide standard 2PC security, (3) efficiency -
i.e., the latency and communication overheads of secure inference
should be low, and (4) scalability - i.e., the system must scale to
models with billions of parameters. We show that existing systems
fail to meet (often more than one of) these requirements.

Existing secure transformer inference systems include THE-
X [25], Iron [38], and CrypTen [47, 51, 83] (we discuss other works
in Section 8). THE-X sacrifices both accuracy, by replacing complex
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non-linearities (based on elementary functions, e.g., e¥) with simple
non-linearities (max(x, 0)), and security, by revealing intermediate
values. Iron maintains both accuracy and security, but has huge
communication overheads, requiring over a hundred GB of commu-
nication even for BERT models. Although CrypTen leverages GPU
acceleration and preprocessing to improve efficiency, its online
latency and communication for secure inference are still significant.
Moreover, it fails to provide standard 2PC security because it uses
insecure! local truncations. Furthermore, because of GPU memory
overflows, it fails to scale to larger models.

1.1 Our Contributions

In this paper, we propose SIGMA? - a system that advances the state-

of-the-art for secure inference of transformer-based models along
multiple dimensions. Like CrypTen, Sioma works in the 2PC with
preprocessing model and uses GPU acceleration, but is an order
of magnitude more efficient in latency and communication while
providing standard 2PC security guarantees. SIGMA maintains the
model accuracy under secure inference through precise approxi-
mations of complex non-linearities and scales efficiently to GPT
models with billions of parameters.

Although the state-of-the-art for secure inference of transform-
ers [47, 51] already uses GPUs to accelerate computation, their
use of secret sharing based protocols results in large communica-
tion that becomes the performance bottleneck, even in the high
bandwidth settings. Compared to the standard secret sharing based
2PC protocols, function secret sharing (FSS) based 2PC protocols
have much lower communication, at the cost of higher computa-
tion [16, 19]. This has motivated many recent works [37, 43, 72, 79]
to design specialized FSS-based protocols for secure inference of
simple neural networks in the pre-processing model. Orca [43],
the current state-of-the-art for secure inference of convolutional
neural networks (CNNs), shows that heavy FSS computation can
be efficiently accelerated with GPUs. While Orca provides efficient
protocols and their implementations for CNNs that use simple
non-linearities like ReLU and Maxpool, Orca’s techniques pose un-
acceptable overheads for transformers because of their heavy use
of complex non-linearities, e.g., softmax (Section 7.1.2). In S1GMa,
we design efficient FSS-based 2PC protocols for transformers.

Since the latency of secure inference in transformers is dom-
inated by complex non-linearities - GeLU, SiLU, Softmax, layer
normalization [38] - we propose new FSS-based protocols for these
operations and accelerate them with GPUs. Realizing these oper-
ations requires accurate computation of various elementary func-
tions, e.g., exponentiation, reciprocal square root, inverse, etc. The
prior work of Pika [79] uses large look-up tables (LUTs) for these
functions. Although this approach is general, Grotto [72] shows
that large LUTs are inefficient and provides protocols based on
custom splines (when they exist). SIGMA’s protocols minimize the
size of LUTs, to maintain accuracy, while being more efficient than
Grotto (Section 7.1.1). For instance, for GeLU over 50-bit values,
while Pika requires an LUT of size 2°°, SioMA uses an LUT of size

!Secure inference works like CrypTen [47] and many others [59, 73, 80, 81, 84] use
cheap local truncations that have recently been established as insecure [52].
2Secure Inference of GPT Models Accelerated
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28 and overall requires 9x lower compute than Grotto in the same
threat model.

We evaluate SiGMA on models based on GPT [20], BERT [29] and
Llamaz2 [76], which are widely used for next-word-predictions and
classification tasks. Our novel protocols securely and accurately
evaluate GPT-Neo with 1.3 billion parameters — “a transformer
model designed using EleutherAI’s replication of the GPT-3 archi-
tecture” [5] — in 7.2 seconds. SIGMA also supports the Llama2 models
recently released by Meta Al and available on Huggingface. It takes
23 seconds for Llama2-7B [8] and 38 seconds for Llama2-13B [7].
S1GMA runs the smaller GPT2 model [4] from HuggingFace (tens of
millions of downloads each month) in 1.5 seconds, and the BERT
models in 0.1 — 4.5 seconds. Overall, SIGMA improves the latency
of secure inference by 12.2 — 19X over the state-of-the-art.

To guarantee standard 2PC security, SiGMaA does away with local
truncations and instead uses secure faithful truncations. Trunca-
tions are used extensively in both linear layers, i.e., after matrix
multiplications, and non-linear layers. We provide a new protocol
for faithful truncation (Section 4.2) that is much more efficient than
the prior work [16] (up to 30%). Even though our truncations are
costlier than (almost free) local truncations in CrypTen, our massive
performance gains in GeLU, SiLU and Softmax make SiGMA more
than 10x faster than CrypTen for end-to-end inference.

Our large scale evaluations are made possible by S1GMA’s fron-
tend that allows users to succinctly express a transformer archi-
tecture of choice and run it with SiGMA’s protocols optimized for
CPUs or GPUs (Section 6). The protocol design for CPUs and GPUs
differ, and we support both (Section 5.1). In fact, SiIGMA running
on CPUs is already faster than CrypTen running on GPUs. We
discuss some real world considerations when using SIGMA in Ap-
pendix A. S1GMA is publicly available at https://github.com/mpc-
msri/EzPC/tree/master/GPU-MPC/experiments/sigma.

2 PRELIMINARIES

2.1 Notation

Let A be the computational security parameter, N = 2" and L = 2.
Let R denote the set of real numbers and Usn denote the set of
n-bit unsigned integers. We use standard 2’s complement represen-
tation to represent signed values in Up. For x € Uy, int,(x) and
uint, (x) denote the corresponding signed and unsigned integers
in Z, respectively. We denote arrays using boldface and its i-th
element (starting at 0) using the same symbol in normal typeface

followed by [i], e.g., a = {a[0],a[1],a[2],...}.

2.1.1 Fixed-Point Representation. Fixed-point representation, pa-
rameterized by bitwidth n and precision f, encodes a real value
r € R into an n-bit integer x € U such that x = lr . ZfJ mod N.
Conversely, an n-bit fixed-point number x with precision f decodes

into real number %

2.1.2  Operators. For a predicate b, 1{b} € {0, 1} returns 1 if b is
true and 0 otherwise. For n < ¢, x € Uy, extend, ¢(x) returns x
appended with (£—n) 0’s on the left. For x € Un, MSB,(x) € {0,1}
denotes the most-significant bit of x.

2.1.3  Secret Sharing. For x € Uy, secret sharing samples random
shares xo,x1 € Uy such that x = x9 + x; mod N holds, and is
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denoted by share(x). When xj is held by Py and x; is held by Pj,
we denote the process of exchanging the shares and adding them to
reconstruct the underlying value by reconstruct(x) for b € {0, 1}.

2.2 Threat Model

This work considers standard 2PC in the preprocessing model [13,
14, 19, 28, 42] that has also received significant attention in the con-
text of secure machine learning [37, 43, 47, 71, 72, 84]. That is, there
are two parties Py and P; with inputs x¢ and x; and they wish to
compute a public function y = f(xo, x1) without revealing anything
more than the function output y to each other. In a preprocessing
phase that is independent of the inputs to the function x¢ and x1,
correlated randomness is generated and made available to Py and
P;. This randomness can be generated in multiple ways: a trusted
dealer [16, 19, 37, 43, 47, 71, 72, 84], generic 2PC protocols [33, 86],
or through specialized 2PC protocols [30]. In this work, we consider
the first approach. All our protocols satisfy the standard notion
of simulation-based security [22, 33, 53] with security provided
against a semi-honest static probabilistic polynomial time (PPT)
adversary corrupting either Py or P;.

2.3 Function Secret Sharing

A Function Secret Sharing (FSS) [17, 18] scheme is a pair of algo-
rithms (Gen, Eval). Gen splits a function g into two function shares
(g0, 91) and Eval takes as input b € {0, 1}, function share g;, and in-
put x and returns g, (x). The correctness property of an FSS scheme
requires that go(x) + g1(x) = g(x) for all x. The security property
requires that each function share gj, hides the function g.

Definition 1 (FSS: Syntax [17, 18]). A (2-party) FSS scheme is a
pair of algorithms (Gen, Eval) such that:

. Gen(lA,gA) is a PPT key generation algorithm that given 14 and
g € {0,1}" (description of a function g) outputs a pair of keys
(ko, k1). We assume that § explicitly contains descriptions of input
and output groups G, GOUt,

e Eval(b, kp, x) is a polynomial-time evaluation algorithm that given
b € {0,1} (party index), ky, (key defining g, : G™ — G°“t) and
x € G (input for gp,) outputs yp € GOUt (the value of gj,(x)).

(ko, k1) are called FSS keys and the number of bits required to store
one FSS key is called key size. We formally define correctness and
security of an FSS scheme in Appendix B.

2.4 2PC with Preprocessing from FSS

Consider secure computation of a circuit with gates {g; }; and wires
{wi}i. We describe the 2PC protocol with preprocessing using FSS
from [19] in two phases.

2.4.1 Offline Phase. For each wire w;, sample a random mask r;
from the appropriate group. Then, for each of the gate g with input
wire w; and output wire w;, generate an FSS key for its offset
function g[ri”f] (x) = g(x = r;) + rj and provide one key to each
party. For input and output wires of the circuit belonging to party
b, that party also learns the masks associated with those wires.

2.4.2 Online Phase. For each input wire w; with value x; owned
by a party b, party b calculates x; = x; +r; and sends it to party 1—b.
Now, the parties evaluate the circuit gates in topological order. To
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evaluate a gate g with input and output wire w; and wj respectively,
both parties evaluate the corresponding FSS key on X; to get secret
shares of %; = g[r"’rf] (%;) = g(%; —ri) +rj = g(x;) +r;j. The parties
then reconstruct these shares to get masked value ;. For the output
wires, the party owning the wire subtracts the corresponding mask
to get the final output value.

2.4.3  Protocol Structure and Security for FSS protocols. We use
(*) to denote masked values. Consider a function F and input x
such that y = F(x). Protocol for F, denoted by IIF, has two phases
Genf and Eval?'. Genf is executed in the preprocessing phase on
input and output masks r'" and r°!!, respectively, to produce the
preprocessing material or keys for F made available to Py and P;.
The number of bits required to store the key for IIF is called the key
size and is denoted by keysize(ITF). Next, Eval® is the protocol run
by Py and P; in the online phase on masked input % = x + r'" and
their respective keys. At the end of Evalf, Py and P; learn secret-
shares of masked output value §j = y + r°Ut, All protocols presented
in this paper have the above structure.

Security for IT¥ = (Genf, Eval®) is defined through the follow-
ing two interactions. 1) A real interaction in which Gen’ is executed
in the preprocessing phase (with input and output masks r'" and
r°Ut) and Py and P; execute Evalf in the online phase with keys
obtained in the preprocessing phase. This interaction happens in
the presence of an adversary A and the environment Z. 2) An ideal
interaction in which Py and P; send their inputs to a functionality
that computes the functionality faithfully (i.e., unmasks % to get x,
computes y = F(x), computes §j = y + r°"t and provides shares of
to Py and P;). We say that protocol II¥ securely realizes function F
if for every adversary (A in the real interaction, there is an adver-
sary S (called the simulator) in the ideal interaction such that no
environment Z can distinguish between the two interactions.

2.5 Distributed Point Function (DPF)
The point function fg:ﬂ : Uy — G takes as input x € Uy and

outputs B € Gt if x = o and 0 otherwise. The corresponding FSS-
scheme for point function (Gen}, Evaly) is called Distributed Point
Function [17, 18]. Notationally, we write (k;, k7) < Gen,’l(l)‘, a, B,
G°Ut) and yj, = Eval$, (b, k?, x), for x € Up. For all our protocols, it
suffices to have G°Ut = {0, 1} and f = 1, and this allows us to lever-
age the construction of DPF with early termination optimization
(that is applicable for small payloads) [18].

THEOREM 1 (CosT oF DPF FroMm [18]). Given PRGG : {0,1}* —
{0,1}2M2 gnd let v = logy (A +1). When n > v, there exists a DPF
forfoz1 : Un — {0, 1} with key size (n — v) - (A + 2) + 2A. Number
of PRG invocations in Geny, is 2(n — v) and in Eval}, isn — v. When
n < v, keysize of 2" and 0 PRG invocations in Gen?}, and Evaly, is
required.

Similar to prior FSS works [18, 72, 79], we set A = 127 and
implement the required length doubling PRG using 2 calls to AES-
128 in counter mode. As previously observed [18, 72], a single AES
call suffices for Eval}, as only half of the output is used. From here
on, we refer to it as an half-PRG call.
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Figure 1: Architecture of a transformer neural network

2.6 Comparisons Using DPF Keys
Comparison function f;ﬁ : Uy — GOt takes as input x € Uy

and returns ff € G if x < a and 0 otherwise. Previous works [16,
37] used a specialized FSS-scheme called Distributed Comparison
Function (DCF) to realize this functionality. Recent work of [72]
showed that when G°Ut = {0, 1}, 8 = 1, FSS scheme for comparison
function can be constructed using the DPF construction from [18].

THEOREM 2 (FSS FOR COMPARISON USING DPF [72]). There exists
an algorithm Evaly; such thatVx,a € Uy

(k3. k}) < Genp (1%, a, 1, {0, 1})
= Eval; (0, x, k$) + Evalys(1,x, k3) = fa<,1 (x)

and Evaly; invokes DPF half-PRG max(n — v,0) times. Thus, (Gen},
Evaly) is an FSS-scheme for comparison function.

Compared to DCF construction from [16] that requires a length
quadrupling PRG, the above construction lowers compute by > 2x.

3 OVERVIEW OF TRANSFORMERS
3.1 Architecture Overview

Transformers is a neural network architecture used commonly in
natural language tasks. At a high level, a transformer architecture
consists of an encoder and a decoder [78]. The encoder generates
a sequence of hidden states from the given input sequence. The
decoder takes the hidden states produced by the encoder and gener-
ates the output sequence. Real-world models stack multiple encoder
and decoder blocks, as shown in Figure 1, to obtain high accuracy
results. Further, transformers can be used in both encoder-decoder
(e.g., BERT) and decoder-only mode (e.g., GPT). We discuss the key
components of a single transformer block below:

3.1.1 Token Embeddings. Transformers represent a natural lan-
guage input as a sequence of tokens (e.g., each word can be repre-
sented as a token) wherein each token is a one-dimensional vector of
size dypoger- The token embedding matrix W, € RmodelXNv where
Ny is the vocabulary size, maps each token to its corresponding
embedding vector. Further, each token is also assigned a positional
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encoding vector of size d,;,,4¢; that encodes the token’s position in
the input sequence [78]. The sum of the token embedding vector
and the positional encoding vector is used as input to the model.
Llama2 models encode position slightly differently (Section 3.1.2).

3.1.2  Self-Attention and Multi-Head Attention (MHA). The self at-
tention mechanism helps the model attend to different parts in the
input sequence. It maps a query and a set of key-value pairs to an
output as follows:

Attention (Q, K, V) = softmax(QK” /\/dmoder)V

where Q € RYXdmodel is the query matrix and K,V € R¥@model
are key and value matrices, respectively (here, y and z represent
the length of primary and context sequence). The Llama2 models
modify the Q and K matrices to encode position information before
computing QK. We elaborate on this in Appendix C.

The multi-head attention module consists of multiple attention
heads that operate in parallel, each over nu‘f;"‘}f;{i =+ in the above
formulation (e.g., num_heads = 12 in GPT-2). The outputs of the
attention heads are concatenated and linearly transformed to obtain
the MHA output.

3.1.3  Softmax: For a vector x € R¥, define Xmax = max(xg, X1, .. .,
X_1)- The softmax function on x returns a vector y € R s.t.:

y[i]

Since exponentials in the first expression can get arbitrarily large,
the second expression is preferred where exponential is only com-
puted on negative values (including 0).

exli] _

_ ex[i]*xmax
- Z’j?;ol exlil —

25;()1 ex[J]-xmax

3.1.4 Feed Forward Network (FFN). FFN consists of two fully con-
nected layers wherein the first layer transforms the input from
dimension d;,44e; to djy, and the second layer transforms it back to

dmodel (typically, dy = 4Xdpoqer)- FEN for a matrix X € R#¥dmodel
(where z is the sequence length) can be represented as:
FFN(X) = GeLU(XW; + b1)Ws + b

where W € RYmoderxdg W, € RYFXdmodel are the weight matrices
and by € R4 , by € R9model are the bias vectors for first and
second layers within FEN. GeLU is the Gaussian Error Linear Unit
activation function [39]. The Llama2 models [76] use SiLU, a special
variant of the Swish activation function [64], instead of GeLU.

3.1.5 Activation. An activation function applies a non-linear trans-
formation element-wise to the given input vector and its output
determines which of the neurons should be activated in the next
layer. Popular examples of activation functions include ReLU, GeLU,
tanh etc. Most of our models use GeLU, which returns a vector
ye R for x € RF s.t.:
yi = GeLU(x;) = %(1 +erf (%))

where erf is an integral of a Gaussian [39]. The Llama2 models use
SiLU, which returns

yi = SiLU(x;) = xi . o(x;) =

where o(x) is the Sigmoid function.

X
1+e7i

3.1.6  Layer Normalization. Layer norm normalizes the distribution
of activations at each layer in the model. For a vector of real values
x € RF let m = 3 x;j/k and v = (X (x; — m)?)/k denote its mean
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and variance, respectively. For z; = x; — m and model parameters
¥, B € R, layer normalization returns a vector y € RF s.t.:

Xj—m zi
yi:Y'l—"'ﬁ:)"—l"'ﬂ (1)

] JE 2k

Root Mean Squared Normalization (RMS Norm) is another kind
of normalization (used in the Llama2 models [76]) and is compu-
tationally simpler and more efficient than Layer Norm. For model
parameter y € R, the RMS Norm of x € Rk is a vector ye RK s.t.:

al all )

T Rs@ T S

3.2 Secure Inference of Transformers

Yy

Based on the above description and the literature on cryptographic
protocols, the layers in a transformer can be classified into two
categories - linear and non-linear.

3.2.1 Linear Layers. These consist of the matrix multiplications
occurring in multihead attention (MHA) and feed forward (FFN)
layers. Similar to all prior works on secure inference, we work with
fixed-point arithmetic. Here, multiplying two fixed-point values
with precision f over integers results in a fixed-point value with
implicit precision 2f. Hence, multiplications must be followed by
a truncation operation to bring the precision back to f. For the
matrix multiplications over integers, we use the existing proto-
col [19, 37, 43] that relies on Beaver-triple like correlations gener-
ated in preprocessing phase. For truncations, as one of our contribu-
tions, we provide a significantly more efficient protocol compared
to the prior work [16, 37] (see Section 4.2).

3.2.2  Non-Linear Layers. These consist of GeLU, SiLU, Softmax,
LayerNorm and RMSNorm. In Section 5, we provide novel precise
protocols for these non-linearities over fixed-point arithmetic that
not only preserve the accuracy of transformers but also lead to
efficient secure inference on transformers (Section 7).

3.2.3  Putting Things Together. For each of the layers of the trans-
formers, we provide a secure protocol where the evaluating parties
start with masked input, i.e., for an input x and random mask rin,
parties hold # = x + r'" and after the protocol learn masked output,
ie., § = y + r°Y for output y and mask r°“t, Given this invariant,
we are able to trivially put together the secure protocols for each
layer to obtain a secure protocol for inference and prove security
by invoking the sequential composition theorem [22, 53].

3.3 GPU-accelerated Secure Inference

Graphics Processing Units (GPUs) support thousands of concurrent
threads and provide much higher memory bandwidth compared
to CPUs [9]. Therefore, GPUs are a natural fit for accelerating
transformers in plaintext: (1) several linear layers (e.g., in FFN) in a
transformer network involve large matrix multiplications that can
be accelerated using GPUs, often by up to two orders of magnitude
compared to CPUs. (2) the non-linear layers are memory intensive
and hence benefit from the high memory bandwidth of GPUs. Under
secure inference, the linear layers can be accelerated similar to
plaintext. However, the non-linear layers require several rounds of
network communication between the client and the model provider,
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and transfer of large pre-generated keys from CPU to GPU over the
PCle links. Therefore, communication and key transfer overheads
dominate the overall time under secure inference.

We reduce the size of communication and data transfer, at the ex-
pense of some extra computation, as follows: (1) we reduce network
communication with an efficient packing scheme for non-standard
bitwidths. This adds extra computation for packing and unpacking
values which we implement efficiently on the GPU itself. (2) we
reduce the number of DPF keys needed for GeLU/SiLU from two to
one at the cost of one extra evaluation of the same key per element.
These optimizations reduce network communication by 1.2 — 1.5%
and key transfer by 1.8X over a naive port of our CPU protocols to
the GPU. Note that without these optimizations, a GPU’s compute
units would often remain idle. Hence, the additional computation
is essentially free for SIGMA.

4 CRYPTO BUILDING BLOCKS

Similar to Orca [43], we design efficient protocols with multi-round
online phase. Our goal is to achieve low key size, online compute
and online communication while ensuring small constant round
complexity. At the end of Eval®, the evaluators learn secret-shares
of masked output value § = y +r°"t. Now, Eval® can be followed by
a reconstruct to obtain the masked output value  and we denote
this modified protocol by ITF. As the input and output masks are
unknown to the evaluators, the cleartext values remain hidden from
the evaluators.

We first provide a summary of protocols for multiplication, se-
lection, and lookup tables from prior works. Then, we describe our
novel FSS-based protocols for truncation and comparison. All of
these are used as sub-protocols by our novel protocols for complex
non-linearities (Section 5).

4.1 Protocols from Previous Works

4.1.1  Multiplication. For secure multiplication of two n-bit in-
tegers, [19] provides a beaver-triple based (non-interactive) FSS-
protocol IIMU! with keysize of 3n bits.

4.1.2  Select. The functionality select, : {0,1} x Uy — Uy takes
as input a selector bit s and a payload x such that select, (s, x) = x if
s = 1 and 0 otherwise. Orca [43] provides a non-interactive protocol
IT5¢'ect that realizes select, securely with keysize 4n.

4.1.3  SelectLin. Let selectling, : {0, 1}2 x Uy — Uy be a func-
tionality parameterized by a length 4 vector of pairs of elements,
¥ = {(a0, Bo). (a1, p1), (a2, P2), (a3, B3) } with a;, f; € Un, Vi € [4].
It takes as input two selector bits o, s1, and a payload x, and outputs
selectling,y (S0, 51, X) = @25+, X + Pasy+s, - This functionality can be

easily realized using one-time truth tables as described in [27] and

selectliny,

results in a non-interactive protocol IT,, with keysize 8n.

4.1.4  Look-up Table. The functionality LUT, 1 : Uy — Up is
parameterized by input bitwidth n, output bitwidth ¢ and a public
table T € Ui\f. It takes as input x € Uy and returns T[x] € Up.
Pika [79] provides a protocol H'r‘:i,’TT such that keysize(H’Ll’lj,,TT) =
keysize(DPFp,1)+n+2¢. Online phase invokes the DPF PRG 2"~V -1
times, where v = log, (A + 1), and communicates 2¢ bits in 1 round.
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4.2 Our Truncation Protocol

As discussed in Section 3.2, linear layers or matrix multiplica-
tion needs to be followed by an element-wise truncation to bring
down precision. Our protocols for complex non-linearities also
use multiple truncations. The literature considers (cheap) local
truncations [47, 59, 80, 81, 84] and (expensive) faithful trunca-
tions [16, 37, 67]. While local truncations are almost free to im-
plement, a very recent work Li et al. [52] shows that these do not
satisfy standard simulation-based security and are insecure. In light
of this, in this work, all our protocols for secure inference only
use faithful truncations or arithmetic right shifts (ARS). Here, we
provide new protocols for truncation that are much more efficient
than prior FSS-based protocol from [16, 37].

4.2.1 ARS with Guaranteed Gap. We first consider the case when
the input is known have a gap w.r.t. the bitwidth used. In particular,
we require that v € Uy is such that o € [0,2772) U [2" — 2772, 2™).
Looking ahead, within our protocols for non-linearities, this as-
sumption holds many a times from domain knowledge.

We first use the following relation from [31] to reduce ARS to
logical right shift (LRS), i.e., a reduction of shift of signed values to
unsigned values. In particular, for n-bit values and shift amount f,
when v € [0, 2"_2) U 2" - on—2, 2", forx =0+ 2n-2

ARS,, £(0) = LRS,, 7 (x) — 2"/~

where LRS, ¢(x) = {%J Note that constraint on v implies that

x = v+2"2 seen as an unsigned value lies in [0, 2"~ ') which would
be crucial for the optimization that we do.

Now, given the above relation, to construct a protocol for
ARS,, (v), we construct a protocol for LRS,, ¢(x) using the fol-
lowing lemma (also used in [16, 67]).

Lemma 1. Forxo =% mod 2f andry = r mod 27,
in .out .
LRSr[: . 1(%) = LRS,, 1 (%) - LRS,, (r'™™)

+onf. 1{x < ri"} —1{xg < ro} +rot

©)

When x € [0,2"1), following observation® (proof in Appendix D)
provides an efficient way to compute 1{x < r'"}.

Lemma 2. For® = x+r" mod N, ifx <21,
1{% < r'™ = 1{MSB, (%) = 0} A 1{MSB,(+'") = 1}

We provide a formal description of our protocol for LRS for inputs
with a gap in Figure 2 (security proof in Appendix E.1). Here, the
term 1{xp < ro} is computed using DPF-based comparison with
1-bit output to allow for smaller FSS key and lower online compute.
Once the evaluators learn the masked value of this bit (w), they
do a local extension (Z). They use Z and arithmetic shares of the
mask (r(W)) provided by the dealer to obtain arithmetic shares of
u = 1{xg < ro}. It is trivial to extend this to ARS (with the same
cost) and we summarize the cost in Theorem 3.

GapARS
n.f
securely for cleartext inputs in [0,2"2) U [2" — 2™72,2") such that

THEOREM 3. There exists a protocol T that realizes ARS, ¢

3Similar observation was also used by [31] for their probabilistic LRS protocol that
ignores the LSB correction term 1{xy < ry } and referred to as MSB-to-Wrap optimiza-
tion in SIRNN [66] and used in various protocols.
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Logical Right-Shift with Gap HS;PLRS
GapLRS - in outy .
Genn’ P (r' routy

: (kg kD) — Gen}(ﬂ, r" mod 2, 1,{0,1})

—_

s {0, 1},r(w) = extendy,,(c)
m=2n1. extendl,n(MSBn(ri”))

o r=rout LRSn’f(ri”)

5. share (r(™™), m, r)

6 For b € {0,1}, ky = k3[Irs™ [[my]

I )

GapLRS
n,f

1: Parse ky, as k1;||rlgw) [Imp|lrp

Eval (b, kp, %) :

2 Wy = Eval}f(b, k® % mod 2/) + rl(jw) mod 2
3. w = reconstruct(wyp), Z = extendy , (W)

cup =bz+ rl(JW) - 22r(w)

tp = my - extendy n (1 — MSB, (X))
c return b - LRS, ¢ (%) + 1 + 1, —up

[ S I

Figure 2: Protocol for Logical Right-Shift with Gap

GapARS
n,
1 evaluation of DPF 1 and communication of 2 bits in 1 round.

keysize(II ) = keysize(DPF r,1)+3n. The online phase requires

4.2.2  Truncate-Reduce. TRy, ¢ : Uy — Uyn-r is defined as drop-
ping the lower f bits of the n-bit input and returning the output as
an (n — f)-bit number. It can be expressed as:

TRy r(x) =LRS,, r(x) mod on=f

Note that Equation 3 for LRS does not rely on gap in inputs. Now,
as the term 2"~/ - 1{# < r"} cancels out due to mod operation, we
can realize truncate-reduce securely using a single comparison for
1{x¢ < ro}. We omit details and summarize cost below:

THEOREM 4. There exists a protocol HIR that realizes TR, ¢ se-

f
curely such that keysize(Hll}) = keysize(DPFy) +2(n — f). The
online phase requires 1 evaluation of DPF ¢, and communicates 2
bits in 1 round.

4.23 ARS without Known Gap. Let SignExt,,, : U, — Uy be
defined as sign extending a value in ¢-bits to equivalent value in
n-bits. When input to ARS is not known to have a gap, we express*
ARS,, 5 as TR, y followed by SignExt,,_¢ ,. We use our protocol
for (faithful) truncate-reduce and replace DCF in the protocol for
sign-extension from Orca [43] with DPF-based comparison. We
summarize overall costs below:

THEOREM 5. There exists a protocol HQRfS that realizes ARS,, ¢ se-
curely such that keysize(HfI"F}s) = keysize(HESc)+keysize(DPFn_f,l
) + 2n + 1. Online phase requires 1 evaluation each of DPF ¢, and
DPF,,_r,1 and communicates 2(n — f) + 4 bits in 3 rounds.

4Similar approach was used in Orca [43] for stochastic truncations.
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DReLU I1DRetV
GenDReLU(rin I,out) .
n > :

1 x; =2"— rin
2 Y1 = X1 mod
o (k3,k?) « Gen®_ (14,41,1,{0,1})

4 r=ro" g MSB,(x;) &1

5: share r

6: Forb € {0,1}, k;, = rb||k;;

2"—1

w

EvalDReLY (p, ky, %)

1: Parse kp, as rb||k;
2 §=% mod 2™

3t — Eva[rf_l(b, k2, 2ml—g—1)
4 return b - MSB, (%) @1, ® 1,

Figure 3: Protocol for DReLU.

4.24  Cost Comparison. In contrast, [16] gave a protocol for ARS,, ¢
(also used in [37]) that requires a key size of approximately n(A +
2n) + (A + n) bits and online phase makes 2(n + f — 1) AES calls.

Concretely, for n = 64, f = 12, HGapARS

" has 17.5% smaller key size

and 30X lower online compute, and H';‘I‘F}S has 2.5% smaller key size

and 3X lower online compute.

4.3 Our DReLU and Comparison Protocols

For an n-bit value x € Uy in 2’s complement notation, derivative
of ReLU or DReLU is defined as

DReLUp(x) = 1{x < 2" 1} = 1 ® MSB,,(x)
and the offset function of DReLU,, can be written as
DReLU"™™1(£) = DReLUp (% = f"  mod N) @ rot
= MSB,(% - r" mod N) &1 ro"t

Prior FSS works [16, 19, 37, 43] provide a non-interactive protocol
for DReLU that uses a DCF key for comparison and evaluates it
twice during online phase. In contrast, we provide a non-interactive
protocol that does a single evaluation of a DPF key for comparison.
In all, we get > 4X reduction in online compute.

Our protocol builds on the logic used in CrypTFlow2 [67] for
MSB computation over secret shares (in log n rounds). For x € Uy
such that x = xo + x;1 mod N, yo = xp mod 21 and Y1 = x1
mod 271,

MSB,,(x) = MSB,(x0) ® MSBy(x1) @ 1{yo +y1 > 2"}
Using this above, we get
DReLUL™"™"1 (%) = MSB,.(£) ® MSB, (2" — ri")
12" -y -1 <y} @10

where yo = £ mod 2" ! and y; = (2" — ") mod 2",
Based on above equation, we provide a protocol for DReLU,
in Figure 3 (security proof in Appendix E.1) where we compute
1{2""! —yg — 1 < y1} using a single DPF-based comparison.
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Tueorem 6. TIDRLY (non-interactively) securely realizes DReLUy,
with keysize(TIDReLY) = keysize(DPFp,_1,1) + 1. Online phase re-
quires 1 evaluation of DPF,_1 1.

Comparison. To compare two values x, y, i.e., to compute x > y,
similar to prior works, we re-write it as x —y > 0 and realize it using
a call to TIPReLV To ensure that the output is correct, we require
that x, y lie in a sub-domain of Uy, i.e., in [0, 2”_2) U2 - on=2 2M).
All our protocols that call comparison ensure that this requirement
is met.

5 OUR PROTOCOLS FOR COMPLEX
NON-LINEARITIES

Here, we describe our protocols for various complex non-linearities
- GeLU and SiLU (Section 5.1), softmax (Section 5.2), and layer
normalization (Section 5.3). Finally, in Section 5.4, we discuss a few
transformers-specific optimizations that allow us to compute these
non-linearities over smaller tensors or smaller bitwidths in certain
scenarios. Computing these non-linear functions requires efficient
computation of various unary functions - GeLU, SiLU, exponential,
inverse, and reciprocal square root. Pika’s approach to compute any
arbitrary elementary function is to just look up the correct output
from a table [79]. However, for an n-bit input, it requires a lookup
table (LUT) of size 2", and computing it securely requires roughly
2"~7 PRG calls. In contrast, Grotto [72] uses custom splines and
DPFs to realize a subset of functions required in transformers (see
Section 7 for a thorough comparison).

In Sigma, we devise function-dependent strategies to signifi-
cantly reduce the size of LUTs used, while ensuring that our proto-
cols provide good numerical approximations and hence, preserve
the accuracy of transformers when run securely using our proto-
cols. For f = 12 used by all our benchmarks, our protocols use
LUTs of size 28 for GeLU and exponential, 210 for SiLU, an LUT
of size between 213 and 2!° for inverse, and an LUT of size 213
for reciprocal square root, independent of bitwidth n. Note that
almost all our benchmarks require a bitwidth of around 50 and
our techniques result in significantly smaller LUTs than Pika that
are very efficient to compute securely. Moreover, our recipe for
approximating reciprocal square root is general and applicable to
any elementary function.

For each of the non-linearities, we describe our secure protocol
as a sequence of calls to protocols described in Section 4 and se-
curity trivially holds in the simulation paradigm using sequential
composition [22, 53]. While for ease of exposition, we describe our
ideas for f = 12 that is used by all our transformer benchmarks,
they can easily be generalized to higher precision values by using
appropriately larger LUTs.

5.1 GeLU

For a real number x, GeLU(x) = 0.5x(1 + erf(x/V2)) where erf is
the error function [39]. Prior works, e.g., Crypten [47], Grotto [72],
provide protocols for GeLU in the same threat model as ours. How-
ever, these are an order of magnitude less performant than Sicma
(Section 7.1).

Our main insight is that GeLU(x) is same as ReLU(x) = max(x,
0) almost everywhere except in a small interval around 0. Let §(x) =
ReLU(x) — GeLU(x) (plot shown in Figure 4). Given that ReLU(x)
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0.2
GeLU, r(x) :
1: p = ReLUp(x)
0.1} 7 2: ¢ = Clip,, 4 g(x)
3: a = Abs,(c)
4 t=TR, ¢ c(a) mod 256
0_4 ! | \ 5: return p — LUTg , 7(1)

Figure 5: Our approximation for
Figure 4: Plot for §(x) = GeLUnf(x),

ReLU(x) — GeLU(x).

can be efficiently realized using a call to DReLU and select, it suffices
to efficiently compute §(x) for x near 0. Finally, we output GeLU(x)
as ReLU(x) — §(x). We calculate §(x) using an LUT. However, for
efficiency, we need to restrict the input domain of the LUT, while
ensuring that the results are precise enough.

First, we observe that §(x) becomes negligible outside the range
(—4,4) and for precision f = 12, §(—4) = 5(4) = 0. Hence, we first
restrict the inputs to (—4, 4) or equivalently [-2/*2 + 1,2/*2 — 1]
using a clip operation. Formally, for n-bit values and clipping nodes
A, B, we define Clip,, 4 g(x) as (i) A for x < A (ii) x for x € [A, B],
and (iii) B for x > B.

Next, we observe that §(x) is an even function between (-4, 4).
Hence, it suffices to compute the LUT using the absolute value of
the clipped input, that lies in [0, 2/*2 — 1] and requires f + 2 bits to
represent. We further reduce the size of input domain to LUT by
scaling down to 6-bits of precision, retaining 8-bits of information
that are used as input to the LUT to compute §(x).

We provide a formal description of our approximation of GeLU(x)
in Figure 5. Here, A = —2f*2 y1and B=2/*2 -1, Also, T € Ui?6

is the table such that for all i € Upsq, T[i] = [5(2%) . ZfJ. For

f = 12, our approximation achieves® an ULP error of 31 which
suffices to maintain PyTorch accuracy for all benchmarks as shown
in Section 7.

Next, we describe how we translate the above cleartext func-
tion to secure protocols. We do a re-ordering of operations in the
above description to achieve secure operations on lower bitwidths,
resulting in lower keysize, online compute, and communication.
Moreover, since the performance bottlenecks are different on CPU
and GPU, we provide two different versions of the GeLU protocol.
Looking ahead, for GPUs, we trade-off lower keysize and commu-
nication with higher compute compared to CPU.

5.1.1 CPU Protocol. We make the following optimizations.

Optimization 1. Since A = —B, it holds that Absy,(Clip,, 4 g(x)) =
Clip, o g(Absp(x)). Hence, we switch the steps (2) and (3) in Fig-
ure 5 to a = Absp (x); ¢ = Clip,, o g(a). This switch has 2 benefits.
First, the absolute value can be calculated for free given ReLU as
Abs,(x) = 2 - ReLUp(x) — x. Second, since the input to Clip is
now guaranteed to be a positive number, it can be realized by 1
comparison (with B) instead of 2 before (one each with A and B).

5We compute error by exhaustive testing on all inputs between (—4, 4) as the error is
0 outside this domain.
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GeLU (CPU) HS;';}}CPU (%)
1§ — ﬂjnffffé(;e mod 2™)
2 d e DR ()

5 p TRt (dg)
4 d—2-p-7

5, ADReLU (s _
5 1<—Hm_f+6(a 256) & 1

6: ¢ IIselect (1,4 — 255 mod 256) + 255
7. return T3¢/t (d, %) — n'é}jl}(e)

Figure 6: CPU-optimized protocol for GeLU,, ,,, ¢

Optimization 2. Instead of performing truncation in Step (4), we
bring TR to the beginning of the protocol, reducing the bitwidth
of comparisons in ReLU and Clip by f — 6. This changes the least
significant bit of ¢ (the input to the LUT in Step (5)) compared to
the original approximation, but this minor difference does not affect
accuracy, as confirmed by our accuracy experiments (Table 4).

Optimization 3. This applies when domain knowledge helps in
restricting the inputs of GeLU to a sub-domain of Up. For instance,
in all transformers, GeLU is always preceded by a linear layer that
invokes a truncation by f after a matrix multiplication. Due to
this, the effective input bitwidth of the GeLU inputis m = n — f.
Combining this with the above, the comparisons can happen over
m — (f — 6) bits.

Based on the above optimizations, we present our CPU-optimized
protocol HS‘;&B{CPU for GeLU,; ,, r in Figure 6, where input/output

bitwidths are n, effective input bitwidth is m, and precision is f.

Cost Analysis. HS‘;‘;L}CPU requires a key size equal to the key size

DReLU LUT TR select -
of 2 Hm—f+6’ 1 Hs,n,T’ 1 Hm,f—6 and 3 calls to IT of bitwidths n,
m— f+6 and 8. Online phase compute consists of a single evaluation

of these and communication of 4(m — f) + 2n + 46 bits in 7 rounds.

5.1.2  GPU Protocol. We note that the performance bottlenecks
on CPU and GPU are quite different. CPU implementations are
bottlenecked by compute (i.e., number of AES calls). However, once
AES calls are accelerated well on GPU, performance bottlenecks
become key transfer from CPU RAM to GPU memory and com-
munication between the two parties. Thus, when creating a secure
version of Figure 5 for the GPU, we focus on reducing key size and
communication while tolerating a higher compute. We later argue
that this trade-off results in lower runtime compared to a naive
port of the CPU protocol.

Our starting point is the protocol outlined in Figure 6. To al-
low computing on smaller bitwidths, we keep optimizations 2 and
3 intact. Thus, we start by computing y = TRy, r_¢(x mod 2™).
Crucially, we let go of optimization 1, and combine ReLU and Clip
differently. First, we compute DReLU bit d = DReLU(y). We addi-
tionally compute an interval containment bit i = 1{-255 < y <
255} = DReLU(y — 256) — DReLU(y + 255). In doing so, we com-
pute one more DReLU than the CPU, i.e., a total of 3. The effective
bitwidth m also increases by one compared to GeLUCPU, i.e., it
becomes n — f + 1. This is to ensure the correctness of the Clip
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GeLU (GPU) nGeLUGPU €3

(x mod 2M)
2 dj n?j%(y)

3 ) — HDR‘}]'Ji(y+ 255) @ HDReLU . (§ — 256)

4 (i, d) = reconstruct (i, d},)
5. Z=7 mod 256

selectlin,  ~

6 ¢ — n8 (i,d, %)
7: return HSEleCt(d X) — HLUT (6

1: y«—HT

Figure 7: GPU-optimized protocol for GeLU,, ,,, 7. The calls to

IPRelV jpy steps 2-3 can use same key.

operation. However, crucially, since all the DReLU evaluations are
on y shifted by a constant, they can all use the same key. Hence,
unlike GeLUCPU, this requires a single DPF key.

Given i and d, we compute Abs(Clip(y)) as 255 when i = 0, and
when i = 1, as —y when d = 0 and y when d = 1. As an opti-
mization, similar to CPU, before a selection, we first reduce y to 8
(relevant) bits and compute Abs(Clip(z)), where z =y mod 256.
Note that since i is computed on y, it only allows the value of z to
propagate when —255 < y < 255. Since d already contains the sign
of y, the last 8 bits of y (captured by z), suffice to correctly com-
pute Abs(Clip(y)). For this selection based on i and d, we invoke

HZEIeCt[mY(i, d,z) with y = {(0,255), (0,255), (=1,0), (1,0)}. This
gives us ¢ = Abs(Clip(z)).

We provide the formal GPU protocol in Figure 7. We also note
that unlike the CPU version, this does not require reconstructing
ReLU(x) over m — f — 6 bits (Step 3 in Figure 6). This is because
we extract the interval containment bit needed for Clip from x and
not from Abs(x). This allows us to save on communication as well
as one round, resulting in efficient GPU implementation.

Cost Analysis. HGeLL}GPU requires a key size equal to the key size of

1 DPFp,_ 45 key (for the 3 calls to HDRe}'U6) 1 H'glrJlTT call, 1 HTRf P

call and 2 calls to TI5¢'e! for bitwidths 8 and n. The online phase
communicates 2(m — f) + 2n + 34 bits in 5 rounds.

Compared to CPU protocol for n = 64, m = 53, f = 12, the GPU
protocol has 1.8x smaller keysize, 1.3X less communication, and
1.5 more half-PRG calls. Empirically, on a microbenchmark of 1
million GeLUs, our protocol takes about 70ms, of which 34ms is key
transfer, 16ms is compute (of which about 88% is DReLU) and 20ms
is communication. This is about 1.4X faster than a naive port of the
CPU protocol. Our CPU and GPU protocols for SiLU are similar and
outlined in Appendix F. Our techniques can be extended to support
other activations, and some of these are described in Appendix G.

5.2 Softmax

For a vector x € R¥ and xpmay = max(xg, X1, . . ., Xg_1), softmax on

x returns a vector y € R¥ such that:
eX []=Xmax

yli] = Zfz_(} exl

J1=%max

69

. . nEx ~
Negative Exponential Hn,m’,)f (%)

1: d  MPReLU((% — 216) mod 2™) @ 1
2 ¢ I159ect(d, % — (216 — 1) mod 216) + (21° - 1)
3: & MR (6); & « ¢ mod 256
b = TEOT () o — TIUT (80)
5. f HMUI(fo, t1)
GapARS(

t)

6: return IT

Figure 8: Protocol for nExp,, ,

5.2.1 Overview. We need protocols for max, exponentiation of
negative values and inverse. xmax can be computed using k — 1
invocations of our protocols for comparison of 2 elements (Sec-
tion 4.3) and select in 2 [logz(k)] rounds. Now, we can subtract
Xmax from every element x|[i] to obtain x[i] — xmax and invoke the
exponentlatlon protocol on this value to obtain z[i]. We can then
z[l] invoke our protocol for inverse on z to ob-
-1

compute z= Z

1, and compute y[i] = 27! - z[i] followed by truncation. We

tain z~
GapARS
se Hn ap

2f (due to being a probability distribution) resulting in a gap.
Below, we describe novel and efficient protocols for exponential
and inverse that we built using domain knowledge of softmax.

for the final truncation as y[i] € [0, 1] with precision

5.2.2 Negative Exponential. Define nExp(x) = e™* for x € R*.
We observe that nExp is a monotonically decreasing function and
for f = 12, x > 16, fixed-point representation of nExp(x), i.e.,
I_e’x . 212J = 0. Hence, we first clip the inputs to the interval
[0,16) c R* followed by using an LUT to compute nExp for this
interval. When x € [0,16), we need 16-bits to represent fixed-
point values with precision f = 12. Now, directly using lookup for
exponentiation would require an expensive LUT of size 219,

Next, we use the technique from Seedot [34] for nExp (also used
in [66]) that allows reducing one 16-bit LUT to two 8-bit LUTs.
Let ¢ = c1l|co be the 16-bit clipped value with f = 12, where ¢;
is upper 8-bits and cg is lower 8-bits. These can be calculated as

=TR16,8(c) and ¢p = ¢ mod 256. Seedot showed that

{nExp ( ) ZfJ ~ ARSp r (T1[e1] - To[col)

where T1,Ty are 8-bit LUTs with n-bit values such that Ty [i] =
LnExp(i/2%) - 2f | and Ty[i] = [nExp(i/2'2) - 2f] for all i € Uys.

Here, HS;’DAR suffices to perform ARS,, ¢ as its input is always

less than 22, leading to a gap. Compared to using 16-bit LUT, the
above approach reduces online compute by 100X (1022 half-PRG
calls to 10 half-PRG calls including TR and ARS).

We provide a formal description of our protocol H f in Fig-
ure 8. Here, similar to GeLU, we introduce an addltlonal parameter
m that captures effective bitwidth and helps reduce cost when pos-

sible from domain knowledge.

5.2.3 Inverse. We calculate inverse using an LUT of carefully cho-
sen size. It is easy to see that for a softmax of size k, the input to
inverse z € [1, k]. That is, it has a non-zero integer part which is
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also upper bounded. Hence, without losing any information, we re-
duce the bitwidth of input fromntop = f + [logz(k + 1)] retaining
precision f. Next, we create an approximate input with lower preci-
sion by chopping off few lower bits®. In our specific case, we reduce
precision to 6, creating an input with bitwdth g = 6 + [logz(k + 1)].
Finally, we use a g-bit LUT to read the output of inverse. The pro-

Inv LUT (ffTR . p
nf returns Hq,n,T (Hp,fié(x mod 2 )), where

Te UIZ\‘; is a table such that T[i] = {zf%/iJ for all i € Upq.

tocol for inverse IT

5.3 Layer Normalization

Equation 1, Section 3.1 provides the mathematical expression for
layer normalization. We note that all sub-expressions in the equa-
tion can be implemented using our existing protocols barring recip-
rocal square root. Below we provide an overview of our protocol for
reciprocal square root and defer the details of the overall protocol
and an additional optimization to Appendix H. The same techniques
yield a protocol for RMS Norm (Equation 2, Section 3.1) as well.

5.3.1 Reciprocal Square Root. While we aim to approximate the re-
ciprocal square root using an LUT, securely computing an n-bit LUT
for a large n (e.g., 50) is not efficient. So far, we have exploited two
main ideas to reduce the size of LUTs significantly. Either, the func-
tion is non-zero only in a small domain (e.g., GeLU(x) — ReLU(x),
nExp(x)) or we use domain knowledge to restrict the input domain
(e.g., inverse in softmax). However, both these ideas are inapplicable
here. Although reciprocal square root is a monotonically decreasing
function, it only approximates to 0 for very large values. Moreover,
we do not have any useful lower or upper bound on the input.
Hence, our idea is to shift to a representation that allows repre-
senting a large dynamic range with a small number of bits. This is
exactly what floating-point representations allow. We use domain
knowledge to design a custom 13-bit floating-point representation
to encode the input and use it to index an LUT. We provide a formal
description in Appendix H.2.

5.4 Global Optimizations

5.4.1 Effective Bitwidth. In transformers, GeLU/SiLU is always
preceded by a linear layer which invokes a truncation after matrix
multiplication. This means, for n bit inputs to the linear layer, the
output of truncation by f lies in range [-2"~/~1,277/~1)_ Hence,
the effective bitwidth of the input to GeLU is only m = n — f. This
lets us perform comparisons on a smaller bitwidth m instead of n.

Similarly, softmax is also preceded by a linear layer. As the first
step of softmax is to find the max element, all the comparisons
in max calculation can happen over an effective bitwidth of m =
n— f +1. Then, the max element is subtracted from all the elements
in the input vector before being passed to the protocol for nExp. As
this difference has effective bitwidth of n — f + 1, the input to nExp
has effective bitwidth of m =n — f + 2.

5.4.2  Attention Mask. In transformer models, for input with se-
quence length k, the input to softmax is always a batch of k vectors
of size k. In many GPT models, including those that we evaluate on,

®While doing this in general can lose all information from the input and result in
garbage result for inverse, it is still safe to do in our setting because the initial input
has a meaningful lower bound.
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the upper triangular elements of the softmax input are masked, i.e.,
their nExp is set to 0 in the softmax computations. Hence, we can
avoid calling the max and nExp protocols for the masked elements
and reduce their number of calls to half.

6 IMPLEMENTATION

We have implemented two versions of SiGMA, one which is opti-
mized for CPUs and the other for GPUs.

6.0.1 GPU. The GPU code has around 9K lines of C++ and CUDA
code. For the GPU version, our starting point is Orca [43], which
is currently the state-of-the-art in GPU-accelerated FSS. Similar
to [43, 84], we use CUTLASS [2] to implement linear layers. We
borrow Orca’s ideas on AES acceleration, memory layout and
payload packing to build an efficient GPU-accelerated DPF ker-
nel. Securely realizing LUT,, , T (Section 4.1) requires computing
Eval?, (b, k}, x), Vx € Uy [79]. For this, we follow the depth-first
approach of [49], while using Orca’s AES kernel.

Building on our optimized kernels for DPFs and LUTs, we provide
efficient GPU implementations of our protocols for GeLU, SiLU,
Softmax, LayerNorm and RMSNorm. We carefully use templating
as in Orca [43] and Piranha [84] to ensure that compute happens on
lower bitwidths wherever possible. In GeLU, for example, we use
the fact that selectlin (Step 6 in Figure 7) runs on z € Ussg to run
the protocol with the uint8_t data-type on the GPU. This helps us
reduce key size, which, in turn, reduces the time to transfer keys
from CPU to GPU memory.

Once the compute has been accelerated, key transfer and commu-
nication dominate most of the runtime. For example, in BERT-large,
communication and key transfer consume 28% and 50% of the total
runtime. To lower communication, we observe that our protocols
operate on non-powers-of-2 bitwidths. Hence, there is often a gap
between the size of a ring element and the corresponding C++
data-type e.g., uint64_t. In some cases, this gap can be quite large,
e.g., secure inference for BERT-large communicates ring elements
with bitwidths 50 in linear layers, 44 in GeLU, and 39 in Softmax.
Therefore, we pack elements before transmitting them over the
network to achieve significant communication savings over a naive
implementation that transmits standard data-types’. For example,
we reduce communication by 35% for BERT-large.

We provide kernels for packing and unpacking elements of ar-
bitrary bitwidths on the GPU as a part of Sicma. For packing, we
make each GPU thread responsible for writing a segment of 8 bytes
of data. It uses the size of the ring elements it needs to communicate
to fetch the elements that belong to its segment. It also performs
any shifts necessary to accommodate ‘partial’ elements in its seg-
ment (e.g. to pack only the first 8 bits of an element). This allows
us to ensure that the packing is tight.

Since packing and unpacking require additional computation, we
are implicitly trading lower communication for more computation.
We find that GPUs can effectively handle this additional computa-
tion due to their high degree of parallelism. However, the cost of
packing and unpacking values on CPUs overshadows the benefit of

"While Orca packs 1 or 2-bit values, we support packing for all non-powers-of-2
bitwidths in S1GmA, providing benefit in all our protocols. While reporting improve-
ments, we use the baseline that packs 1 or 2-bit values but uses standard data-types
for rest.
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Table 1: Number of scalar activations (GeLU in BERT and
GPT, SiLU in Llama2), 128-length Softmax, scalar reciprocal
square roots, blocks, attention heads h and embedding length
dmodel for transformers.

Model # Activation | # Softmax | # Rsqrt | # blocks | h | dyodel
BERT-tiny 131072 512 512 2 2 128
BERT-base 4718592 18432 3072 12 | 12 768
BERT-large 12582912 49152 6144 24 | 16 1024
GPT-2 4718592 18432 3072 12 | 12 768
GPT-Neo 25165824 49152 6144 24 | 16 2048
Llama2-7B 45088768 131072 8192 32 | 32 4096
Llama2-13B 70778880 204800 10240 40 | 40 5120

Table 2: Sigma has lower computation, communication, and
key size than Grotto [72].

AES or half-PRG | Comm. (Bytes) | Key Size (KB)
Grotto SigMA | Grotto  SigmA | Grotto SiGmA
GeLU (crv) 753 78 320 58 1.97 143
SiLU (cru) 1087 90 320 58 1.97 1.46
Inverse 1092 254 320 36 1.97 0.17
Rsqrt 4215 1840 320 106 1.97 1.93

lower communication. Therefore, we do not use this optimization
in our CPU implementation.

6.0.2 CPU. The CPU code is written with 7500 lines of C++ and
uses OMP for multithreading, Eigen [35] for matrix multiplications,
and cryptoTools [69] for PRG implementations that use native
x86 AES instructions.

6.0.3 SyTorch Frontend. We also develop SYTorcH, a C++-based
frontend, for specifying the architecture of machine learning mod-
els to be used for secure inference. It allows users to express models
in a PyTorch-like high-level description and run them with vari-
ous backends, e.g., fixed-point cleartext or SIGMA’s protocols for
CPUs/GPUs. We provide a sample SYTORCH code snippet in Fig-
ure 13 (Appendix I). Given a SyTorch model and an input, the
outputs from all backends are bitwise equivalent.

The SyTorch program is compiled to a control flow graph (CFG),
which is automatically transformed, e.g., relevant truncations are
inserted and effective bitwidths are set (Section 5.4). The final opti-
mized graph is then interpreted. For each operation occurring in
the graph, the corresponding protocol is executed.

7 EVALUATION

We provide empirical results to justify the following claims. SiGmMA’s
protocols for complex non-linearities are up to 12X more efficient
than (FSS-based) Grotto [72] (Table 2) and up to 35X more effi-
cient than CrypTen [47] (Table 3). For end-to-end evaluation of
transformers, CrypTen [47] is our primary baseline.

CrypTen is the state-of-the-art that supports the operations
present in transformers, works in the 2PC with preprocessing model,
and provides GPU-accelerated implementations. Note that SIGMA
provides standard 2PC security whereas Crypten is insecure due to
local truncations. Even so, SIGMA is 12.2 — 19X faster than CrypTen
and requires 8.4 — 11.6X lower communication for small models
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(Table 5). On larger models (such as Llama2-7B), CrypTen runs
out of GPU memory. In contrast, SIGMA scales efficiently with the
number of model parameters, running inference on Llama2-7B and
Llama2-13B in 23 and 38 seconds respectively.

We observe that SiGMA running on CPUs is already faster than
CrypTen running on GPUs. Furthermore, SiGMA on GPUs is up
to an order of magnitude faster than S1GmMA running on CPU (Fig-
ure 9). Finally, we show that SiGMA’s improvements over CrypTen
extend to the WAN setting as well (Appendix J), with SiGmaA beating
CrypTen by 9.9 — 14x%.

Another potential baseline is MPCFormer [51], a CrypTen-based
framework that replaces cryptographically expensive non-linearities,
e.g., GeLU, with simple quadratics and retrains the resulting model
to recover the loss in accuracy. Even though the comparison is
unfair, we show that S1GmaA on original models beats MPCFormer
on modified models by 6.4x.

7.0.1  Models and Datasets. We evaluate BERT-tiny, BERT-base,
and BERT-large models [77] on the SST2, QNLI, and MRPC classi-
fication tasks from GLUE benchmark [82]. These models have 4.4
million, 110 million, and 330 million parameters respectively. The
prior work of Iron [38] also considers these models and datasets.
We evaluate GPT-2 with 124 million parameters from Hugging-
Face (downloaded 24 million times within the last month) on the
challenging Lambada dataset [61], which has next-word-prediction
tasks. For billion parameter models, we evaluate GPT-Neo-1.3B,
LLaMaz2-7B and LLaMa2-13B from HuggingFace [5, 7, 8], also on
Lambada. These models use GeLU, SiLU and Softmax in abundance
(Table 1). We also report the number of reciprocal square roots
arising because of layer normalizations. Prior works have observed
that these non-linearities are the performance bottlenecks in secure
inference of transformers [38, 51]. Following Iron [38], we evaluate
all models on inputs of sequence length 128. We evaluate other
sequence lengths in Appendix K.

7.0.2  Accuracy. We show that SiGMA matches the accuracy of
PyTorch that uses 32-bit floating-point in Table 4. For different
models and datasets, we report the size of the training set, the size
of the validation set on which accuracy is measured, the accuracy
of PyTorch, S1GMA’s accuracy, and the bitwidth used by Sicma. We
set the precision f = 12, and the bitwidths to be large enough
so that S1GMA’s accuracy matches that of PyTorch. In particular,
for BERT-tiny a bitwidth of 37 suffices, whereas the other models
require larger bitwidths (between 48 and 51).

7.0.3 Hardware. We evaluate on two machines connected via LAN
with 9.4 Gbps bandwidth and 0.05 ms ping time. Each machine has
1 TB RAM, an A6000 GPU with 46GB GPU memory, and an AMD
Epyc 7742 processor. SIMa running on CPUs uses 4 threads.

7.1 Non-linearities

We show our performance improvements for GeLU, SiLU, Softmax,
and layer normalization over the baselines.

7.1.1  Comparison with Grotto. Grotto [72] is a recent work that
provides FSS-based protocols for GeLU, SiLU, inverse (that arises in
Softmax), and reciprocal square root (that arises in layer normaliza-
tion). Table 2 shows that, for each of these functions, S1GMA beats
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Table 3: SicmaA outperforms CrypTen (GPU) on Activation (GeLU in BERT and GPT, SiLU in LLAMA), Softmax and Norm
(LayerNorm in BERT and GPT, RMSNorm in Llama2). CT denotes CrypTen, and S-CPU and S-GPU stand for S1Gma running on
CPU and GPU respectively. "-" denotes GPU memory overflow.

Activation (GeLU / SiLU) Softmax Norm (LayerNorm / RMSNorm)

Model Time (s) Communication (GB) Time (s) Communication (GB) Time (s) Communication (GB)

CT S-CPU S-GPU | CT S-CPU S-GPU | CT S-CPU S-GPU | CT S-CPU S-GPU | CT S-CPU S-GPU | CT S-CPU S-GPU
BERT-tiny 0.27 0.06 0.008 0.10 0.01 0.003 0.71 0.12 0.02 | 0.09 0.01 0.005 | 0.60 0.05 0.02 | 0.003 0.005 0.002
BERT-base 4.59 3.71 0.26 3.45 0.25 0.16 7.53 4.59 0.39 | 3.27 0.37 0.26 | 4.31 0.70 0.19 0.11 0.16 0.11
BERT-large | 11.50 9.84 0.67 9.19 0.66 043 | 17.35 12.11 0.98 | 8.72 1.00 0.69 | 8.75 1.67 0.45 0.29 0.41 0.30
GPT-2 4.47 3.70 0.26 3.45 0.25 0.16 6.89 2.71 0.24 | 3.27 0.19 0.13 | 3.94 0.70 0.19 0.11 0.15 0.11
GPT-Neo 20.35 20.11 1.34 | 18.38 1.69 0.87 | 16.33 7.55 0.59 | 8.72 0.50 0.36 | 8.91 3.51 0.69 0.57 0.80 0.60
Llama2-7B - 52.02 2.40 - 2.45 1.48 - 28.82 1.31 - 1.34 0.90 - 4.81 1.49 - 1.56 1.52
Llama2-13B - 81.26 3.75 - 3.84 2.32 - 29.11 1.97 - 2.10 1.40 - 7.18 2.31 - 2.44 2.37

Table 4: SigmA’s accuracy matches PyTorch accuracy that
uses 32-bit floating-point. Val denotes validation set.

Model Dataset Tr.am \{al Pytorch | Stoma Bitwidth
Size Size | Accuracy| Accuracy
SST2 67k 872 82.45% 82.57% 37
BERT-tiny MRPC 3.7k 408 71.07% 70.34% 37
QNLI 105K 5463 81.42% 81.93% 37
SST2 67k 872 92.55% 92.55% 50
BERT-base MRPC 3.7k 408 84.31% 87.25% 50
ONLI 105K 5463 91.60% 91.63% 50
SST2 67k 872 93.58% 93.35% 50
BERT-large MRPC 3.7k 408 87.99% 88.48% 50
ONLI 105K 5463 92.23% 92.26% 50
GPT2 Lambada - 5153 32.46% 33.28% 50
GPT-Neo Lambada - 5153 57.46% 57.81% 51
Llama2-7B Lambada - 5153 70.17% 69.92% 48
Llama2-13B | Lambada - 5153 73.14% 72.99% 48

Grotto in all aspects: computation, communication, and key size.
Since the source code of Grotto is unavailable, we cannot evaluate
it on our setup. However, the communication and the key size are
independent of the setup. The compute cost of FSS-based protocols
like Grotto and S1GMA is heavily dominated by PRG calls, and we
use these as a proxy for the computation overheads. SiGmA beats
Grotto by 2 — 9% in computation (or PRG calls), and by 3 — 8X in
communication. It improves only marginally over Grotto in terms
of key size (1.02 — 1.4X) for all protocols except inverse (11x).

7.1.2  Comparison with Orca. Orca [43] is the state-of-the-art in

GPU-accelerated FSS and it proposes the recipe of using 2PC floating-
point protocols [65] for complex non-linearities like Softmax. The

communication overheads of this approach are severe - requiring

7 GB (for BERT-tiny) to 1.1 TB (for GPT-Neo) of communication for

evaluating GeLU and Softmax. In contrast, SIGMA’s communication

is between 20 MB and 4 GB (Table 5) for these models.

7.1.3  Comparison with CrypTen. We compare SIGMA (both CPU
and GPU implementations) and CrypTen by measuring their la-
tency and communication in evaluating activations (GeLU/SiLU),
Softmax and LayerNorm (Table 3). For GeLU and Softmax, SigmMA’s
communication is an order of magnitude lower than CrypTen. Due
to this, SIGMA’s protocols running on CPUs outperform CrypTen
on GPUs on all transformers. For LayerNorm, CrypTen’s communi-
cation is lower than S1GMA running on CPU or GPU. This is because
of its use of local truncation. However, our protocol for recipro-
cal square root is more efficient and our runtimes for LayerNorm
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Table 5: Inference latency with SiGma and CrypTen. "-" de-
notes GPU memory overflow.

Time (s) Communication (GB)

Model
CrypTen Sioma Speedup | CrypTen SIGMA
BERT-tiny 1.71 0.09 19% 0.20 0.02
BERT-base 21.55 1.72 12.5% 8.34 0.99
BERT-large 54.53 4.44 12.2x 23.36 2.64
GPT-2 20.45 1.51 13.5% 8.34 0.82
GPT-Neo 108.30 7.19 15.0x 46.89 4.03
Llama2-7B - 23.09 - - 12.07
Llama2-13B - 3759 - - 18.90

on CPUs are 2.5 — 12X better. Furthermore, with GPU accelera-
tion, S1GmA outperforms CrypTen by at least 10X for all three non-
linearities on all transformers. Finally, the lower communication
of S1GMA running on GPUs (vs. CPUs) is due to communication
packing (Section 6).

7.2 Transformers

We evaluate S1GMA on end-to-end transformer inference to show
that it beats CrypTen in latency and communication. We also show
that GPU acceleration is helpful for SiGma, and that S1GMA scales
well to larger models. Preprocessing costs are not included for both
CrypTen and SimA. CrypTen does not report preprocessing cost,
and we describe S1GMA’s preprocessing cost in Appendix L. From
Tables 5 and 9, we see that SIMA’s total time, which includes pre-
processing, is 1.1 — 4.1 lower than just CrypTen’s online time. We
show that S1GMA on unmodified models also outperforms MPC-
Former [51] on modified simpler models.

7.2.1  Comparison with CrypTen. Table 5 shows the performance
of various transformer models with CrypTen and SiGma, both run-
ning on GPUs. There are two factors here: 1) SiIGMA uses secure
but more expensive (in compute and communication) truncations
than CrypTen’s local truncations, and 2) SIGMA’s protocols for non-
linearities have massive improvements over CrypTen (Section 7.1.3).
Overall, for end-to-end inference, Sima outperforms CrypTen by
12.2 — 19X in latency and 8.4 — 11.6X in communication.

7.2.2  GPU Acceleration. Figure 9 shows the speedups of CrypTen
and S1GMA running on GPUs over SiGMA running on CPUs. For
end-to-end transformer inference, SIGMA running on CPUs is al-
ways faster than CrypTen running on GPUs. SIGMA’s protocols
for GPUs are an order of magnitude faster compared to their CPU
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Figure 10: S1GMaA scales efficiently to large models. CrypTen
runs out of memory for 7B and 13B models.

counterparts for all models except BERT-tiny, which is too small to
leverage GPUs effectively.

7.2.3  Scaling to Larger Models. S1GMmA scales efficiently to large
models. Figure 10 shows the runtime of SiGMA as the number
of model parameters increases. We use GPT-Neo, Llama2-7B and
Llama2-13B as our 1.3, 7 and 13 billion parameter models respec-
tively. We create a GPT-like 2.7 billion parameter model by increas-
ing the number of blocks and attention heads in GPT-Neo to 32 and
20. We see that S1MA running on GPUs performs inference on the
13 billion parameter LLaMa2 model in 37.59 seconds. In contrast,
CrypTen overflows GPU memory on the 7 billion and 13 billion
parameter models and crashes with an out-of-memory exception.

7.2.4  Comparison with MPCFormer. MPCFormer [51] takes an or-
thogonal approach to boost performance of secure inference of
transformers using CrypTen. Since non-linearities like GeLU and
Softmax are cryptographically expensive, MPCFormer replaces
these with simpler approximations, e.g., it replaces GeLU with a
quadratic function and softmax with division of 2 quadratic func-
tions. Since such coarse approximations are known to result in a
high loss in model accuracy, MPCFormer uses an elaborate fine-
tuning step to recover this loss. Although models resulting from
MPCFormer would also boost the performance of SiGma, in Table
6 we compare SIGMA on unmodified models with CryTen-based
MPCFormer on modified models. Even though this comparison is
unfair, we show that Sima outperforms MPCFormer by 6.4X.
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Table 6: Inference latency with Stcma and MPCFormer.

Time (s)
Model MPCFormer SIiGMA Speedup
BERT-base 11.06 1.72 6.43%
BERT-large 29.21 4.44 6.57%

Finally, while MPCFormer currently only supports BERT-class
models, SIGMA is more general (Tables 3, 4).

8 RELATED WORK

We focus on works related to transformers, GPU acceleration of
MPC, and FSS. After the success of large models like GPT3/GPT3.5
with 175 billion parameters, there are ongoing efforts to reduce the
cost and latency of inference by using smaller models [11, 74, 75].
For example, phi-1 outperforms GPT-3.5 models while using only
1.3 billion parameters [36]. Another approach to reduce the latency
of secure inference involves replacing complex non-linearities that
are expensive in MPC with simple non-linearities. The simple ap-
proximations significantly impact accuracy but, at least for BERT
class models, this accuracy loss can be recovered by further retrain-
ing of the simplified models [56]. THE-X [25], MPCformer [51] and
Privformer [12] use simple non-linearities. In contrast, Iron [38],
CrypTen [47], and SIGMA use precise approximations of complex
non-linearities and there is no accuracy loss. Recent pipelining
optimizations have improved the performance of CrypTen by up to
13% [83] and such optimizations can benefit SiGma as well.

There are several works that focus on accelerating secure in-
ference with GPUs, but to support CNNs and not transformers.
CryptGPU accelerates 3-party secure inference with GPUs [73].
Piranha is a general framework that supports various number of
parties [84]. Delphi performs a network architecture search to nav-
igate performance-accuracy tradeoffs. GForce uses custom training
approaches to improve inference efficiency [60]. Beyond inference,
Visor [63] focuses on video analytics and general protocols like
Yao’s garbled circuits have also been accelerated with GPUs [41].

Several recent works consider 2PC in the preprocessing model
based on FSS techniques. [19] initiated this study and showed how
to construct 2PC protocols for any computation comprising of
gates for which FSS constructions exist for the corresponding offset
gate. [16] provides various FSS protocols for functions occurring in
fixed-point arithmetic, while [37, 71, 79, 85] provides specialized FSS
protocols for ML operations. [71] and [43] accelerate FSS protocols
on GPUs while [10] and [72] consider FSS protocols for various
elementary functions such as sigmoid, GeLU, and so on.

9 CONCLUSION

We build S1GMma, the first system for FSS-based secure inference of
transformers. To this end, we build novel protocols for GeLU, SiLU,
Softmax, and layer normalization. The same techniques generalize
to construct efficient protocols for other activations such as sigmoid,
CELU, etc. SiMa satisfies standard 2PC security, matches PyTorch
accuracy, and is an order of magnitude faster than the baselines.
Similar to all prior works on secure inference of transformers, SicmMA
focuses on semi-honest security and we leave security against ma-
licious adversaries [24, 26, 31, 32, 45, 50] for future work.
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A REAL WORLD CONSIDERATIONS
A.1 Generality

This work focuses on transformers as it is the most important
AT workload today. However, our work also generalizes to other
networks that may use activations such as Softmax, GeLU, etc.
These functions are known to be expensive under various secure
computation settings. For example, [43] reports that in the secure
training of some CNNs, Softmax accounts for 92% of the training
runtime. SIGMA’s fast, accuracy-preserving approximations of these
functions can ameliorate such performance bottlenecks.

A.2 Practicality

Secure inference is much more expensive than plaintext inference.
For example, cleartext inference with LLAMA-7B using PyTorch
takes 0.37 seconds, while SiGma takes 27 seconds, a gap of 73X.
This gap is prevalent across networks. For CNNs, PyTorch takes
2.4ms for cleartext VGG16 inference on ImageNet, while Orca [43],
the current state-of-the-art in the secure inference of CNNs, takes
0.5s (a gap of more than 200x). We believe that there are several
use-cases where such an overhead is acceptable to provide strong
privacy guarantees.

A.3 Preventing Model Extraction

Model extraction attacks try to infer model weights given access to
model inputs and the corresponding outputs. In secure inference,
the client has access to inputs and outputs in the clear and can
potentially try to mount a model extraction attack. Circumventing
such attacks is orthogonal to the entire line of work on secure
inference that only deals with computing functions without trusting
anyone with cleartext inputs. How the outputs of the function are
used (even if adversarially) is an independent line of investigation.
It is to be noted that such model extraction attacks are known only
for very simple networks [23].

B FSS CORRECTNESS AND SECURITY

Definition 2 (FSS: Correctness and Security [17, 18]). Let G = {g}
be a function family, Pg = {4} be the set of descriptions of functions
in G, and Leak be a function specifying the allowable leakage about
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§. When Leak is omitted, it is understood to output only G™ and GOUt.
We say that (Gen, Eval) as in Definition 1 is an FSS scheme for G
(with respect to leakage Leak) if it satisfies the following.

e Correctness: For all § € Pg describing g : G — G°“, and every
x € G, if (ko, k1) < Gen(1%,§) then
Pr [Eval(0, ko, x) + Eval(1, k1, x) = g(x)] = 1.

e Security: For each b € {0, 1} there is a PPT algorithm Simy, (sim-
ulator), such that for every sequence () en of polynomial-size
function descriptions from G and polynomial-size input sequence
x) for gy, the outputs of the following Real and ldeal experiments
are computationally indistinguishable:

- Realy: (ko, k1) «— Gen(1%, §)); Output ky,.
~ Idealy: Output Simy, (14, Leak(4y)).

C ROTARY POSITIONAL EMBEDDINGS

In the Llama2 models, position information is encoded in the Q and
K matrices via the following linear transformation R, which takes
an £ X d matrix as input and produces an £ X d matrix as output. R
is applied to both Q and K. R is given by:

R(X)ij = aijXij+bijX;jid noda

©

. L. _2j modd
where a;j = cosifj, b;j = mjsinifj, and 6; = 10000 d

mj=-1if j < % and 1 otherwise.

Let the input matrix X consist of n-bit fixed point values with
precision f. Then R can be naively computed by encoding a; ; and
b;,j as n-bit fixed point values with precision f, computing Equation
(4), and truncating the result by f with our protocol for faithful
truncation (Section 4.2.3).

To compute R more efficiently, we notice that a; ; and b; j have
small magnitude (< 1) and can thus be encoded as fixed-point
values in f — 2 bits with precision f — 3.

Since Q and K are the outputs of a matrix multiplication, they un-
dergo a truncation by f before R is computed. Thus, every element
of X, which is the input of R, lies in the range [—2”’f’l, Zn’f’l).

Because of our careful encoding of a;j and b; j, the products
a;,j Xi,j and bi,in,j_,,% mod d lie in the range [_2’1—3’ 2n—3). Their

sum lies in [-2"72,2""72).

We need to truncate this sum by f — 3. But because the sum lies
in a sub-domain of Uzn, we can use our efficient protocol for trunca-
tion with a guaranteed gap (Section 4.2.1), which is much cheaper
than faithful truncation. Avoiding faithful truncation allows us to
compute R much more efficiently.

D PROOF OF LEMMA 2

To calculate 1{x < r'"}, consider four cases:

(1) Case 1: MSB, (%) = 1 and MSB,,(r") = 0.
Since £ > 2"71 > " 1{% < "} = 0 follows trivially.
(2) Case 2: MSB, (%) = 0 and MSB,,(r") = 1.
Since £ < 2"7! < " 1{% < "} = 1 follows trivially.
(3) Case 3: MSB,, (%) = MSB, (') = 0.
Asx < 2" land " < 2771 x40 < 2" = £ = x +r"
mod 2" =x +1" > " = 1{% <r"} =0,
(4) Case 3: MSBp (%) = MSB,(r'") = 1.
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Asx < 2" Vand 271 < N < 27 x 4N g [2771 21 4 2n7 1y,
But as X 2A2"’1, x+1r'" < A2”. Hence, x = x +r'™ mod 2" =
x+rMM > = 1{x<r'"}=0.
Hence, 1{% < r"} = 1{MSB(%) = 0 and MSB,(r") =1} =
MSB,(r') - (1 = MSB,(x)).

E SECURITY PROOFS

Let Sim;; be the simulator for the FSS-scheme of comparison func-
tion from Theorem 2. As we use Geny, from [18] directly in this FSS-
scheme, Definition 2 implies that the security of the FSS-scheme for
comparison trivially follows from the security of DPF construction

of [18].

E.1 DReLU
For b € {0,1}, let SimeRe"U be the simulator for the protocol
IIDReLY 1t js given the input # € Uy and output u, € {0,1}.
It simulates the view of party b, by simulating the message rb||kI;
from dealer by following these steps:
(1) Setj =% mod 2"
2) Invoke Sim;; to simulate the DPF keykp .
3) Set tjim < Evals_ (bkp . 2" 1 - —1)
)
)

(

( b,sim

(4) Set Thsim = b- MSBH()Z') D up @ tpsim-
(5) Output rp gk}

b,sim”

E.2 LRS with Gap

For b € {0,1}, let SimgapLRS
HS;pLRS. It is given the input X € Uy and output y;, € Uy. It simu-
lates the view of party b, by simulating the message k}; | |rlgw) [Imp||rp
from dealer and w;_j, from the other party, by following these steps:
(w)

b,sim’

Invoke Sim}f to simulate DPF keys k;,sim

3) Set Wy sim = Eval3 (b kp % mod 2/) @

be the simulator for the protocol

1) Sample r W1—b.sim & {0,1}.

2
(w)

(1)

)

©) b,sim

(4) Set wsim = ‘;‘)b,sim (&) wl,b’sim, 2sim = extendl’n(wsim)
(5) Set upgim = bZsim + r(w) - Zfsimr(w)
(6)

7

®)

©)

b,sim b,sim
6) Sample my, gin, & Un.
7) Set ty gim = Mp gim - extendy n (1 — MSB, (X))
8) Set Tb,sim = Yb — b- LRSn,f(f) = tpsim T Upsim

(w) -
9) Output k;,sim||rb,sim||mb,sim”rb,sim and Wy sim-

X

F SILU

For a real number x, SiLU(x) = x . o(x) = 5=, where o(x)
is the Sigmoid function. Like GeLU, SiLU is the same as ReLU
almost everywhere except in a small interval around 0. We define
d(x) = ReLU(x)—-SiLU(x) and compute SiLU(x) as ReLU(x)—-5(x).
d(x) is even (as it was for GeLU), and, for precision f = 12, is zero
outside the interval (—16, 16).

Our approximation of SiLU follows from our approximation of
GelLU, with a few small differences. The clipping interval (A, B) is
now [—2f** +1,2/+4 _ 1]. As a result, the LUT for §(x) is larger,
and has 210 = 1024 entries instead of 28 = 256 entries as it did
for GeLU. Correspondingly, our CPU and GPU protocols for SiLU
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are also similar to those for GeLU, while accounting for the above
differences.

G OTHER ACTIVATIONS

Our approach to constructing efficient yet sufficiently precise ap-
proximations of GeLU and SiLU can be extended to other activa-
tions as well. Consider the Continuously Differentiable Exponential
Linear Unit, or CELU, defined as CELU(x) = max (0, x)+min(0, e* —
1)[72]. To approximate CELU, we define a piecewise-linear function

f(x) as

x<0
x>0

ﬂﬂ={1
x
f(x) is similar to ReLU and can be realized with our protocols
for DReLU and a slightly modified version of selectling,y, where y
is now a pair of 2-vectors {(ao, fo), (a1, f1)}, that takes as input
a selection bit s and a payload x and outputs asx + fs. Setting
(a0, Po) = (0,-1), (a1,p1) = (1,0) and using DReLU(x) as the
selection bit with x as the payload allows us to realize f. We define
d(x) = CELU(x) — f(x), which is 0 when x > 0 and e* when x < 0.
CELU(x) is naturally computed as f(x)+8(x). For precision f = 12,
d(x) disappears outside (—16,0), and can thus be realized with an
LUT (of size 1024) after appropriate clipping of the input. The above
protocol can be adapted to compute an approximation of the more
general Scaled Exponential Linear Unit, or SELU[46] as well.

We can also design an approximation of the pervasive Sigmoid
L We start by setting 5(x) =

activation, defined as o(x) = TFe ™"

ﬁ and realizing that

d(x) disappears outside (—16, 16) for precision f = 12 and can be
realized with an LUT (of size 1024, since it is even). We can then use
the modified selectlin defined above with (o, fo) = (1,0), (a1, f1) =
(-1, 1), with DReLU(x) as the selection bit and §(x) as the payload,
to get o(x).

H LAYER NORMALIZATION

The functionality of layer normalization, as defined in Section 5.3,
calls reciprocal square root with variance of the input vector as an
input. Our protocol for reciprocal square root (Appendix H.2) makes
use of the protocol for interval lookup (Appendix H.1). Finally, we
provide the overall optimized protocol for layer normalization in
Appendix H.3.

H.1 Interval Lookup

Letp,q € UI;V be arrays defining k disjoint intervals [p[i], q[i]]Vi €
[k], constrained with p[i + 1] = q[i]Vi € [k — 1], p[0] = 0 and
qlk—1] =2"-1.Leto € UI]f be a payload array. We define the
functionality IntervalLookup,, 1y, 5 o, : UN — UL which returns
o[i] when x € [p[i], q[i]] for some i € [k]. Since this functionality
is equivalent to a 0-degree spline, we use the protocol for splines
from Grotto [72] to implement this. Even though the protocol in-
vokes DPF evaluation k times, they significantly reduce the number
of half PRG calls compared to nk using the memoization technique,
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which caches the intermediate seeds in DPF tree to be reused in
subsequent evaluations. We omit details and directly summarize
the costs of the protocol:

THEOREM 7. Let ¢ = [log,(|G|)| and p.q € UK v € G¥ be arrays
IntervalLookup

of size k. There exists a protocol Hn,G,p,q,v

which securely re-

IntervalLookup) _
nG,p,q.0 -
keysize(DPFp,1) + 3¢. In the online phase, the protocol requires k
memoized evaluations of DPF, 1 and communication of 4¢ bits in 1
round.

alizes IntervalLookup,, g , 4 ,, such that keysize(I1

H.2 Reciprocal Square Root

For bitwidth n, input precision f" and output precision f°, we
define the function RecSqrt,, fin, pout tO be the approximation of the
reciprocal square root of a fixed-point number x € Uy with scale
fi". It returns a fixed-point number y € Uy with scale foU, ie.,

uint, (y) = \IZfi" /x - 2"

As discussed in Section 5.3.1, since the inputs of reciprocal square
root occurring in layer normalization are unconstrained, to get a
small LUT, we first convert the input to a custom floating point
representation. This allows us to represent a large dynamic range
using only a small number of bits. A similar protocol for converting
fixed-point numbers to IEEE 32-bit floating-point numbers was
provided by Orca [43].

A floating-point representation has a sign bit, exponent bits,
and mantissa bits. Taking inspiration from the bfloat16 datatype
which is being extensively used in ML, we also use a 7-bit mantissa.
As we are only interested in non-zero positive n-bit integers with
n < 64, a 6-bit exponent suffices and we don’t need a sign bit. This
13-bit index is used to look-up the fixed-point output.

Let x € Uy be the input to RecSqrt. We convert the integer rep-
resentation of x to float-like representation and input precision f in
would be handled in the LUT later. Let m € Ujg, e € Ugyg represent
the mantissa and exponent of the floating point representation of
x. So, it must hold that:

uint7 (m)
128

From here on, we suppress uint(-) whenever it is clear from
context. Let k € Ugg be a number such that 2k=1 < x < 2k As
1 < (14+m/128) < 2, it holds that 2¢ < 2¢ - (1+m/128) < 2¢*! and
hence, we can set e = k — 1. To calculate m, we plug e = k — 1 in
Equation 5:

uinty, (x) ~ 24ints(€) . (1 4

) (©)

k-1 m
x=2 1+ —
( 128)
x-128 x-2nk

P e

== m= — 128

Letu=2"k¢ Un.Asx < Zk, x-2"% < 27 and can be encoded
in n bits. So, we can approximate m as:
m =~ TRy p-g(x - u) — 128 mod 128

=TRpn-s(x-u) mod 128 (6)

To securely calculate e = k — 1 and u = on—k , we can use the
protocol for interval lookup (Appendix H.1). Let G = Uyi3 XUgn. Let
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RecSqrt /.
n,fin’fout (x)
IntervalLookup .
n,G,p,q.0 (x)

2: U = reconstruct(iyp)

30 f e TIMI(%, 20)

4 1y, — TR (f) mod 128

Reciprocal Square Root IT

1 (8 ilp) — I

o

ﬁb « extendy 13(rip) - 26 + ép
. p = reconstruct(py)
7: return HLUTT(p)

B

Figure 11: Protocol for RecSqrt,, ¢in pout

p.q € U, 0 € G"bearrayss.t. p[0] = 0,¢[0] = 1,0[0] = (0,2"71),

andVie [1,n—1]:
plil = qli = 1] +1, g[i] =2"*" -
Then, it trivially holds that:

1, o[i] = (3,271

(extendg 13(e), u) = lntervalLookupn,G’P’q,y(x)

Finally, we can calculate m using Equation 6 and concatenate e to
get the required floating point representation as:

p = ml|e = extendy 13(m) - 20+ extends 13(€)

Note that local extension suffices in case of m, as the result is
being multiplied by 2°, due to which wrap error vanishes. Now, we
construct the required 13-bit look-up table. Let T € Ulz\f be a table
such that for all i € Uyis, i = m||e where m € Ujzg and e € Uy, we
have:

q:Ze-(1+%),T[i] ={,/zfi"/q.zf°“‘J mod N

Based on the above discussion and using the table T, we describe
RecSqrt

the protocol Hn’ fin_ fout

in Figure 11.

H.3 Overall Protocol for Layer Normalization

H.3.1 Naive Protocol. A protocol for layer normalization for fixed-
point numbers can be implemented as follows. We first locally
add the elements of the vector x, locally multiply the result with

{Zf / kJ and truncate to get m. Then, we locally subtract m from
each element in x to get z. We then use a beaver-like protocol to

compute the sum of squares of the elements in z and call it s. Note
that s has precision 2f. Hence, we truncate by f. Next, we locally

multiply the result with Pf / kJ and again truncate by f to get

‘}Cjcqrt (Section 5.3.1) to

calculate the fixed-point number corresponding to the reciprocal
square root of v, which we securely multiply with each element
of z followed by truncation. Finally, we multiply the result with y,
truncate and locally add S.

the variance v. We then use the protocol IT

H.3.2 Optimization. As s is truncated and divided by k before
RecSqrt

nf.f
and division by k in the protocol by setting f'" = 2f + log, (k)
while invoking the reciprocal square root protocol. Note that even
though fixed-point precision is an integer, here we can use real

eventually being passed to IT , we can avoid the truncation

L N A AD

Layer Normalization IT
= {zf/kJ 35+
2 i — TR ()

3 2 =x—-m
& 8 = Tisg IY(2Lil, 20
5 8= reconstruct(sb)
e A RecSqrt (+1)
6 n.2f+log, (k).f \°
7. p— Iz 1)
. ~ GapARS |
8 q nn’j,p ()
o it TN (g, 7)

10: ab‘_nn,f (@)+b-p
11: return o,

Figure 12: Protocol for LayerNorm,, ;. «

valued precision as the protocol RecSqrt,, fin fout doesn’t impose

any restriction on the input precision f" and it is only handled

while computing the entries of the LUT.
LayerNorm

nk,f

for layer normalization in Figure 12. To avoid invoking reciprocal
square root on 0 we add 1 to s in line 6. Here, we note that as the

Based on the above discussion, we provide protocol IT

elements of p have an absolute value less than Vk (with precision

2f), leading to a gap, we canuse IT_ GapARS

to perform this truncation
cheaply. Similarly, as the model welght y is a number with small
magnitude and multiplication with elements of q (bounded by vk

GapARS

in precision f) results in elements with a gap, II nf can be used

to truncate vector u as well.

I SAMPLE SYTORCH CODE

TransformerBlock (u64 n_heads, u64 n_embd)
{
attn = new MultiHeadAttention<T>(n_heads,
n_embd);
ffn = new FFN<T>(n_embd, 4xn_embd);
1no new LayerNorm<T>(n_embd);
1n1 new LayerNorm<T>(n_embd);

}

Tensor<T> &_forward(Tensor<T> &input)

{
auto &ln@_out = 1ln@->forward(input);
auto &attn_out = attn->forward(ln@_out);
auto &attn_ip = add(attn_out, input);
auto &lnl_out = lnl1->forward(attn_ip);
auto &ffn_out = ffn->forward(1lnl_out);
auto &ffn_out_add = add(ffn_out, attn_ip);
return ffn_out_add;

Figure 13: SYToRrcH code for a GPT-2 Transformer block.



SicmA: Secure GPT Inference with Function Secret Sharing

J INFERENCE IN THE WAN SETTING

We compare S1GMA and CrypTen in the WAN setting in Table 7.
Our WAN has bandwidth 305 Mbits per second and ping latency
60ms. The time for secure inference in a WAN is dominated by the
time required for communication, and we see that Sigma’s FSS-
based protocols with low communication overhead allow it to beat
CrypTen by 10 — 14x.

Table 7: Sigma vs CrypTen on end-to-end inference in the
WAN setting. "-" denotes GPU memory overflow.

Model Time (min) Communication (GB)

CrypTen Sioma Speedup | CrypTen S1GMA
BERT-tiny 1.19 0.12 9.9% 0.20 0.02
BERT-base 9.86 0.92 10.8Xx 8.34 0.99
BERT-large 22.29 2.04 10.9% 23.36 2.64
GPT-2 9.85 0.88 11.2% 8.34 0.82
GPT-Neo 35.07 2.50 14.0% 46.89 4.03
Llama2-7B - 5.72 - - 12.07
Llama2-13B - 8.34 - - 18.90

K SEQUENCE LENGTH

We evaluate S1GMa on input token sequences of lengths between
64 and 1024 in Table 8. For reference, the lengths for inputs in
the Lambada dataset are below 180. The speedups of SIGMA over
CrypTen don’t vary much with sequence length. As sequence length
increases, the number of GeLUs increases linearly but the compute
of softmax increases super-linearly. A sequence length of k requires
evaluating k softmax operations with inputs of length k.

Table 8: Secure inference of GPT2 with Sima and CrypTen
with varying sequence length.

Sequence Time (s) Comm (GB)
length | CrypTen Siema | CrypTen SiGma
64 14.22 0.86 3.92 0.37
128 20.45 1.54 8.34 0.82
256 36.68 3.06 21.11 1.98
512 85.75 7.50 63.73 5.30
1024 269.06 21.36 228.97 15.95

L PREPROCESSING COST

We use a dealer to generate FSS keys and transfer them to the
machines performing secure inference. Since the dealer has been
accelerated with GPUs, the time to generate the keys is small (com-
parable to the secure inference time) and the bulk of the prepro-
cessing time goes in transferring the keys from the dealer machines
(Table 9). Note that CPU key size is roughly 1.25x% larger than the
GPU key size for the models in Table 9, due to differences such as
the protocols for GeLU (Section 5.1).
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Table 9: For different models, we show the size of FSS keys,
the time taken by the dealer to generate them, the time to
transfer them on the network, and online time of SiGmA.

Model Key size Generation Transfer Online

(GB) time (s) time (s) time (s)
BERT-tiny 0.33 0.06 0.26 0.09
BERT-base 16.84 1.41 14.33 1.72
BERT-large 45.45 3.76 38.68 4.44
GPT2 14.29 1.25 12.16 1.51
GPT-Neo 76.19 6.20 64.84 7.19
Llama2-7B 255.41 20.13 217.37 23.09
Llama2-13B 419.01 40.57 356.61 37.59
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