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Abstract
This work explores real-world deniability in messaging. We pro-
pose a formal model that considers the entire messaging system to
analyze deniability in practice. Applying this model to the Signal
application and DKIM-protected email, we demonstrate that these
systems do not offer practical deniability guarantees. Additionally,
we analyze 140 court cases in Switzerland that use conversations
on messaging applications as evidence and find that none consider
deniability, providing evidence that this property does not have an
impact in the legal setting. Based on these technical and legal find-
ings, we assess whether deniability is a desirable property and the
challenges and shortcomings of designing a system that is deniable
in practice. We posit that systems should either offer real-world
deniability or refrain from claiming to achieve it. We discuss how
to choose an appropriate threat model for deniability in a given
context and how to design communication systems that are deni-
able in practice. For Signal, we propose and discuss a simple yet
effective solution: the application should enable direct modification
of locally stored messages in the user interface. This position paper
raises several unanswered questions, aiming to further stimulate
discussion and research on real-world deniability in messaging.

Keywords
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1 Introduction
Deniability, according to www.dictionary.com, is “the ability to
deny something, as knowledge of or connection with an illegal
activity”. Despite the negative connotation, this definition captures
the coarse notion agreed upon by researchers and practitioners:
deniability enables a user to plausibly deny their involvement in
executing some scheme or protocol. The Signal protocol [36, 38],
which is the de-facto standard for secure messaging, claims to
offer deniability. Moxie Marlinspike, one of the designers of Signal,
discusses deniability in the context of Off-the-Record (OTR) [4] as
follows [35]:

“If someone receives an OTRmessage from you, they can
be absolutely sure you sent it (rather than having been
forged by some third party), but can’t prove to anyone
else that it was a message you wrote.”

*This work was conducted when the author was at EPFL.
A preliminary version of this work was presented at RWC 2023.

This work is licensed under the Creative Commons Attribu-
tion 4.0 International License. To view a copy of this license
visit https://creativecommons.org/licenses/by/4.0/ or send a
letter to Creative Commons, PO Box 1866, Mountain View, CA 94042, USA.
Proceedings on Privacy Enhancing Technologies 2025(1), 320–340
© 2025 Copyright held by the owner/author(s).
https://doi.org/10.56553/popets-2025-0018

In the cryptographic literature, deniability is typically formalised
as a game played between abstract entities. A protocol is deniable if
a judge cannot differentiate between a real execution of the protocol
and a simulated one. This means that any genuine execution of the
protocol could have been faked, thereby not implicating a given
party who is possibly being framed. For secure messaging, a judge
might need to distinguish between actual cryptographic conversa-
tions (a sequence of ciphertexts) and simulated transcripts [5, 40, 41].
The judge might actively collude with one or more participants
before the entire real transcript has been generated [15, 53] and/or
have access to the cryptographic secrets of one or more parties [5, 8].

However, it is crucial to question whether these models (1) are
accurate, and (2) are applicable in the real world, such as in a court
of law [24]. In Section 2, we argue that neither of these conditions
hold true in the context of secure messaging. For (1), existing mod-
els fail to consider the higher-level context in which parties execute
the cryptographic protocol (e.g., a client that keeps messages in the
device’s memory and authenticates to a server), thereby rendering
their deniability claims vacuous. For (2), the notions of crypto-
graphic deniability do not align with how a human judge would
interpret evidence in practice. While we do not question the techni-
cal value of prior work on the cryptographic nature of deniability,
we highlight their limitations when considering practical deniabil-
ity in real-world scenarios. In essence, cryptographic deniability is
theoretically sound, but its practical implications are weakened by
real-world contexts and human factors that these models do not
address.

Motivated by these shortcomings, we propose in Section 3 a
new model for deniability in secure messaging. Our model captures
the fact that, in practice, messages are routed between users via a
server that usually authenticates users. Consider two parties, Alice
and Bob, where Bob incriminates Alice. In our model, the judge
receives Bob’s state (e.g., their entire phone or screenshots of the
conversation) after allegedly communicating with Alice. The judge
also has data from the server and any other relevant information
available. The system is deniable if there exists a practical simulator
who, under application-specific constraints, can interact with the
server and produce a state that is indistinguishable from Bob’s.
This approach extends the classical notions, which only consider
the cryptographic transcript, by providing the judge with Bob’s
state, which can include his entire phone, a portion of the server’s
state and arbitrary auxiliary data [41]. Our model broadens the
purely cryptographic approach incorporating real-world evidence
and higher-level components that can undermine deniability. By
doing so, we aim to provide amore comprehensivemodel that better
captures practical aspects of deniability in messaging systems. We
note that, depending on what information the judge is afforded,
conflicting conclusions can be drawn, and therefore care must be
taken when modelling and assessing deniability.
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In Section 4 we discuss how Signal is not deniable in practice by
distinguishing two cases: normal authentication and authentication
with sealed sender—a feature that hides a message’s sender from
the relaying server [34]. The first approach is not deniable as the
Signal server authenticates the sender, whereas the sealed-sender
feature fails to provide deniability because every message includes a
sender-specific certificate. We also examine related work proposing
solutions for the deniability of email with DKIM protection [12, 47].
In this context, the role of email domain servers—another form of
relying server—also poses challenges to practical deniability. For
both Signal and email with DKIM protection, we show how they
can be captured in our model and how it identifies the limitations
of deniability’s applicability.

In Section 5 we analyze 140 legal cases in Switzerland that uses
WhatsApp conversations as evidence. Since WhatsApp uses the
same core protocol as Signal for two-party messaging, these con-
versations are cryptographically deniable. We find that (1) in only
two cases the legitimacy of such evidence is questioned, (2) judges
always accept this evidence, even if disputed, and (3) no case men-
tions or considers deniability. Although our findings cannot be
generalized to other countries, our analysis, along with a similar
one in the United States [60] shows that cryptographic deniability
does not hold up in a legal setting. We also highlight additional re-
sults that show how the very idea of deniability is largely unknown
in the legal world.

Both technical and legal analysis show that cryptographic denia-
bility is ineffective in the real world. In Section 6 we discuss whether
deniability should be a goal of messaging solutions by analyzing the
issues and shortcomings that practical deniability brings. Given our
model to analyze deniability and the analysis of technical and legal
limitations, we claim that deniability should either not be a goal
of messaging solutions or these must aim for practical real-world
deniability. We argue that for deniability to be practical, it must be
easily accessible to all users. Under our notion, Signal would achieve
deniability if the application allowed users tomodify, insert or delete
messages stored on their devices, enabling all users to simulate con-
versations in practice. This approach provides concrete guarantees
since, as our legal analysis shows, screenshots or compromised
phones are generally considered authentic [42, 60], and are likely
more tangible to a judge than an abstract simulator. If deniability
is a goal, we advocate to implement message modification on the
local device, in Signal and other secure messaging applications. We
also discuss the risks that such editing capabilities entail.

To summarise, we make the following contributions:

• We propose a model for real-world deniability in messaging.
• We analyze the Signal application and show that it does not
provide adequate deniability in practice.
• We examine solutions [47] for deniability of email with DKIM
protection and show that they fail to provide deniability in
some cases.
• We analyze 140 Swiss court cases that use WhatsApp chats
as evidence and find no case that considers deniability.
• We argue that either deniability should be set aside as a
security property or made practical. For Signal we propose a
drastic solution: users should be able to modify all messages
stored on their device.

This paper contains several opinionated claims about deniability.
Our goal is to discuss deniability in the real world and to stimulate
further discussion on this subject within the privacy-enhancing
technologies community and beyond. We acknowledge the efforts
made by Signal to provide a highly secure and private messaging
solution, for example by not storing any user information meta-
data [44, 45], aiding deniability in practice. Our aim is to push these
boundaries even further. Similarly, we recognize the work that both
researchers and practitioners have done to improve the security of
messaging systems and their deniability.

2 Background
This section introduces deniability in messaging and discusses pre-
vious research on what we call meta-deniability, which explores to
what extent and how deniability is a desirable property.

2.1 Deniability in messaging
We assume two parties that use a secure messaging protocol sup-
ported by a public key infrastructure and a logical server that routes
messages. Messaging solutions typically consist of two main com-
ponents: an initial key exchange and the actual messaging protocol.
Signal implements this initial key exchange using X3DH [36] or
its post-quantum variant PQXDH [33]1, and messaging with the
Double Ratchet algorithm [38]. The latter regularly updates keys
to protect communication in the case of state exposure.

In messaging, deniability usually refers to the ability of a party to
deny interaction with another party. The conceptual simplicity of
deniability conceals multiple nuances, leading to a plethora of defi-
nitions (cf. [5, 11, 14, 18, 20, 27, 30, 40, 41, 54] for a non-exhaustive
list and the work of Brendel et al. for a survey [5, Appendix A]).

The usefulness of deniability has been debated before, for exam-
ple in the context of OTR in 2014 [29]. We discuss this matter in
Section 6. While some issues and arguments that we mention have
been raised before, we aim to provide a more structured, up-to-date
and thorough perspective. Below we broadly survey the literature
on secure messaging and argue that existing approaches to achieve
deniability are not practical.

Two main flavours of deniability appear in the literature: online
deniability [15, 52, 53] and offline deniability. Online deniability
refers to settings where the judge can interact with parties dur-
ing the execution of the protocol. In contrast, offline deniability
applies when the judge receives information only after all relevant
communication has ceased. Unger and Goldberg conjecture the in-
compatibility of online deniability with asynchronous key exchange
protocols like X3DH [52]. Moreover, it is questionably applicable to
many practical scenarios. For instance, in court, evidence pertains
to past events. The scenario where a judge actively colludes with
a party to frame another seems unreasonable if the judge is hon-
est and futile otherwise, as the judge can anyway rule against the
victim. Additionally, if the judge considers current events and can
mount a (remote) shoulder surfing attack, human factors invalidate
online deniability. The judge can instruct the incriminating party
to frame the victim, e.g., by asking a question that only the victim

1The latest versions of Signal use PQXDH for new chats initiated after both clients
use an appropriate version [32]. Since chats may last for years, we take into account
both algorithms.
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can answer. This suggests an analogy between online deniability
and the Turing test [49], but we leave this parallelism for future
exploration. We therefore consider offline deniability in our model:
the data pertaining to an interaction between parties is presented
to the judge after the interaction has concluded.

Fischlin [21] considers and formalizes relaxed cryptographic
notions of deniability such as content deniability (denying that a
given message was sent, but not necessarily that an interaction
took place) and time deniability, and is thus able to reason about
the deniability of messaging systems like OTR [4].

Vatandas et al. [54] analyze the deniability of the X3DH protocol.
They prove that the protocol is offline deniable using knowledge
of exponent-style assumptions [3] which seems inherent in their
model. Fiedler and Janson [20] show that PQXDH’s deniability
can be proven secure under the same kinds of assumptions. Both
simulators are “non-constructive”, i.e., the simulator exists but it is
impossible to show how it works, making their practicality unclear.

Despite these impractical assumptions, the works of Vatandas
et al. and Fiedler and Janson are the only ones we are aware of, in
the context of X3DH and PQXDH, to consider all cryptographic
information produced by the protocol that can frame a party to the
execution of the protocol itself. Their definitions of deniability con-
sider signed key bundles as auxiliary input given to the adversary
in both the real and ideal cases. These signatures seem to have been
abstracted away in previous work on deniability [5, 28], limiting
the guarantees of these deniability notions, as signatures frame
parties to protocol executions (as discussed in Section 4.2 for DKIM-
protected email) and preclude strong forms of deniability [5, 28].

Although interesting from a cryptographic perspective, these
approaches effectively restrict the transcript to the cryptographic
material that parties exchange during the protocol execution. This
limitation affects the practicality of deniability, since it ignores a
plethora of additional cryptographic and non-cryptographic infor-
mation that can frame a party to a protocol execution. Even in
definitions where auxiliary input is given to the judge, this data is
either ignored in the analysis or only instantiated with protocol-
level cryptographic material (as for X3DH/PQXDH above), and no
framework is provided to reason about the system as a whole. Mod-
ern messaging solutions such as Signal rely on a complex ecosystem
of communication protocols, cryptographic solutions, and asyn-
chronous multi-device management. This stack provides a modern
and user-friendly messaging experience, but comes at the cost of
deniability.

2.2 Meta-deniability for messaging
This section discusses related work on deniability in messaging
from a user perspective. Assuming that most current messaging
solutions achieve some sort of cryptographic deniability, these
works focus on how deniability is perceived in the real world and the
missing steps to achieve practical deniability, or human, deniability.

Reitinger et al.’s survey study [42]. In a recent work [42] (concur-
rent to the first preliminary version of this work available here),
Reitinger et al. conducted a user study involving US-based par-
ticipants to investigate the requirements for achieving practical
deniability given a messaging protocol featuring cryptographic de-
niability. Participants acted as a jury in a (role-played) courtroom

and were shown a screenshot of a Signal conversation suggesting a
politician took a bribe. They had to decide whether the defendant
was guilty or not in different scenarios:

(1) No defense: The defense claims that the screenshot is fake.
(2) Expert: Renowned cryptographers explain to the jury that the

protocol is deniable and therefore there is no proof that the
message, and thus the screenshot, is legitimate. The study’s
authors apply this scenario using two approaches, namely,
with jargon or friendly parlance. In the former, the experts
argue using technical terms, while in the latter they use
less technical and more understandable language for non-
experts.

(3) Tool: Any user of themessaging application can edit anything
in the chat, e.g., insert or modify messages or modify delivery
times. The authors define three sub-scenarios: (3.1) the tool
exists and the participant is given a fake screenshot; (3.2)
anyone can use the tool and the participant gets the same
fake screenshot; (3.3) the tool is available to the participant,
who can actively modify the screenshot (Fig. 3 in Section A
shows the tool that the participant can use).

The study shows that while 71% of the participants would decide
guilty in the no defense scenario (1), this number drops to at most
26% in the expert (2) or tool (3) cases. Additionally, the study reveals
that the active forgery tool is the most convincing scenario, i.e.,
participants who can use the tool are significantly more likely to
believe that screenshots can be forged. These results show that
cryptographic deniability is effectively not accepted or understood.
While cryptographers might assume that without cryptographic
evidence all accusations must be deniable, this study suggests other-
wise: denying authorship of a screenshot does not convince people
that it is fake, even in the absence of cryptographic or other evi-
dence. People’s perception of deniability does not necessarily align
with the formal cryptographic perspective. On the other hand, the
study shows that the presence of a practical forging tool increases
the likelihood of achieving plausible deniability.

Yadav et al.’s survey study [60]. Yadav et al. conducted a study on
deniability by analyzing three components: support of deniability
in the messaging application, social acceptance of deniability and
legal recognition of deniability. Like the study of Reitinger et al. all
the participants of this study were based in the United States.

Their analysis of social acceptance of deniability reveals that
participants tended to trust conversations from amessaging applica-
tion more than oral claims made by a participant in a conversation.
This implies that deniability is not socially accepted: if it were, par-
ticipants would place the same amount of trust in both oral and
digital claims. The lack of social acceptance is likely influenced
by lack of knowledge about this property. The study shows that
only 0.6% of participants accurately interpreted OTR’s deniability
definition, while 64.8% believed they understood it actually did not.
Additionally, 32% of participants found the deniability definition
self-contradictory, highlighting confusion and misinterpretation.

The survey indicates that most users prefer non-repudiation,
i.e., non-deniable digital communications. Approximately 60% of
users desire only non-repudiation, whereas 12.7% and 4.5% prefer
deniability or anonymity, respectively. The remaining 22.6% seek
some combination of these properties. Participants cited instances

322

https://eprint.iacr.org/archive/2023/403/20230321:073209


Real-World Deniability in Messaging Proceedings on Privacy Enhancing Technologies 2025(1)

where non-repudiation was a requirement (98%) and emphasized
its importance (82%), while deniability was less frequently needed
(60.94%) or deemed highly important (23.18%).

This study provides evidence that cryptographic deniability has
not been considered in US court cases involving WhatsApp chats as
evidence. Out of 228 cases analyzed, none presented an argument
for cryptographic deniability. Instead, judges demanded concrete
evidence rather than accepting claims of message forgery. There is
a need for court cases that present valid technical arguments for
deniability in real-world scenarios to determine whether deniability
will gain legal acceptance.

2.3 Additional related work
Celi and Symeonidis [7] presented a talk on deniability at HotPETs
2020, with a particular focus on messaging. The authors discussed a
number of open questions regarding deniability in messaging, most
of which remain unanswered today. To the best of our knowledge,
no extended version of this work has been published.

Differentworks proposemethods to balance non-repudiation and
deniability in various settings, such as message franking [2, 25, 31,
50] and the recently introduced concept of retroactive avowal [55].

This work draws inspiration from other research that model
legal and real-world scenarios using cryptography. Cohen and Nis-
sim [10] formalize aspects of the European privacy law. Garg et
al. [23] formalize the right to be forgotten. Frankle et al. [22] propose
using zero-knowledge proofs to enable public audits of warrants
issued confidentially by intelligence courts. Scheffler and Varia [43]
study the guarantees of cryptographic protocols against compelled
disclosure through self-incrimination.

3 Our model
This section introduces our deniability model, which captures de-
niability in practice. We depict our model in Fig. 1, and adopt the
real/ideal paradigm: the judge must differentiate between the ideal
and real worlds. Our model captures the interaction between two
parties, Alice and Bob, and aims for offline deniability. In this sce-
nario, Bob, the incriminating party, hands over his state to the judge
after the protocol execution to frame the victim, Alice. We assume
that both parties execute the protocol honestly, meaning that Bob
does not deviate from the protocol to incriminate Alice. This does
not mean that Alice and Bob have to send everything through their
own actions: e.g., Bob can induce Alice to send a ciphertext over
the wire if the protocol implements read receipts [37, 56].

In the real world (Fig. 1, left), Alice and Bob execute the protocol
using an external server. The server is a logical entity that can
represent several physical machines in a centralized or distributed
setting. Both parties input an initial state (st𝐴 and st𝐵 ) that contains,
for example, their long-term private key and the counterpart’s
public key. We do not force a type for a party’s state: it can be
anything, e.g., the entire phone. The real world returns Alice’s
public key pk𝐴, Bob’s secret key sk𝐵 (which is possibly blank, i.e.,
⊥), a function of the server’s internal state 𝑓 (st𝑆 ), and Bob’s final
state st′

𝐵
. The function 𝑓 models different types of leakage from

the server. For example, a subpoena might force the maintainers
to reveal some of the server’s data, in which case 𝑓 outputs only

a partial view of the server’s data. Alternatively, if the server is
completely breached, 𝑓 is the identity function.

The ideal world (Fig. 1, right) encompasses three actors: an ora-
cle, a simulator (represented by the person with the virtual reality
headset in Fig. 1) and a server. The server is an exact replica of
the one in the real world. The simulator inputs the victim’s public
key, i.e., Alice’s pk𝐴, and interacts with the oracle to produce a
simulation of Bob’s final state. The goal of the simulator, in col-
laboration with the oracle, is to demonstrate that Bob can reach a
simulated final state s̃t𝐵 starting from an initial state st𝐵 without
interacting with Alice (i.e., without knowing st𝐴). The simulated
state s̃t𝐵 must be indistinguishable (Definition 1) from the real final
state st′

𝐵
, which Bob returns in the real world. To this end, the oracle

inputs Bob’s initial state st𝐵 , interacts with the simulator and the
server and, outputs s̃t𝐵 at the end of the experiment. The simula-
tor does not directly output the simulated state: state evolution is
mediated through the oracle, which complies with the simulator’s
instructions while considering practical constraints.

The ideal world outputs Alice’s public key pk𝐴, Bob’s secret
key sk𝐵 , some leakage of the server 𝑓 (s̃t𝑆 ) for some function 𝑓 ,
and Bob’s simulated state s̃t𝐵 . As Definition 1 states, the judge 𝐽 ,
with the help of some auxiliary information—that is, any prior or
contextual information the judge might have—must distinguish
between the outputs of the two worlds.

Definition 1. We say that a system using a server 𝑆 , coerced to
reveal information that the function 𝑓 represents, is deniable if, for
any victim 𝐴 and any incriminating party 𝐵, there exists a simulator
with access to an oracle O, such that for any judge 𝐽 with auxiliary
information aux, the following holds:

��Pr[𝐽 (aux, pk𝐴, sk𝐵 , 𝑓 (st𝑆 ), st′𝐵 ) ⇒ 1
]
− Pr

[
𝐽 (aux, pk𝐴, sk𝐵 , 𝑓 (s̃t𝑆 ), s̃t𝐵 ) ⇒ 1

] �� ≤ 𝜈,

where 𝜈 is a value that models the in dubio pro reo principle: if
the judge is unsure, to some degree of uncertainty, then they rule in
favour of the victim 𝐴. The exact value of 𝜈 depends on the context in
which our definition is used.

Remark 1. Our definition captures honest protocol executions be-
tween Alice and Bob. Achieving deniability in the malicious setting
is very difficult if not impossible: Bob can circumvent deniability
such as with remote algorithm substitution attacks [1] or remote at-
testation [26]. Remote attestation leverages hardware-based trusted
execution environments, which are widely available in today’s mobile
phones, to produce a publicly verifiable and non-deniable transcript
from the execution of a deniable protocol; the victim does not even
detect the loss of deniability, as she runs the original deniable protocol.

Remark 2. Unlike many cryptographic models that formally de-
fine variable types, our model requires these variables to be defined
before analyzing practical deniability. In many cases, the accuser
(Bob) can determine his state, e.g., by surrendering his entire phone to
the judge. Similarly, Bob and/or the judge often control the function 𝑓

that models leakage from the server, e.g., the judge can subpoena the
server or the service can disclose useful metadata to the judge. The
variables of the model must therefore be defined before applying it to
a specific system, taking into account the worst case that the threat
model encompasses.

323



Proceedings on Privacy Enhancing Technologies 2025(1) Daniel Collins, Simone Colombo, and Loïs Huguenin-Dumittan

(sk𝐴, pk𝐴 ) ⊆ st𝐴

st′
𝐴

st𝑆

(sk𝐵, pk𝐵 ) ⊆ st𝐵

st′
𝐵

pk𝐴

O

st𝐵

s̃t𝐵 s̃t𝑆

Real Ideal

(pk𝐴, sk𝐵, 𝑓 (st𝑆 ), st′𝐵 ) (pk𝐴, sk𝐵, 𝑓 (s̃t𝑆 ), s̃t𝐵 )

Figure 1: Our model for real world deniability in a two-parties protocol. The simulator is depicted by the virtual reality device.
The application-specific oracle O models the ability of the simulator to modify Bob’s state. The judge, aided by some auxiliary
material aux, must distinguish between the output of the real and the ideal worlds (see Definition 1).

Oracle NO-AUTH(op, payload)

1 : if op = get then

2 : send s̃t𝐵 to simulator
3 : elseif op = set then

4 : s̃t𝐵 ← payload

5 : elseif op = forward then

6 : send payload to server
7 : send server’s answer to simulator

8 : elseif op = finish then return s̃t𝐵
9 : else return ⊥

Oracle AUTH(op, payload)

1 : if op = get then return ⊥
2 : elseif op = set ∧ Vf (s̃t𝐵, payload) then
3 : s̃t𝐵 ← update s̃t𝐵 according to payload

4 : elseif op = forward then

5 : authenticate to server using s̃t𝐵
6 : send payload to server
7 : send server’s answer to simulator

8 : elseif op = finish then return s̃t𝐵
9 : else return ⊥

Figure 2: Two oracles for our deniability model. The
NO-AUTH oracle models a system without authentication,
AUTH models signature-based authentication.

3.1 Model parameters
Our model provides a large degree of flexibility and can capture
many different scenarios. To this end, we discuss below how dif-
ferent parameters of Definition 1 may be chosen before describing
and assigning variables in two example scenarios. In some cases,

there may be some overlap between variables, e.g. Bob’s state may
contain his secret key.

Alice’s public key (pk𝐴). This should typically correspond to
Alice’s long-term public key that she registers with some public
key infrastructure, for example the Signal server.

Bob’s secret key (sk𝐵). This typically corresponds to Bob’s long-
term secret key, but if Bob chooses to not disclose this to the judge,
it may be empty (⊥).

Server state leakage (𝑓 (st𝑆 )). As we consider offline deniabil-
ity, st𝑆 corresponds to the state of the server after the relevant
interactions between Alice and Bob have taken place. The leakage
function 𝑓 depends on the what the server is willing or compelled
to disclose and what the judge has access to. In a legal setting, for
example, WhatsApp discloses significantly more information than
Signal [19, 57] In some settings, this could capture information
that has been leaked from the server to, e.g., the general public
through whistleblowing or compromise. In some cases, the judge
may not have access to any pertinent information from the server.
Although our definition is tailored for the case where Alice and
Bob are communicating via a server, direct communication could
be captured by considering the ’trivial’ server that leaks nothing.

Bob’s final state (st′
𝐵
). As with Bob’s secret key, this can depend

on Bob’s level of cooperation with the judge (or indeed what they
are compelled to disclose), and depends on context. For example,
this could comprise of Bob’s message database, their cryptographic
state, the entire contents of their phone or something in between.

Auxiliary data (aux). This corresponds to any additional infor-
mation that the judge may have access to, e.g., testimonies, or more
generally information about Alice (e.g. their public profile), Bob
and their conversation.

The judge (𝐽 ). The judge corresponds to any entity that wishes
to evaluate the deniability of a given execution. In a courtroom,
the most classic setting, More broadly, this can capture entities like
the general public (or particular individuals) who are determining
whether some interaction was real or not (cf. Theorem 3.2). In
principle, the judge could be anyone.
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The oracle (O). The oracle models the simulator’s practical ef-
fectiveness in simulating Bob’s state and communicating with the
server: the initial state might be encrypted with some unknown
secret key and the server might require the client to authenticate
with it. It captures the level of control Bob has over his client. For
example, at one extreme, if Bob has rooted his phone, he can extract
all secrets and messages contained within, making the oracle very
permissive. At the other extreme, if Bob knows nothing about tech-
nology and is limited to using the client to try to forge messages,
the oracle is much more restrictive.

Fig. 2 shows two instantiations of the oracle O which capture
many realistic settings: at the top without authentication and at
the bottom with authentication. Both oracles input an operation
op ∈ {get, set, forward, finish} and a corresponding payload that
the simulator wishes to send to the server. The oracle that mimics
authentication checks the payload’s legitimacy using the verifica-
tion functionVf before updating the state. The payload, for example,
can be amessage encryptedwith TLS, which is decrypted and stored
in the state only if it comes from the correct server. The simulator
interacts with the oracle to simulate Bob’s state and communicates
with the server while enforcing the authentication mechanism.

AUTH captures the interaction of the vast majority of users
who use a given messaging application as intended and execute
the protocol honestly. NO-AUTH, on the other hand, captures a
technically-savvy or resourceful user who is able to modify their
state directly. The behaviour of the oracle also may vary over time,
e.g. in the case of KeyForge for DKIM (cf. Section 4.2).

Real-world examples. We provide two examples to highlight
how the modelling process can occur. They also highlight how
the judge’s role can change depending on where and against whom
deniability must hold; we expand further on this aspect in Sec-
tion 6.2.

Example 3.1. Suppose Bob accuses Alice of sending a particular
message in a classic courtroom setting with a single judge. Alice
and Bob communicate using Signal and they do not know each
other, i.e., they have never had any contact before. In this case the
variables in the model are defined as follows:
• pk𝐴: Alice’s public key in Signal.
• sk𝐵 : Bob’s secret key in Signal.
• 𝑓 (st𝑆 ): Alice and Bob’s last connection data to Signal and
the data of the creation of Alice and Bob’s contacts, all in
Unix timestamp.
• st′

𝐵
: Bob’s phone, since he decides to surrender it to the judge

when accusing Alice.
• aux: since Alice and Bob do not know each other, we can
assume that aux← 𝜀, where 𝜀 represents the empty string.

The judge 𝐽 is the judge of the courtroom in which Bob accuses
Alice. The justification behind these choices of variables is mostly
self-evident, except for the choice of 𝑓 , which we chose as these
timestamps comprise the only information that Signal claims to
and has previously disclosed in subpoena requests.2

Example 3.2. Suppose Bob takes a screenshot of what he claims
to be his conversation with Alice and posts the image on a public

2See https://signal.org/bigbrother/.

bulletin board. The conversation is on Signal and contains some
insults that Alice uttered towards Bob. Shortly after, Carol posts a
comment to the image where she says that she once received the
same insults from Alice once. In this case the variables in the model
can be defined as follows:

• pk𝐴: Alice’s public key in Signal.
• sk𝐵 : ⊥, since Bob’s secret key is most likely not given to the
judge (see below).
• 𝑓 (st𝑆 ): In this case 𝑓 (st𝑆 ) ← ∅ since no one sent a subpoena
to Signal.
• st′

𝐵
: The screenshot that Bob publishes on the bulletin board.

• aux: The auxiliary information contains at least the com-
ments that Carol posts on the bulletin board after Bob’s
screenshot. Additional information might exist, depending
on the people acting as judges.

The judge 𝐽 is in this case the group of people that consult the public
board, thereby seeing Bob’s screenshot and Carol’s comment.

3.2 Limitations and pitfalls
Although our model is able to capture many scenarios, it nonethe-
less has drawbacks. Firstly, the model only directly captures two-
party communication, so cannot be readily used for group messag-
ing or in multi-party settings. In addition, it only captures offline
deniability and honest executions (which we nonetheless argue
above is reasonable).

Our model leaves many parameters and variables undefined.
Whilst this allows it to capture a variety of settings, care must be
taken when it is used. In particular the model requires domain
knowledge and fine-tuning to be used effectively, but we see this
as inherent in assessing deniability in the real world. Whilst the
model is not fully formal, it nonetheless provides a framework for
thinking and reasoning about deniability in the real world.

Moreover, care must be taken when drawing conclusions from
the model. Suppose that Alice and Bob are messaging, and Bob is
able to modify his received messages without leaving any trace of
tampering from the perspective of the judge (e.g., by modifying the
set of stored messages on another device and then syncing). Then,
Bob has successfully framed Alice, and so the conclusions drawn
from the model in the real world would be incorrect (even if they
are logically consistent). Thus, when using the model, one must
ensure that the variables given to the judge are as numerous as
possible. In this example, additional auxiliary data or server leakage
could catch Bob’s tampering, or alternatively ensuring that Bob’s
state is comprehensive (as here he excluded critical information).
If, due to contextual constraints, that some information cannot be
feasibly given to the judge, then it is important to be cautious and
determine what kind of additional information could exist, and what
impact that would have on deniability. For this reason, we advocate
for the in dubio pro reo principle to be applied when interpreting
deniability in our model, as it is usually done in the legal setting.

4 Technical case studies
This section analyzes two real-world communication solutions and
their deniability properties: the Signal application and KeyForge,
the latter being system that achieves a form of deniability for email
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communication while maintaining the protections that DKIM pro-
vides [47]. We describe both systems and we apply our deniability
model (Section 3) to them. In departing from messaging to discuss
another communication medium, we show that practical deniabil-
ity remains hard to achieve even with practical countermeasures
against non-repudiation.

4.1 The Signal application
We focus on Signal because it offers the best security and privacy
guarantees among deployed secure messaging solutions. Moreover,
the cryptographic algorithms underlying Signal are deniable under
some notions of cryptographic deniability [36, 38, 54] and much of
the code is open source. We distinguish two cases: normal authen-
tication and authentication with the sealed sender feature [34]. To
conduct this analysis we analyze the Signal server source code [46].

4.1.1 Normal authentication. To send amessage, the sender’s client
issues a POST request to the server’s /v1/messages/{receiver}
endpoint with a payload that contains the encrypted message and
the receiver’s identifier. The server authenticates the sender us-
ing Dropwizard [16] basic authentication, which authenticates the
sender’s identity and a password (a secret shared with the Sig-
nal server). After authentication, the server performs a few extra
checks (e.g., rate limiting) and creates an “envelope” that contains
the authenticated sender’s identity, the encrypted message and a
timestamp. The server forwards this envelope to the receiver or
stores it until the receiver is online.

Deniability in practice. The description above implies that a mes-
sage delivered by a legitimate and honest Signal client originates
from the claimed sender, if the Signal server operates honestly. Thus
if someone inspects the receiver’s device, they can be confident
that the message indeed comes from the sender. If the server is
honest and not compromised, the only deniability argument for
the sender is to argue that the receiver tampered with the stored
messages, i.e., the receiver edited the received messages in the local
database. Depending on the device, modifying the database can
be challenging (e.g., it requires basic technical knowledge on the
desktop client as the database encryption key is stored in clear3,
while advanced knowledge is required for mobile applications). Al-
ice’s deniability claim depends therefore only on Bob’s technical
knowledge. Depending on the situation, Bob can deny having the
ability to tamper with the local Signal database and, in general, this
argument is not equally available to every potential victim.

Model variables. To capture Signal, variables in our model can
be set as follows.

• pk𝐴: Alice’s long-term public key in Signal.
• sk𝐵 : Bob’s long-term secret key or ⊥, depending on the
power of the judge.

3Joshua Lund from Signal comments on this on the SignalCommunity forum: “The
database key was never intended to be a secret. At-rest encryption is not something
that Signal Desktop is currently trying to provide or has ever claimed to provide.
Full-disk encryption can be enabled at the OS level on most desktop platforms”
(https://community.signalusers.org/t/vulnerabilities/4548/7). On Linux, the data-
base encryption key is stored in ~/config/Signal/config.json and the database in
~/config/Signal/sql/db.sqlite.

• 𝑓 (st𝑆 ): ∅ or two timestamps (depending on whether a sub-
poena was sent to Signal or not, cf. Theorem 3.1). This as-
sumes that that the Signal server behaves honestly.
• st′

𝐵
, aux and the judge: These are highly context-dependent,

depending on how much Bob cooperates, how much infor-
mation the judge has access to, and who or what exactly the
judge is, respectively.
• Oracle O: Depending on Bob’s (technical) ability to modify
his state, either NO-AUTH (if he can do so) or AUTH (if he
cannot). In particular, AUTH captures the fact that Signal
uses authentication as described above.

This also applies when considering sealed sender in the text below.

In our model

If there is authentication (AUTH oracle in Fig. 2), Signal is not
deniable as Bob’s state (comprising the received messages) is
updated only upon receiving amessage from the Signal server
that certifies Alice sent it. As described above, this occurs only
if the server authenticates Alice before she sends a message,
which the simulator cannot do as it does not know Alice’s
credentials. In particular, in the AUTH oracle in Fig. 2, the
verification function on line 2 fails because payload does not
not contain the necessary credentials, i.e., Alice’s, to update
Bob’s simulated state s̃t𝐵 . This results in two different states
st′
𝐵
and s̃t𝐵 , giving the judge a distinguishing advantage of

probability one in Definition 1. Note the judge requires no
auxiliary information for this attack to succeed.
We formalize Bob’s modification of the local database using
the same AUTH oracle. The payload that the simulator pro-
vides to the oracle includes the database encryption key and
the verification function Vf returns true, enabling the oracle
to modify Bob’s simulated state, i.e, the messages’ database.
If the oracle NO-AUTH is used, the simulator can modify
Bob’s state tomake it consistent with somemessages received
from Alice. Hence the deniability claim relies solely on the
receiver’s ability to tamper with the local database (barring
any incriminating evidence otherwise available to the judge).

Finally, a malicious client can prove that they indeed received
the message from a Signal server by using DECO [61], which en-
ables clients to prove that data received via TLS originated from a
particular server. For this and other reasons, which we present in
Section 3, we exclude malicious clients from our analysis.

4.1.2 Authentication with sealed sender. Authenticationwith sealed
sender conceals the identity of the sender from everyone except
the receiver, including the Signal server. This protects the sender’s
identity at the application level, but does not hide other sensitive
information, such as IP addresses. By default, this option is only
enabled between mutual contacts and works as follows. Periodi-
cally, clients retrieve a certificate signed by Signal that contains
(1) the client’s identity, (2) the client’s phone number and (3) an
expiration date. In addition, each party derives a delivery token from
their profile key and registers it with Signal. To send a message,
the sender’s client encrypts the certificate, the message and the
sender’s identity. The client forwards the resulting ciphertext, the
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receiver’s identity, and the delivery token to the server using the
same endpoint as in normal authentication. The server checks that
the token corresponds to the intended recipient, and forwards the
ciphertext when the receiver is online; the server does not authen-
ticate the sender. Finally, the receiver decrypts the ciphertext and
verifies that the certificate is valid and corresponds to the claimed
sender’s identity.

Deniability in practice. This setting offers brighter prospects
for deniability than normal authentication. As the server never
authenticates the sender, receiving a message from Alice that was
correctly forwarded by the server does not mean she actually sent it.
However, the fact that the message includes the sender’s certificate
hinders their capability to deny. Let’s say the victim Alice claims
that Bob (1) forged a message coming from her, then (2) made
the Signal server forward that message to himself and finally (3)
his client successfully delivered it. It means that Bob managed to
recover one of Alice’s certificates that is valid for that specific time
frame. In turn, that implies that he (or an accomplice) recently
received a message from Alice and extracted the certificate to forge
a valid message. Therefore, in practice, one can be very confident
that Alice exchanged messages with Bob recently, which weakens
plausible deniability. Alice can still deny that she sent a particular
message, but the claim relies solely on the fact that Bob had the
technical knowledge to extract the certificate and forge a valid
message or, as in normal authentication, the capacity of tampering
with the messages stored on his client.

In our model

Transposing this argument in our model, we see that Signal
with sealed sender is not deniable in the authenticated setting
(O = AUTH) as Bob’s state will accept Alice’s message only if
a legitimate certificate was provided. However, the simulator
cannot obtain Alice’s certificate from the server as it authen-
ticate as Alice: the verification function Vf returns false and
Bob’s state is not updated. In the setting where Bob can freely
modify the set of received messages (O = NO-AUTH), Signal
with sealed sender is deniable.

4.1.3 Summary and discussion. The above discussion shows that
plausible deniability is practically non-existent in Signal unless the
receiver has good technical capabilities. To summarise:

• Using normal authentication, if the client delivers a message
from Alice, then it surely came from Alice because the server
authenticated with her.
• Using sealed-sender-based authentication, if Bob’s client
delivers a message from Alice, then with good probability
Bob received a message from Alice recently. Bob could forge
a message coming from Alice by asking for Alice’s certificate
from one of Alice’s contacts, but we deem this to be relatively
impractical.
• In both modes of authentication, deniability is plausible only
if the receiver has good technical knowledge to modify the
local database of received messages, i.e., to modify the state

of the incriminating party (s̃t𝐵 in our model). If the incrimi-
nating party lacks technical knowledge, the judge will hardly
believe the victim’s denial of participation.

We conclude that, in most cases, the Signal application does not
provide plausible deniability.

It is worth noting that the deniability claim becomes stronger
as the system becomes easier to breach, and vice versa. For in-
stance, in a perfectly “secure” system (e.g., impenetrable clients and
interactions only through authenticated clients as in our model
with O = AUTH), Signal is not deniable. This creates an undesir-
able situation: certain aspects of security clash with deniability.
We propose that the best way to address this problem is to either
give up on deniability or to incorporate “cracking” as a controlled
and desirable feature. With cracking we refer to the usually illicit
act of circumventing or overcoming security measures, such as
accessing the protected Signal’s database and modify its content, or
compromising Signal’s server to send a message under a spoofed
identity. For example, Signal could include an edit/add button that
allows the user to modify received messages or add new ones. The
user interface could look like the interactive forging tool that Re-
itinger et al. used for their study (Fig. 3). While this could lead
to other problems as discussed in Section 6, we claim that if we
want deniability in Signal and other messaging application, then
we should aim for human and practical deniability instead of just
cryptographic deniability, which, as we show, does not translate
into real-world deniability. Overall, this form of deniability can
only be guaranteed if a practical, user-friendly simulator exists,
which is currently not available. We continue the discussion about
how to achieve practical deniability and possible shortcomings in
Section 6.

4.2 DKIM and KeyForge
Another interesting case study for deniability is email-based com-
munication. Here, we assume that emails are not authenticated
with PGP or S/MIME: in such cases the email is cryptographically
signed by the author and thus the fact that it was sent is publicly
verifiable and undeniable.

We focus on email protected with DomainKeys Identified Mail
(DKIM) [12], which authenticates the source of an email by verify-
ing the domain name from which it originated. If an email is sent
from first.com to second.com, the server of first.com crypto-
graphically signs the email (including message and headers) and
adds the signature to the email’s headers. When the email reaches
second.com, the server verifies the signature using first.com’s
public key and delivers the email only if the verification is success-
ful. If the DKIM signing keys are kept private, the signature proves
that the message was not altered during transit and that it was sent
by an authorized sender, thereby preventing malicious activities
such as spoofing, phishing and spam.

As the leak of Hillary Clinton’s emails [59] shows (see Section 6
for further discussion), DKIM protection devastatingly impacts
email deniability. The digital signature provides a cryptographic
assurance that the sender is who they claim to be, unless email
accounts are breached or secret keys are leaked, which we deem
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unlikely4. Using our model (Section 3), DKIM-protected email is not
deniable since we need an oracle like AUTH to model this setting:
the only way to update Bob’s state is to have control over the
signing keys of all domains between the sender and the recipient,
unless another breach occurs.

To remedy this situation, Specter et al. propose KeyForge [47],
which enforces that DKIM signing keys are released after a prede-
fined delay, which the authors recommend to set at 15 minutes. To
this end, Specter et al. formalize and instantiate a new cryptographic
primitive called forward forgeable signatures. One instantiation of
such signatures is KeyForge, which builds on a so-called hierarchical
signature scheme. This approach preserves the protection of DKIM
during the delay, but enables anyone to forge DKIM signatures after
the delay, thereby achieving a form of deniability. However, during
the delay, unless Alice’s account is compromised, Bob cannot spoof
Alice’s identity to authenticate to the server, precluding deniability.

To address this, the authors of KeyForge propose KeyForge+ [47],
which includes an additional protocol called forge-on-request. This
protocol enables parties like Bob to request forged emails from any
domain, such as Alice’s domain, under the only condition that the
recipient of the forged email is the requester, i.e., Bob in this case.
In other words, Bob can request to forge an email from Alice only
if the recipient is Bob himself. For group emails, Bob can request
a forged email from any domain. This forge-on-request protocol
enables the simulator to spoof Alice’s identity and authenticate to
the server.

Model variables. To capture plain DKIM [12], KeyForge and
KeyForge+ [47], we can choose model variables as follows:
• pk𝐴: This corresponds to Alice’s domain’s public key.
• sk𝐵 : Bob’s domain’s secret key or⊥, depending on the power
of the judge, albeit it should not affect its decision.
• 𝑓 (st𝑆 ): This depends on context - see the discussion below
for how server leakage can prevent deniability.
• st′

𝐵
, aux and the judge: These are context-dependent as be-

fore. In the case of the Clinton e-mail leaks, the judge was
the general public and the press (note the similarity between
this scenario and Theorem 3.2).
• Oracle O: For plain DKIM, the oracle behaves like AUTH,
given that the signing key is never leaked. For KeyForge for
a given DKIM signing key, the oracle behaves as in AUTH
until the signing key is released, after which it behaves like
NO-AUTH. For KeyForge+, when the signing key is not re-
leased, it behaves like NO-AUTH if a request is made with
forge-on-request (note we assume parties honestly execute
the protocol, so such a request should succeed), and other-
wise as in KeyForge.

In our model

Forging DKIM signatures is not enough to achieve practical
deniability. For Alice, the victim, to defend herself against
Bob, the accuser, Bob must be able to send an email on Alice’s

4One might think that DKIM protection increases email deniability, since anyone with
access to the email server—such as an employee—can forge signatures. In reality, DKIM
signing keys are kept private by email providers, as losing these keys would enable
internal or external adversaries to mount email-based attacks such as phishing.

behalf, which is not immediately possible in KeyForge, even
if Alice’s email is registered on a different domain. This limi-
tation is also visible in the AUTH oracle: on line 5, the oracle
uses Bob’s simulated state (s̃t𝐵 ). This is resolved in KeyForge+
as described above. That is, until the signing key is public,
the oracle cannot forge a DKIM signature and therefore Bob’s
state is not updated (the Vf function on line 2 of AUTH in
Fig. 2 returns false). When the signing key becomes publicly
available, anyone can forge DKIM signatures: the Vf function
returns true and the oracle can update Bob’s state.
The combination of KeyForge and KeyForge+ shifts the oracle
fromAUTH toNO-AUTH after a predefined delay, thereby in-
creasing the deniability properties of DKIM-protected email.
However, our model demonstrates that the server plays a cru-
cial role in real-world deniability. The judge inputs a function
of the real and simulated server states (the former in the real
world, the latter in the ideal one), where the function 𝑓 mod-
els different leakages from the server. The work of Specter
et al. does not account for this leakage: the server could log
Bob’s request of a forgery of Alice’s messages differently
than how it logs a real sending procedure from Alice, which
would help the judge to distinguish the real and ideal worlds.
Additionally, the server could use two different databases to
store forgeries and legitimate emails. The judge can subpoena
these databases to differentiate between the two worlds [6].
This highlights the significant role that the service’s server
(formally represented by the function 𝑓 ) plays in our model.

4.2.1 Summary and discussion. In the above discussion we saw
that plausible deniability for DKIM-protected email is non-existent
and how KeyForge and KeyForge+ partially solve this problem. At
a high level, the procedure is similar to what we propose for Signal:
use “cracking” as a controlled and desirable feature. In this case
this involves releasing the private signing keys after a predefined
amount of time, which breaks the authentication that DKIM pro-
vides. However, as with Signal, email servers must play the game:
if they log too much information about the exchanged messages
and the judge obtains this information, deniability is lost.

Unlike our proposed approach for Signal, i.e., giving the ability
to edit messages on the user interface level to all users, KeyForge+
requires important changes to the current email infrastructure
in order to be deployed, as acknowledged by the authors. This
forge-on-request protocol must also be easy to use and available
to everyone to avoid the unequal access to deniability that arises
when forging is accessible only to tech-savvy users. Additional
research is thus necessary to assess the usability of KeyForge and
KeyForge+.

5 Legal case studies
This section considers deniability in the legal context by presenting
our analysis of court cases that mention messaging applications
in Switzerland. To the best of our knowledge, this is the first such
analysis capturing both the common and civil law paradigms (the
studies that we cite in Section 2.2 considered participants or cases
in the United States) and therefore fills a gap that Yadav et al. high-
lighted [60].
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Yadav et al. conducted an analysis of 228 court cases in which
WhatsApp conversations were proposed as evidence. They found
that WhatsApp chats where never rejected as evidence because
of their cryptographic deniability properties, even when the de-
fendants claim that conversations can be forged. One illuminating
example from their analysis is the United States v. Ojimbda case:

“Defendant’s objection that the text messages, in this
case, are unreliable is made without any persuasive evi-
dence and is thus overruled. . .The court explained that
Mr. Ojimba could attack the reliability of the messages
at trial, but that reliability was ultimately a matter for
the jury.”

We conducted a similar analysis in Switzerland. We start by
introducing our methodology and focus later on the results.

5.1 Methodology
Our legal analysis aims at answering three research questions. We
settled for WhatsApp (which is more widely used) in our research
as none of the decisions we surveyed mentioned Signal. Even if
WhatsApp is less deniable than Signal because it is less private, i.e.,
additional metadata may be available to an adversary, we believe
that a court’s opinion would be similar or the same for Signal or
other messaging applications. This is especially true if the court
does not subpoena the relevant service provider formetadata, which
is true for the Swiss cases we considered. The three research ques-
tions are as follows:

(1) Do judges in Swiss courts use WhatsApp messages as evi-
dence?

(2) When WhatsApp messages are used as evidence, is their
usage contested by any of the parties involved?

(3) What are the specific reasons cited for disputing the legal
validity of WhatsApp messages, and how do judges respond
to these disputes?

Our hypothesis was twofold: Firstly, judges in Swiss courts use
WhatsApp messages as evidence in penal cases. Secondly, the va-
lidity of these messages is generally not disputed by the parties
involved, despite the cryptographic deniability properties inherent
in WhatsApp’s algorithm, i.e., the same as Signal.

To design our study, we consulted with four Swiss lawyers. We
used the website https://entscheidsuche.ch, a private initiative
that publishes decisions from all instances of Swiss courts. We
queried the website with an Elastic search query (Fig. 4) to select
the initial cases, i.e., penal cases in French or Italian that contain
the word “WhatsApp”. We opted for cases in French and Italian
because we speak these languages and did not use any translation
tool. We focused on penal cases to analyze those with a significant
coercive impact on the defendants. As of February 22, 2024, our
query returned an initial set of 419 decisions from all instances.
From this initial set we removed all the decisions from federal courts
by removing the corresponding URLs from the query results (e.g.,
CH_BGer for supreme court). We opted for this additional pruning
for two reasons:

(1) The federal criminal court treats cases originating from the
office of the attorney general of Switzerland, involving major

investigations where conversations play a minimal role, if
any.

(2) The federal supreme court, the highest court in Switzerland,
has jurisdiction over different violations, including penal
cases. However, this court does not accept the addition or
removal of evidence: the set of available evidence is fixed at
the first two levels of the Swiss legal system.

We thus focused on the first two level of Swiss courts with juris-
diction over penal cases, leaving us with a set of 341 decisions. We
performed an additional verification of decisions from the supreme
court, as it is the court most likely to rule against accepting mes-
saging conversations as evidence if such a decision is appealed. We
found no such ruling, and the lawyers confirmed that it does not
exist.

We manually analyzed the 341 cases and divided them into four
categories. When in doubt, we consulted with the four lawyers who
helped us design the analysis. The four categories are as follows.
• N/A: The decision mentions the word “WhatsApp” for pur-
poses other than evidence, such as to summarize police in-
vestigations or to mention that two parties can or cannot
contact each other viaWhatsApp.We also put outliers in this
category (e.g., administrative cases that the website wrongly
returns as penal ones or federal courts cases that we missed
during the initial pruning).
• Evidence: WhatsApp chat is used as an evidence in the final
decision.
• Contested: One of the parties contests the validity of What-
sApp conversation as legal evidence.
• Rejected: The judges decide to reject WhatsApp chat as evi-
dence after a party contested its validity.

In Section B.2 we provide the URLs for the 341 cases (from the
website https://entscheidsuche.ch).

5.2 Results

Table 1: Summary of legal case analysis results.

Total Cases N/A Evidence Contested Rejected

341 201 (59%) 140 (41%) 2 0

Table 1 summarizes the results of our analysis. We find that
59% of the cases that mention the word “WhatsApp” do not re-
port the use of conversations as evidence. Conversely, for 41% of
the decisions that we analyze, WhatsApp conversations are used
as evidence. In all except one case that we discuss below, the au-
thenticity of messages, or their legal validity, is never questioned
by any of the parties involved. In particular, deniability is never
invoked (successfully or otherwise) in all the 140 cases in which
electronic messages are used as evidence. We find two cases in
which a party in an appeal denies being the author of messages
appearing on a screenshot. In the first decision [17] (entry (12) in
the list of Section B.2) we can read (text translated by the authors):

On the other hand, she disputes having written or sent
the WhatsApp messages contained in the Justice of
the Peace’s file, even though they were produced by
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C.________ on November 21, 2017. She asserts that the
documents could have been altered or that there might
have been manipulation on the WhatsApp application
regarding the name of the sender of the messages.5

Despite the dispute, the judges decided not to reject the evidence
or pursue the matter further (for example by ordering a forensic
analysis of the appellant’s phone). The judges deem the appellant’s
argumentation not credible and they posit that their invalidation
would not change the original ruling:

Her argument is far from convincing. Under these cir-
cumstances, there is no reason to order an analysis of the
parties’ mobile phones. Moreover, even if such an analy-
sis were ordered and it demonstrated that the messages
did not originate from the appellant, this would still not
constitute sufficient suspicion that the respondent has
committed one or more criminal offenses [. . . ].6

In the second decision [39] (entry (81) in the list of Section B.2),
an appellant claims that “he was not the author of the messages
that B______ had received [. . . ]”7. This claim builds on the idea
that someone sent messages to the potential victim posing as the
plaintiff, using a new phone number. As in the first case, the judges
considered the arguments not credible. In particular, the content
of the conversation and the “Machiavellian sense” to mount such
an attack convinced the judges that the author of the messages can
only be the appellant.

5.2.1 Additional results. Our analysis enabled us to find other inter-
esting results besides the primary focus that our research questions
set; here we present some of them.

WhatsApp as an investigative tool. From one of the cases that
we analyze (entry (147) in the list of Section B.2), we evince that
an undercover policeman used WhatsApp to communicate with a
potential pedophile.

[. . . ] From March 10 to 29, 2021, he maintained a virtual
exchange via e-mails and thenWhatsApp messages with
a young boy [. . . ] who had indicated that he was 14
years old. On March 29, 2021, the appellant invited the
child to a hotel [. . . ] pretending to be his nephew, in
order to have intimate relations [. . . ]. In reality, he was
conversing with a police officer.8

Disappearing messages as additional evidence. The “disappearing
messages” feature, available in most modern messaging systems,

5Original text: “D’autre part, elle conteste avoir écrit ou envoyé les messagesWhatsApp
contenus dans le dossier de la Justice de paix, quand bien même ceux-ci ont été
produits par C.________ le 21 novembre 2017. Elle soutient qu’il pourrait s’agir soit
de documents qui ont été modifiés, soit d’une manipulation effectuée sur l’application
WhatsApp quant au nom de l’expéditeur des messages.”
6Original text: “Son argumentation ne convainc ainsi pas, loin s’en faut. Dans ces
circonstances, il n’y pas lieu d’ordonner une analyse des téléphones portables des
parties. Par ailleurs, même dans l’hypothèse où une telle analyse était ordonnée
et qu’elle démontrait que les messages n’émanaient pas de la recourante, cela ne
constituerait pas encore un soupçon suffisant que l’intimé s’est rendu coupable d’une
ou plusieurs infractions pénales [. . . ]”.
7Original text: “Il n’était pas l’auteur des messages que B_____ avait reçus [. . . ]”.
8Original text: “[. . . ] Du 10 au 29 mars 2021, il a entretenu un échange virtuel via
courriers électroniques puis par messages WhatsApp avec un jeune garçon [. . . ] qui
lui avait indiqué avoir 14 ans. Le recourant a invité l’enfant à se rendre le 29 mars 2021
dans un hôtel [. . . ] en se faisant passer pour son neveu pour y entretenir des relations
intimes [. . . ]. En réalité, il conversait avec un policier.”

enables users to send messages that automatically delete after a set
period. We found some decisions in which the use of this feature is
highlighted by the judges. In one case in particular (entry (180) in
the list of Section B.2), disappearing messages represent additional
incriminating evidence:

Finally, the fact that I______ and the appellant were
initially represented by the same lawyer, on the one
hand, and that their WhatsApp exchanges have disap-
peared from the appellant’s phone, on the other hand,
are additional incriminating indicators.9

Screenshots as evidence. In most of the cases that we analyze,
the decision does not specify how parties present messages to
the court. In some of them, the judges specify that parties present
evidence through screenshots, without discussing or analyzing their
truthfulness or chain of custody. Our analysis does not evidence any
discussion of potential tampering or forging of these screenshots,
for WhatsApp conversations or other evidence.

5.3 Analysis
The results we present in the previous section confirm our first
hypothesis: judges use chats as evidence in penal cases. The validity
of these messages is generally not disputed by the parties involved
despite cryptographic deniability properties. Our study, along with
with Yadav et al.’s findings [60] show that deniability seems irrele-
vant in court cases in Switzerland and the United States. Although
the results cannot be generalised to other countries, they provide
evidence that cryptographic deniability does not translate into
real-world deniability and that a purely cryptographic approach
does not impact the legal setting. When one party claims a forgery,
judges consistently reject these claims. In what follows, we analyze
possible reasons for this failure discuss potential countermeasures.

Lawyers, judges, and authorities are generally unaware of cryp-
tographic deniability and its workings. The use of WhatsApp by
the police as an investigative tool highlights this lack of knowl-
edge. This results from society’s lack of acceptance of deniability.
Therefore, if deniability is a desired feature, it must be socially
accepted, simple and practical for everyone. Simplicity could also
limit the imbalance in access to justice when deniability could be a
factor. Malicious parties could exploit deniability to forge messages
that are considered real by courts, while wealthy defendants could
hire experts to testify about deniability properties, an option not
available to most people dealing with low-profile cases.

The two cases that we present in Section 5.2 highlight the im-
portance of contextual information for deniability, in court or other
settings. Communication transcripts are (1) one type of evidence
among others with varying degree of importance (as in the first case
discussed), and (2) can be authenticated given other contextual in-
formation (as in the second case). The first aspect is important: even
with complete real-world deniability, judges would have the abil-
ity to convict perpetrators of particularly heinous crimes, several
examples of which we encountered in our analysis.

9Original text: “Enfin, le fait que I______ et l’appelant étaient initialement représentés
par la même avocate, d’une part, et que leurs échanges Whatsapp ont disparu du
téléphone de l’appelant, d’autre part, sont des indices de plus à charge.”
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In our model

We represent contextual information with auxiliary data in
our model. Auxiliary data enables the judge to input different
types of evidence with varying degree of importance. We
assume the judge inputs all evidence through auxiliary data
and then decides their weight in the specific case. The value
𝜈 , which models the in dubio pro reo principle, captures the
discretion that judges are afforded in evaluating each case.

In several cases, screenshots are accepted as evidence. This find-
ing has several implications. Despite the prevalence of graphics
editors, synthetic media such as deepfakes, and misinformation [9],
people tend to believe that a simple screenshot can be accepted
as evidence—as confirmed by the two survey studies detailed in
Section 2. This implies once again a risk of unbalanced access to the
deniability property: a malicious individual could use deniability
to produce fake evidence against a victim and judges would likely
consider this evidence as acceptable given our findings.

Finally, during our analysis we observed that judges believe that
the law protects against forgeries, as false testimony is a criminal
offense. This means any transcript, even a forgeable one like a
screenshot, can be considered in court. This highlights the need
for a discussion about deniability in various settings, as partially
addressed by Yadav et al. [60]. We expand on this in the discussion
below.

6 Discussion
In the previous sections we show how (cryptographic) deniability
fails in practice from both a technical perspective—through the lens
of our model defined in Section 3—as well as a legal perspective.
This section elaborates on these findings on practical deniability
and their consequences.

6.1 Either practical deniability or no deniability
Cryptographic deniability does not translate in the real world and
appears to not be used in practice, which we have justified in the
previous sections. The first question is therefore whether deniabil-
ity is a necessary or desirable feature. Obtaining real deniability in
practice implies non-trivial challenges that can impact users (e.g.,
spamming), performance (e.g., the cost of adding deniability in the
protocol, attacks on sealed-sender-based authentication [51]), the
service (e.g., respectability) or security (e.g., authenticity is some-
what lost if Bob can easily forgemessages fromAlice). Indeed, Apple
has decided not to target deniability in PQ3, their new messaging
protocol for iMessage [48].

Besides the technical challenges, it is important to consider
whether deniability is a beneficial property. Practical deniability
could facilitate the spread of “fake news” by enabling everyone to
forge messages. Also, in the jurisprudence we reviewed, messages
on victims’ phones are used to convict criminals: practical denia-
bility could invalidate this kind of evidence. Deniability would for
example prevent a victim that receives abusive messages from prov-
ing the culpability of their author. However, as our legal analysis
shows, conversations are usually one piece of evidence among oth-
ers and do not represent the decisions’ cornerstone. We also recall

that the study of Yadav et al. [60] found that 60.2% of users surveyed
desire only non-repudiation (i.e., they do not desire deniability),
while only 12.7% desire deniability.

The very nature of deniability makes it hard to settle for either
real-world deniability or no deniability at all. Differently from other
security properties (e.g., encryption), users cannot control the de-
niability of their communication: deniability is effective only if
receivers can plausibly forge messages. This however should not
serve as an excuse to not consider vulnerable populations and to
generalize survey results to different contexts [60, Section 8]. Unfor-
tunately our field lacks research on practical defensive technologies
that vulnerable groups use. One important exception is the work by
Daffalla et al. [13] on the technological defense strategies that polit-
ical activists used during the Sudanese revolution, which indicates
that deniability is useful in this setting. Some participants used
strategies to increase plausible deniability in case of arrest, such
as adding decoy messages on their messaging application. Having
complete deniability, such as ability to edit the user interface of
Signal as shown in Fig. 3, would therefore help in cases where
there is a need for a way to communicate freely without being held
accountable, as the interviews of Daffalla et al. confirm.

If we opt for deniability, this should be practical and accessible
to everyone. As we highlight in previous sections, impractical and
unusable deniability is dangerous as only a few people can benefit
from it. This was also pointed out by Jeff Burdges10: if deniability is
not practical and widespread, the risk is that only rich and powerful
people would have the resources to argue deniability in a court of
law (or against the public opinion).

This discussion is reminiscent of the debate on end-to-end en-
cryption, but the impact of deniability is less clear. Encryption
solves, among other things, the problem of mass surveillance: an
attacker has no access to messages in transit. Encryption is a
mathematically-based property that has an immediate and global
effect. By contrast, deniability is a more subtle, subjective property,
which involves human and societal factors that can vary from case
to case, e.g., which auxiliary information the judge has or which
contextual information can help to frame the victim. Additionally,
deniability holds if the receiver of a message satisfies some require-
ments: the author of a message cannot completely control which
kind of deniability a message gets, whereas the sender, i.e., the
author, has complete control over the message’s encryption. Since
deniability is not used in practice, it is difficult to argue about its
impact and a community-wide discussion is necessary.

Finally, one might wonder if the strong deniability property that
we seek is actually anonymity. By making it difficult for the judge
to identify, profile and obtain data about the sender, or to link an
account to them, we might avoid the deniability question in many
cases. Achieving real-world plausible deniability in public messag-
ing applications like WhatsApp and Signal, which link accounts
to identities (e.g., phone numbers) seems very challenging. While
allowing users to edit or add messages to a conversation would be
a step towards this goal, it is unclear whether society would accept
this as true deniability.

10https://mailarchive.ietf .org/arch/msg/mls/Kk6qai3kEza8B-L-_5R-qsEjtK0/
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6.2 Deniability in front of whom
If real-world deniability is a goal for a given system, one must
devise an appropriate threat model. The design must precisely
define the judge in Definition 1. Who are we defending against?
Which capacity and auxiliary information does the judge have?
What about the incriminating adversary (Bob in our model)?

The leak of Hillary Clinton’s email database [59] is often cited as
an example where deniability would have had an impact. Wikileaks
published DKIM-protected emails and some of the authors claimed
that they were tampered with. However, the DKIM signatures math-
ematically proved that the leaks were legitimate [58]: the emails
were not deniable. Moreover, the legitimacy of the emails is verifi-
able by the general public: it is sufficient to have the verification
keys of the domain servers, publicly available by definition, to prove
that no one tampered with the emails’ content. Here the general
public acts as the judge, rather than an official judge in a courtroom
as usually envisioned. Our model captures this setting by reflecting
real-life scenarios where Bob’s data, such as keys and transcripts,
are stolen published online, and Alice wants to deny sending the
published messages to Bob. We model this by providing the judge
with Bob’s state st′

𝐵
after the interaction with Alice took place and

the simulated state s̃t𝐵 in the ideal world. This example highlights
the importance of (1) properly defining the role of the judge and
(2) applying our model to ensure that the judge’s distinguishing
probability is bounded by an acceptable probability.

As already discussed, if the threat model assumes a global adver-
sary that actively colludes with Bob to frame a user, then deniability
is impossible to achieve also because a lot of messaging applica-
tions register the users’ identity (e.g., phone number). In this case,
other properties and services such as anonymous communication
over Tor should be used: the best way to avoid having to consider
deniability in the first place is to guarantee anonymity.

6.3 How to make a deniable system
Privacy-focused messaging services like Signal (and others using
the Signal protocol) use protocols that achieve a form of crypto-
graphic deniability, like X3DH [36] and the recent PQXDH [20, 33].
These services market deniability as a feature, giving users the
impression it is a practical aspect of the system. As we show in
Section 4 the situation is not so simple: Signal in general does not
achieve practical deniability, either technically or legally.

To achieve practical deniability, applications must be designed
with deniability incorporated by design, similar to privacy. As we
hinted before, the system must provide practical deniability against
the kind of adversaries that the threat model considers. In particular,
deniability must be plausible for all and accessible to everyone,
regardless of the (technical) knowledge of the receiver, i.e., the
potential accuser Bob in our model. The simulator in our model
must also be practical: it should be feasible to “plausibly” run it to
modify Bob’s state (e.g., the phone).

One way to achieve this is to enable cracking as a controlled fea-
ture, allowing users to inject false messages authored by someone
else into their conversation. This can be done by offering a feature
that enables users to edit their conversation. This modification must
be easily accessible in the application’s user interface and must also
alter messages that the application stores in the local database. The

application must not record when and where the modifications take
place. This solution mimics the real world: someone may report
the content of a conversation, but the veracity of what is reported
depends solely on the person reporting it, and other participant can
challenge what is claimed. In practice, the modifications to Signal’s
user interface can mimic the tool used by Reitinger et al. [42] in
their study (Fig. 3, Section A): incoming and outgoing messages
can be edited and new messages can be inserted. If the application
is offline, editing must not contradict the last access timestamp that
the Signal server stores; in case of inconsistency, the application
should warn the user. Reitinger et al.’s findings (Section 2.2) sup-
port this simple solution. In particular, the study suggests than an
edit/create message feature significantly impacts people’s opinion
on someone’s guilt, i.e., on plausibility of deniability claims.

Auxiliary data poses a significant threat to deniability. To en-
hance practical deniability, the system must minimize data reten-
tion, keeping only essential information and deleting surplus data
once its purpose is fulfilled. This aligns privacy by design principles,
which generally increase the plausibility of deniability.

7 Conclusion
This work discusses real-world deniability in messaging, highlight-
ing how cryptographic deniability does not translate in the real
world, both technically and legally. We analyze the technical side of
deniability by applying our model on Signal and email with DKIM
protection. In the legal setting, we examine court cases in Switzer-
land and find no successful claims of deniability in 140 cases where
conversations were used as evidence.

We then propose a general discussion about deniability, consid-
ering whether it is a property messaging solutions should aim for. If
the answer is affirmative, we discuss different settings for real world
deniability—in particular who we want to defend against—and how
we should design real-world deniable systems. We conclude with
some remarks on the technical costs of real world deniability.

Messaging applications, and communication solutions in gen-
eral, should either provide practical real-world deniability or stop
claiming to do so. For messaging applications, particularly Signal,
we propose a simple yet powerful solution: users must be able to
modify sent and received messages stored on the device through
the user interface. This mirrors the real world, where conversation
can be truthfully or falsely reported, and others can challenge those
reports. We believe Signal should adopt this approach to offer truly
deniable communication, especially given its strong privacy focus.

With this work we aim to further the much-needed discussion
on the practicality of deniability within the community and beyond.
In this regard, some possible venues for future work are:

• Conduct more user studies on practical deniability. The stud-
ies discussed in Section 2.2 do not use real messaging applica-
tions, and it would be interesting to observe users’ reactions
when conversations can be modified in the interface.
• Investigate whether deniability is desirable in different con-
texts, especially for vulnerable groups such as political dissi-
dents, whistleblowers, or harassment victims.
• Extend our model and analysis to group messaging, exploring,
for example, cases where a judge corroborates with, or a
party tries to frame, multiple group members.
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A Additional information on meta-deniability
Fig. 3 shows the interactive forging tool that Reitinger et al. use for
their study [42].

Figure 3: Interactive forging tool that Reitinger et al. use for
their study of deniability in secure messaging [42].

B Additional information on legal analysis
In this section we provide additional information on the legal anal-
ysis that we discuss in Section 5.

B.1 Elasticsearch query for legal analysis
Fig. 4 shows the Elasticsearch query that we use to select the initial
set of cases from the website entscheidsuche.ch.

B.2 List of cases
Below we give the list of cases that we consider for our analysis,
after pruning the cases pertaining to federal courts.

(1) https://entscheidsuche.ch/docs/TI_Gerichte/TI_CA
RP_001_17-2017-175_2017-10-26.html

(2) https://entscheidsuche.ch/docs/GE_Gerichte/GE_CJ
_011_P-1014-2020_2022-01-19.html

(3) https://entscheidsuche.ch/docs/FR_Gerichte/FR_TC
_005_502-2023-102_2023-09-18.pdf

(4) https://entscheidsuche.ch/docs/FR_Gerichte/FR_TC
_005_502-2022-110_2022-11-23.pdf

"query": { "bool": {
"must": [

{ "match": {
"attachment.content": "WhatsApp"

}
}

],
"should": [

{ "match_phrase": {
"attachment.content": "droit pénal"

}
},
{ "match_phrase": {

"attachment.content": "chambre pénale"
}

},
{ "match_phrase": {

"attachment.content": "diritto penale"
}

}
],
"minimum_should_match": 1

}}

Figure 4: Elasticsearch query for the legal analysis.

(5) https://entscheidsuche.ch/docs/GR_Gerichte/GR_KG
_005_SK2-2023-41_2023-08-24.pdf

(6) https://entscheidsuche.ch/docs/GE_Gerichte/GE_CJ
_011_P-15331-2022_2023-08-14.html

(7) https://entscheidsuche.ch/docs/FR_Gerichte/FR_TC
_005_502-2020-23_2020-06-02.pdf

(8) https://entscheidsuche.ch/docs/FR_Gerichte/FR_TC
_005_502-2020-37_2020-05-06.pdf

(9) https://entscheidsuche.ch/docs/FR_Gerichte/FR_TC
_005_502-2022-24_2022-09-22.pdf

(10) https://entscheidsuche.ch/docs/GE_Gerichte/GE_CJ
_011_P-25515-2023_2023-12-20.html

(11) https://entscheidsuche.ch/docs/FR_Gerichte/FR_TC
_005_502-2019-225_2019-08-14.pdf

(12) https://entscheidsuche.ch/docs/FR_Gerichte/FR_TC
_005_502-2020-76_2020-08-11.pdf

(13) https://entscheidsuche.ch/docs/FR_Gerichte/FR_TC
_005_502-2021-237_2021-11-16.pdf

(14) https://entscheidsuche.ch/docs/VD_FindInfo/VD_TC
_003_Jug---2023---441_nodate.html

(15) https://entscheidsuche.ch/docs/GE_Gerichte/GE_CJ
_011_P-15520-2022_2022-11-30.html

(16) https://entscheidsuche.ch/docs/GE_Gerichte/GE_CJ
_011_P-16796-2017_2018-05-08.html

(17) https://entscheidsuche.ch/docs/FR_Gerichte/FR_TC
_005_502-2022-84_2022-06-10.pdf

(18) https://entscheidsuche.ch/docs/GE_Gerichte/GE_CJ
_011_P-18317-2020_2022-09-09.html

(19) https://entscheidsuche.ch/docs/FR_Gerichte/FR_TC
_005_502-2020-18_2020-03-04.pdf
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