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Abstract

With the proliferation of 5G networks, it is essential to prioritise
robust security and seamless compatibility with existing infrastruc-
ture. The Authentication and Key Agreement (AKA) and Handover
(HO) protocols are crucial in securing communication links and
maintaining user privacy in 5G networks. While 5G-AKA repre-
sents a significant improvement over its predecessors, it still cannot
achieve some important security features, such as perfect forward
security (PFS) and forward privacy (PFP), leaving data confidential-
ity and user privacy susceptible to compromise. Moreover, linkabil-
ity vulnerabilities in the 5G-AKA pose additional privacy concerns,
particularly in the face of active adversaries seeking to compromise
user anonymity. To enhance the security and privacy of 5G proto-
cols (5G-AKA and 5G-HO) , we aim to achieve PFS and PFP while
aligning with 5G’s symmetric-key foundations. In this article, we in-
troduce Pretty Good User Privacy (PGUP), a novel symmetric-based
scheme aimed at addressing security and privacy vulnerabilities in
the current 5G-AKA and HO protocols. In this article, we introduce
a new variant of Puncturable Key Wrapping (i.e., PKW™), which al-
lows us to ensure PFS and PFP while maintaining resilience against
DoS (desynchronization) attacks in our proposed protocols. We
demonstrate that our proposed scheme is resilient against all the
essential security threats by performing a comprehensive formal
security analysis. We also conduct relevant experiments to show
the efficiency of the proposed scheme.
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1 Introduction

The advent of 5G technology marks a significant milestone in wire-
less communication, offering unprecedented speed, capacity, and
connectivity. This transformative shift necessitates a rigorous exam-
ination of the associated security and privacy frameworks. Central
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to 5G security are two key protocols: the Authentication and Key
Agreement (AKA) and the Handover (HO) protocols [1]. The 5G-
AKA protocol is primarily responsible for authenticating users and
granting access to network services, ensuring data confidentiality
and integrity in standard network operations. Complementing this,
the 5G-HO protocol serves a similar function but is designed explic-
itly for roaming users. Together, these protocols offer a more robust
security infrastructure compared to previous mobile communica-
tion generations like 3G and 4G. However, while 5G-AKA represents
a significant improvement over its predecessors, it still falls short
in achieving some critical security features [5, 11, 12]. One of the
most significant vulnerabilities is that the current 5G-AKA protocol
doesn’t support Perfect Forward Secrecy (PFS) and Perfect Forward
Privacy (PFP). The absence of PFS and PFP in current 5G protocols
leaves users vulnerable to different types of attacks if long-term keys
are compromised. PFS ensures that even if long-term secrets are
compromised, past session keys remain secure, protecting previous
communications. PFP, on the other hand, is crucial for maintaining
user anonymity over time. Without it, a compromise of long-term
keys could allow an adversary to reveal users’ identities. Addition-
ally, active adversaries pose a significant linkability vulnerability.
This specific privacy concern grants the adversary the ability to
link a user’s activities throughout their connection to the network,
unveiling their digital footprint and may lead to compromising user
anonymity. In contrast to passive adversaries, active adversaries
take a proactive stance, engaging with the network by attempting
to actively modify or manipulate data in transit, aiming to com-
promise security or disrupt normal operations. Achieving privacy
and security (PFP, unlinkability, PFS) can be relatively straight-
forward in an asymmetric setting; however, asymmetric solutions
often involve complex cryptographic operations that are compu-
tationally intensive. This complexity poses a significant challenge
in the context of 5G networks, where User Equipment (UE) often
operates under resource constraints. Many UE devices, such as
10T sensors, wearables, and low-power mobile devices, have lim-
ited computational capabilities, restricted memory, and constrained
energy resources. These limitations make the implementation of
complex asymmetric cryptographic operations unpractical. Given
these constraints, accomplishing PFS, PFP, and unlinkability within
a symmetric setting presents unique challenges, but offers a more
viable path for resource-limited UE devices. In symmetric systems,
addressing these features requires frequent key updates that intro-
duce significant overhead and potential synchronization problems.
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However, given the symmetric nature of 5G operations and the effi-
ciency of symmetric cryptography on resource-constrained devices,
it is crucial to explore symmetric-based solutions that require min-
imal infrastructural changes while providing robust security and
privacy guarantees. Significant research efforts have been dedicated
to addressing security and privacy concerns within 5G networks,
ranging from enhancements to existing 5G-AKA and HO proto-
cols to the proposition of entirely new protocols. However, our
comprehensive literature review reveals a critical gap: no current
solution simultaneously addresses all the essential security and pri-
vacy challenges in 5G networks, particularly in a symmetric-based
setting, as discussed in Section 2. Therefore, there is a need for a
solution that provides PFS, PFP, unlinkability, and secure revoca-
tion while supporting universal handover, all within the constraints
of symmetric cryptography and the computational limitations of
UE devices. This complex set of requirements, coupled with the
necessity to maintain compatibility with existing infrastructure and
respect the limited computational capabilities of UE, motivates our
research. To bridge this gap, we utilize a symmetric-based primitive
called Puncturable Key Wrapping (PKW) [4] and develop a new
variant tailored specifically for the 5G environment. Building upon
this, we introduce Pretty Good User Privacy (PGUP), an innovative
symmetric-based scheme designed to address security and privacy
vulnerabilities in the current 5G-AKA and 5G-HO protocols. Our
key contributions include:

o The first standalone symmetric-based solution achieves PFS,
PFP, user unlinkability, secure revocation, and seamless uni-
versal handover;

e Design a new variant of puncturable key wrapping (i.e.,
PKW™), tailored specifically for 5G, to achieve PFS, PFP and
unlinkability in a symmetric base setting;

e The proposed solution aims to maintain conceptual align-
ment with 5G protocol structures, potentially facilitating
integration with minimal modifications to existing infras-
tructure;

o A comprehensive formal security analysis of our proposed
scheme;

e A comparative performance evaluation of PGUP with the
conventional 5G-AKA and HO protocols demonstrating the
cost-effectiveness of the proposed PGUP scheme.

2 Related Works and Motivation

Extensive research on 5G authentication and handover protocols,
particularly 5G-AKA, has revealed significant security and privacy
vulnerabilities. Peltonen et al. [20], Basin et al. [5], and Cremers
and Dehnel-Wild [12] have conducted comprehensive formal se-
curity analyses of 5G-HO protocol. These studies have uncovered
under-specified security requirements and various vulnerabilities
in current 5G-AKA and 5G-HO protocols [1]. Key findings include
traceability attacks against 5G-AKA in the presence of active ad-
versaries [5], confusion attacks exploiting identity misbinding for
impersonation [12], and logical vulnerabilities compromising se-
quence number confidentiality due to XOR usage and lack of ran-
domness [9]. Additionally, Braeken [11] identified that a simple
identity replay attack, previously demonstrated against various
AKA protocols [14], also poses a threat to 5G-AKA. In response to
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Table 1: Features comparison with State-of-the-art Protocols.

Type || Scheme | MA PEFS PFP Unlink SRM UHO
Symmetric-key-based A;C/'\,[[lzl 6] ; § i ')/( j(( §
ReHand[13] v X X v v *
Asymmetric(Public)-key-based AA';I;f E(Z} ; § )): ; i §
Protocol of [2] | v v X v v +
Ours (Symmetric-key-based) ‘ ‘ PGUP ‘ v v v v v v

MA:Mutual Authentication, PFS: Perfect Forward Secrecy, PFP: Perfect
Forward Privacy, Unlink: Unlinkability, SRM: Secure Revocation
Management, UHO: Universal HO, }: Region-based HO

these challenges, Schmitt and Raghavan [24] introduced PGPP, a
cellular architecture enhancement aimed at enhancing user iden-
tity and location privacy. By separating network connectivity from
authentication and billing processes, PGPP enables carriers to of-
fer services without needing to know the identity or location of
their users while still ensuring their authorization for network ac-
cess. However, to achieve their goals, the authors proposed some
infrastructural-level changes (e.g., the inclusion of new entities) that
require major changes in the current 5G infrastructure. Besides, the
proposed scheme does not address specific protocol-level security
issues. Given these architectural limitations, other researchers have
also focused on more targeted solutions that can be implemented
within the existing 5G framework to enhance the 5G-AKA and 5G-
HO protocols. These proposed enhancements can be broadly cate-
gorised into symmetric-based and asymmetric-based approaches.
Table 1 provides a comparative analysis of prior research and our
scheme, focusing on each solution’s security and privacy features.

Symmetric-key-based solutions. Several symmetric-based so-
lutions have been proposed to enhance the 5G-AKA protocol and
address privacy concerns. The standard 5G protocol [1], while pro-
viding Mutual Authentication (MA), lacks PFS along with other
advanced security features. AKA’ [26] improves upon the standard
by addressing the linkability issue through minor modifications to
the current 5G-AKA protocol, achieving high compatibility and un-
linkability. However, as evident from Table 1, AKA’ does not achieve
PFS, leaving a critical security gap. Similarly, ReHand [13], which
introduces a region-based HO protocol designed to protect roaming
users’ anonymity and ensure unlinkability, also falls short in pro-
viding PFS. ReHand offers additional features like fast revocation
management and seamless handovers within specific regions (fin
Table 1), but its practical applicability is limited due to the lack of
support for region-based handovers in the current 5G infrastructure.
Achieving PFS in symmetric-key cryptosystems presents unique
challenges compared to asymmetric settings. Existing solutions
predominantly rely on ephemeral Diffie-Hellman key exchange,
an asymmetric primitive. While effective in providing PFS, this
approach can introduce additional computational complexity com-
pared to purely symmetric-key operations. As shown in Table 1,
previous symmetric-based solutions have struggled to achieve PFS
in the context of 5G networks. This gap in the field has motivated
numerous research efforts to focus on asymmetric-based solutions
to meet this security requirement.

Asymmetric (Public)-key-based solutions. Recent research
has proposed innovative asymmetric-based solutions to address the
critical security and privacy challenges in 5G networks. Alnashwan
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et al. [2] introduced a region-based HO with AKA protocols, which
offer several key features: secure user revocation, PFS, and unlinka-
bility within region-based HO. However, this protocol is limited to
region-based HO and does not support universal handover across
the entire network. Additionally, research has delved into track-
ing users’ digital footprint within the cellular network. Yu et al.
[27] introduced AAKA, an AKA protocol leveraging cryptographic
assumptions such as Decisional Diffie-Hellman, zero-knowledge
proof, BBS signatures, Keyed-Verification Anonymous Credential,
and ElGamal Encryption. Similarly, The AKA* solution improves
the privacy of 5G-AKA while satisfying its design and efficiency
constraints, effectively dealing with the IMSI catcher’s attacks and
achieving a certain degree of unlinkability. However, it’s crucial to
note that while AAKA and AKA™ aim for privacy, their scope is
limited to the AKA protocol, leaving privacy concerns unaddressed
during handovers.

Despite the advancements in 5G security and privacy protocols,
including both symmetric and asymmetric solutions, significant
challenges remain. The integration of various cryptographic primi-
tives in protocols like AAKA [27], AKA™ [16], and others [2] has
pushed the boundaries of what’s possible in securing 5G networks.
These solutions have made strides in addressing issues such as
user anonymity, unlinkability, and protection against specific at-
tacks like IMSI catchers. However, it is crucial to note that many
of these protocols rely heavily on asymmetric cryptographic ele-
ments, which is not ideal for the predominantly symmetric-based
5G infrastructure. This mismatch is particularly problematic for
resource-constrained devices commonly found in Internet of Things
(IoT) ecosystems, such as sensors, wearables, and low-power em-
bedded systems. These devices often have limited computational
power, memory, and energy resources, making complex asymmetric
cryptographic operations computationally expensive and energy-
intensive. Furthermore, none of the existing protocols in the lit-
erature have fully achieved PFP, and many have not attained PFS
either. Both of these features are crucial for guaranteeing users’
long-term security and privacy, even in scenarios where encryp-
tion keys might be compromised in the future. This gap in current
solutions, coupled with the need for solutions that align with the
symmetric nature of 5G systems, continues to drive research efforts
in the field.

3 5G Authentication (5G-AKA)

Mobile network authentication ensures that only legitimate users
can access network services while protecting their privacy and
securing their communications. This process involves three key
parties: the UE such as mobile phones or IoT devices seeking net-
work access; the base station (gNB) that provides radio coverage and
relays authentication messages; and the Core Network (CN) that
verifies user credentials and manages authentication. When a user
wants to connect to the network, two fundamental challenges must
be addressed: the network needs to verify the user is legitimate and
has the right to access services, while the user needs to verify they
are connecting to a genuine network operator. Additionally, both
parties need to establish shared secret keys for securing subsequent
communications. To accomplish these goals, the 3rd Generation
Partnership Project (3GPP) outlines two primary AKA protocols:
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5G-AKA [1] and Extensible Authentication Protocol (EAP-AKA’)
[3]. EAP-AKA’ serves as a mechanism for authentication and ses-
sion key distribution. Both EAP-AKA’ and 5G-AKA utilize the lat-
est version of the 3GPP AKA for secure authentication and key
agreement. In essence, both protocols rely on the same underlying
infrastructure and specifications of 3GPP-AKA, employing identi-
cal cryptographic protocol constructions. Hence, this work focuses
primarily on the 5G-AKA to maintain consistency. The 5G-AKA
employs a collection of seven distinct symmetric-key algorithms
labelled as f; through f;, as well as f;* and f;". Specifically, fi, fz, and
fi" serve as message authentication functions, while f3, f3, f5, and
f:" are employed as key derivation functions. Furthermore, 5G also
employs SHA256 for hashing responses between the UE and the
CN. In 5G-AKA, there is a challenge-response phase and an optional
resynchronisation phase, which is performed if the SQN gets out of
sync between UE and CN. The 5G-AKA protocol, illustrated in the
Appendices-Figure 8, operates through the following steps: Step 1:
This phase starts when a UE sends an authentication request us-
ing SUCI (Subscription Concealed Identifier, an encrypted version
of SUPI-the user’s permanent identity) or 5G-GUTI to CN. Step
2: Upon receiving the authentication request, the CN de-conceals
the SUCI and retrieves the SUPIL. Afterwards, CN computes the
expected response xRES" and the authentication challenge using a
random nonce R, an authentication token (AUTN), challenge ex-
pected response (HXRES) and Ksgar, and sends it to the gNB. The
AUTN verifies the challenge’s freshness, combining the Message
Authentication Code (MAC), the nonce R, with the corresponding
sequence number SQN of UE. The HxRES" is only sent to the gNB,
which is the hashed value of the actual RES*. Step 3: Upon receiv-
ing the authentication challenge, the gNB stores HxRES*, as well
as the Ksgar, then forwards the challenge to the UE. Step 4: Next,
the UE verifies the authenticity and freshness of the challenge by
(1) Extracting the xXSQN (the incremented value of SQN) and MAC
from AUTN.(2) Verify the correctness of MAC and respond with
“Mac-failure” if errors occur. (2) Verify the freshness of SQN, i.e.
ensuring SQN < xSON. If all verifications hold, the UE computes a
challenge-response RES* and derives Ksgar to secure the channel
used with the gNB, then sends RES* to gNB. Step 5: Upon receiv-
ing the challenge-response RES*, the gNB computes the hash value
of RES* (HRES*) and compares it with HxRES* received from the
CN. If HRES™" equals HxRES™, then the authentication is successful.
Subsequently, the gNB forwards RES to the CN containing SUCI
or SUPI and the gNB name. Step 6: Upon receiving the RES* from
the gNB, the CN checks if RES equals xRES™, hence confirming the
success of the authentication procedure, then notifying the gNB of
the decision.

4 Cryptographic Primitives

PGUP has been designed to maintain conceptual alighment with
5G protocol structures, potentially facilitating integration with
minimal modifications to existing infrastructure. Therefore, we
have adopted the same set of asymmetric and symmetric-key algo-
rithms to achieve this alignment. These include the Elliptic Curve
Integrated Encryption Scheme (ECIES) and fi,..., f5, ", fo". Ad-
ditionally, we have developed a new variant of Puncturable Key
Wrapping (PKW™) that is specifically tailored to 5G infrastructure,
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which utilizes symmetric-based primitives to enhance security mea-
sures. In this section, we will explain the significance of PKW* in
building PGUP, as well as the reasoning behind the development of
this new variant of the original PKW.

4.1 Puncturable Key Wrapping

The puncturable key-wrapping (PKW) scheme introduced in [4] pro-
vides a symmetric-key hierarchy with an updatable key, ensuring
PFS in a symmetric-key setting. PKW achieves this by combining
symmetric-key wrapping with a puncturing algorithm, allowing
the wrapping key to be updated while rendering the wrapped key
irrecoverable.

DEFINITION 1 (PUNCTURABLE KEY WRAPPING). The PKW con-
sists of a tuple of four algorithms PK W:{KGen, Wrap, Unwrap, Punc}
associated with four sets: the secret-key space SK, the tag space T,
the header space H and the wrap-key space K.

e KGen() — sk: a probabilistic algorithm that takes no inputs
and outputs a secret key sk € SK.

e Wrap(sk,T, H,K) — C/L: a deterministic wrapping algo-
rithm takes an input of a secret key sk € SK ,atagT € T,
a header H € H, and a key K € K and outputs either a
ciphertext C € {0,1}* or L for failure.

e Unwrap(sk,T, H,C) — K/L: a deterministic unwrapping
algorithm takes an input of a secret key sk € SK , a tag
T € T, a header H € H, and a ciphertext C € {0,1}* and
outputs either a key K € K or L for failure.

e Punc(sk,T) — sk’: a deterministic puncturing algorithm
takes an input of a secret key sk € SK and atagT € T
and returns an updated secret key sk’ € SK.

The PKW primitive combines key wrapping with puncturing
to achieve forward security. The wrapping mechanism uses three
key components: a tag (T) that uniquely identifies each wrapped
key, a header (H) that can authenticate associated metadata, and
the actual key (K) to be wrapped. The critical security property
comes from puncturing: when a key is punctured on a tag T; it
can no longer unwrap any key that used that tag — even if the
wrapping happened before puncturing. This irreversible property
enables applications like secure file deletion and forward-secure
session tickets. As described by Backendal et al.[4], PKW achieves
puncturing by building on a puncturable PRF (PPRF) and an AEAD
scheme, defined in Appendices-A.4. The master key is the PPRF
key, and wrapping a key K with tag T works by first deriving
a one-time AEAD key via sk, < PPRF.Eval(sk,, T), then using
this to encrypt K. The puncturing operation PKW.Punc is imple-
mented by directly calling the underlying PPRF puncturing op-
eration: PKW.Punc(sk,, T) := PPRF.Punc(skp, T). This makes the
AEAD key for tag T unrecoverable, effectively invalidating any
wrapped key using that tag.

While the PKW scheme guarantees PFS in symmetric-key set-
tings, its immediate application to 5G-enabled mobile communi-
cation could face challenges due to potential security reductions
linked to key-reuse, as discussed in [19]. Cryptographic algorithms
are crafted with specific security properties and assumptions, and
using a key designed for one algorithm in a different context could
introduce vulnerabilities, jeopardizing the overall security of the
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system. To illustrate this, consider the following use case in 5G-
AKA (illustrated in Appendices-Figure 8): If we were to use PKW
directly in the 5G-AKA protocol, the same key K would be used for:

(1) In PKW for wrapping/encrypting the user’s identity (SUPI);

(2) In KDF for deriving keys (AK, HK, Ksgar);

(3) In MAC and Hash for generating MAC and the expected
response (xRES™), respectively.

This multi-purpose use of K, employed across various cryptographic
schemes such as PKW, KDF, MAC, and Hash, could lead to potential
vulnerabilities. This interdependence of security properties, stem-
ming from the use of a single key, could significantly impact the
overall robustness of the protocol. The PKW* scheme addresses
these concerns by introducing a separate key derivation function.
This modification effectively separates the key used for wrapping
from the keys used in other parts of the protocol:

e The long-term key K is used only for PKW* scheme (Wrap,
Unwrap, Drv and Punc).

e Separate derived keys are used for other cryptographic op-
erations in the protocol.

This separation ensures mutual protection: compromise of the de-
rived keys reveals no information about the long-term key K, and
compromise of K reveals nothing about the derived keys. By in-
troducing PKW* , we maintain the PFS guarantees of the original
PKW while mitigating the risks associated with key-reuse. This ap-
proach aligns with the principle of key separation in cryptographic
protocol design, enhancing the overall security of the 5G-AKA
protocol.

4.2 Proposed Puncturable Key Wrapping(PKW™)

PKW™ is a customised variant of PKW, specifically designed for
the 5G environment. It retains the essential functionalities and PFS
properties of PKW while incorporating key derivation capabilities.
The main modifications include the integration of a Key Derivation
Function (KDF) into the existing algorithms and the introduction
of a new algorithm (Drv) for deriving keys for use in other con-
texts. These enhancements, illustrated in Figure 1, mitigate risks
associated with key-reuse, thereby strengthening overall security”.

DEFINITION 2 (PUNCTURABLE KEY WRAPPING*). The PKW™
consists of a tuple of five algorithms, denoted as PKW* :{KGen, Wrap,
Unwrap, Punc, Drv}, associated with five sets: the secret-key space
SK, the tag space T, the additional data space AD, message space
M, and the derive-key space K.

o KGen() — sk: a probabilistic algorithm that takes no inputs
and outputs a secret key sk € SK.

e Wrap(sk,T, AD,m) — C/L: a wrapping algorithm takes
an input of a secret key sk € SK, atag T € T, an additional
data AD € AD, and a message m € M and outputs either a
ciphertext C € {0,1}* or L for failure.

e Unwrap(sk, T, AD, C) — m/L:a deterministic unwrapping
algorithm takes an input of a secret key sk € SK,atagT € T,
an additional data AD € AD, and a ciphertext C € {0,1}*
and outputs either a message m € M or L for failure.

*The security proof of PKW* can be found in the Appendix A.
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e Punc(sk,T) — sk’: a deterministic puncturing algorithm
takes an input of a secret key sk € SK and a tag T € T
and returns an updated secret key sk’ € SK.

e Drv(sk,T, AD) — k: a deterministic key derivation function
algorithm takes an input of a secret key sk € SK, atagT € T
and additional data AD € AD and returns a derived secret
keyk € K.

Correctness. The PKW* requires that the wrapped message can
be successfully unwrapped from the wrapping ciphertext, even if
the secret key has been punctured on various tags, except for the
specific tag utilized in the wrapping of that particular message.
Formally, we require that for all T € 7,AD € AD, m € M, where
T],Tz €T *and T * (T] U Tz),

Pr[Unwrap(sk\i, T,AD, Wrap(sk\fz, T,AD, m))

=m|sk <3 KGen()] =1 (1)

Similarly, PKW™ requires that the derivation algorithm derives
the same key regardless of the punctured state of the secret key
sk, as shown in definition 4-(3). sk is the secret key generated by
puncturing on (Ti,...,T, € 7), where puncturing on SK is not
affected by the order of T (PPRFpuncture invariance) [4]. We also
redefine this concept for the PKW* |

DEFINITION 3 (PKW* PUNCTURE INVARIANCE). The PKW?* is
puncture invariance for all secret keys sk € SK and all tags T, € T,
wherei € {1,...,n}, and the sk is solely influenced by the tags on
which punctures have occurred, with no regard for the sequence in
which these punctures were executed.

Punc(Punc(sk, Ty), T;) = Punc(Punc(sk, Ty), Ty) 2)
the key derivation and wrapping remain consistent regardless
of the punctured state of the key,

DEFINITION 4 (PKW™ cONSISTENCY). The PKW™ is consistent if
the output of the derivation and wrapping algorithms solely depends
on the tag, additional data and the wrapped message but not the punc-
tured state of the secret key unless the output is L due to puncturing.
Thus, if all messages m € M, additional data AD € AD and all tags
(T, ..T,) € T andT € T, where T # (T, .., T), it holds that,

Pr[Drv(sk, T, AD) = Drv(sk\(x,,...1,,), T- AD)

|sk <4 KGen()] =1 (3)
Pr[Wrap(sk, T, AD,m) = Wrap(sk\(r,,...1,,)> T, AD, m)

|sk < KGen()] =1 (4)

5 Adversary Model and Security Goals

In this section, we first define the adversary model and then estab-
lish security and privacy goals.

5.1 Adversary Model

Our security model incorporates concepts from both the 3GPP
group [1] and recent literature [5, 12, 20] for 5G authentication
and handover protocols. Throughout the execution of the proposed
scheme, all communication channels between the user and the
network are public, signifying that the adversary has complete
control over these public channels. For the channels connecting
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PKW' | PPRF,AEAD, KDF |

PKW' KGen()
1: return (PPRF.KGen())
PKW' Wrap(sk.T.AD.m)
1: sk, « PPRF.Eval(sk,T)
[2-5ky,. sk, — KDF (sk,.AD) |
: ne—g {0, 1}7
4: C « AEAD.Enc(sky,n,AD.m)
: return (C||n)
PKW"' .Unwrap(sk.T.AD.C)
: Recover:Cl|n « C
: sky «— PPRF.Eval(sk.T)
|3: ski,ske < KDF(skq, AD) |
4: m <« AEAD.Dec(skp.n, AD,C)
: return (m)
PKW"' .Punc(sk,T)
1: sk* « PPRF.Punc(sk,T)
2. return (sk*) &
PKW' .Drv(sk.T,AD)
1: sk, « PPRF.Eval(sk,T)
2: sky. sk, « KDF(sk,.AD)
3: return (sk.)

o

w

Figure 1: PKW* Algorithms. Blue boxes represents the modi-
fications PKW* introduces to PKW .

the gNBs and the CN (specifically the N2 interface), TS 33.501 [1]
explicitly defines security requirements. These include confiden-
tiality and integrity protection of signalling and user data, as well
as authentication between the gNBs and the CN.

Our adversary model, illustrated in Figure 2, encompasses three
distinct types:

(1) Ay: A Dolev-Yao adversary that possesses control over the
network, allowing for the interception, insertion, modifica-
tion, and deletion of any message.

(2) Aj: Seeks to compromise the key-indistinguishability and
linkability properties of the communicating parties. It is
important to consider this adversary to protect user privacy,
prevent tracking, and ensure robust key management.

(3) As: Focuses on compromising forward Secrecy and forward
privacy. This adversary has the ability to compromise various
secret keys, including:

(a) Long-term keys (LTK) shared between UE and CN
(b) Asymmetric secret keys (ASK) of the CN
(c) Session keys established between protocol participants

Protecting against A adversary ensures that protocols can safe-
guard past communications even if future key compromises occur,
maintaining long-term security of the system.
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Figure 2: Adversary Model
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5.2 Design Goals

To ensure security and privacy in 5G mobile communication, cer-
tain requirements must be met. In this context, reviews conducted
by [5],[20] and [12] on the 5G-AKA and handover protocols have
identified specific security and privacy prerequisites for authenti-
cation and handover procedures that require careful consideration.
Our security analysis, detailed in Section 7, and the subsequent dis-
cussion (covered in Appendix B), ensures that our proposed scheme
effectively attains all specified security goals.

(1) Mutual authentication (MA) is a vital security process
that enables two parties engaged in network communication,
such as a UE and the CN, to authenticate each other’s identi-
ties. Ensuring the authenticity of every party in the network
is essential to prevent various security threats, including
man-in-the-middle attacks.

Unlinkability (Unlink) in 5G networks is crucial for pre-
serving users privacy, it provides a stronger notion of user
privacy in the network compared to a user anonymity alone.
User unlinkability is a feature that ensures that the actions or
transactions performed by a user within the network cannot
be traced back to the same user across different interactions
or sessions. In other words, even if a third party observes
multiple transactions or activities conducted by a user, they
cannot establish a connection or link between these activities
to identify the user behind them.

Perfect forward secrecy (PFS) is a critical security property
in 5G networks that ensures the confidentiality of past ses-
sion keys even if long-term secrets are compromised in the
future. This security feature is especially significant in 5G
networks, given the frequent handovers resulting from the
increased deployment of cells. With numerous session keys
generated during each handover, it becomes imperative for
5G protocols to ensure that any compromise does not jeop-
ardise the security of past session keys. In alignment with
this imperative, the proposed protocol adheres to the same
long-term keys employed in the standard 5G-AKA protocol.
However, a key enhancement involves updating this key
during every execution of the protocol, with the assistance
of PKW*.

Perfect forward Privacy (PFP) extends the concept of PFS
to the realm of user privacy. While PFS focuses on protect-
ing past session keys, PFP aims to maintain user anonymity
and unlinkability even if long-term secret keys are compro-
mised in the future. This property is crucial in the face of
increasingly sophisticated adversaries who might gain ac-
cess to long-term secret keys. Unlike the current 5G-AKA
protocol, which is vulnerable to privacy breaches if the long-
term secret key (K) is compromised, our proposed scheme
leverages PKW* to update users’ temporary identities dur-
ing each protocol execution. This approach, combined with
ID anonymization, ensures that even if an adversary com-
promises the long-term secret key, they cannot break user
anonymity or link users’ temporary identities across ses-
sions.

Secure revocation management (SRM) is a critical feature
in 5G networks that enables efficient and secure removal
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of users, particularly during handovers. As 5G usage grows,
effective subscription management becomes crucial for main-
taining network efficiency and security. Our protocol imple-
ments a revocation mechanism with a threshold approach,
balancing network integrity and operational efficiency. This
method ensures prompt disconnection of revoked users, pre-
venting unauthorized access while optimizing resource allo-
cation.

6 The Proposed Scheme

The 5G security architecture relies on the USIM to securely store
critical authentication credentials: the long-term key K, SUPL, SQN,
and authentication algorithms. Our PGUP scheme extends this
established security model by introducing an additional credential,
SUTI (Subscription Temporary Identifier), to enhance user privacy.
This section introduces the PGUP scheme, which consists of two
main protocols: the initial authentication-AKA protocol and the
Handover protocol. We provide the notation used in this paper in
Table 2.

6.1 Initial Authentication

All registered users in the network seeking secure access are re-
quired to execute this protocol. While we adhere to a similar regis-
tration procedure as the current 5G-AKA, our approach differs in
the method of SUPI (Subscription Permanent Identifier) protection.
In 5G-AKA, this protection is achieved through encrypting the
SUPL. In our protocol, we introduce SUTI (Subscription Temporary
Identifier), an independent value from SUPIL, which provides an
extra layer of user identity protection. SUTI is a temporary random
identifier generated by the CN and maintained by both the CN
and the UE. This approach enhances privacy by further anonymiz-
ing the user’s permanent identity, going beyond the protection
offered in standard 5G-AKA. Following the 5G specifications (TS
33.501) [1], we assume that the public key of the CN is preserved
in the USIM. This assumption is crucial for the security of the au-
thentication process. Below, we present a detailed description of
the sequence of messages essential for the initial authentication
protocol, as illustrated in Figure 3.
Step 1: UE — CN : [SUCL, IDcn]
The proposed AKA follows a similar pattern to the conventional
5G-AKA in its initial steps. It begins by using the same ECIES-
encapsulation algorithm to generate keys (ck, Cp). Subsequently,
the User Equipment (UE) introduces a random salt (A) to up-
date its Subscription Temporary Identity (SUTI). This update is
achieved by computing the hash of SUTI concatenated with A,
resulting in SUTI". The UE then encrypts the original SUTI using
the key ck, producing ciphertext C;. Next, the UE generates a
tag (T «¢ 7) and wrap the new tempoanary identity (SUTI")
using (PKW*.Wrap) algorithm with the long-term key K, a tag
T, and additional data (AD « (Cy)||C1)) to form C,. Next, we
derive a key (rk) using the (PKW™*.Drv) algorithm and update
the long-term key by puncturing it on the tag T. Finally, compose
a SUCI which consists of (C;)and send them along with the ID
of the supported CN to the gNB, which he will forward to the
specified CN.
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Step 2: CN — gNB : [R, AUTN, HxRES*, Kspar, HK|

In this step, the process closely resembles the conventional 5G-
AKA, wherein the CN employs the ECIES-decapsulation algo-
rithm to generate ck, mirroring the UE’s action. This key is then
utilised to decrypt Cy, facilitating the retrieval of (SUTI). The
SUTI serves as an index, allowing the CN to identify and ac-
cess the corresponding long-term key K. The CN derives rk us-
ing PKW*.Drv(K, T, Gy||C;) and unwraps C; to obtain SUTI*||A.
Then, the CN performs a key update (K*) by puncturing on K
using the tag T. The CN checks if SHA256(SUTL A) equals SUTT*
and updates SUTI to SUTI". Following this, the CN randomly
selects R and encrypts it using ck with ® and AUTN, where ® is
a fixed string of all zeros used in the protocol. The subsequent
steps closely mirror those of the conventional 5G-AKA, incorpo-
rating minor adjustments to generate secure values. By utilising
the f5 function, the CN derives the authentication key (AK) and
MAC key (MK). Subsequently, employing f;, the CN generates
the session key (SK) and response key (RK). Further, the MK
is utilised in f; to generate the Message Authentication Code
(MAC). The CN then obfuscates the sequence number through
an XOR operation with AK. Subsequently, the CN employs the
KDF to generate the expected response (xRES) and hashes it us-
ing SHA256. Crucially, the CN generates both the session key
and handover key, denoted as ksgar and HK, respectively, fa-
cilitating communication between the gNB and the user. Next,
the CN increments the sequence number (SQN). Finally, the CN
sends (R/,AUTN, HxRES*, Ksgar, HK) to the gNB, which he/she
forwards (R, AUTN) only to the UE.

Step 3: UE — gNB : [RES*]

Upon message reception, the UE decrypts R* and generates au-
thentication and MAC keys (AK, MK) using the received R and
rk. Extracting (xCONS, XMAC) from the Authentication Token
(AUTN). UE deconceals (xCONC) to retrieve (SQNcn) through
XOR operations. Next, UE uses MK to generate a MAC for the
xSQNCcn, R and SUCI using (f;) function. Then UE compares the
generated MAC with XMAC and SQNcn with SQNyg, if both
verifications hold UE computes the response key RK and ses-
sion key SK using the authentication key (f;(AK, SUTI)). Then
UE generate another set of keys, Ksgar and HK keys for future
communications and handover protocol.

Step 4: gNB — CN : [RES*, SUCI]

Upon receiving RES*, the gNB compares HxRES with the hash
value of RES*. If both hash values are equal, the gNB sends RES*
together with the corresponding SUCI to the CN. The rest of the
protocol then proceeds according to 5G-AKA.

REMARK 1. We consistently update the long-term key (K) shared
between the UE and the CN during each execution. These updates
are achieved through the Punc() algorithm, which serves two criti-
cal purposes. Firstly, it ensures PFS, guaranteeing that the confiden-
tiality of past communications is maintained even if the current
key is compromised. Secondly, it significantly mitigates risks as-
sociated with key-synchronization issues between the UE and CN.
This mitigation is effective due to the sequence independence of
the Punc() algorithm: the order of punctures does not affect the
outcome. This property ensures consistent key derivation regardless
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Table 2: Notation

Parameter H Content/Description

R 128 bit Random Number
SON 48 bit Sequence Number
AKMK || fi(rk,R)
RK,SK f(AK, SUTT)
MAC £ (MK, SONcNIIRISUCT)
CONC SONcN ® AK
AUTN < CONC,MAC >
SUTI Subscription Temporary Identifier
XRES* || KDF(RK, R[[gNB,, )
HxRES® || SHA256(R||xRES*)
HK,Ksgar || KDF(SK;R|[gNB, .. [ISONcN)
ek, tk f5(HK, 6)
HK* f3(tk,r)
ck, HK fs(HK*, t)
ck, Cy ECIES public and private keys
T atagT €T

of potential message reordering or loss, further strengthening the
robustness of the key update mechanism.

6.1.1 Integration of PGUP AKA Protocol with 5G-AKA. 1t’s impor-
tant to highlight that the PGUP AKA protocol follows the same
message call flow as the current 5G-AKA protocol: identical mes-
sages delivered in the same sequence. The only difference is the
content of these messages. For network deployment, 5G can lever-
age Network Function Virtualization (NFV) capabilities, enabling
software-based updates to network components while minimising
hardware modifications for both base stations and UEs. This align-
ment demonstrates the seamless integration of the PGUP, AKA
protocol, into the 5G environment.

6.2 Universal Handover (HO)

This protocol is triggered when a UE’s current base station (SgNB)
can no longer serve it, or when a more suitable base station (TgNB)
is discovered. In such cases, the SgNB executes the process of hand-
ing over the UE. Below, we present a detailed description of the
sequence of messages essential for the HO protocol, as illustrated
in Figure 4.
Step 1: SgNB — TgNB/UE : [Cgs, C, a] /[Cug, 1]
This step begins when SgNB sends a HO request and notification
to TgNB and UE, respectively. First, SgNB generates encryption
and temporary keys (ek & tk) from a nonce 6 and HK (generated
during the initial authentication protocol) using f5(-). Next, SgNB
randomly samples (r, a) and then uses the temporary key tk and
r to update the HK using f3(-). Additionally, SgNB generates a
session key sk using KeyGen() algorithm. These keys encrypt all
user information maintained by the SgNB and are used to send
the ciphertext to the UE and TgNB. Specifically, the encryption
key (ek) is used to encrypt SUCI|SQNgo using AEAD.ENC(-),
generating Cyg, where H is a protocol-specific header containing
fixed information or a predefined string. Whereas, the session key
(sk) is used to encrypt SUCI|SQNyo |HK*, generating Cps. SgNB,
using the Base Key (BK) shared between base stations before-
hand, then wraps the session key using PKW.Wrap(BK, T, a, sk),
generating C. Finally, SgNB punctures BK on a tag T and sends
the HO request (Cgs, C) to the TgNB and HO notification (Cyg)
to the UE.
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UE gNB Core Network
K, SUPL, SONyg NB K,SUPL SUTI
SUTLgNB,,., 8% name SQNew; skon

Co, ck — Encaps(pkcn)

Generate: A —; {0,1}"

SUTI* « SHA256(SUTL A)

T 5 PKW*.T°

C; < Enc(SUTI) ek

Cy — PKW* Wrap(K, T, Gy||C;, SUTT*[|A)
rk « PKW*.Drv(K, T, G||Cy)

K* « PKW*.Punc(K,T)

SUCI « [Gy] ¢k « Decaps(sk, Co)

SUCL ID,
E [Pl pow ok e

SUTETA — PKW*.Unwrap(K. T, ColIC1, C2)
K* — PKW*.Punc(K,T)
Check:SUTI" = SHA256(SUTL A)
Update:SUTI « SUTI"
Generate: R «; {0,1}"
AK, MK — f(rk,R)
RK,SK « fy(AK, SUTI)
MAC « f;(MK, SQNcx|[R[ISUCT)
CONC «— SQNcx ® AK
AUTN « (CONC, MAC)
R’ « AEAD.Enc(ck, ®, AUTN, R)
XRES® — KDF(RK, R|[gNB,,..)
HXRES* « SHA256(R ||xRES*)
HK, Kspar < KDF(SK;R||gNB,,,,,.[ISONcN)
SQNcx — xSQNew + 1
[ R, AUTN, HxRES", Ksgar, HK |
———————————————

ms

my
R « AEAD.Dec(ck, ®, AUTN,R)
xCONC,xMAC « AUTN
AK, MK « fi(rk,R)
SQNcN « xCONC & AK
MAC « f;(MK, SQNcx||R|ISUCT)
Check: xMAC = MAC

SONyE < xSQNex

SQNcn — xSQNew + 1
RK,SK « fi(AK, SUTI)
RES* — KDF(RK, R[|gNB,

name)

HK, Ksgar < KDF(SK; R||gNB, ... I[FONcx)
abort if SHA256(R || xRES®) # HxRES"

abort if xRES* # RES*

successful authentication

Sync. failure
AK*, MK* « f(rk,SQNy|IR)
MAC* « f(MK*,SQNug|IR)

Sync-Failure, AUTS

CONC* «— SQNyg ® AK" m
AUTS « (CONC*, MAC")

Sync-Failure, AUTS, R, SUCI
——————————

s Parse AUTS as
(AK*, MAC*, SQNyg)

(checkMAC* « f*(K, SQNykl|R))
SONex — SONyE + 1

Mac-Failure

my

Figure 3: PGUP AKA Protocol

Step 2: TgNB — UE : [HOges]

Upon receiving the HO request (Cps, C) from the SgNB, TgNB
retrieves sk by unwrapping C using BK. TgNB then uses sk to
decrypt Cps and retrieve the UE’s information with the updated
handover key (SUCI||SQNgo||[HK™). Next, TgNB punctures BK
on tag T and checks if SQNp is less than the threshold n. If
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the condition holds, TgNB increments SQNgo by one and then
randomly samples ¢ to update the handover key HK, generating
ck and HK. The ck is then used to encrypt the UE’s information
using the AEAD encryption algorithm (AEAD.Enc(ck, t, H, SUCI
[ISONF0)).

Step 3: Upon receiving the HO notification (Cyg) from the SgNB,
UE generates encryption and temporary keys (ek&tk) from a
fixed nonce 0 and HK (generated during the initial authentication
protocol) using f5(-). Then UE uses the temporary key tk and r
to update the HK using f3(+). Next, UE decrypts Cyg using ek
and checks if his information matches and the SQNp( is less
than the threshold n.

Step 4: Upon receiving the HO response from TgNB, the UE
updates the handover key HK*, generating ck and HK. The ck
is then used to decrypt HOg,s using the AEAD decryption algo-
rithm. The UE then checks if the decrypted information matches
its own records.

Step 5: Threshold [SQNpo > n] In case the roaming user ex-
ceeds the handover threshold (i.e., a user has executed the HO
protocol y times, where SONgo =y and y > n), the UE resets the
handover sequence to zero, setting SQNgo = 0. Similarly, TgeNB
also resets SQNpo, but first checks with the CN if the user is
revoked. If the user is revoked, Steps 2 and 4 will not be executed,
and the session will be aborted.

6.2.1 Integration of PGUP HO Protocol with 5G-AKA. Here, we
demonstrate the seamless integration of the PGUP HO protocol
into the existing 5G-HO protocol, as illustrated in Figure 5. The
call flow depicted in blue font in Figure 5 outlines precisely where
PGUP HO messages can be incorporated without necessitating
any infrastructural adjustments. It’s worth noting that the figure
does not include revocation messages from the PGUP HO protocol,
as 5G currently lacks efficient handover support. Unless the 5G
group deliberates about incorporating revocation checks, our revo-
cation mechanism cannot be deployed. However, aside from this
consideration, the PGUP HO protocol can be effortlessly integrated
into the current 5G-HO protocol without requiring any additional
infrastructure or modifications.

7 Security Framework and Analysis

In this section, we formalize the security features of the proposed
PGUP scheme, which aligns with the key exchange models pre-
sented by Bellare-Rogaway [7]. These models essentially represent
the security of a key exchange protocol through a game played
between a probabilistic polynomial-time (PPT) adversary A and
a challenger C. The adversary succeeds in the game by causing
a winning event (such as breaking authentication or anonymity)
or by terminating and correctly guessing a challenge bit b (result-
ing in breaking key indistinguishability). To articulate notions of
user unlinkability, we employ the framework developed by Khan
et al. [15], while the eCK framework [18] is utilized to capture key
indistinguishability (KIND).

7.1 Execution Environment

Here, we outline the common execution environment for all secu-
rity games. Our analysis involves three distinct games that evaluate
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ek, tk « f;(HK, 0)

HK* « f5(tk,r)

Decrypt:

SUCI, SQNpo < AEAD.Dec(ek,r, H, Cyg)

Check:
SONHo < n?

SONHo < SONpo +1

ck, HK

UE SgNB TgNB Core Network
K, SUPIL, SONHo K, SUPI,
’gNBname’ HK ‘ sgNBnume’HK’ BK ‘ ‘ TgNBname’ BK SQNHO
Generate: ek, tk — f5(HK, 0)
r,a < {0,1}"
HK* « f(tk,r)
sk <3 KGen()
Cyg < AEAD.Enc(ek, r, H, SUCI||SONs0)
Cps « AEAD.Enc(sk,a, H, SUCI||SQNgo||HK*)
— Hr(Cgs
C « PKW*.Wrap(BK, T, a, sk)
BK’ — PKW*.Punc(BK, T)
T « Hr(Cps)
Generate: sk < PKW*.Unwrap(BK, T, a,C)

[SUCI|ISONkol|[HK*] < AEAD.Dec(sk, a, H, Cgs)
BK’

HOges:[AEAD.Enc(ck, t, H, SUCI||SONyo)]

«— PKW*.Punc(BK, T)
Check:
SQONpo < n?

if SQNyo > n
SUCI, TgNB ..,
—_—

Get SUPI from SUCI
Check SUPI ¢ RL

SONHo < SQNpo +1
Generate: t < {0,1}"
ck, HK « fs(HK*, t)

«— fs(HK*,t
Decrypt:Hfz)(Res )
Check: SQNyo =?SQNHo

SUCI =SUCI?

Figure 4: PGUP Handover protocol

various aspects of a key exchange protocol, including mutual au-
thentication, key indistinguishability, and unlinkability.

In these games, the challenger C oversees a singular CN, orches-
trating multiple instances of the key exchange protocol I, as well as
(up to) np users UE, ..., UE,, (representing users engaging with
the CN) and systems gNB,, ..., gNB,,  (representing gNBs interact-
ing with the CN). Each user and system may potentially run up to
ns executions of protocol II. We simplify notation by using 7} to
denote the s-th session owned by party i and as a reference to the
state maintained by that session. Furthermore, we introduce the
state maintained by each session:

id € {1, ...,np}: Index of the session owner.

p € {UE, gNB, CN}: Role of the session.

s € {1,...,ns}: Index of the session.

sid € {{0, 1}, L}: Session identifier, initialised as L.

pid € {1,...,np, L}: Partner UE identifier (L if p = UE).

gid € {1, .., np, L}: Partner gNB’s identifier.

msg; € {{0,1}", L}: Messages sent by the session to the partner
session with role p.

msgf € {{0,1}*, L}: Messages received by the session from the
partner session.

k; € {{0,1}*, 1}: Long-term CN/UE symmetric-key.

k € {{0,1}*, 1}: Established session key.

a € {in-progress, accepted, L }: Session status.

it € {{0,1}*, L}: Secret internal state of the session.

The challenger, generating long-term symmetric and asymmetric-
keys for each party, samples a bit b randomly. Now A has the ability
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UE SgNB TgNB CN
Measurement Report
HO required
HO request
HO ACK
HO command
HO command ACK
RCC configuration Cps,C.a
Cug.r uplink RAN status

downlink RAN status
RACH on Target

HOReq
RCC configuration complete

HO notify

Figure 5: PGUP 5G-HO compatibility

to interact with C through adversary queries. The adversary has
the capability to inject, modify, drop, delay, or delete messages as
desired, accomplished through Send queries. Our models empower
A to initiate UE and gNB sessions owned by specific parties. Addi-
tionally, A has the authority to compromise the long-term secrets
of sessions using Corrupt queries, session keys through Reveal
queries, and the internal state of sessions via StateReveal queries,
as detailed below.

Adversarial queries. Here we describe queries that enable ad-
versary A to interact with C throughout the execution of the ex-
periments. The availability of these queries to the adversary may
vary across different security games:
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e Create(i,s, p): initiates a new UE or gNB session (denoted ;)
such that }.id =i and 77.p = p.

e Send(m, i,s, p) — m’: transmits message m to 7} where 7{.p =
p. 7] processes m and may output a new message m’.

e CorruptLTK(i) — k;: exposes the current shared long-term
key K of UE; and CN.

o CorruptASK(i,p) — sk: exposes the long-term asymmetric
keys of party p = CN (if p = UE/gNB return L), returning skcn.

e CorruptBK(i, j): exposes the current shared key BK of SgNB
and TgNB.

o StateReveal(i, s, p) — 7;: reveals the internal state of 7] where
w.p =p.

e Reveal(i,s, p) — k: reveals the session key k computed during
session 7r; where 77.p = p.

o Test(i,s,p) — kp (Exclusive to the KIND security experi-
ment): If Test has been previously issued, 7.0 = accepted,
or if it does not satisfy the cleanliness predicate clean™ , as in
Definition 10, then C returns L. Otherwise, C sets kg < ﬂis.k,
and k; < {0, 1}*, subsequently returning k; to A (where b was
sampled by C at the beginning of the experiment).

o Test(s,i,s’,i") — m (Exclusive to the Unlink security experi-
ment): Empowers (A to participate in the Unlink security game.
Upon receiving a Test(s, i,s",i") query, C initializes a new session

mp (Where my = 77 and 7 = nis,'), and both [clean™ = clean™ =
true] (see Definition 11). The issuance of a Test query by A is
only permissible if there is no session 7.« # in-progress where
n.id = i/i’. C will respond to any Send(m, i,

s, UE) or Send(m, i’,s’, UE) queries with L until .o # in-progress.

e SendTest(m) — (m’) (Exclusive to the Unlink security ex-
periment): Empowers A to transmit a message m to 7, subse-

quent to issuing Test. C responds with a L if 7r,.a # in-progress.

7.2

To determine which secrets the adversary can compromise without
trivially breaking the security of our scheme, it is crucial to define
how sessions are partnered and whether those sessions meet the
criteria of being clean. Fundamentally, partnering ensures that we
can trace significant sessions back to other corruptions induced
by A, while cleanness predicates establish which secrets A is not
authorised to compromise. Traditionally, matching conversations
are employed in the BR model [6], and the eCK-PFS model refines
this concept to origin sessions. However, these partnering meth-
ods prove insufficient for our scenario, where the gNB essentially
relays messages between the UE and the CN. Consequently, two
challenges arise: we must capture the messages that UE authenti-
cates to the CN, and we also need to address the fact that the gNB
sends messages to two parties, neither of which precisely matches
the gNB’s transcript. To tackle these challenges, our approach is
to redefine the matching conversation, which we call it matching
subsets to handle our scenario better and to encompass the subset
of messages authenticated between the gNB and both the CN and
the UE.

DEFINITION 5 (MATCHING SUBSET). Consider S C T to denote
that all strings s in the set S are substrings of T. A session 7 is deemed
to have a matching subset with another session ﬂ]t- under the following

Matching Conversations

conditions:
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o (nf.msg7 C mi.msg;), (m}.p # 7i.p) and (n}.p = 7, 7}.p = 0)
e (wj.msg} C m;.msq7)
e (wj.msg; # L) or (n}.msg] # L)

We denote sessions with matching subsets as matching sessions.

7.3 Mutual Authentication(MA-Security)

In this section, we describe the main objective of A in the MA secu-
rity game and explain the queries available to A. The experiment
Explly\[’/:’;’]:?’lﬂ () unfolds in the interaction between a challenger C
and an adversary A. Commencing the experiment, C generates
long-term asymmetric keys for the CN, alongside long-term sym-
metric keys for each user UE; (where i € [np]), and sampling a
random bit b. Subsequently, C interacts with A through queries
such as Create, Send, CorruptLTK, CorruptASK, StateReveal,
and Reveal. A wins (resulting in Expr"?ﬁp‘ns’ (4) outputting 1) if
the adversary induces a clean session to accept (setting ;.o «
accepted) and if no matching subset session 7 exists.

We now delve into the description of our cleanness predicates. In
the initial authentication protocol, if a session (owned by CN or UE)
accepts without a matching subset, A wins only if they haven’t
compromised: The state of any matches, or both the long-term
shared key of the UE partner and the long-term asymmetric-key of
the CN.

DEFINITION 6 (INITIAL AUTHENTICATION CLEANNESS). A session
m; in the MA experiment described above is cleany, if the following
conditions hold:

(1) StateReveal(i, s, 7r; .p) has not been issued and for all sessions n]t.

such that 7t

is a matching subset of 77 StateReveal(j, t, ﬁ]’..p)
has not been issued.

(2) If (n;.p = gNB) or (rr;.p = CN), and there exists no (j,t) € np X
ns such that ﬁ]t. is a matching session of r;, CorruptLTK(r} .pid)
have not been issued before i} . = accepted.

(3) If ni.p = UE, and there exists no (j,t) € np X ns such that n; is
a matching session of rr;, CorruptLTK(i) or CorruptASK(CN)
have not both been issued before rr].a = accepted.

DEFINITION 7 (HANDOVER CLEANNESS). A session 77 in the MA
experiment described above is cleany if the following conditions hold:
(1) StateReveal(i,s, 7r;.p) has not been issued and for all sessions 71’;

such that 71']’. is a matching subset of n; StateReveal(},t, ﬂ;.p)
has not been issued.

We assert that a protocol IT is considered MA-secure if no prob-
abilistic polynomial-time (PPT) algorithms A capable of winning
the MA security game against a clean session with a non-negligible
advantage. We formalise this notion below.

DEFINITION 8 (MUTUAL AUTHENTICATION SECURITY). Let IT
be a key exchange protocol, and np,ns € N. For a given cleanness
predicate clean, and a PPT algorithm A, we define the advantage of

A in the mutual authentication MA game to be: AdvI’E’[‘A’Clean 1) =
.np.ns, A
|Pr[Epr"£ﬁ;f’l::’$ (A) = 1] — 1|. We state that I1 is MA-secure if, for

all PPT A, AdeA’deanﬂ (4) is negligible in security parameter A.

ILnp,ns
THEOREM 1. MA-security of PGUP Initial Authentication.

PGUP AKA protocol depicted in Figure 3 is MA-secure under the
cleanness predicate cleany in Definition 6. For any PPT algorithm
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A, Advrl\;\’/:’:!l::]’l; () is negligible assuming the security of PKW™,

AEAD, MAC, ECIES and KDF schemes ™.

THEOREM 2. MA-security of PGUP Handover. The PUGP HO
protocol depicted in Figure 4 is MA-secure under the cleanness predi-
cate in Definition 7. For any PPT algorithm A against the MA experi-
IA?QISIZ?I}I (1) is negligible assuming the security of PKW*,

AEAD, MAC, ECIES and KDF schemes!.

ment, Adv

7.4 Key Indistinguishability (KIND-Security)

Here, we describe the main objective of A in the KIND security
game and explain the queries available to A. The experiment
Ex IKI';’E;LC‘;(‘ (A) unfolds the interactions between a challenger C
and an adversary A. At the onset of the experiment, C generates
long-term symmetric keys for the CN and each user UE,; and each
gNB; (where i € [np]), samples a random bit b < {0, 1}, and sub-
sequently engages with A through the queries detailed below. At a
certain juncture, A issues a Test(i, s, p) query and either receives
77 .k or a random key from the same distribution (based on b). A
concludes its interactions, produces a guess b’, and secures victory
noelets (4) outputting 1) if b’ = b.

We assert that a protocol IT is considered KIND-secure if there
are no probabilistic polynomial-time (PPT) algorithms A capable
of winning the KIND security game against a clean session with a

non-negligible advantage. We formalise this notion below.

(resulting in Exp

DEFINITION 9 (KEY INDISTINGUISHABILITY). Let II be a key
exchange protocol, and np,ns € N. For a given cleanness predicate
clean, and a PPT algorithm A, we define the advantage of A in
the key indistinguishability KIND game to be: Advi'ND<lean (7) —

ILnp,ng, A
|Pr[EprKI!:E’;:*;:()L) =1] - %|. We say that I1 is KIND-secure if, for
all PPT A, Advﬁ!sgﬁz";{‘(l) is negligible in the parameter A.

DEFINITION 10 (CLEANNESS PREDICATE). A session m; in the
KIND experiment described above is cleany, if conditions (1,2,3) hold,
and is cleany if conditions (1,2,4) hold:

(1) Reveal(i,s, p) has not been issued, and if a matching session

ﬂ]t. exists, Reveal(j,t, njf.p) has not been issued.

(2) The query StateReveal(i,s, p) has not been issued and for
all j,t such that 71'; has a matching conversation with r;,
StateReveal(j, t, n]‘f.p) has not been issued.

(3) Ifthereisno (j,t) € np X ng such that n} is a matching subset
for 7}, CorruptLTK(i) and CorruptASK(r;.pid) have not
been both issued before m;.0 = accepted.

(4) CorruptBK(i, j) has not been issued before 7r; .x = accepted.

THEOREM 3. KIND-security of the PGUP scheme . The pro-
posed scheme, as shown in Figures 3 and 4, are considered KIND-
secure and supports PFS, provided that it satisfies the cleanness predi-
cate described in Definition 10. In other words, for any PPT algorithm
A attempting to breach the KIND experiment, the probability of suc-
cess is negligible. This holds true under the assumption PKW™*, AEAD,
MAC, ECIES and KDF security are all maintained’.

TThe security analysis of all theorems are provided in the appendices
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7.5 Unlinkability (Unlink-Security)

Here, we describe the main objective of A in the Unlink secu-

rity game and explain the queries available to A. The experiment

Ex Unlink,clean
ILnp,ng, A

and an adversary A. Commencing the experiment, C generates

symmetric keys for the CN as well as for each user UE; and each
gNB; (where i € [np]). Subsequently, a random bit b is sampled
from {0, 1}, and C engages with A through the specified queries be-
ﬁn’:rl;;lf;“().) outputting 1) when
it successfully concludes, producing a guessed bit b’ that aligns
with the initially chosen bit b.

Adversary Queries In this Unlink game, we consider the A has
access to several queries including Create, Send, CorruptLTK,
CorruptASK, Reveal, StateReveal, Test, and SendTest. In con-
trast to the KIND game, the Test query in the Unlink scenario
enables the adversary to initiate one of two sessions based on a
bit b randomly chosen by the challenger. Additionally, SendTest
allows the adversary to engage with that session without disclosing
its ownership. We now proceed to define our cleanliness predicate
for the unlinkability game. This predicate is identical to the cleany4,
as previously defined in 6.

(A) unfolds in an interaction between a challenger C

low. The A wins (resulting in Exp

DEFINITION 11 (CLEANNESS PREDICATE). A session 7} in the

Unlink experiment is clean if the following conditions hold:

(1) StateReveal(i,s, 7r;.p) has not been issued and for all sessions 71';
such that 7% is a matching subset of xi StateReveal(j,t, ﬂ;.p)
has not been issued.

(2) If (m}.p = gNB) or (r;.p = CN), and there exists no (j,t) € np X
ns such that ﬂ]t. is a matching session of r;, CorruptLTK(; .pid)
have not been issued before r;.x = accepted.

(3) If w7 .p = UE, and there exists no (j, t) € np X ng such that ﬁ]t. is
a matching session of 7], CorruptLTK(i) or CorruptASK(CN)
have not both been issued before n.a = accepted.

THEOREM 4. Unlink-security of the PGUP scheme . The pro-
posed scheme, as shown in Figures 3 and 4, are considered Unlink-
secure and supports PFP, provided that it satisfies the cleanness predi-
cate described in Definition 11. In other words, for any PPT algorithm
A attempting to breach the Unlink experiment, the probability of
success is negligible. This holds true under the assumption PKW™,
AEAD, MAC, ECIES and KDF security are all maintained’ .

8 Evaluation and Comparison

In this section, we provide a comprehensive performance analysis
of the proposed PGUP scheme. The evaluation is divided into three
main components. First, we analyze the computational overhead of
the cryptographic operations used to design our proposed protocol
and assess their combined impact on the overall performance of
the scheme. Next, we evaluate the PGUP scheme’s performance
through real-time implementation simulations using the OpenAir-
Interface framework. Finally, we assess the proposed PKW™* scheme
and conduct a comparative analysis with the original PKW imple-
mentation.
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Figure 6: PGUP Testbed

8.1 Evaluation of Cryptographic Operations on
Phone-based Testbed

8.1.1 Experimental Setup. To evaluate our PGUP scheme against
conventional 5G-AKA and HO protocols, we established a testbed,
as shown in Figure 6, simulating network entities (CN, gNB). We
used a Dell Inspiron (i7 core, 2.30GHz CPU, 16.0 GB RAM) for the
network entities and an Android-10 smartphone (octa-core 1.8GHz
Quad-Core ARM Cortex-A55, 2.7GHz Quad-Core Mongoose M3,
6GB RAM) for the UE. Cryptographic operations were implemented
using Java Cryptography Extension (JCE) [25]. We analyzed both
computational and communication costs, considering factors such
as propagation and transmission time, message dimensions, and
network data rates. Following 3GPP specifications [1], we used 25
Mbps uplink and 50 Mbps downlink rates for a wide-area scenario.
Propagation delay was calculated using a wave speed of 3 x 108m/s
and a maximum 5G cell size of 200 m, resulting in a 0.67 ys delay.

To measure the communication cost for the PGUP scheme, we
aligned cryptographic element sizes with 5G specifications where
possible, balancing security and efficiency. The SUTI is 8 bytes,
while its hashed version, SUTI", is 32 bytes, consistent with the
SHA-256 output. The A parameter, occupying 4 bytes, provides
anonymization for the SUTL The puncturable key wrapping tag is
16 bytes. For ECDH key exchange (used in ECIES), C, (public key) is
91 bytes, typical for a 256-bit ECDH key. The C; parameter is 8 bytes,
while C, totals 163 bytes, comprising 64 bytes of ciphertext (12-byte
nonce, 36-byte encrypted message, 16-byte authentication tag) and
99 bytes of associated data. Adhering to 5G specifications, AUTN,
RES, and R are each 16 bytes. R’, another ciphertext with AD, is 32
bytes. Both Cyr and HO,.s mirror C, at 163 bytes. These carefully
chosen sizes balance security requirements, 5G compatibility, and
efficient communication in our PGUP scheme.

8.1.2 Performance Results. Table 3 shows the mean time, based
on 100 experimental runs, required for executing the initial au-
thentication and HO protocols, capturing the total time required
for protocol execution at both the User Equipment level (Tyg) and
the system level (Tsy) (i.e., gNB and CN). In terms of computa-
tion, PGUP’s AKA protocol shows increased computational costs
compared to Conventional-5G, it offers improvements in handover
operations. PGUP’s HO protocol notably demonstrates an 85.5%
reduction in UE-level computational cost (0.342 ms vs 2.366 ms for
Conventional-5G). This substantial reduction is achieved through
optimized cryptographic operations, where PGUP requires fewer
and lighter cryptographic computations at the UE side compared to
the multiple encryption and decryption cryptographic operations
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Cost

Comp.cost(ms)

Comm.cost(ms) ‘

Schemes Entity AKA HO Link  “yka O
Tyr 2030 (:0.004) 2366 (£0.004) | UP 002764 004358
Conventional-5G [1] | Tope _ 1.091 (£0.003) _1640(x0.004) | Down 0.00646 _ 0.04067
Total 3.12 3.97 Total 0.0341 0.08425
F— Tur  7.01(x0.07) 0342 (x0.002) | UP  0.05862 0
Toye  324(003) 4810 (£0.050) | Down 0.008349 0.0535
Total 1024 5.152 Total 0.066969 0.0535

‘ UE: User Equipment, Sys:System ‘

needed in conventional 5G-HO. This improvement particularly ben-
efits user equipment with limited resources, such as processing
power and memory. In terms of communication costs, PGUP’s HO
protocol achieves a 36.5% reduction in total communication cost
(0.0535 ms vs 0.08425 ms for Conventional-5G). A key advantage
of PGUP’s HO protocol is eliminating uplink communication costs,
which can significantly reduce network load during handover oper-
ations. The confidence intervals, represented as mean + margin of
error in Table 3, for the computation costs in the PGUP and 5G-AKA
HO protocols were calculated based on 100 experimental runs at
a 95% confidence level. The results indicate reliable precision and
controlled variability across experiments, suggesting consistent
performance in the PGUP scheme. For example, the confidence
interval for Ty in the PGUP AKA scheme was [6.94, 7.08] ms, and
for Tsys in the PGUP HO scheme, it was [4.76, 4.86] ms.

Next, we analyzed the battery consumption of the UE for both the
Conventional 5G and PGUP schemes. The communication energy
consumption for both schemes in the AKA protocol was similar, as
PGUP follows the same message flow and message sizes as 5G AKA,
resulting in a total of 131.6 yJ for transmitting m, (SUCI, 163 bytes)
and receiving ms (R + AUTN, 32 bytes) and m4 (RES, 16 bytes). For
the HO protocol, the PGUP scheme requires 114.8 yJ for receiving
two messages of 163 bytes each, Cyr and HORges. For computation,
the energy consumption differs between the two schemes. In the
Conventional-5G scheme, the AKA protocol required 1.55 mJ, and
the HO protocol consumed 1.80 m]J. In contrast, the PGUP scheme
consumed more energy in the AKA protocol (5.34 mJ) due to addi-
tional security features but required significantly less energy for
the HO protocol (0.26 mJ), demonstrating a clear optimization for
frequent handovers. These results highlight a trade-off in PGUP:
while it incurs a higher initial computational and communication
cost during AKA, it reduces the energy burden during subsequent
HO processes, making it suitable for dynamic 5G environments.
These results suggest that PGUP offers substantial improvements
in handover efficiency, particularly beneficial for UE performance
and network load management during frequent handovers in 5G
networks. The increased computational cost for AKA may be justi-
fied by enhanced security features, making PGUP a viable option
for scenarios requiring robust protection against emerging threats
in 5G networks.

8.2 Evaluation Results with SDR-based Testbed

In this section, we provide the details of the simulation analysis
based on the real-world 5G testbed.

8.2.1 System Configuration. As shown in Figure 7, to imple-
ment a proof of concept (PoC) and evaluate the proposed PGUP
scheme, we constructed a comprehensive testbed environment
utilizing an ASUS laptop with an i9 processor and 16 GB RAM,
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System (CN)

Generating PGUP Message m@.
Generating SUPI.

Generating data using PKW+.

Figure 7: (Top) 5G Testbed Setup, and (Bottom) Log From UE.

operating on Ubuntu 22.02. This setup includes two USRP B210
software-defined radios (SDRs) interfaced with the laptop. We use
the OpenAirInterface (OAI) 5G stack, a widely used open-source
platform, to establish a 5G network comprising the UE, 5G gNB,
and core network components. To implement our customized au-
thentication protocol within the 5G architecture, we extended and
modified the OAI code across the core network, gNB, and UE stacks".
In this configuration, one USRP operates as the gNB, while the sec-
ond USRP emulates a UE, both connected to the same laptop.
8.2.2 Performance Results. In this experiment, we present a
comprehensive, end-to-end evaluation of our proposed scheme on
the testbed, designed to measure the total latency of the proto-
col within a real-world 5G environment. The primary objective
of this experiment is to assess and compare the latency incurred
by our proposed PGUP-AKA scheme with the 5G-AKA protocol.
The collected data, summarized in Table 4, highlights the latency
differences and performance characteristics observed under real-
world conditions. According to Table 4, our proposed PGUP-AKA
scheme takes 1.38s while the conventional 5G-AKA takes 1.35s.
The results we received were based on 30 experimental runs at a
95% confidence level. We can notice that there are some differences
between the SDR-based results and the phone-based results. This
is because the end-to-end latency can be decomposed into compu-
tational costs (the cryptographic operations), communication costs
(data transmission), and all additional delays occurring across the
UE, gNB, and CN interfaces.

Table 4: End-to-End SDR-based comparison.

Scheme PGUP-AKA | Conventional 5G-AKA
End-to-End Time 1.38s 1.35s
Confidence Interval | [1.34, 1.41] [1.31, 1.39]

8.2.3 Statistical Analysis. The experimental results indicate that
PGUP achieved a mean of 1.38 with a standard deviation of 0.096,
while conventional 5G exhibited a mean of 1.35 with a standard
deviation of 0.112. To assess the statistical significance of the ob-
served difference, a two-sample t-test assuming unequal variances
was conducted, yielding a p-value of 0.328. This result suggests
that the difference is not statistically significant under conventional
thresholds (e.g., p > 0.05). Additionally, the 95% confidence intervals
for PGUP and conventional 5G were [1.34, 1.41] and [1.31, 1.39],
respectively, showing substantial overlap. These findings indicate
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no statistically meaningful difference between the two schemes
under the current sample size. This clearly demonstrates that the
proposed PKW* introduces minimal computational overhead. In a
nutshell, here we argue that our enhanced protocol archives all the
objectives as discussed in Section 5.2 with minimal additional cost.

8.3 PKW=+ Performance

In addition to comparing PGUP with conventional 5G protocols, we
also evaluated the performance of our new PKW™* scheme against
the original PKW *. Table 5 shows the execution times for key
algorithms in both schemes.

Table 5: Performance comparison of PKW and PKW+

Function PKW (ms) | PKW+ (ms) | Difference (%)
Wrap() | 1.190 (0.006) 1.21(0.03) +2.12%
Unwrap(.) 1.14 (£0.03) 1.2 (£0.1) +8.58%
Punc () 2.8 (x0.1) 2.8 (£0.09) +0.62%
DRV() 0 | 0.005 (x0.001) N/A
Total 5.08693 5.23248 +2.86%

As shown in Table 5, PKW* introduces a slight overhead com-
pared to the original PKW, with a total increase in execution time
of 2.86%. This minor performance cost is primarily due to the addi-
tion of the Drv function and small increases in Wrap and Unwrap
times. However, the enhanced security features provided by PKW*,
including improved key separation and reduced risks associated
with key reuse, justify this modest performance trade-off. Notably,
the Punc algorithm has not been modified in PKW*, and its slight
increase is not directly related to the new features implemented in
PKW*.

9 Conclusion

This paper introduced Pretty Good User Privacy (PGUP), a novel
symmetric-based scheme addressing critical security and privacy
vulnerabilities in current 5G-AKA and 5G-HO protocols. As the first
standalone symmetric-based solution achieving PFS, PFP, user un-
linkability, SRM, and seamless UHO, PGUP represents a significant
advancement in 5G security. Key contributions include the develop-
ment of PKW™*, a new variant of Puncturable Key Wrapping tailored
for 5G, a comprehensive formal security analysis demonstrating
PGUP’s robustness, and comprehensive performance analysis.
However, there are two limitations of the proposed PGUP scheme.
First, the PGUP HO protocol provides additional revocation checks
that current 5G networks do not support. Until 5G incorporates
efficient handover support and implements revocation checks, our
proposed PGUP handover scheme will be challenging to apply in
5G networks. Another limitation of this work is that while PGUP
achieves PFP and PFS using symmetric-based cryptography, neither
the scheme nor its security model considered post-compromise
attacks, offering the potential for future enhancements against
post-compromise attacks. Despite these limitations, which we will
consider as future work, PGUP’s design maintains conceptual align-
ment with existing 5G protocol structures, facilitating potential
integration with minimal modifications to existing infrastructure.

*The source code for PKW* and OpenAirlnterface implementation described in this
paper can be accessed from here https://github.com/YYangNUS/PETS_PGUP.
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Appendices

A  PKW?* Security

In accordance with the work of Rogaway and Shrimpton [22],
we adopt the concept of "DAE security" (deterministic authenti-
cated encryption), which combines confidentiality and integrity
notions. They demonstrate that this combined notion is equiv-
alent to two separate notions in their context, as well as in au-
thenticated encryption overall. Here, we extend this finding to the
PKW™* context and formally validate that a similar equivalence
exists for our forward security notions. Our combined confiden-
tiality and integrity framework, outlined in Figure 9, captures
ind$ — cca and KIND. It also ensures forward security, meaning
that confidentiality assurances persist even after compromising
the secret key, provided it has been appropriately punctured be-
fore corruption to prevent trivial wins. Our combined security
notion (confidentiality and integrity) is tailored to the PKW* set-
ting. In-game GL“:\i,jcca(ﬂ), the adversary A9 has access to a set of
algorithms Q = {New, Wrap, Wrap$, Unwrap, Punc, Drv, Corrupt},
Wrap$, which, given a key index i, a tag T, additional data AD,
and a message m chosen by the adversary, responds with either a
legitimate wrapping of m under the secret key sk; or a random bit-
string of length |m|. Similarly, the adversary can use real wrappings
and key derivation, i.e. Wrap, Unwrap&Drv, without the need for
puncturing through an additional oracle Wrap. However, in the
case of key indistinguishability (GE&R (A)), the adversary has
access to Q = {New, Wrap, Punc, Drv, Drv$}, where (Drv$) is chal-
lenge key deriving oracle, which, given a key index i, a tag T and
additional data AD, responds with either a legitimate wrapping
of k under the secret key sk; or a random bit-string of length |k|.
The idea behind this approach is to ensure forward security for
all messages wrapped using keys that have been punctured at the
time of compromise and to account for potential information leak-
age from unpunctured ciphertexts that the adversary gains insight
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UE gNB Core Network
SUPL SQNyg
NB, e X SONan
Co, ck «— Encaps(pkun
SUCI [Enc(5UPI)ck Co,idHN] 3 [SUCL gNB, 1 |
name
Get SUPI from SUCI
Generate: R < {0,1}"
AK « f5(K,R)

MAC « fi(K,SONun|IR)

CONC = SQNuy & AK

AUTN « (CONC, MAC)

XRES* — KDF(K.R||gNB,, )

HxRES" — SHA256(R||xKES)

HK, Ksgar < KDF(K; R||gNB, ;.. [|SONpn)
SONun — ¥SONuy + 1

RAUTN R AUTN, HxRES", Kszar

xCONC,xMAC « AUTN

AK « f5(K,R)

xSONiN — xCONC & AK

MAC « fi(K,SQNun|IR)

Check: xMAC = MAC
SQNyE < xSQNuN

SONyz « xSONgy + 1
RES* < KDF(K, R||gNB, ,..)
HK, Ksgar — KDF(K; RIZNB, ..., ISONin)

RES*
abort if SHA256(R||RES*) # HxRES*
RES*,SUCI
.
abort if xRES* # RES*
SUPI|

successful authentication

Sync. failure

MAC* «— f(K, SONykl|IR)
AK™  F(KR)

CONC* & SQNyr ® AK*
AUTS « (CONC*, MAC*)

Sync-Failure, AUTS

[ Sync-Failure, AUTS, R, SUCT |
————

Parse AUTS as

(AK*, MAC*, SONyE)
(checkMAC* — f*(K SONv£IIR))
SONiy « SONyg + 1

Figure 8: 5G-AKA Protocol

into during corruption. In other words, we aim to guarantee a de-
gree of independence among key wrappings produced with distinct
tags. The concept of forward security is implemented through a
corruption oracle Corrupt, allowing the adversary to compromise
the current version of a secret key sk;, provided that all tags used
in challenge queries under sk; must be punctured at the time of
corruption, as dictated by the puncturing oracle Punc. Furthermore,
in this context, we explicitly treat ciphertexts under punctured tags
as valid forgery attempts, even if they were previously produced by
Wrap. This ensures that once a tag is punctured, no ciphertext with
that tag will be accepted, providing a form of replay protection. The
adversary wins if he is able to create a ciphertext (along with a tag
and additional data) that was not generated by Wrap or for which
the tag was punctured through Punc, and that, upon unwrapping,
does not result in L.

DEFINITION 12 (PKW* CONFIDENTIALITY AND INTEGRITY). As-
suming PKW? is a puncturable key-wrapping scheme, we specify the
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New()

1: u++; sk, «— KGen()

2 Sp1us Sstus STus SDT 00
SspTu SsT.AD.CU — ¢

3 corrupt, « false

Wrap(i, T, AD, m)
1: if T € St; then
2 return L
3. end if
4: C < Wrap(sk;, T, AD, m)
5. if (C = L) then return L
& Sri < TiSpapci < T,AD,C
7: end if
8. return C

Unwrap(i, T, AD, C)

1: m — Unwrap(sk;, T, AD, C)

2. if (m # L)A(T € SpriA(corrupt = false)V
T,AD,C ¢ St.apc,) then

3 win « true

4 end if

5: return m

Game G:_’nléi\i;cca,KIND(ﬂ)
1: win « false

2 b {0,1}

3 ue—0

4 b —5 AQ()

s: return (b’ = b) V (win)

Wrap$(i, T, AD, m)
1: if (T € Sr,;) V (corrupt; = true) then
2 return L
end if
Cy < Wrap(sk;, T, AD, m)
if (C; = L) then
return L
end if
Co s {0,1}€
S5 St & T
10: return Cp

B

Corrupt(i)

1 if (Ss1; € Spri) A (Sspri € Spryi) then
2; return L

3. end if

Drv(i, T, AD) 4: corrupt,ke true
EEe—— : ref
1 if (T € Spr,) then > relurn ok
2 return . |Drvs . 7. AD)
3: end if 1 if (T € Spr,i) V (corrupt; = true) then
4: k < Drv(sk;, T, AD) 2 return L
5. if (k = L) then return L 3. end if
6  SprieT & ki < Drv(ski, T, AD)
7. end if 5. if (k; = L) then
8: return k 6 return L
Punc(i, T) 7 an if o1}k
8 X
1 ski — Punc(ski, T) o fs b
9 =
2 Spri T $DT.i» SDT.i s

10: return k;

Figure 9: PKW+ security

advantage for a PPT algorithm A has in terms of forward indistin-
guishability as:

ind$—cca,KIND
Advpy

©)

, where Gi,"}f\i/fca’KlND is defined in Figure 9. We say that PKW*
is (ind$ — cca, KIND) secure if, for all A, the advantage is negligible
in the security parameter A.

1
= 2Pr[ Gl N (A) = true] - |

A.1 Instantiation of PKW+

Here, we present the construction framework for a PKW* scheme,
illustrated in Figure 1. This framework utilizes an authenticated
encryption scheme with associated data (AEAD) to ensure the se-
cure encryption of messages. Each wrapping algorithm involves
a secret key, additional data (AD), a tag (T), and the message to
be wrapped. The AEADsecret key is generated by a key derivation
function (KDF), which takes as input a key produced by a pseudo-
random function (PPRF) and additional data (AD). The PPRF key
is, in turn, generated using the secret key and tag (T). Additionally,
the introduced derivation algorithm in PKW* (DRV()) utilizes the
key generated by the PPRF, combined with the wrap tag, as input to
the key derivation function (KDF), producing a new key for future
use. This design approach facilitates the forward security of secret
keys by puncturing the PPRF key, ensuring the unrecoverability of
ciphertexts.

Next, we demonstrate that, under specific attributes of the foun-
dational PPRF,AEADand KDFschemes, our design PKW™* [PPRF,
KDF, AEAD] attains both puncture invariance and consistency (as
per Theorem 5). Additionally, it achieves forward indistinguishabil-
ity contingent upon the inherent strength of the PPRF and ensures
the confidentiality of ciphertexts (Theorem 6).
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THEOREM 5. (PKW™ is consistent and puncture invariant) The
new key-wrapping scheme PKW*[PPRF, KDF, AEAD] illustrated in
Figure 1 is consistent, as specified in Definition 4. Furthermore, as-
suming the puncture invariance property of the PPRE, it follows that
PKW™*[PPRF, KDF, AEAD] also holds the property of puncture in-
variance, in accordance with Definition 3.

Proof: The puncture invariance of PKW*[PPRF, KDF, AEAD] is
a direct consequence of the puncture invariance inherent in PPRF.
The consistency of PKW* [PPRF, KDF, AEAD] is based on several
crucial components: Firstly, the correctness of PPRFguarantees that
its evaluation at a specific point remains unchanged even when
other points are punctured, ensuring that the KDFkeys derived
from a tag T remain unaffected by the puncturing of other tags.
Secondly, the security of KDFguarantee the robustness of the keys
generated for both AEADencryption and future processes, none of
which are influenced by the puncturing of other tags. Lastly, the de-
terminism of the encryption algorithm in the AEADscheme ensures
that the ciphertext relies solely on the inputs to AEADencryption.
Collectively, these factors conclusively establish the consistency
and puncture invariance of PKW*[PPRF, KDF, AEAD].

To accomplish this, we refer to the correctness definition of PPRF
in [8], which asserts that for every subset of elements in the domain
(Here, the tag space of PKW™* ) denoted as {T1, Ty, ..., T,} € T and
allT ¢ \(T3, ..., T,), the following holds:

Pr[Eval(sko, T) = Eval(sk,, T)|sko <5 PPRF.KGen()] =1 (6)
where sk, is derived by executing sk; < PPRF.Punc(sk;_1, T;)
for i € {1,...,n}. Now, to ensure consistency, the requirement
precisely states that for all AD € AD and allm € M,
Pr[Wrap(sko, T, AD, m) = Wrap(skp, T, AD, m)|
skop <3 KGen()] =1 (7)

Thanks to PPRFcorrectness this condition is satisfied for PKW™* [
PPRF, KDF, AEAD], as per the definition of the construction, where:

(1) PKW*.KGen() := PPRF.KGen()

(2) PKW*.Punc(sk, T) := PPRF.Punc(sk, T)

(3) PKW*.Drv(sk, T, AD) := KDF(PPRF.Eval(sk, T), AD)

(4) PKW™*.Wrap(sko, T, AD, m) :=
AEAD.Enc(KDF(PPRF.Eval(sko, T), AD), T, AD, m) =
AEAD.Enc(KDF(PPRF.Eval(sk,, T), AD), T, AD, m)
= PKW*.Wrap(sky,, T, AD, m)

THEOREM 6. (PKW™* isind$ — cca secure) Consider the new key-
wrapping scheme PKW*[PPRF, KDF, AEAD] illustrated in Figure
1. For any adversary A attempting to compromise the ind$ — cca
security of PKW* [PPRF, KDF, AEAD], defined in 12, by querying or-
acles New, Wrap$, Wrap, Unwrap, Punc, Corrupt and Drv there ex-
ist corresponding adversaries (Bpprf, Braf, andBaeqq) that operate
approximately at the same time as A, such that:

ind—cpa
Ad PAA) < AdVppge(Bppr )+

Voiw+
AdVKDF (Bkdf) + AdVAEAD (Baeaa) (8)

Proof: To prove theorem 6, we divide it into two cases, de-
noted by Advpy,, . (4) and Advg: . (). In ¢;, we demonstrate that
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PKW™ ensures the integrity of ciphertexts by proving that the
probability of the adversary A winning in game G(ind$ — cca) is
negligible. Similarly, in ¢;, we establish that PKW* provides con-
fidentiality, ensuring that ciphertexts are indistinguishable from
random strings. As a result, the probability of the adversary A
correctly guessing the bit b in game G(ind$ — cca) is also negli-
gible. We then bound the advantage of A winning the game to:
Advinds e () < Advit L () + Adviz L (A).

Case 1: Let game Gy be equivalent to G(ind$ — cca), with the algo-
rithms of PKW*[PPRF; KDF; AEAD] implemented directly using
the underlying PPRF, KDF and AEAD schemes. We begin by exploit-
ing the forward pseudorandomness security property of PPRF and
substitute the output of PPRF keys with random keys. Subsequently,
in the following Game, we utilize the randomized PPRF keys gener-
ated previously to derive keys using PKW* .Drv(), arguing that the
resulting keys are indistinguishable from random keys. Next, we
exploit the unforgeability/ integrity security of AEAD ciphertexts
and substitute the output of ciphertext with random, and we argue
that the A has a negligible advantage of forging a valid ciphertext.
The reduction works as follows:

Game 0: This the original game ind$ — cca described in 9:

ind$cca
Adv' Seca( )y < Advg,

Game 1: In this game, we introduce an abort event that triggers
if A sends Unwrap(J, ..) query under index j, where j € {0,...,n}
and setting win to true. We begin this game by guessing the key
index (i) and (i # j) of the first successful forgery (i.e. win = true).
Thus, A’s advantage:

AdvGU <n- AdvGl .

Game 2: In this security game, we exploit the forward pseu-
dorandomness (FPR) security property of PPRF by replacing the
output of PPRF key (i.e. sk, in PKW* construction) with a random
key. To accomplish this, we introduce a reduction $B; which oper-
ates as follows: at the beginning of the game, $; initiates a (PPRF)
challenger Cppgr. B; simulates (Ggg,:;mg;). For all key indices j # i,
Crprr generates sk; and responds to queries using real oracles. For
key index i B; uses Ro$ — Eval to generate keys for Wrap, Unwrap
and Drv queries. Specifically: Upon receiving wrap/unwrap queries
Wrap/Unwrap(i, T, AD, m/c) from A, B; queries Cppgr to obtain a
real or random k; using Ro$ — Eval(i, T). Subsequently, $; utilises
the output key from Cpprr to generate another key using KDF.
This generated key is then employed to encrypt/decrypt the mes-
sage/ciphertext using AEAD algorithms. Finally, B; replies to the
A with the resulting message/ciphertext. However, when A calls
derive query (Drv), we obtain the random key similarly and use the
KDF to output a distinct key that has been used in the AEAD. Note
that, the A cannot distinguish between multiple calls to RO$ — Eval
as it is handled internally in the PPRF game. The A simulation in
Game 1 is essentially the same as Game 2, with the exception of
replacing PPRF keys with random keys. Therefore, if A manages to
distinguish between Game 1 and Game 2, then A has effectively
breaks the fpr security of PPRF. Thus:

Advg, < Advg, + Advil,ooc

Game 3: In this game, we replace the output of the KDF (i.e.
skp, sk. in PKW™ construction) with uniformly random value. We
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do so by interacting with a 8B, that interacts with Cxpr challenger.
Similar to Game 2, for key index i B, uses the output of KDF to
generate keys for Wrap, Unwrap and Drv queries. Whenever sk,
is used in Wrap, Unwrap or Drv to generate skp, skc, B, first we
check if Wrap, Unwrap and Drv were called since the last puncture
(Punc(i,..)) query. If this condition holds, B; then calls Cxpr to
obtain random keys skp, sk, and add the output to the lookup table.
Otherwise we do a lookup for T[sk,, AD] if it returns L, then B,
calls Cxpr to obtain random keys sl%b, slAcC and add the output to
the lookup table. Alternatively, B, uses out as output values. since
by Game 2 the sk, is already uniformly random, this change is
sound. Therefore, if A manages to distinguish between Game 2
and Game 3, then A has effectively breaks the security of KDF,
thus:
Advg, < Advg, +Advg

Game 4: Here, we introduce an abort event that triggers if A gen-
erates a ciphertext C that decrypts/unwraps correctly and was not
generated by Wrap, breaking the unforgability/ integrity security
of AEAD ciphertexts. We do so by defining a reduction $Bs that ini-
tialises an AEAD challenger Cagap. Upon receiving wrap/unwrap
queries Wrap/Unwrap(sk, T, AD,m/c) from A, Bs first check if
Wrap, Unwrap were called since the last puncture (Punc(i, ..)) query,
if not we retrieve the previously computed output. Otherwise,
B5 queries Cagap to obtain a real or random ciphertext C using
Ro$(skp, n, AD, m). Finally, Bs replies to the A with the resulting
ciphertext. This way A wins if it submits a valid forgery (C) to
Unwrap, where correctly output m (i.e., Unwrap(i,T,AD,C) —
m :m # 1), and if either C has never been output from Wrap (i.e
T,AD,C ¢ St,ap,c,) or if tag T was previously punctured via Punc
(i.e., T € Spr;). since by Game 3 the sk; is already uniformly ran-
dom, this change is sound. Therefore, if A manages to distinguish
between Game 3 and Game 4, then A has effectively breaks the
security of AEAD. This implies: Adv, < Advgf +Advg, apap

Since as per Case 1 the A has a negligible advantage of breaking
AEAD security, where we abort if the A can forge a valid ciphertext,
Thus

Advi . (A) =0

We now bound the advantage of A in Case 2.

Case 2: Let game G, be equivalent to G(ind$ — cca), with the
algorithms of PKW* [PPRF; KDF; AEAD] implemented directly
using the underlying PPRF, KDFand AEAD schemes. we begin by
exploiting the forward pseudorandomness security property of
PPRF and substitute the output of PPRF keys with random keys.
Subsequently, in the following Game, we utilize the randomized
PPRF keys generated previously to derive keys using PKW*.Drv(),
arguing that the resulting keys are indistinguishable from random
keys. Following this, we employ the derived KDF keys to encrypt
messages using PKW*.Wrap$(), and we argue that the resulting
ciphertext is indistinguishable from random. The reduction works
as follows:

Game 0: This the original game ind$ — cca described in 9:

AdVR®ICN() < Advg,

Game 1: In this game, we introduce an abort event that triggers
if A sends Unwrap(j, ..) query under index j, where j € {0,...,n}
and setting win to true. We begin this game by guessing the key
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index (i) and (i # j) of the first successful forgery (i.e. win = true).
Thus, A’s advantage:

AdvGO <n- AdvGl .

Game 2: In this security game, we exploit the forward pseu-
dorandomness (FPR) security property of PPRF by replacing the
output of PPRF key (i.e. sk, in PKW™* construction) with a random
key. To accomplish this, we introduce a reduction $; which oper-
ates as follows: at the beginning of the game, $; initiates a (PPRF)
challenger Cppgr. B; simulates (Ggg,;;ra$). For all key indices j # i,
Crprr generates sk; and responds to queries using real oracles. For
key index i B; uses Ro$ — Eval to generate keys for Wrap, Unwrap
and Drv queries. Specifically: Upon receiving wrap/unwrap queries
Wrap/Unwrap(i, T, AD, m/c) from A, B; queries Cppgr to obtain a
real or random k; using Ro$ — Eval(i, T). Subsequently, $; utilises
the output key from Cpprr to generate another key using KDF.
This generated key is then employed to encrypt/decrypt the mes-
sage/ciphertext using AEAD algorithms. Finally, B; replies to the
A with the resulting message/ciphertext. However, when A calls
derive query (Drv), we obtain the random key similarly and use the
KDF to output a distinct key that has been used in the AEAD. Note
that, the A cannot distinguish between multiple calls to RO$ — Eval
as it is handled internally in the PPRF game. The A simulation in
Game 1 is essentially the same as Game 2, with the exception of
replacing PPRF keys with random keys. Therefore, if A manages to
distinguish between Game 1 and Game 2, then A has effectively
breaks the fpr security of PPRF. Thus:

Advg, < Advg, + Advil,oc

Game 3: In this game, we replace the output of the KDF (i.e.
skp, sk in PKW* construction) with uniformly random value. We
do so by interacting with a 8, that interacts with Cypr challenger.
Similar to Game 2, for key index i B; uses the output of KDF to
generate keys for Wrap, Unwrap and Drv queries. Whenever sk,
is used in Wrap, Unwrap or Drv to generate skj, sk., B, first we
check if Wrap, Unwrap and Drv were called since the last puncture
(Punc(i, ..)) query. If this condition holds, B; then calls Cxpr to
obtain random keys skp, sk, and add the output to the lookup table.
Otherwise we do a lookup for T[sk,, AD] if it returns L, then B,
calls Ckpr to obtain random keys sl%b, slAcc and add the output to
the lookup table. Alternatively, B, uses out as output values. since
by Game 2 the sk, is already uniformly random, this change is
sound. Therefore, if A manages to distinguish between Game 2
and Game 3, then A has effectively breaks the security of KDF,
thus:

Advg, < Advg, + Advg e

Game 4: In this game, we introduce an abort event that triggers
if A distinguishes a real ciphertext from a random ciphertext C,
breaking the confidentiality security of AEAD. We do so by defining
a reduction Bs that initialises an AEAD challenger Cagap. Upon re-
ceiving wrap/unwrap queries Wrap/Unwrap(sk, T, AD, m/c) from
A, Bs first check if Wrap, Unwrap were called since the last punc-
ture (Punc(i, ..)) query, if not we retrieve the previously computed
output. Otherwise, 85 queries Cagap to obtain a real or random
ciphertext C using Ro$(skp, n, AD, m). Finally, 85 replies to the A
with the resulting ciphertext. This way A wins if he manages to
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distinguish the result from real or random. since by Game 3 the
skp is already uniformly random, this change is sound. Therefore,
if A manages to distinguish between Game 3 and Game 4, then
A has effectively breaks the security of AEAD. This implies:

Advg, < Advé':f +Advg, apap

Here we emphasise that as a result of these changes, the gener-
ated ciphertext is indistinguishable from a random ciphertext, thus
A has a negligible advantage in winning the game:

AdVE L (A) =0

THEOREM 7. (PKW* is KIND secure) Consider the new key-
wrapping scheme PKW*[PPRF, KDF, AEAD] illustrated in Figure
1. For any adversary A attempting to compromise the KIND secu-
rity of PKW™* [PPRF, KDF, AEAD], defined in 12, by querying oracles
New, Wrap, Punc, Drv$ and Drv, there exist corresponding adver-
saries (Bpprs and Bray) that operate approximately at the same time
as A, such that:

AVER (A) < AdVpppe(Bpprs) + Advipe(Bray)  (9)

Proof: To prove theorem 7, we demonstrate that PKW* ensures
key indistinguishability by proving that the probability of the ad-
versary A winning in game G(KIND) is negligible.

Game 0: This the original game KIND described in 9:

AP (1) < Advg,

Game 1: In this game, we introduce an abort event that triggers
if A sends Unwrap(j, ..) query under index j, where j € {0,...,n}
and setting win to true. We begin this game by guessing the key
index (i) and (i # j) of the first successful forgery (i.e. win = true).
Thus, A’s advantage:

AdvGO <n- Adle.

Game 2: In this security game, we exploit the forward pseu-
dorandomness (FPR) security property of PPRF by replacing the
output of PPRF key (i.e. sk, in PKW™* construction) with a random
key. To accomplish this, we introduce a reduction 8; which oper-
ates as follows: at the beginning of the game, B, initiates a (PPRF)
challenger Cppgrr. B; simulates (Ggﬁ;;rw). For all key indices j # i,
Cpprr generates sk; and responds to queries using real oracles. For
key index i B; uses Ro$ — Eval to generate keys for Wrap, Unwrap
and Drv queries. Specifically: Upon receiving wrap/unwrap queries
Wrap/Unwrap(i, T, AD, m/c) from A, B; queries Cpprr to obtain a
real or random k; using Ro$ — Eval(i, T). Subsequently, B, utilises
the output key from Cppgr to generate another key using KDF.
This generated key is then employed to encrypt/decrypt the mes-
sage/ciphertext using AEAD algorithms. Finally, 8, replies to the
A with the resulting message/ciphertext. However, when A calls
derive query (Drv), we obtain the random key similarly and use the
KDF to output a distinct key that has been used in the AEAD. Note
that, the A cannot distinguish between multiple calls to RO$ — Eval
as it is handled internally in the PPRF game. The A simulation in
Game 1 is essentially the same as Game 2, with the exception of
replacing PPRF keys with random keys. Therefore, if A manages to
distinguish between Game 1 and Game 2, then A has effectively
breaks the fpr security of PPRF. Thus:

Advg, < Advg, + Advi e
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Game 3: In this game, we replace the output of the KDF (i.e.
skp, sk in PKW* construction) with uniformly random value. We
do so by interacting with a 8B, that interacts with Cpr challenger.
Similar to Game 2, for key index i B; uses the output of KDF to
generate keys for Wrap, Unwrap and Drv queries. Whenever sk,
is used in Wrap, Unwrap or Drv to generate skp, sk, B, first we
check if Wrap, Unwrap and Drv were called since the last puncture
(Punc(i, ..)) query. If this condition holds, B; then calls Cxpr to
obtain random keys skp, ske and add the output to the lookup table.
Otherwise we do a lookup for T[sk,, AD] if it returns L, then B,
calls Ckpr to obtain random keys sl%b, slAcc and add the output to
the lookup table. Alternatively, 8, uses out as output values. since
by Game 2 the sk, is already uniformly random, this change is
sound. Therefore, if A manages to distinguish between Game 2
and Game 3, then A has effectively breaks the security of KDF,
thus:

Advg, < Advg, + Advg e

Here we emphasise that as a result of these changes, the gener-
ated key in Game 3 is now uniformly random and independent
regardless of the bit b sampled by C, thus A has no advantage in
guessing the bit b:

AdvEQD: (A) =0.

A.2 Puncturable PRFs

Puncturable Pseudo-Random Functions (PPRFs) have been pro-
posed and defined in various research papers, including references
[8, 10, 23]. Our focus in this context is on PPRFs with deterministic
puncturing algorithms.

DEFINITION 13 (PPRF). A puncturable pseudorandom function
(PPRF) consists of three algorithms - KGen, Eval, and Punc- paired
with three associated sets: the secret-key space (SK), the domain (X),
and the range (Y ). #

o sk <3 KGen(), a probabilistic key generation algorithm, takes
no input and outputs the secret key sk € SK.
o y/1 « Eval(sk;x), the function evaluation algorithm Eval,
on input the secret key sk and an element x € X outputs
y € Yor, to indicate failure, L
o sk’ « Punc(sk;x), a deterministic puncturing algorithm
Punc, on input the secret keysk and an element x € X outputs
an updated secret key sk € SK.
For PPRF correctness, it is require that for all sk € SK and every
§,yely:

(1) Pr[Eval(skg,x)] # L||sko <3 KGen()] =1

(2) Ifsk’ « Punc(sk;x)andy # x, thenEval(sk;y) = Eval(sk’;y).

(3) Ifsk’ < Punc(sk;x), thenEval(sk’;x) = L

A.3 Key Derivation Function

A key derivation function (KDF(r, L, s,¢) — k') is a deterministic
algorithm, taking four inputs: a random seed r, a length L, salt s
and context ¢ (where s and c are optional), and returning a key k of
L bits. We capture the KDF security of KDF [17] via the following
game played between a challenger C, and PPT A:

*For the security proof of the PPRF, please refer to [23] or [4].
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(1) C generates (r, a), where r is a random value sampled from
distribution @. Next, C generates a uniformly random salt s,
and returns (a, s) to A.

(2) A queries arbitrary (c;, ;) to C, who returns k; = KDF(r, I;, s, ¢;).

(3) Next, A chooses [ and ¢ ¢ (cy.....c;). C samples a bit b «—g
{0,1}, and computes kg = KDF(r,1,s,c) and k; «g {0,1}%.
C returns kj to A.

(4) A queries arbitrary (c;, ;) (where ¢ ¢ ¢;) to C, who returns
ki = KDF(F, li, S, Ci).

(5) A outputs a guess bit b’.

We say that KDF is KDF secure if the advantage Advlégﬁ(&zl) of

A in winning the KDF game is negligible, where:

, 1
AdvipE(A) =2 [Pr[(b=b")] - 5!

A.4 Authenticated Encryption with Associated
Data

This work uses authenticated encryption with associated data
(AEAD), ensuring the integrity and authenticity of non-encrypted
data. Specifically, we follow Rogaway’s nonce-based AEAD scheme
[21].

DEFINITION 14. [Authenticated Encryption with Associated Data]
The AEAD consists of a pair of two algorithms AEAD : {Enc, Dec}
associated with four sets: the secret-key space SK, the nonce space
N, the associated data space AD and the message space M.

e Enc(sk,n,ad,m) — c: a deterministic encryption algorithm
takes an input of a secret key sk € SK , a noncen € N, an
associated data ad € AD, and a messagem € M and outputs
a ciphertext ¢ € {0,1}!™l.

e Dec(sk,n,ad,c) — m/.L: a deterministic decryption algo-
rithm takes an input of a secret key sk € SK , anoncen € N,
an associated data ad € AD, and a ciphertext c € {0,1}",
and outputs either a message m € M or L for failure.

B Full Security analysis of PGUP

B.1 Mutual Authentication

B.1.1  MA-security of PGUP AKA (Proof of Theorem1). We
begin by showing that the PGUP AKA protocol achieves mutual au-
thentication. Proof: Our proof is divided into three cases, denoted
1 1 1 .
by Adviy sl (), Advy U (4) and Advyy T (2)
We then bound the advantage of A winning the game under

certain assumptions to AdvMMA(]) < (AdvMAeana ()

ILnp,ng, A ILnp,ng, A
MA,clean,c; MA,clean,cs
AdVHJlPJls‘ﬂ 1)+ Ade’nP!nsyﬂ A)).

e Case 1: assume that the first clean session 7] to accept
without a matching session (i.e. 77.p = gNB).

e Case 2: assume that the first clean session 7] to accept
without a matching session(i.e. ;.p = UE).

e Case 3: assume that the first clean session 7 to accept
without a matching session(i.e. 7r;.p = CN).

Case 1: According to the definition of this case, gNB either
accepts messages my, my or my, without a matching subset (i.e.
without honest UE partner). Note that in this case, A cannot corrupt
the long-term UE symmetric-key.
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Game 0: This is the original mutual authentication game de-
scribed in 7.3:

AdyMAceanCl (D) < Advg,.

ILnp,ng, A
Game 1 : In this game, we guess the index (i,s) € np X ng
of the first gNB session that accepts without a matching subset,
introducing a factor of np X ng in A’s advantage:

AdVG0 <np- nSAdvcl.

Game 2 : In this game, we guess the index t of the CN session
7N and we abort if there exists HSN that matches the 77 and (t # t*),
introducing a factor of ng in A’s advantage:

AdVG1 < nsAdsz .

Game 3 : In this game, we guess UE party index j such that
aN.pid = j, introducing a factor of np in A’s advantage:

Advg, < npAdvg,.

Game 4 : In this game, we guess session index r € ng and
aborts if ﬁf registers a ciphertext in Cy; < (C, T, AD, m, j) and ﬁtCN
computes rk « Drv(k;, T’,Cy) and (., T’,.,.) € Cpxr but T" # T,
introducing a factor of ng in A’s advantage:

AdvG3 < ngAdvG4.

Game 5 : In this game, we replace the computation of rk in
ﬁf and 7N sessions with uniformly random value (r7<). We do
so by introducing a reduction B, which operates as follows: at
the beginning of the game, B; initiates a PKW* challenger Cpyw+.
Every time A calls New(), B; calls to PKW*.New(), then we assign
i to each SUTT and a table (SUTI, i) is maintained.

Additionally, 8; maintains the following registers Cyy;, Ry and
Tp. Cixt will be updated whenever we call Wrap(T, AD, m,i) — C
on a new entry, such that (-, T, AD, m, i) ¢ Cix;. Similarly, the Ry
register will be updated whenever we call Drv(T, AD, i) — rk on
new entries, such that (-, T, AD, i) ¢ Ry. Finally, T, will be updated
whenever we call Punc(T, i, p).

Whenever Send(i, s, m, p) is called, we need first to check the
T, register and follow these conditions:

o IF (T,i,p) € T,: We forward the query to Cpxw+. In case
Wrap was queried, the computation of C; < Wrap(K, T, Gy||Cy,
SUTI||A) is replaced with a call to Wrap(i, T, Cy || C1, SUTI||A)
by 8;. and if Unwrap was queried, the computation of m «
Unwrap(K, T, Cy||Cy, Cp) is replaced with a call to Unwrap
(i, T, Cy||C1, C2) by By. Similarly, whenever Drv(K, T, Cy||C;) —
rk is called, B; replaces the computation with Drv(i, T, Co||Cy).
IF (T, i, p € T,:Depending on the algorithm that was called,
we check its registry for an output. If Unwrap or Drv were
queried, we recover the output from the register (Cyx;, R),
respectively. However, if Wrap was queried, then the ad-
versary has either issued a Corrupt, hence $; can simulate
Wrap, or the adversary has forged a message between UE
and CN, hence breaking the PKW™* security.

IF(T,i,") ¢ T,: We forward the query to Cpkw+. In case Wrap
was queried, the computation of C, « Wrap(K, T, Cy||Cy,
SUTI||A) is replaced with a call to Wrap(i, T, Co||C1, SUTI||A)
by B;. Then, the output is added to the register as (C, i, T, Co||Cy,
SUTI||A) — Cix;. Similarly, whenever Drv(K, T, Cy||C;) —
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rk is called, B; replaces the computation with Drv(i, T, Gy||Cy).

and adds it to the register as Drv(i, T, Cy||C;) — Rk.
We note that this process is precisely how all parties interact with
their collective PKW™ state, making this replacement sound. If A
can distinguish between these two games, then A breaks the PKW*
key indistinguishability game. Thus:

KIND
AdvG4 < AdV05 + AdeBPKWP

Game 6: In this game, we introduce an abort event that trig-
gers if A generates a ciphertext C, that decrypts correctly and is
accepted by 7N, but was not generated by 7, breaking the authen-
tication security of AEAD in PKW™*. In this game, no replacement
is required because if the A could forge a cipher text, then they
would win Game 5. Note that (Cy||C;) is securely authenticated
by PKW*.Wrap() as additional data, and by the definition of Case
1 A cannot issue CorruptLTK(UE). Any A that can trigger this
abort event can be used to break the security of AEAD. This implies:

auth—aead
Advg, < Advg + Advpy: “.

Game 7: In this game we replace the authentication and mac
keys AK, MK with uniformly random values AK, MK. We do so by
defining a reduction a By, that initialises an KDF challenger Cxpr,
querying Ckpr with rk and replacing the computation of AK, MK
in any session that computes AK, MK, with the outputs from the
Cvor AK, MK. Since AK, MK «— KDF(rk, R) and by Game 5 rk is
already uniformly random and independent, this change is sound.
Any A that can trigger the abort event can be used by B3 to break
the security of KDF. Thus:

AdVG6 < AdvG7 + Advé?j(DFA

Game 8: In this game, we introduce an abort event that triggers if
the same hash value exists for different inputs, thereby introducing
hash collisions during the challenger execution with an honest
session. We do so by defining a reduction 85 that initialises an
Hash challenger Cii,sh and maintains a lookup table. Whenever 85
needs to hash a value, he queries the lookup table on x and recovers
(out). The abort event only triggers if A can get the same output
hash values from two distinct input values, thus finding a collision
and breaking the security of the Hash scheme. Any A that can
trigger the abort event can be used by 85 to break the security of
Hash. This implies:

collision
+ Adeg,Hash .

Advg, < Advg,
Game 9: In this game, we replace the response and session
keys RK, SK with uniformly random values RK, SK. We do so by
defining a reduction a By, that initialises an KDF challenger Cxpr,
querying Cypr with AK and replacing the computation of RK, SK
in any session that computes RK, SK, with the outputs from the
Cxor RK, SK. Since RK, SK «— KDF(AK, SUTI) and by Game 7,AK
is already uniformly random, this change is sound. Any A that
can distinguish Game 8 from Game 9 can be used to break KDF
security of the KDF scheme. Thus:

KDF
Advg, < Advg, +Advg o

Game 10: In this game, we introduce an abort event that triggers
if A generates a valid tag (MAC), but (MAC) was not output by
n]‘?. We do so by defining a reduction 85 that initialises an MAC
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challenger Cwac, which 85 queries when 7 needs to MAC (SON, R)

with (MK) and from Game 7 MK is already uniformly random and
independent. This abort event occurs if MAC is verified correctly
under MK, but MAC was never produced by the Cmac, breaking
the security of the MAC scheme. Any A that can trigger the abort
event can be used by Bs to break the existential unforgeability
security of the MAC scheme. This implies:

euf—-cma
Advg, < Advg  + AdeS’M AC -

Game 11: In this game, we replace the response (RES*) and
(Ksgar, HK) with uniformly random value (RES*) and (KS;{AFI‘IAK),
respectively. We do so by defining a reduction By that interacts with
a KDF challenger Cypr, querying Cxpr with SK, RK and replacing
the computation of (RES*) and (Ksgar, HK) in any session that
computes RES*, Ksgar, HK, with the outputs from the (Cypr Rk)
and (Ckpr KsgarHK). Since (RES* « KDF(RK, R||gNB,,,,..)) and
(Cxor KspapHK ) and by Game 9 RK and SK are already uniformly
random, so these changes are sound. Any A that can distinguish
Game 10 from Game 11 can be used to break KDF security of the
KDF scheme. Thus:

KDF
Adma < AdvGll + Ade(,,KDF'

By now;, it becomes evident that the A is unable to tamper with
messages exchanged between the 7] and JT;. Specifically, 7] ex-
clusively accepts message my from an honest matching partner,
and A cannot modify the content of C; without compromising the
security of PKW*. Additionally, Cy||C; remains unaltered since it
is authenticated using Cs. Especially since the A cannot corrupt
the long-term UE symmetric-key, according to the definition of
this case. Similarly, the adversary cannot modify m,, m; without
compromising the security of KDF&MAC. Thus, summing the prob-
abilities we find that the A has negligible advantage in winning
the MA-security experiment:

AdVG11 =0

We now bound the advantage of A in Case 2. In this case, UE
accepts messages ms without a matching subset (no honest CN
partner).

Case 2.1: According to the definition of this case, UE accepts
message ms without a matching subset (i.e. without honest CN part-
ner). In this subcase, A cannot corrupt the long-term asymmetric
secret key of CN.

Game 0: This is the original mutual authentication game de-
scribed in 7.3:

Advmf};:‘ﬁzu) < Advg, .

Game 1: In this game, we guess the index (i,s) € np X ng of the
first UE session that accepts without a matching subset, introducing
a factor of np X ng in A’s advantage:

Advg, < np-nsAdvg .

Game 2: In this game, we guess the index (j) € ng of the first
CN session that accepts without a matching subset, introducing a
factor of ng in A’s advantage:

AdVG1 < nsAdsz .

Game 3: In this game, we replace the key ck with uniformly
random and independent value ck.We do so by interacting with a
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B, challenger Cli"E‘i;cP “ and replacing pkcy with a public key pk

recieved from B;. By the definition of the execution environment,
pken is generated uniformly random and independent, and by the
definition of Case 2.1 A cannot issue CorruptASK(CN) and this
replacement is sound. Any A that can detect the replacement can
be used to break ind — cpa security of KEM. Thus:

Advg, < Advg, + Advgflzéf,\a.

Game 4: In this game, we introduce an abort event that triggers
if A generates a ciphertext R~ (keyed by ck) that decrypts correctly
and was not generated by CN, breaking the authentication security
of AEAD. We do so by defining a reduction 8B, that initialises an
AEAD challenger Cagap, which B; queries when he needs to en-
crypt/decrypt with ck. By Game 3 ck is already uniformly random
and independent, and this replacement is undetectable. Note that
AUTN is securely authenticated by AEAD security since it is in-
cluded in the AEAD functions as additional data. Any A that can
trigger the abort event can be used by B, to break the security of
AEAD. This implies:

auth—aead
AdVG3 < AdvG4 + AdVBz, AEAD -

In this stage, it becomes evident that the A is unable to tamper
with messages exchanged between the 77 and n; . Specifically, 77
exclusively accepts message ms from an honest matching partner,
and A cannot modify the content of ms without compromising the
security of AEAD&KEM. Additionally, AUTN remains unaltered
since it is authenticated using R . Thus, summing the probabilities
we find that the A has negligible advantage in winning the MA-
security experiment:

Advg, =0

We turn to bound the advantage of A in Case 2.2. Case 2.2:
According to the definition of this case, UE accepts message ms
without a matching subset (i.e. without honest CN partner). In this
subcase, A cannot corrupt the UE symmetric secret key (K).

Game 0: This is the original mutual authentication game de-
scribed in 7.3:

AdeA,clean,CZ (/1) < AdVGO )

ILnp,ng, A
Game 1 : In this game, we guess the index (i,s) € np X ng of the
first UE session that accepts without a matching subset, introducing
a factor of np X ng in A’s advantage:

AdvGo <np- ngAdle.

Game 2 : In this game, we guess the index (j) € ng of the first
CN session that accepts without a matching subset, introducing a
factor of ng in A’s advantage:

AdvGl < nsAdsz .

Game 3 : In this game, we replace the computation of rk in
7'[3 and ntCN sessions with uniformly random value (r7c) We do
so by introducing a reduction 8, which operates as follows: at
the beginning of the game, B, initiates a PKW™* challenger Cpgw+.
Every time A calls New(), B; calls to PKW*.New(), then we assign
i to each SUTI and a table (SUTI, i) is maintained.

Additionally, $; maintains the following registers Cxt, R and
T,. Cixt will be updated whenever we call Wrap(T, AD, m,i) — C
on a new entry, such that (-, T, AD, m, i) ¢ Ciy;. Similarly, the Ry
register will be updated whenever we call Drv(T, AD, i) — rk on
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new entries, such that (-, T, AD, i) ¢ Ry. Finally, T,, will be updated
whenever we call Punc(T, i, p).

Whenever Send(i, s, m, p) is called, we need first to check the
T, register and follow these conditions:

o IF (T,i,p) € T,: We forward the query to Cpxw+. In case
Wrap was queried, the computation of C; « Wrap(K, T, Cy||Cy,
SUTI||A) is replaced with a call to Wrap (i, T, Cy || C1, SUTI||A)
by $;. and if Unwrap was queried, the computation of m «
Unwrap(K, T, Cy||Cy, Cp) is replaced with a call to Unwrap
(i, T, Co||C1, C2) by By. Similarly, whenever Drv(K, T, Gy ||C;) —
rk is called, B replaces the computation with Drv(i, T, Cy||Cy).

o IF (T,i,p € Tp:Depending on the algorithm that was called,

we check its registry for an output. If Unwrap or Drv were
queried, we recover the output from the register (Cyx:, Ry),
respectively. However, if Wrap was queried, then the ad-
versary has either issued a Corrupt, hence B; can simulate
Wrap, or the adversary has forged a message between UE
and CN, hence breaking the PKW* security.

IF (T,1i,-) ¢ T,: We forward the query to Cpxw+. In case Wrap
was queried, the computation of C, « Wrap(K, T, Co||Cy,
SUTI||A) is replaced with a call to Wrap (i, T, Cy || C1, SUTI||A)
by B;. Then, the output is added to the register as (C, i, T, Cy||Cy
,SUTI||A) — Cix;. Similarly, whenever Drv(K, T, Cy||C;) —
rk is called, B; replaces the computation with Drv(i, T, Co||Cy ).
and adds it to the register as Drv(i, T, Gy||C;) — Rk.

We note that this process is precisely how all parties interact with
their collective PKW* state, making this replacement sound. If A
can distinguish between these two games, then A breaks the PKW*
key indistinguishability game. Thus:

KIND
AdvGz < AdvG3 + AdVBI,PKW*f‘

Game 4: In this game, we introduce an abort event that trig-
gers if A generates a ciphertext C, that decrypts correctly and is
accepted by 7EN, but was not generated by n{ , breaking the authen-
tication security of AEAD in PKW™*. In this game, no replacement
is required because if the A could forge a cipher text, then they
would win Game 5. Note that (Cy||C;) is securely authenticated
by PKW*.Wrap() as additional data, and by the definition of Case
1 A cannot issue CorruptLTK(UE). Any A that can trigger this
abort event can be used to break the security of AEAD. This implies:

auth—aead
AdVG3 < AdVG4 + AdvPKW+ .

Game 5: In this game we replace the authentication and mac
keys AK, MK with uniformly random values AK, MK. We do so by
defining a reduction a 8,, that initialises an KDF challenger Ckpr,
querying Cypr with rk and replacing the computation of AK, MK
in any session that computes AK, MK, with the outputs from the
Cxor AK, MK. Since AK, MK «— KDF(rk, R) and by Game 3 rk is
already uniformly random and independent, this change is sound.
Any A that can trigger the abort event can be used by 85 to break
the security of KDF. Thus:

KDF
Advg, < Advg, +Advg .

Game 6: In this game, we introduce an abort event that triggers if
the same hash value exists for different inputs, thereby introducing
hash collisions during the challenger execution with an honest
session. We do so by defining a reduction B that initialises an
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Hash challenger Ciy,sh and maintains a lookup table. Whenever 85
needs to hash a value, he queries the lookup table on x and recovers
(out). The abort event only triggers if A can get the same output
hash values from two distinct input values, thus finding a collision
and breaking the collision security of the Hash scheme. Any ‘A that
can trigger the abort event can be used by 85 to break the security
of Hash. This implies:

+ Advcollisian

Advg, < Advg, By Hash -

Game 7: In this game, we replace the response and session
keys RK, SK with uniformly random values RK, SK. We do so by
defining a reduction a By, that initialises an KDF challenger Cypr,
querying Cypr with AK and replacing the computation of RK, SK
in any session that computes RK, SK, with the outputs from the
Cxor RK, SK. Since RK, SK «— KDF(AK, SUTI) and by Game 5,AK
is already uniformly random, this change is sound. Any A that
can distinguish Game 6 from Game 7 can be used to break KDF
security of the KDF scheme. Thus:

AdvG6 < AdvG7 + Advgif(DF.

Game 8: In this game, we introduce an abort event that triggers
if A generates a valid tag (MAC), but (MAC) was not output by
njf. We do so by defining a reduction 85 that initialises an MAC
challenger Cmac, which 85 queries when n]t. needs to MAC (SON, R)

with (MK) and from Game 5 MK is already uniformly random and
independent. This abort event occurs if MAC is verified correctly
under MK, but MAC was never produced by the Cyac, breaking
the security of the MAC scheme. Any A that can trigger the abort
event can be used by Bs to break the existential unforgeability
security of the MAC scheme. This implies:

+ Adveuf—cma

AdvG7 < AdvG8 B3 MAC

Game 9: In this game, we replace the response (RES*) with
uniformly random value (RES*). We do so by defining a reduction
By that interacts with a KDF challenger Ckpr, querying Ckpr with
SK, RK and replacing the computation of (RES*) in any session
that computes RES*, with the outputs from the (Ckpr R}() Since
(RES* « KDF(Rk,R||gNBname)) and by Game 7 RK is already
uniformly random, so these changes are sound. Any A that can
distinguish Game 8 from Game 9 can be used to break KDF security
of the KDF scheme. Thus:

KDF
AdvG8 < Adng + AdeG,KDF'

Game 10: In this game, we replace the (Ksgar, HK) with uni-
formly random value (stgAp, IfK). We do so by defining a reduc-
tion B; that interacts with a KDF challenger Ckpr, querying Ckpr
with SK and replacing the computation of (Ksgar, HK) in any ses-
sion that computes Ksgar, HK, with the outputs from the (Ckpr
KSEAFHAK). Since (Ckpr KSEAFHAK) and by Game 7 SK is already
uniformly random, so these changes are sound. Any A that can dis-
tinguish Game 9 from Game 10 can be used to break KDF security
of the KDF scheme. Thus:

KDF
Advg, < Advg +Advg .

By this stage, it is evident that the adversary is incapable of tam-
pering with the messages exchanged between 7 and n]t. sessions.
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In particular, the test session only accepts message ms from an hon-
est matching partner because the A cannot modify the content of
AUTN without compromising the security of AEAD, KDF, MAC,and
PKW?. Furthermore, if the A attempts to alter R/, the 77 will re-
ject it since the decryption of R is authenticated using MAC. This
holds true since the adversary cannot corrupt the long-term UE
symmetric-key, as per the definition of this case. Thus, summing
the probabilities we find that the A has negligible advantage in
winning the MA-security experiment:

Advg, =0

Case 3: According to the definition of this case, CN accepts
messages m; or ms , without a matching subset (i.e. without honest
UE partner).

Game 0: This is the original mutual authentication game de-
scribed in 7.3:

Advr“g’;gfgz'j;;3(A) < Advg,.

Game 1 : In this game, we guess the index (s) € ng of the first
CN session that accepts without a matching subset, introducing a
factor of ng in A’s advantage:

AdvGo < nsAdle.

Game 2 : In this game, we guess the index (¢, j) € np X ng of the
first UE session that accepts without a matching subset, introducing
a factor of np X ng in A’s advantage:

Adle <np- nsAdvGZ.

Game 3 : In this game, we replace the computation of rk in
ﬂf and 7N sessions with uniformly random value (r7<). We do
so by introducing a reduction B;, which operates as follows: at
the beginning of the game, B; initiates a PKW* challenger Cpgw+.
Every time A calls New(), B; calls to PKW*.New(), then we assign
i to each SUTI and a table (SUTL, i) is maintained. Additionally,
B, maintains the following registers Csx;, R and T,. Cyx; will be
updated whenever we call Wrap(T, AD, m,i) — C on a new entry,
such that (-, T, AD, m,i) ¢ Cix;. Similarly, the Ry register will be
updated whenever we call Drv(T, AD, i) — rk on new entries, such
that (-, T, AD, i) ¢ Ry. Finally, T, will be updated whenever we call
Punc(T, i, p). Whenever Send(i, s, m, p) is called, we need first to
check the T, register and follow these conditions:

o IF (T,i,p) € T,: We forward the query to Cpxw+. In case
Wrap was queried, the computation of C; «— Wrap(K, T, Cy||Cy,
SUTI||A) is replaced with a call to Wrap (i, T, Co||C1, SUTI||A)
by 8;. and if Unwrap was queried, the computation of m «
Unwrap(K, T, C||Cy, Cy) is replaced with a call to Unwrap
(i, T, Gy||C1, Cp) by By. Similarly, whenever Drv(K, T, Cy||C;) —
rk is called, B; replaces the computation with Drv(i, T, Co||Cy ).

e IF (T,i,p € T,:Depending on the algorithm that was called,

we check its registry for an output. If Unwrap or Drv were
queried, we recover the output from the register (Cyx, Ri),
respectively. However, if Wrap was queried, then the ad-
versary has either issued a Corrupt, hence 8B; can simulate
Wrap, or the adversary has forged a message between UE
and CN, hence breaking the PKW* security.

IF (T, i,-) ¢ T,: We forward the query to Cpiw+.In case Wrap
was queried, the computation of C; « Wrap(K, T, C||Cy,
SUTI||A) is replaced with a call to Wrap (i, T, Cy || C1, SUTI||A)
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by B;. Then, the output is added to the register as (C, i, T, Cy || C1,

SUTI||A) — Cyx;. Similarly, whenever Drv(K, T, Co||C;) —

rk is called, B replaces the computation with Drv(i, T, Gy||Cy).

and adds it to the register as Drv(i, T, Gy||C;) — Rk.
We note that this process is precisely how all parties interact with
their collective PKW* state, making this replacement sound. If A
can distinguish between these two games, then A breaks the PKW*
key indistinguishability game. Thus:

Advg, < Advg, + Advg'\’é)KW+

Game 4: In this game, we introduce an abort event that trig-
gers if A generates a ciphertext C; that decrypts correctly and is
accepted by 7N, but was not generated by 7, breaking the authen-
tication security of AEAD in PKW™*. In this game, no replacement
is required because if the A could forge a cipher text, then they
would win Game 5. Note that (Cy||C;) is securely authenticated
by PKW*.Wrap() as additional data, and by the definition of Case
1 A cannot issue CorruptLTK(UE). Any A that can trigger this
abort event can be used to break the security of AEAD. This implies:

auth—aead
Advg, < Advg, + Advpiy: 0.

Game 5: In this game we replace the authentication and mac
keys AK, MK with uniformly random values AK, MK. We do so by
defining a reduction a B,, that initialises an KDF challenger Cxpr,
querying Cypr with rk and replacing the computation of AK, MK
in any session that computes AK, MK, with the outputs from the
Cxor AK, MK. Since AK, MK «— KDF(rk) and by Game 5 rk is
already uniformly random and independent, this change is sound.
Any A that can trigger the abort event can be used by 85 to break
the security of KDF. Thus:

KDF
AdVG4 < AdvG5 + AdVBz,KDF‘

Game 6: In this game, we introduce an abort event that triggers if
the same hash value exists for different inputs, thereby introducing
hash collisions during the challenger execution with an honest
session. We do so by defining a reduction B3 that initialises an
Hash challenger Ciy,sh and maintains a lookup table. Whenever 85
needs to hash a value, he queries the lookup table on x and recovers
(out). The abort event only triggers if A can get the same output
hash values from two distinct input values, thus finding a collision
and breaking the collision security of the Hash scheme. Any A that
can trigger the abort event can be used by 85 to break the security
of Hash. This implies:

Advg < Advg, + Adv<g!lision,

B3,Hash

Game 8: In this game, we replace the response and session
keys RK, SK with uniformly random values RK, SK. We do so by
defining a reduction a By, that initialises an KDF challenger Cypr,
querying Ckpr with AK and replacing the computation of RK, SK in
any session that computes RK, SK, with the outputs from the Ckpr
RAK, SK. Since RK,SK « KDF(Ak) and by Game 5,AAK is already
uniformly random, this change is sound. Any A that can distinguish
Game 7 from Game 8 can be used to break KDF security of the
KDF scheme. Thus:

KDF
AdVG7 < AdvGB + AdV:&,KDF‘

Game 9: In this game, we introduce an abort event that triggers
if A generates a valid tag (MAC), but (MAC) was not output by
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JT;. We do so by defining a reduction Bs that initialises an MAC
challenger Cmac, which B5 queries when 7rjt. needs to MAC (SQON, R)

with (MK) and from Game 5 MK is already uniformly random and
independent. This abort event occurs if MAC is verified correctly
under MK, but MAC was never produced by the Cyac, breaking
the security of the MAC scheme. Any A that can trigger the abort
event can be used by Bs to break the existential unforgeability
security of the MAC scheme. This implies:

euf—cma
+Adv8 MAC -

Advg, < Advg,
Game 10: In this game, we replace the response (RES*) and
(Ksear, HK) with uniformly random value (RES*) and (KSJEAFHAK),
respectively. We do so by defining a reduction B, that interacts
with a KDF challenger Ckpr, querying Ckpr with SK RK and re-
placing the computation of (RES*) and (Ksgar, HK) in any session
that computes RES* KSEAF, HK, with the outputs from the (Cxpr
RK) and (Ckor KsearHK). Since (RES* — KDF(RK)) and (Ckpr
KsparHK ) and by Game 8 RK and SK are already uniformly ran-
dom, so these changes are sound. Any A that can distinguish Game
9 from Game 10 can be used to break KDF security of the KDF
scheme. Thus:

Advg, < Advg + Ade6 KDE-

By this stage, it is evident that the adversary is incapable of tam-
pering with the messages exchanged between 77 and n]‘f sessions.
In particular, the test session only accepts message ms from an hon-
est matching partner because the A cannot modify the content of
AUTN without compromising the security of AEAD, KDF, MAC,and
PKW™*. Furthermore, if the A attempts to alter R', the 77 will re-
ject it since the decryption of R is authenticated using MAC. This
holds true since the adversary cannot corrupt the long-term UE
symmetric-key, as per the definition of this case. Thus, summing
the probabilities we find that the A has negligible advantage in
winning the MA-security experiment:

AdvGlo =0

B.1.2  MA-security of PGUP HO (Proof of Theorem 2). Next,
we show how the proposed handover protocol achieves mutual au-
thentication. Proof: Our proof is divided into three cases, denoted
by Advy 21 (2), Advyy 99252 (2) and Advyy e (2)

We then bound the advantage of A winning the game under

certain assumptions to AdvMC19HO (1) < (AdvMAdeanc 7y

np,ng,A np.ng,A
MA,clean,c; MA,clean,c3
Adv an ns, A (A) + Ade,np,nS,ﬂ (A))

e Case 1: assume that the first clean session 7] to accept
without a matching session(i.e. 7z].p = TgNB).
e Case 2: assume that the first clean session 7 to accept
without a matching session(i.e. 7r].p = UE).
Case 1: According to the definition of this case, TgNB accepts
messageC, Cpg without an honest matching partner (SgNB) (no
matching subset). In this case, the A cannot corrupt the Bootstrap-
key (BK) between SgNB&TgNB.
Here we provide the security analysis:
Game 0: This is the original mutual authentication game de-
scribed in 7.3:

Adv mlj‘;;“;{‘m) < Advg, .
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Game 1 : In this game, we guess the index (i,s) € np X ng
of the first TgNB session that accepts without a matching subset,
introducing a factor of np X ng in A’s advantage:

AdVGU < np-ng 'AdVGl.

Game 2 : In this game, we guess the index j € np of the SgNB
party such that 7} .pid = j, introducing a factor of np in A’s advan-
tage.

Advg < npAdvg,.

Game 3 : In this game, we replace the computation of C with
uniformly random value (C). We do so by introducing a reduction
B, which operates as follows: at the beginning of the game, $;
initiates a PKW™* challenger Cpiw+. Every time A calls New(), B,
calls to PKW*.New(), then we assign i to each SUTI and a table
(SUTI, i) is maintained. Additionally, 8; maintains the following
registers Cyxs, Ry and T,. Cyx; will be updated whenever we call
Wrap(T, AD, m,i) — C on a new entry, such that (-, T, AD, m, i) ¢
Cix¢. Similarly, T, will be updated whenever we call Punc(T, i, p).
Whenever Send(i, s, m, p) is called, we need first to check the T,
register and follow these conditions:

o IF (T,i,p) € T,: We forward the query to Cpxw+. In case
Wrap was queried, the computation of C < Wrap(BK, T, a, sk)
is replaced with a call to Wrap(i, T, a, sk) by 8. and if Unwrap
was queried, the computation of m « Unwrap(BK,

T, a,C) is replaced with a call to Unwrap
(i, T, a, C) by B;. Similarly, whenever Drv(BK, T, Cy||C1) —
rk is called, B replaces the computation with Drv(i, T, Gy||Cy).

e IF (T,i,p € T,:Depending on the algorithm that was called,

we check its registry for an output. If Unwrap was queried,
we recover the output from the register (C;;). However, if
Wrap was queried, then the adversary has either issued a
Corrupt, hence B, can simulate Wrap, or the adversary has
forged a message between UE and CN, hence breaking the
PKW™ security.

IF (T, i,-) ¢ T,: We forward the query to Cpiw+.In case Wrap
was queried, the computation of C, <« Wrap(K, T, a, sk) is
replaced with a call to Wrap(i, T, a, sk) by B;. Then, the
output is added to the register as (C, i, T, a,sk) — Cyx;.

We note that this process is precisely how all parties interact with
their collective PKW™ state, making this replacement sound. If A
can distinguish between these two games, then A breaks the PKW*
key indistinguishability game. Thus:

+ AdvND

Advg, < Advg, By PKWH-

Game 4: In this game, we introduce an abort event that triggers if
A generates a ciphertext Cgg that decrypts correctly and is accepted
by ﬁf, but was not generated by n'tj , breaking the authentication
security of AEAD in PKW™. In this game, no replacement is required
because if the A could forge a cipher text, then they would win the
game. Note that sk is randomly generated at the beginning of the
session and Cgg is securely authenticated by PKW*.Wrap. Any A
that can trigger this abort event can be used to break the security
of AEAD. This implies:

auth—aead
Advg, < Advg, +Advig,p “.
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By this stage, it is evident that the adversary is incapable of
tampering with the messages exchanged between 77 and 7r]t. ses-
sions. In particular, the test session only accepts message C, Cgs
from an honest matching partner because the A cannot modify
the content of either ciphertext without compromising the secu-
rity of AEAD,and PKW™. Thus, summing the probabilities we find
that the A has negligible advantage in winning the MA-security
experiment:

Advg, =0

We now bound the advantage of A in Case 2. In this case, UE
accepts messageCyg without an honest matching partner (UE) (no
matching subset). In this case, the A cannot corrupt the HO-key
(HK) between SgNB&UE. Here we provide the security analysis:

Game 0: This is the original mutual authentication game de-

scribed in 7.3:

MA,clean,C1
Advn,np,ns,ﬂ (A) < Advg,.

Game 1 : In this game, we guess the index (i,s) € np X ng

of the first TgNB session that accepts without a matching subset,

introducing a factor of np X ns in A’s advantage:
AdvGO <np-ng -Adle.

Game 2 : In this game, we guess the index j € np of the SgNB
party such that 77 .pid = j, introducing a factor of np in A’s advan-
tage.

AdvGl < npAdsz.

Game 3: In this game, we replace ek, tk with uniformly random
values e7<, tk. We do so by defining a reduction a $;, that initialises
an KDF challenger Ckpr, querying Ckpr with HK and replacing
the computation of ek, tk in any session that computes ek, tk, with
the outputs from the Cxpr e?c, tk. Since ek, tk « KDF(I—fK) and
by the definition of the execution environment, HK is generated
uniformly random and independent, and by the definition of Case
2 A cannot corrupt HK so this replacement is sound. Any A that
can distinguish Game 2 from Game 3 can be used to break KDF
security of the KDF scheme. Thus:

Adsz < AdVG3 + Advgl)j(DF.

Game 4: In this game, we introduce an abort event that triggers if
A generates a ciphertext Cyg (keyed by e?c) that decrypts correctly
and was not generated by SgNB, breaking the authentication secu-
rity of AEAD. We do so by defining a reduction B, that initialises
an AEAD challenger Cagap, which B, queries when he needs to en-
crypt/decrypt with ek. By Game 3 ek is already uniformly random
and independent, and this replacement is undetectable. Any A that
can trigger the abort event can be used by B, to break the security
of AEAD. This implies:

auth—aead
Advg, < Advg, +Advig scap -

Game 5: In this game, we replace handover keys HK* with
uniformly random values HK*. We do so by defining a reduction a
Bs, that initialises an KDF challenger Ckpr, querying Cxpr with tk
and replacing the computation of HK™ in any session that computes
HK*, with the outputs from the Ckpr HK*. Since HK* « KDF(tk)
and by Game 3 tk is already uniformly random and independent,
this change is sound. Any A that can distinguish Game 4 from
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Game 5 can be used to break KDF security of the KDF scheme.
Thus:
Advg, < Advg, + Adv',fg?",:(DF.

Game 6: In this game, we replace ck with uniformly random
value ck. We do so by defining a reduction a By, that initialises
an KDF challenger Cxpr, querying Ckpr with ck* and replacing
the computation of ck in any session that computes ck, with the
outputs from the Ckpr HK*. Since ck « KDF(Hj(*) and by Game
5 HK* is already uniformly random and independent, this change
is sound. Any A that can distinguish Game 5 from Game 6 can
be used to break KDF security of the KDF scheme. Thus:

Advg, < Advg + Advé?iop

Game 7: In this game, we introduce an abort event that trig-
gers if A generates a ciphertext HO,.s (keyed by c7<) that decrypts
correctly and was not generated by TgNB, breaking the authen-
tication security of AEAD. We do so by defining a reduction 85
that initialises an AEAD challenger Cagap, which 85 queries when
he needs to encrypt/decrypt with ck. By Game 6 ck is already
uniformly random and independent, and this replacement is unde-
tectable. Any A that can trigger the abort event can be used by 85
to break the security of AEAD. This implies:

auth—aead
Advg, < Advg + Advigap

In this stage, it becomes evident that the A is unable to tam-
per with messages exchanged between the 7] and nj‘.. Specifically,
; exclusively accepts message Cyg, HOres from an honest match-
ing partner, and A cannot modify the content of either without
compromising the security of PKW*, AEAD&KDF. Thus, summing
the probabilities we find that the A has negligible advantage in
winning the MA-security experiment:

Advg, =0

B.2 Key Indistinguishability- (Proof of Theorem
3)

In this section, we establish and demonstrate the key indistinguisha-

bility of our protocols.

B.2.1  KIND-security of PGUP AKA. In this subsection, we conduct
a formal analysis of the KIND security of the initial authentication
protocol. We have divided our proof into two cases: Proof:
1. Case 1: The test session ;] accepts messages without an
honest matching session.
2. Case 2: The test session 77 accepts messages with a matching
session.

We then bound the advantage of A winning the game subject to
certain assumptions to Advrklfsg’:ii;” A0 < (Advﬁ!f}?}’ifgl ACT )+
Advy DR ),

Case 1: Here we present the analysis of Case 1, where 7} accepts

without a matching session.
Game 0: This is the original key indistinguishability experiment
described in 7.4:

KIND,cleanj 4,C;
Advn’nP’ns’ ‘a (1) < Adog,.

Game 1: In this game, we incorporate an abort event triggered by
A issuing a query Test(i, s, p) where 7 accepts without a matching
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session. This scenario precisely mirrors the MA security experiment,
and thus we have :

MA,clean
Advg, < Advg, +Advy, 0 0 ().

Since, as per Case 1, 7} has no matching session, and following
the logic of Game 1 where we abort upon 7} accepting without a
matching session, it can be deduced that A is incapable of query-
ing Test(i, s, p). Consequently, the KIND game unfolds identically,
regardless of the bit b sampled by C. Thus

AdvG1 =0.

Case 2: Here we present the analysis of Case 2, where 7] accepts
with a matching session.

First, we recall the cleanness predicate 10, which restricts A
from issuing a Reveal(i, s, 7;.p) query to x{ (and to any session
7} such that 7} is a matching session with 77). Additionally, A
is prevented from issuing a StateReveal(i, s, 7;.p) query, or any
query to any session 71'; such that ! is a matching session with
;. We proceed through a series of games to illustrate the security
property.

Game 0: This is the original key indistinguishability experiment
described in 7.4:

KIND,cleanj 4,Cy
Advn,np,ﬂs, A (A) < Adug,.

Game 1: In this game, we guess the index (i, s) € np X ng, and
abort if A issues a Test(i*, s*, J'[ls:) query such that i # i* ands # s™.
This introduces the following bound:

Advg < ng-np-Advg, .

Game 2: In this game, we guess the index (j,t) € np X ng, and
abort if nj‘f is not the matching subset of 77, which must exist by
Case 2. This introduces the following bound:

AdvGl < ng-np -Adsz.

Game 3 : In this game, we replace the computation of rk in
any sessions computes it with uniformly random value (r7<). We
do so by introducing a reduction B;, which operates as follows: at
the beginning of the game, B; initiates a PKW* challenger Cpgw+.
Every time A calls New(), B; calls to PKW*.New(), then we assign
i to each SUTI and a table (SUTL i) is maintained. Additionally,
B, maintains the following registers Csx;, R and T,. Csx; will be
updated whenever we call Wrap(T, AD, m, i) — C on a new entry,
such that (-, T, AD, m,i) ¢ Cix;. Similarly, the Ry register will be
updated whenever we call Drv(T, AD, i) — rk on new entries, such
that (-, T, AD, i) ¢ Ry. Finally, T,, will be updated whenever we call
Punc(T, i, p). Whenever Send(i, s, m, p) is called, we need first to
check the T, register and follow these conditions:

o IF (T, i, p) € T,: We forward the query to Cpxw+. In case Drv
was queried, the computation of Drv(K, T, Gy||C;) — rk is
replaced with a call to Drv(i, T, Gy||C;) by By.

o IF (T,i,p € T,: If Drv were queried, we recover the output
from the register (Ry).

e IF (T,i,-) ¢ T,: We forward the query to Cpgw+. In case Drv
was queried, the computation of Drv(K,T,Cy||C;) — rk
is replaced with Drv(i, T, Gy||C;),by B; and adds it to the
register as Drv(i, T, Gy||C;) — Rg.
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We note that this process is precisely how all parties interact with
their collective PKW™ state, making this replacement sound. If A
can distinguish between these two games, then A breaks the PKW*
key indistinguishability game. Thus:

KIND
Advg, <Advg, +Advg by

Game 4: In this game we replace the authentication and mac
keys AK, MK with uniformly random values AK, MK. We do so by
defining a reduction a B,, that initialises an KDF challenger Cxpr,
querying Ckpr with rk and replacing the computation of AK, MK
in any session that computes AK, MK, with the outputs from the
Cior AK, MK. Since AK, MK « KDF(r7<) and by Game 3 rk is
already uniformly random and independent, this change is sound.
Any A that can trigger the abort event can be used by 8, to break
the security of KDF. Thus:

KDF
Advg, < Advg, + Advg o

Game 5: In this game, we replace the response and session keys
RK, SK with uniformly random values RK, SK. We do so by defining
a reduction a Bs, that initialises an KDF challenger Ckpr, querying
Ckor with AK and replacing the computation of RK, SK in 7 and Jr]’.

with the outputs from the Cypr RK, SK. Since RK, SK «— KDF(A}()
and by Game 4,4K is already uniformly random, this change is
sound. Any A that can distinguish Game 4 from Game 5 can be
used to break KDF security of the KDF scheme. Thus:

Advg, < Advg, + AdvgiiDF.

Game 6: In this game, we replace the response (Ksgar, HK) with
uniformly random value (stg ArHK ). We do so by reusing the reduc-
tion B, that interacts with a KDF challenger Ckpr, querying Ckpr
with SK, RK and replacing the computation of (Ksgar, HK) in 7}
and n; with the outputs from the (Ckpr Rk) and (Cxpr KSEAFHAK).

Since (Ksgar, HK «— KDF(SK)) and by Game 5 SK is already uni-
formly random, so this change is sound. Any A that can distinguish
Game 5 from Game 6 can be used to break KDF security of the
KDF scheme. Thus:

AdVG5 < AdvG6 + Advgzﬁ(DF.

Here we emphasise that as a result of these changes, the session
keys r7c, Ak, MK, RK, SK, Ks;Ap,I-fK are now uniformly random
and independent of the protocol execution regardless of the bit b
sampled by C, thus A has no advantage in guessing the bit b:

AdvGﬁ =0.

B.2.2  KIND-security of Handover protocol. Here we formally anal-
yse the KIND-security of the HO protocol.
Proof: Our proof is divided into two cases, denoted by

KIND,clean,C KIND,clean,C;
Ade,np,ns, ‘A (4 and Advn’np’ns) 7 ()

1. Case 1: The test session 7] accepts messages without a
matching subset.
2. Case 2: The test session 77 accepts messages with a matching
subset.
We then bound the advantage of A winning the game under
certain assumptions to Adv<INDeleanrio W) < (AdeIND’dea"’Cl D)+

ILnp,ng, A ILnp,ng, A
KIND,clean,C;
AdVH,nP,ns,ﬂ ).

We begin by treating Case 1.
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Case 1: Here we present the analysis of Case 1, where 7] accepts
without a matching session.

Game 0: This is the original key indistinguishability experiment
described in 7.4:

KIND,cleanf;o,C1
AdVH,np,ns,ﬂ (1) < Adog,.

Game 1: In this game, we incorporate an abort event triggered by
A issuing a query Test(i, s, p) where 7] accepts without a matching
session. This scenario precisely mirrors the MA security experiment,
and thus we have :

Advg, < Advg, +Advi e ),

ILnp,ng, A
Since, as per Case 1, 7} has no matching session, and following
the logic of Game 1 where we abort upon 7} accepting without a
matching session, it can be deduced that A is incapable of query-
ing Test(i, s, p). Consequently, the KIND game unfolds identically,
regardless of the bit b sampled by C. Thus

AdvGl =0.

Case 2: Here we present the analysis of Case 2, where 7] accepts
with a matching session.

First, we recall the cleanness predicate 10, which restricts A
from issuing a Reveal(i, s, ;.p) query to x{ (and to any session
; such that 7} is a matching session with 77). Additionally, A
is prevented from issuing a StateReveal(i, s, 7;.p) query, or any
query to any session 7% such that ! is a matching session with

J
;. We proceed through a series of games to illustrate the security

property.
Game 0: This is the original key indistinguishability experiment
described in 7.4:

KIND,cleanf;o,C1
Ade,np,ns, P (A) < Adog,.

Game 1: In this game, we guess the index (i,s) € np X ng, and
abort if A issues a Test(i*, s*, 71:13) query such thati # i* and s # s*.
This introduces the following bound:

Advg, < ng-np-Advg,.

Game 2: In this game, we guess the index (j,t) € np X ng, and
abort if n]‘f is not the matching subset of 77, which must exist by
Case 2. This introduces the following bound:

Advg < ng-np-Advg,.

Game 3: In this game, we replace ek, tk with uniformly random
values ek, tk. We do so by defining a reduction a $;, that initialises
an KDF challenger Ckpr, querying Cypr with HK and replacing
the computation of ek, tk in any session that computes ek, tk, with
the outputs from the Cxpr ek, tk. Since ek, tk «— KDF(HK) and
by the definition of the execution environment, HK is generated
uniformly random and independent, and by the definition of Case
2 A cannot corrupt HK so this replacement is sound. Any A that
can distinguish Game 2 from Game 3 can be used to break KDF
security of the KDF scheme. Thus:

KDF
Advg, < Advg, +Advg (-
Game 4: In this game, we replace handover keys HK* with
uniformly random values HK*. We do so by defining a reduction a

8B,, that initialises an KDF challenger Ckpr, querying Ckpr with tk
and replacing the computation of HK™ in any session that computes
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HK*, with the outputs from the Cxpr HK*. Since HK* « KDF(t7<)
and by Game 3 tk is already uniformly random and independent,
this change is sound. Any A that can distinguish Game 3 from
Game 4 can be used to break KDF security of the KDF scheme.
Thus:

KDF
AdvG3 < AdvG4 + AdeZ’KDF.

Game 5: In this game, we replace ck, HK with uniformly random
value ck. We do so by defining a reduction a Bs, that initialises an
KDF challenger Cypr, querying Cypr with HK* and replacing the
computation of ck, HK in any session that computes them, with the
outputs from the Cyxpr HK*. Since ck,I’-I? — KDF(Hk*) and by
Game 4 HK* is already uniformly random and independent, this
change is sound. Any A that can distinguish Game 4 from Game
5 can be used to break KDF security of the KDF scheme. Thus:

KDF
Advg, < Advg, + Advg o

Here we emphasise that as a result of these changes, the session

keys e7<, t7<, HK * c7c, HK are now uniformly random and indepen-
dent of the protocol execution regardless of the bit b sampled by C;
thus A has no advantage in guessing the bit b:

AdvGS =0.

B.3 Unlinkability (Proof of Theorem 4)

In this section, we establish and demonstrate the Unlinkability of
PGUP scheme.

B.3.1 Unlink-security of PGUP AKA. In this subsection, we con-
duct a formal analysis of the Unlink security of the initial authenti-

cation protocol.
Unlink,cleany 4,C1

Our proof is divided into two cases, denoted by Adv npne. A

and Advg;lr};’;lf;nl‘“’cz 1)
1. Case 1: The test session m; (such that A issues Test(i, s, i*, s*))
accepts messages without a matching subset.
2. Case 2: The test session 7, (such that A issues Test(i, s, i*, s*))
accepts messages with a matching subset.
We then bound the advantage of A winning the game under

Un[ink,clean(a) < (AdvUnlink,clean,Cl (/1) +

certain assumptions to Ade,nP,ns, A Mnp.ng. A

Advy, O D).

We begin by treating Case 1.

Case 1: 7, accepts without a matching subset. Here we describe
the analysis of Case 1: Game 0: This is the original unlinkability
experiment described in 7.5:

Unlink,cleany4,Cq
AdVH,np,ns,ﬂ

1) < Advg,.

Game 1: In this game, we introduce an abort event that trig-
gers if A issues a query Test(i, s, i*,s*) and 7, accepts without a
matching session or subset. This is exactly equal to the MA security
experiment, and thus we have :

).

Considering Case 1, where 7 lacks a matching session, and
according to Game 1, if 7, accepts without such a match, we abort.
Consequently, A is unable to terminate and produce a guess bit b’.

MA,cleany 4
AdvGO < AdvGl + Ade,np,ns, E

oy
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Consequently, the Unlink game progresses uniformly irrespective
of the bit b sampled by C. Thus,

AdvG1 =0.

We now turn to Case 2.

Case 2: 7] accepts with a matching subset.

First, we recall that cleanness predicate Definition 11 prevents
the A from issuing a StateReveal(i, s, 7] .p), nor to any session 71';
such that 7! is a matching session or subset with 77. We proceed
via the following sequence of games.

Game 0: This is the original unlinkability experiment described
in7.5

Unlink,cleany 4
Advn,np,ns,ﬂ () < Advg,.

Game 1 : In this game, we guess the index (i,s) € np X ng of the
first session that accepts without a matching subset, introducing a
factor of np X ng in A’s advantage:

Advg, < np-nsAdvg, .

Game 2 : In this game, we guess the index (¢, j) € np X ng of the
first UE session that accepts without a matching subset, introducing
a factor of np X ng in A’s advantage:

Advg, < np-nsAdvg,.

Game 3 : In this game, we guess session index r € ng and
aborts if n{ registers a ciphertext in C;y; < (C, T, AD, m, j) and ﬁtCN
computes rk « Drv(k;, T, Co) and (., T',.,.) € Cyx; but T" # T,
introducing a factor of ng in A’s advantage:

Advg, < ngAdvg,.

Game 4 : In this game, we replace the computation of rk in
r[f and r[tCN sessions with uniformly random value (r7c) We do
so by introducing a reduction 8, which operates as follows: at
the beginning of the game, B initiates a PKW™ challenger Cpyw+.
Every time A calls New(), B; calls to PKW*.New(), then we assign
i to each SUTT and a table (SUTI, i) is maintained.

Additionally, 8; maintains the following registers Cyx;, R and
T,. Cixy will be updated whenever we call Wrap(T, AD, m,i) — C
on a new entry, such that (-, T, AD, m, i) ¢ Ci;. Similarly, the Ry
register will be updated whenever we call Drv(T, AD, i) — rk on
new entries, such that (-, T, AD, i) ¢ Ry. Finally, T, will be updated
whenever we call Punc(T, i, p).

Whenever Send(i, s, m, p) is called, we need first to check the
T, register and follow these conditions:

o IF (T,i,p) € T,: We forward the query to Cpxw+. In case
Wrap was queried, the computation of C; «— Wrap(K, T, C||Cy,
SUTI||A) is replaced with a call to Wrap(i, T, Co||C1, SUTI||A)
by 8;. and if Unwrap was queried, the computation of m «
Unwrap(K, T, Cy||Cy, Cp) is replaced with a call to Unwrap
(i, T, Gy||C1, Cp) by By. Similarly, whenever Drv(K, T, Cy||C;) —
rk is called, B; replaces the computation with Drv(i, T, Co||Cy).

e IF (T,i,p € T,:Depending on the algorithm that was called,
we check its registry for an output. If Unwrap or Drv were
queried, we recover the output from the register (Cyx;, Ri),
respectively. However, if Wrap was queried, then the ad-
versary has either issued a Corrupt, hence 8B; can simulate
Wrap, or the adversary has forged a message between UE
and CN, hence breaking the PKW* security.
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e IF(T,i,-) ¢ T,: We forward the query to Cpkw-+. In case Wrap
was queried, the computation of C; « Wrap(K, T, Gy||C1,
SUTI||A) is replaced with a call to Wrap (i, T, Co || C1, SUTI||A)

by B;. Then, the output is added to the register as (C, i, T, Cy || C1,

SUTI||A) — Cyx;. Similarly, whenever Drv(K, T, Cy||C;) —
rk is called, B replaces the computation with Drv(i, T, Gy||Cy).
and adds it to the register as Drv(i, T, Gy||C;) — Rk.
We note that this process is precisely how all parties interact with
their collective PKW™ state, making this replacement sound. If A
can distinguish between these two games, then A breaks the PKW*
key indistinguishability game. Thus:

+ AdviND

Advg, < Advg, By PKWH-

Game 5: In this game, we introduce an abort event that trig-
gers if A generates a ciphertext C, that decrypts correctly and is
accepted by 7N, but was not generated by 7, breaking the authen-
tication security of AEAD in PKW?*. In this game, no replacement
is required because if the A could forge a cipher text, then they
would win Game 5. Note that (Cy||C;) is securely authenticated
by PKW*.Wrap() as additional data, and by the definition of Case
1 A cannot issue CorruptLTK(UE). Any A that can trigger this
abort event can be used to break the security of AEAD. This implies:

auth—aead
Advg, < Advg, + Advpy: .

Game 6: In this game we replace the authentication and mac
keys AK, MK with uniformly random values AK, MK. We do so by
defining a reduction a B,, that initialises an KDF challenger Cxpr,
querying Ckpr with rk and replacing the computation of AK, MK
in any session that computes AK, MK, with the outputs from the
Cxor AK, MK. Since AK, MK «— KDF(rk) and by Game 5 rk is
already uniformly random and independent, this change is sound.
Any A that can trigger the abort event can be used by 85 to break
the security of KDF. Thus:

KDF
AdvGs < AdvG6 + AdeZ’KDF.

Game 7: In this game, we introduce an abort event that triggers if
the same hash value exists for different inputs, thereby introducing
hash collisions during the challenger execution with an honest
session. We do so by defining a reduction 85 that initialises an
Hash challenger Cii,sh and maintains a lookup table. Whenever 85
needs to hash a value, he queries the lookup table on x and recovers
(out). The abort event only triggers if A can get the same output
hash values from two distinct input values, thus finding a collision
and breaking the security of the Hash scheme. Any A that can
trigger the abort event can be used by B3 to break the security of
Hash. This implies:

+ Advcollision

AdVG(, < AdvG7 By Hash -

Game 8: In this game, we replace the response and session
keys RK, SK with uniformly random values RK, SK. We do so by
defining a reduction a By, that initialises an KDF challenger Cxpr,
querying Cypr with AK and replacing the computation of RK, SK in
any session that computes RK, SK, with the outputs from the Ckpr
Rk, SK. Since RK,SK « KDF(Ak) and by Game 7,AAK is already
uniformly random, this change is sound. Any A that can distinguish
Game 8 from Game 9 can be used to break KDF security of the
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KDF scheme. Thus:
KDF
AdvG7 < AdvGS + AdVB4,KDF'

Game 9: In this game, we introduce an abort event that triggers
if A generates a valid tag (MAC), but (MAC) was not output by
ﬂ]t-. We do so by defining a reduction 85 that initialises an MAC
challenger Cmac, which B5 queries when n]‘f needs to MAC (SQON, R)

with (MK) and from Game 7 MK is already uniformly random and
independent. This abort event occurs if MAC is verified correctly
under MK, but MAC was never produced by the Cuac, breaking
the security of the MAC scheme. Any A that can trigger the abort
event can be used by Bs to break the existential unforgeability
security of the MAC scheme. This implies:

+ Adveuf—cma

AdvGS < AdvG9 B MAC

Game 10: In this game, we replace the response (RES*) and
(Ksear, HK) with uniformly random value (RES*) and (KSJ:;AFPfK),
respectively. We do so by defining a reduction B, that interacts
with a KDF challenger Ckpr, querying Ckpr with SK,RK and re-
placing the computation of (RES*) and (Ksgar, HK) in any session
that computes RES”, Ksgar, HK, with the outputs from the (Ckpr
RK) and (Ckor KsearHK). Since (RES* «— KDF(RK)) and (Ckpr
Ks;AFI‘IAK) and by Game 9 RK and SK are already uniformly ran-
dom, so these changes are sound. Any A that can distinguish Game
9 from Game 10 can be used to break KDF security of the KDF
scheme. Thus:

KDF
AdvG9 < Adma + Ade()’KDF.

In this stage, it is important to highlight that all plaintext mes-
sages that are sent and received across the network to and from 7
and its corresponding session and subsets are uniformly random
and independent of the bit b that is selected by the challenger. As a
result, A has no advantage in predicting the bit b. By adding up the
probabilities, it becomes evident that A has a negligible advantage
in winning the Unlink game. Thus:

Adle0 =0

B.3.2  Unlink-security of PGUP HO. In this subsection, we conduct
a formal analysis of the Unlink security of the HO protocol. We

have divided our proof into two cases:
dVUnIink,cleanHO,Q

Our proofis divided into two cases, denoted by A TLnp.ns, A

and Advﬁ?n]:ts;“}’ 0:Cz 1)
1. Case 1: The test session 7, (such that A issues Test(i, s, i*, s*))
accepts messages without a matching subset.
2. Case 2: The test session 7, (such that A issues Test(i, s, i, s*))
accepts messages with a matching subset.
We then bound the advantage of A winning the game under

Unlink,clean(l) < (AdVUnIink,clean,Cl (A) +

certain assumptions to Advn,np,ns, 7 Wnpng. A

Advy, o (D).

We begin by treating Case 1.

Case 1: 1, accepts without a matching subset. Here we describe
the analysis of Case 1: Game 0: This is the original unlinkability
experiment described in 7.5:

Unlink,cleango,Cq
Ad ILnp,ns, A

Q) < Advg,.

o
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Game 1: In this game, we introduce an abort event that trig-
gers if A issues a query Test(i, s, i*, s*) and m, accepts without a
matching session or subset. This is exactly equal to the MA security
experiment, and thus we have :

MA,cleang o
ILnp,ng, A (/1) :

Advg < Advg +Adv

Considering Case 1, where 7 lacks a matching session, and
according to Game 1, if 7, accepts without such a match, we abort.
Consequently, A is unable to terminate and produce a guess bit b’.
Consequently, the Unlink game progresses uniformly irrespective

of the bit b sampled by C. Thus,
Advg =0.

We now turn to Case 2.

Case 2: 7] accepts with a matching subset.

First, we recall that cleanness predicate Definition 11 prevents
the A from issuing a StateReveal(i, s, ;. p), nor to any session ﬂ]t-
such that 7! is a matching session or subset with 7. We proceed
via the following sequence of games.

Game 0: This is the original unlinkability experiment described
in7.5

Unlink,cleang o
Advn’np’ns’ A e < AdVGO.

Game 1 : In this game, we guess the index (i, s) € np X ng of the
test session, introducing a factor of np X ng in A’s advantage:

Advg < np-nsAdvg, .

Game 2 : In this game, we guess the index (¢, j) € np X ns of
the test session’s matching subset, introducing a factor of np X ng
in A’s advantage:

AdVG1 <np- nSAdvGZ.

Game 3: In this game, we replace ek, tk with uniformly random
values ek, tk. We do so by defining a reduction a $;, that initialises
an KDF challenger Cypf, querying Cypr with HK and replacing
the computation of ek, tk in any session that computes ek, tk, with
the outputs from the Cxpr e7<, tk. Since ek, tk «— KDF(IfK) and
by the definition of the execution environment, HK is generated
uniformly random and independent, and by the definition of Case
2 A cannot corrupt HK so this replacement is sound. Any A that
can distinguish Game 2 from Game 3 can be used to break KDF
security of the KDF scheme. Thus:

Advg, < Advg, +Ade KDF-

Game 4: In this game, we introduce an abort event that triggers if
A generates a ciphertext Cyg (keyed by e7c) that decrypts correctly
and was not generated by SgNB, breaking the authentication secu-
rity of AEAD. We do so by defining a reduction $B; that initialises
an AEAD challenger Cagap, which Bz queries when he needs to en-
crypt/decrypt with ek. By Game 3 ek is already uniformly random
and independent, and this replacement is undetectable. Any A that
can trigger the abort event can be used by B, to break the security
of AEAD. This implies:

auth—aead
Advg, < Advg, + Advg ean -

Game 5: In this game, we replace handover keys HK* with
uniformly random values HK*. We do so by defining a reduction a
Bs, that initialises an KDF challenger Ckpr, querying Cxpr with tk
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and replacing the computation of HK™ in any session that computes
HK*, with the outputs from the Cxpr HK*. Since HK* « KDF(t7c)
and by Game 3 tk is already uniformly random and independent,
this change is sound. Any A that can distinguish Game 4 from
Game 5 can be used to break KDF security of the KDF scheme.
Thus:
Advg, < Advg, + Ade KDF

Game 6: In this game, we replace ck with uniformly random
value ck. We do so by defining a reduction a By, that initialises
an KDF challenger Cypr, querying Ckpr with ck* and replacing
the computation of ck in any session that computes ck, with the
outputs from the Cxpr HK*. Since ck «— KDF(Hj(*) and by Game
5 HK* is already uniformly random and independent, this change
is sound. Any A that can distinguish Game 5 from Game 6 can
be used to break KDF security of the KDF scheme. Thus:

Advg, < Advg, +Ade KDF-

Game 7: In this game, we introduce an abort event that trig-
gers if A generates a ciphertext HO,.s (keyed by c7<) that decrypts
correctly and was not generated by TgNB, breaking the authen-
tication security of AEAD. We do so by defining a reduction 85
that initialises an AEAD challenger Cagap, which 85 queries when
he needs to encrypt/decrypt with ck. By Game 6 ck is already
uniformly random and independent, and this replacement is unde-
tectable. Any (A that can trigger the abort event can be used by 85
to break the security of AEAD. This implies:

auth—aead
Advg, < Advg +Advigap

In this stage, it is important to highlight that all plaintext mes-
sages that are sent and received across the network to and from 7
and its corresponding session and subsets are uniformly random
and independent of the bit b that is selected by the challenger. As a
result, A has no advantage in predicting the bit b. By adding up the
probabilities, it becomes evident that A has a negligible advantage
in winning the Unlink game. Thus:

AdvG7 =0
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