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Abstract

This paper introduces new protocols for secure multiparty compu-
tation (MPC) leveraging Discrete Wavelet Transforms (DWTs) for
computing nonlinear functions over large domains. By employing
DWTs, the protocols significantly reduce the overhead typically
associated with Lookup Table-style (LUT) evaluations in MPC. We
state and prove foundational results for DWT-compressed LUTs in
MPC, present protocols for 9 of the most common activation func-
tions used in ML, and experimentally evaluate the performance of
our protocols for large domain sizes in the LAN and WAN settings.
Our protocols are extremely fast — for instance, when considering 64-
bit inputs, computing 1000 parallel instances of the sigmoid function,
with an error less than 2724 takes only a few hundred milliseconds
incurs just 29 KiB of online communication (40 bytes per evaluation).
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1 Introduction

Multiparty computation (MPC) enables multiple parties to jointly
compute a function over their private inputs without revealing those
inputs to each other. In theory, one can obliviously evaluate any com-
putable function in this way; in practice, however, many functions
of interest are prohibitively expensive to evaluate exactly in a secure
MPC protocol. In the ubiquitous case of secure MPC based on additive
secret-sharing, a common workaround is to transform secret func-
tion inputs into secret-shared standard basis vectors—essentially
multi-server PIR queries—and then have the computation parties
compute the inner products of those queries with a precomputed
look-up table (LUT), obliviously “fetching” the desired function out-
puts from the LUT. This approach works well for evaluations over
very small domains [30] or functions that admit exact piecewise-
polynomial representations [25]. However, in general, LUT sizes
quickly grow untenable with increasing domain sizes and accuracy
requirements.

This paper explores the use of discrete wavelet transforms (DWTs)
to produce compact LUTs that accurately approximate nonlinear
tion 4.0 International License. To view a copy of this license
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functions over large domains. It proves foundational results about
querying DWT-compressed LUTs efficiently in an MPC setting and
presents four concrete protocols based on these results (the four pro-
tocols arise from combinations among two DWTs and two methods
for preparing query vectors.) The new protocols are fast, have low
round complexity, and give highly accurate function computations.

While our new methods are highly general, we focus our ex-
perimental evaluation on a specific use case: nonlinear activation
functions in deep neural networks. Prior work [11, 34] underscores
the need for fast, high-precision evaluation in this context, and our
methods are well-suited to meet this need. We conduct a series of ex-
periments to empirically measure the performance of our protocols
in both LAN and WAN environments. Another set of experiments
explores the compression-versus-accuracy curves for the most com-
mon activation functions in the neural network literature. Our find-
ings open up arich body of questions and potential future research di-
rections where our techniques could be further explored and applied.

Roadmap

The rest of the paper is structured as follows: Section 2 covers essen-
tial preliminaries, including notation and fundamental concepts of
DWTs and their application in secure MPC. In Section 3, we provide
a detailed explanation of the theory of DWTs, focusing on their
computational efficiency and utility in compressing LUTs for func-
tion evaluation in MPC protocols. Section 4 presents our first core
technical contribution, fundamental results for key MPC structures
under the Haar and Bior transformations. We also present a techni-
cal overview of the methodology for leveraging DWT compression
in LUT-based function evaluation within an MPC framework. In
Section 5 and Section 6 we present the full protocols for Haar and
Bior DWT respectively. Section 7, presents a comprehensive evalu-
ation of our protocols, highlighting the performance improvements
achieved through our approach, across various network settings.
We discuss related work in Section 8. Open questions and future
directions are in Section 9, with conclusions in Section 10.

2 Background

We begin by introducing the notation used throughout the work,
followed by some key building blocks from literature, and state our
threat model towards the end.

2.1 Notation

Ifa€Zy, thené,:=[0--0 1 0--- 0] is the standard basis vector of
length 2¢ with a 1 in its ath position (and 0s elsewhere). Notice that
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we can always unambiguously deduce the length of €, if we know
the domain of a. For indexing into vectors, we use an array-like nota-
tion such as &, [i] for the ith component of €,. We write (#,v) for the
inner product of two vectors and diag(A,B,C....) for a block diagonal
matrix whose blocks may have varying (albeit square) dimensions.
In € RN*N js the N x N identity matrix. For an integer a € Z,.,
we write Isbi (a) and msbg (a) respectively for the k-bit integers
obtained by taking the k-least-significant and k-most-significant
bits of a; that is, if a = (ay—1 a2+ ap)2, then Isbg (a) = Zf:_ol 2i.q;
and msby (a) = Z{:Ol 2'.ap_i+;. We write x eg X to denote that x is
sampled uniformly at random from the finite set X.

2.1.1  Secret sharing. Throughout, we write [a] for a (2,2)-additive
sharing, whether of a scalar a € Z, or a vector @ € (Zy)N. We fre-
quently deal with sharings of standard basis vectors, writing (€,)
for a (2,2)-distributed point function (DPF) sharing of €, (with 1-bit
outputs) and [[é,] for a (2,2)-Boolean (XOR) sharing of €.

Finally, we employ (2,2)-distributed comparison function (DCF)
sharings, writing {(x>r) ? ¥, : Y1} to denote the DCF-shared step
function
Yo ifx>r,and
Y; otherwise.

§>r,Y0,Y1 (x) = {

2.1.2  Fixed-point numbers. We use fixed-point numbers parameter-
ized by a bitlength £ € N and fractional precision f € N with 0< f <¢.
Reasonable values for these parameters might be, say, ¢ = 64 and
f = 24, with which we could approximate any real x € [-23,23%)
with absolute error less than 2724, In particular, we encode a real
number x € [-207f~1 2-F~1) using the integer r = [2f-x] € Z,.
The reverse transformation decodes to a real number ¥ =r-277 that
approximates x in the sense that |x—%| <27/, We write

Ry p={xeR|x-2/ eZn[-2'""2"")}
for the set of reals with exact representations, and

Zop={12" x]¢€Zy|xeRy s} (1)

for the corresponding set of fixed-point integer representations. In
Equation (1), the subscript in the notation | 2f-x |, indicates that we
represent | 2/-x | using exactly ¢ bits as an element of Z,.. We refer
to Zg 5 as the set of (¢,f)-bit integers.

2.1.3 LUTs. Suppose we are given a function F: R — R that we
wish to approximate on an interval [A,B) either using real values or
(£.f)-bit integers. For ease of exposition, we assume that A,BER, ¢
and that 2" | (B—A) for some chosen neN.

We define the real signal lookup table (real signal LUT) as

@

where § = 27"-(B — A) and where each y, = F(x). Note that the
parameter n determines the precision (and size) of the LUT: a higher
n produces more samples of the function values and thus higher
fidelity function evaluation. We call n the quantization parameter of
the LUT. In cases where n=1g(B—A) so that § =1, the resulting real
signal LUT enables perfect evaluation of F(x) atany a=A+ieR
with i € {0,1,...,2" — 1} either via simple (scaled) array indexing or,
equivalently, via a (scaled) inner product with €,

F(a)=L¥%(F)) [a] = (€ L% (F)).

LY (F) =[Ya, Yars, Yaszss - Yar 2n-1)5) ER?,
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Similarly, using fixed-point numbers, we define the signal lookup
table (signal LUT) as

LA (F) = Gases Garass - Gas@en-1)51 € (Zep)?',

where § =27"-(B—A) and i, == | 2/-F(x)], is the (£, f)-bit approx-
imation to F(x). In cases where n =1g(B—A) + f so that § =27/,
the resulting signal LUT enables “perfect” fixed-point evaluation of
F(x) at any a€ [A,B]|NR, s either via simple (scaled) array indexing
or, equivalently, via a (scaled) inner product with é;:

F(a)~2~/ \LfE(F)) [a) =271 (& LA (F)). 3)

where a = |2f-a], is the (£, f)-bit representation of a. We write
Fy ¢ £n (a) for such an “evaluation” ofL‘;’fg (F) atae[-271,271) us-
ing Equation (3). In the common special case where |A|=|B| =2//~!
so that [A,B) "R, s =R, ¢, we drop the subscripts and write LA (F).

2.1.4  Circular rotation. A basic operation we use repeatedly is that
of circularly rotating vectors by some distance x € N; that is, applying
a cyclic permutation to a length-N vector v that sends each compo-
nent V[i] to V[(i—x) mod N]. We write ¥ << x as a shorthand for this
mapping. We also use the inverse mapping V> x which sends 7[i]
to V[(i+x) mod N].

Notice that the cyclic rotations €, << x of a standard basis vec-
tor are also standard basis vectors, namely €, = €, << x for a =
r—x mod N.

2.2 Model and security assumptions

Our protocols operate in the semi-honest (2+1)-party model, wherein
a trusted dealer prepares data-independent, correlated randomness
in an offline phase for the players to consume in an otherwise semi-
honest secure 2-party computation. Such (2 + 1)-party protocols
are amenable to conversion to pure 2-party protocols with a fast
online phase and (perhaps) full malicious security; however, both
2-party and malicious secure variants of our techniques are beyond
the scope of this paper and left to future work.

For DPF sharings, we assume a specific construction of Boyle,
Gilboa, and Ishai [3] whose security requires the existence of PRGs
(and for DCF sharings from [2]); concretely, our implementation is
secure provided fixed-key AES is hard to distinguish from a random
permutation. With this sole exception, all cryptographic primitives
we consider are unconditionally secure under a non-collusion as-
sumption.

3 Discrete Wavelet Transforms

Discrete wavelet transforms (DWTs) are powerful tools for analyz-
ing signals across different resolutions or scales, similar to discrete
Fourier transforms (DFTs) but utilizing wavelets—small, localized
waves—instead of indefinite sinusoidal waves. This localization in
both time and frequency makes DWTs particularly effective for
signals where properties change over time. DWTs facilitate multi-
resolution analysis (MRA) by decomposing signals into increasingly
finer “approximation” and “detail” coefficients. This hierarchical
decomposition allows for efficient data compression and reconstruc-
tion, making DWTs ideal for constructing compact LUTs for high-
fidelity univariate function approximations, balancing precision
with computational efficiency —properties that can enable interest-
ing computational tradeoffs in secure MPC.
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Figure 1: In multi-resolution analysis (MRA), the signal is projected onto a sequence of nested approximation subspaces A,, A, ..
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of decreasing resolution. The information lost in each successive projection is captured in an orthogonal sequence of detail subspaces
Dn-1,Dn-2,...0541. The process does not lose any information and can stop at any level 0 <J < n.

3.1 DWT Basics

Consider a real-valued signal vector 7 € RN of length N =2". Then
a DWT of ¥ is given by the matrix-vector product Wiy -#7, where
Wy € RN*N s a real-valued N-by-N matrix called a wavelet matrix'
and 7T is the column-vector obtained by transposing ¥. For reasons
that will be clear later, we set Wy ; := Wy . The upper and lower halves
of W1 respectively comprise series of low- and high-pass filters;
thus, we write

= (V)
n-1 N
- =Whi 0,
4
dn—l
where a,ff)l,d,l(f)l € RN/2 are called the approximation (or scaling)

coefficients and detail (or wavelet) coefficients respectively arising
from the low- and high-pass portions of Wy ;.

Heuristically, we expect that the approximation coefficients (3}@1
contain near-complete information about ¥, in which case we can
safely discard the detail coefficients Jn(_ml to obtain a twofold reduc-
tion in the length of our approximation relative to v. We then recurse

= (V)

ond,"| by computing
= (V)
n—-2 -
— = (V)
=) Wny2-d,”,
n—2

effecting another twofold reduction in length of 5;?2 relative to
a" while capturing in ‘jn(f)z the information lost in the projection.

n—-1°
Here Wyyz € RN/2xN/2 j5 the decomposition wavelet matrix whose

dimensions are halved relative to Wy Thus, setting 3j; := W1 9Tand

W2

0
W2 =diag(Wny2.Inj2) = [ }
0 IN/Z

!More precisely, Wy is a decomposition wavelet matrix in contrast with a reconstruction
wavelet matrix; see Appendix A for details on filters and on the construction these
matrices.
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we can write the depth-2 DWT as

g? :=W}V,2"_’-71 =

where j, € RN, Jn(i’)l €RN/2 and 5;?2"_1;;(:7)2 €RN/*, Generalizing this
notion, let us denote by y; the result after a j-fold application of the
DWT to a vector v of length N =2". For instance, as seen above, we

have that
gz 2=WM2'WM1'\7T.
We say that 7j; is the DWT with depth j or at level J := n — j. This

process can be iterated to compute the DWT at any depth: Setting
1o =v"T, we have, for all 0 < j<n, that

§j=WnjGj-1-
3.1.1  Formal definition. The above constructions can be formalized
to provide a definition of a DWT of a vector V€ RN at depth j.
Definition 1 (Discrete Wavelet Transform [27]). Let j,neN with
0<j<nandset N:=2".If Ve RN is areal-valued vector of length N

and Wy a decomposition wavelet matrix, then the discrete wavelet
transform (DWT) of ¥ at depth j is

(4)
such that Wy ; :=Wy and, for each k=2,...,j,

WN,k = diag(WN/zk—l,IN/Zk—l,IN/zk—Z,. -~:IN/2) .

Definition 2. (Approximate & Detail Coefficients [27])Letjne
Nwith 0 <j<n, and then set N:=2" and J:=n—j. Let j; be the DWT
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v=[00003333] #=[0 0 0 0100 0]
azm sz) J]m 52"]‘ Jz(m Jltﬁ)
y2V=[06 00 0000] y2"=[00.5 0 0.5 000.70]
~———
approx detail approx detail

Figure 2: A slow- and fast-varying signal v and & and their DWT representations at level /=2 under the Haar transform. From Parseval’s Theorem,
we know that (i, 7) =( 372(“)

= (@) = (V)

simplifies to (d,",d,"” ). We show the full workings of this simple example in Appendix A.3.

, *2( ? ). Because V is slow varying, its detail coefficients are trivial and we can ignore those terms and the inner product

of avector V€ RN at depth j, as given by Equation (4), and write it as notation of Definition 2, we have
[ > ] n-1 5 .

a = o = (i) = (v i v
_/ <u)v>=<a]( )’a]( )>+ Z <di( >’di( )>.
> (%) i=]
4

= _| 70 N 3.3 Biorthogonal DWT

=] dy; |€RY, 8

The biorthogonal family bior(p,q) of DWTs achieves superior com-
pression relative to orthogonal wavelets like Haar. Relative to Haar

d n(f)l DWTs, the bior(p,q) family exhibits the following crucial differences:
) ) o) =) i ] (1) its decomposition wavelet matrices Wy are invertible but not

where d;"”,d;"” €R* andd;, " eR* foreachie {/+ 1"“’3_1}' Then orthogonal;
a J(D) is the approximation coefficients at level J and the di("’) are the (2) they comprise low- and high-pass symmetric filters that are
detail coefficients at levels J,...,n—1. chosen to maximize vanishing moments for better compres-

sion. For details on symmetric filters as well as vanishing
moments consult Appendices A.1 and A.2;
(3) the decomposition wavelet matrices Wy use different filters
than the reconstruction wavelet matrices Wy and they fulfill
; T y-1
the biorthogonal property Wy, :=Wy".

Figure 2 illustrates the Haar DWT applied to a short vector ¥
(with n =3 and j = 2, so that N =8 and J = 1). We obtain an exact
reconstruction of v from #j; using the inverses of the decomposition
wavelet matrices

> _w-l.p-1 -1 =
v=Wy1- Wy Wyl

J The parameters p and q determine the lengths of the low-pass de-

For the Haar transform, the decomposition wavelet matrices are composition and reconstruction filters, respectively. For this initial
orthogonal so that Wy ! =WI€ ;»where Wg’ ; denotes the matrix trans- foray into applications of DWTs to MPC, we focus on biorthogonal
pose of Wi ;. DWT bior(5,3). This particular choice allows an easy characteri-

zation of the DWT of a standard basis vector (see Lemma 6 in Sec-
3.2 Haar DWT tion 4.3). Interested readers can consult Van Fleet [27, §9] for details
The Haar transformis the simplest example of a DWT and while Haar about choosing an appropriate p and q in more general contexts. Just
DWTs’ compressionis poor relative to other wavelet families, it’s sim- as we did for the Haar DWT, in Appendix A.1 we present a formal
plicity makes it easier to analyze, and thus we use that as our starting description of the biorthogonal DWT bior(5,3) as well as an explicit
point for exploring the use of DWTs in secure MPC. In Appendix A.1 example of its decomposition and reconstruction matrices for N =38.

we present a formal description of the Haar DWT as well as an ex-
plicit example of a Haar DWT matrix. In addition, in Appendix A.3
we provide a comprehensive example of the Haar DWT application
and its MRA. The final result of that example is presented in Figure 2.

Parseval’s Theorem for biorthogonal transforms: We now state Par-
seval’s Theorem for biorthogonal DWTs. Analogous to the case of
orthogonal DWTs, this theorem provides a strategy for efficiently
approximating inner products (€,,v) when the vectors €, and v are

Parseval’s Theorem for orthogonal transforms: We now state Par- large. We defer the proof of Theorem 2 below to Appendix F.

seval’s Theorem for orthogonal DWTs: a fundamental result that Theorem 2 (Parseval’s Theorem [19] for biorthogonal DWTs). Let
'estabhshes that orthoggnal DWTs like the Haar.transform preserve jneN with0 <j<n and set N =2" andJ :=n—j. Ifii,y € RN and
inner products, providing an approach to efficiently approximate W = Wi+ Wajo1 - Wit € RVN is a biorthogonal decomposition

inner products (€,,v) when the vectors &, and v are prohibitively
large by first transforming them into the wavelet domain. Specifi-
") are all sufficiently small, a good

wavelet matrix with ﬁl(ﬂ) =w-uT and 371(0) =W-T for the reconstruc-

N tion wavelet matrix WX :=WZ1, then, in the notation of Definition 2,
cally, if the detail coefficients of 7/ NN f Defi

o . . . we have
approximation of the inner product can be achieved using only the nel
vector of approximation coefficients @, ", which is a factor 2/ shorter (,y)=(a 1(1;) A+ 3 (d ™ d ).
than V. We defer the proof of Theorem 1 to Appendix F. =
Theorem 1 (Parseval’s Theorem [19] for orthogonal DWTs). Let 3.4 Effectiveness of DWTs at Compression
jneNwithoO<j<nandsetN:=2"andJ:=n-j Ifu,v € RN In general, the ability of a DWT to approximate a function, and
and W = Wy ;-Wyj—1 -~ Wi,1 € RVN is an orthogonal decomposi- hence to compress a LUT representing that function, depends on the
tion wavelet matrix with ﬁj(&) =W-iuT and gj(ﬂ =W-¥T, then, in the number of vanishing moments (of the high-pass filter) of the DWT
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under consideration and the smoothness of the function where the
DWT is applied. To have a more complete grasp of these relation we
refer to [7, §7.4 & §8.2], [14, §10.5], and [33, §9.1 & §10.7]. Below we
provide an intuition on the compressibility of polynomial functions
which provide good approximations to smooth functions.

If a DWT has a high-pass filter with M vanishing moments then
it will achieve “high” compression for polynomials of degree at most
M—1. While this is not completely rigorous (in this comments we
are not considering the boundary effects of using finite signals),
the approximation coefficients will be a sampling of a polynomial
of degree M — 1 while the detail coefficients will be zero. Conse-
quently, in the second application of this DWT we are applying it
to a sample of a polynomial of degree M —1 and the properties we
just mentioned are still valid. Therefore, if a DWT has M vanishing
moments then it achieves “high” compression for functions that are
well approximated by polynomials of degree at most M —1.

The DWTs we consider —Haar and bior(5,3) —have 1 and 2 vanish-
ing moments, respectively. Applying DWTs to standard basis vectors
is crucial for the MPC protocols, as the approximation coefficients
play akey role. For Haar and bior(5,3), these coefficients have simple
expressions that enable efficient MPC protocols (see Lemmas 3 and
6). The tradeoff between their vanishing moments manifests in two
ways: (i) bior(5,3) offers better compression than Haar (cf. Table 1and
Figure 7), but (ii) it requires a more complex protocol, as shown in Fig-
ure 6, with an additional DCF and more intricate LUT evaluation com-
pared to Haar (Figure 5). We elaborate further on thisin Appendix A.2
but emphasize that many challenges remain, such as developing sim-
pler heuristics to identify effective DWT-function pairs and discover-
ing new DWTs that balance simple descriptions of standard basis vec-
tors’ approximation coefficients with strong compression properties.

4 Non-linear functions in MPC

Our protocols have 4 parameters: ¢ the bit-size used to encode MPC
values, f the fixed-point precision, n a parameter that controls the
precision of the original LUT and thus the fidelity of function com-
putation?, and J (level of the DWT) which is a dependent parameter
that will control the compression offered by the DWTs. Another
dependent parameter is j (depth of the DWT) is equal to n—J.

LetaeRandleta=|2fa] e Zy, 5 be the (¢,f)-bit approximation
to a. Suppose two parties hold an additive sharing [a] and wish to
compute [y] where 2/-y ~ F(a) for some function F: R — R. A
common, function-agnostic way to do this uses LUTs; that is, we
compute the signal LUT ¥:=15/" (F) and then obliviously fetch an
entry from it using [€nsp,, (o) ], Which the parties compute using [€,],
[r], and [a]. The parties rely on correlated randomness from the
dealer to facilitate all of this.

We use the basic, semi-honest variant of Pika [30] as our proto-
typical example of such a protocol. Figure 3 sketches the steps Pika
clients use to perform the desired function evaluation. The protocol
is parametrized by the function F to approximate, fixed-point param-
eters ¢, f for inputs and outputs, and a quantization granularity n for
the LUT. The bottleneck operation in Pika is evaluating the inner
product {[+€xsb,, (a) ]V}, Which involves vectors whose lengths are

2 The reader will notice that the parameter n is present in a subtle manner in Haar proto-
cols - only appearing in the one-time pre-processing phase for the Haar protocol (in the
Bior protocol, it is used in both the one-time pre-processing as well as the online phase).
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exponential in the quantization parameter n. Since the computation
is proportional to the size of the LUT, it is imperative to truncate
the additive shares [a] € Z,: into [msb,, (a)] € Z;». Thus, the param-
eter n controls the precision of the LUT evaluation and introduces
a trade-off: larger values of n produce approximations that are more
precise, but at the cost of rapidly increasing computation cost. Wagh
notes [30] that beyond n =24, the overhead due to this inner product
quickly becomes prohibitive for an online computation.

4.1 Technical Overview

DWT compressionisapowerful tool for realizing efficient LUT-based
function evaluation in MPC based on linear secret sharing. Suppose
that F: R — R is a (non-linear) univariate function, and consider the
signal LUT LA (F) foran (¢, f)-bit approximation to F. Intuitively, the
idea is to run a Pika-like LUT evaluation protocol, but in the image of
the DWT homomorphism, as enabled by Parseval’s Theorem. Firstly,
we use the real signal V:= LD%"}B (F) asdefined in Equation (2). Note that
for ease of exposition, we assume that A,B€ R, y and that 2" | (B—A)
for some chosen n € N. Secondly, we apply a DWT and re-write the
expression as a linear combination of inner products where one of
the vectors is a standard basis vector. At last, we convert the values
to (¢,f)-bit approximations. By following this order we improve the
precision of the approximations and avoid costly implementations of
fixed-point precision reductions. That is, when the detail coefficients
of §;=W-iT are sufficiently small, we have

F(a)~ (V)
z<{:i]<éa~)’a](?)>

2/-1

= Zci<gis17i>
i=0

_ 2/-1 -
~2 f'Zi:o ci{€iAF,i)

(real signal LUT)

(Parseval’s Theorem)

(re-writing)

((£,f)-bit representation)  (5)
where a:=|2/-a|, and A, are, respectively, the (¢,f)-bit represen-
tation of a and ¥;, and a:=msb, (a). In practice, for the Haar and the
bior(5,3) transformations we just compute, respectively, one and
two inner products.

This is notable because @ ](E“>
€, and V (recall that J:=n—j so that j=n-J), providing a substantial
reduction in the cost of evaluating the inner product in the bottom.
We write FH[’ﬁn’ yand ﬁBg’f’n’ ;7 for the approximation functions that
arise by respectively applying the Haar and bior(5,3) transforms at
level J in this manner; see Equation (7) and Equation (8).

Thus, our primary insight is that using DWTs to compress LUTs
may provide significant computational advantages with only a com-
paratively modest impact on approximation accuracy. The exact

= (€5)

computational savings, of course, hinge on how one arrives at @,

and d ]( 7 are a factor 2/ shorter than

(note that 67]( ? will be pre-computed once and for all). The naive
method (given by Equation (4)) requires constructing secret-shared
basis vectors of length 27, and then using massive vector-matrix
products to “lower” those vectors into length-2” approximation
coefficients. In the sequel, we present encouraging results for the
Haar transform (Subsection 4.2) and the bior(5,3) transform (Sub-
section 4.3); specifically, we give exact (and efficient) expressions for

a) in terms offij(e’), r,and a.

(_1'](6’) in terms of r and for d;
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Pika LUT protocol H];E,T'Pika
One-time pre-processing: Input is a function F, fixed-point param-
eters £,f € N, and LUT quantization parameter n € {1,2,...,0}
- Compute the signal look-up table ¥:=1%5" (F)
Per-run pre-processing:
- Dealer distributes sharings [r] and [é,] for r €g Zy», plus a Beaver
triple for multiplying two secret scalars in Z,¢
Online phase: Inputis [a], a € Z; f, plus all pre-processing values

(1) Non-interactively compute [@] =msb,, ([a])

(2) Interactively reconstruct x,, :=r—a mod 2" from [r] and [a]

(3) Non-interactively compute [é;] =[€,] <« x5, perform signed exten-
sion to convert this into [+&3], use component-wise summation to
compute [+1] from [+€;], and evaluate [iﬁLeJ:n (a)]=([zezl.v)

(4) Interactively compute the product of [iIE]L[, fn(a@)] and [£1] using
the Beaver triple to obtain [F]L‘ sn(a)]

(5) Return [ﬁLl,ﬁn (a)]

TSpeciﬁcally, a=msby, (a)—J for § € {0,1}. We have § =1 when the discarded

low £ —n bits induce a carry-out during share reconstruction (which happens with
probability 0.5), and § =0 otherwise.

Figure 3: LUT-based function evaluation protocol from Pika [30].
The protocol uses two rounds of communication (Steps 2 and 4).

4.1.1 A note on computing EJ(E“'>. As with Pika, we consider a set-
ting where inputs are additively shared (¢, f)-bit integers, but where
the signal LUT uses an n-bit quantization of F. DWT compression
then compresses the real signal LUT from 2" down to just 27 entries.
Consequently, computing a sharing [€nsb, (a)] Of €msh, (a) from an
additive sharing [a] of a € Z; y isnecessary.® Asillustrated in Figure 3,
Pika employs a probabilistic truncation approach for this step that
we want to avoid; i.e., the value 4 in Pika is not necessarily equal to
msb;, (a), resulting in an off-by-one error with probability 0.5.

To avoid “stacking” the approximation errors from probabilistic
truncation and DWT compression, we replace Pika’s probabilistic
approach to computing [€msp,, ()] with a deterministic one. This way,
our protocols are guaranteed to give the exact approximation ob-
tained via plaintext evaluation with the same DWT-compressed LUT.
We showcase two distinct approaches to deterministically producing
[€msby, (a) ] one using DCFs to perform deterministic truncation in
a Pika-like protocol, and the other entirely side-stepping the need
for truncation by using Grotto’s segment-parity approach [25, Theo-
rem 1]. Both methods give [€msb,, (o) ] exactly, but they differ in their
performance profiles. We can employ either method in conjunc-
tion with either DWT, yielding four potential pairings: “Haar+Pika”,
“Haar+Grotto”, “bior(5,3)+Pika”, and “bior(5,3)+Grotto”.)

In the sequel, we make the editorial decision to present our Haar-
based protocol with the DCF-based computation (“Haar+Pika”) and
our bior(5,3)-based protocol with the Grotto-based computation
(“bior (5, 3)+Grotto”). This choice of pairings is arbitrary and in-
tended only to ensure that both methods feature in the main body;
for completeness, we present the other two pairings in Appendices
HandL

3Jumping ahead, the protocol for bior(5, 3) additionally requires us to compute
[Isb; (msb,, (a))] from [a]; for this, we always use a DCF-based approach.
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4.2 Haar-transformed basis vectors

The Haar transform’s simplicity yields an expression for approxima-
tion coefficients of €, that is incredibly easy to evaluate. Note that all
results in this section hold whenever 2/ | N, but we only consider the
case of N=2". Our first lemma states that the Haar approximation
coefficients of a standard basis vector at depth j are just a (much)
shorter standard basis vector, only scaled by 27//2.

Lemma 3 (Haar transform for basis vectors). Letj,n,£ € Nwith0<j<
n<t,leta€”Zy, and setJ:=n—j and a:=msby,(a). The approximation
coefficients ﬁj(ed> of €; at level ] under the Haar transform are given by

= (ea -jl2.z 27
a]e“)=2 il 'emsb](a)e]R .

The next lemma characterizes the impact of applying a circular
rotation (see Step 2 of Figure 3) to a standard basis vector under the
Haar transform.

Lemma 4 (Haar transform for shifted basis vectors). Letj,nf €N
with0 <j<n<¢?, letr,a € Zy, and set] :=n—j, x =r —a mod 2¢,
a:=msby,(a) and 7 :=msb,(r). The approximation coefficients Zi](gﬁ)
of €; at level ] under the Haar transform are given by

a](Ea) = 27j/2 . (Emsbj (r) < x]):
where x; :=msb; (x) + (Isb,_;(r) <1sb,_;(x)) mod 2.

We defer the proofs of Lemmas 3 and 4 to Appendix B. Figure 4
illustrates the implications of Lemma 3 and Lemma 4 as they relate
to leveraging Theorem 1 to evaluate approximate inner products
in a Pika-like protocol (bullets 1 and 2) or Grotto-like protocol (bul-
let 3). The final result of this section rephrases the first two results
from a computational perspective and introduces a third (trivial)
observation.

Corollary 5. Letjn ¢ €N with0<j<n<{¢ anda,r € Zy, and set
J=n—j,x=r—a, a:=msby,(a), and 7 :=msb,(r). Then the following
expressions compute the approximation coefficients E](éd) of €; at level
J under the Haar transform:

(1) Ei](eﬁ) =2_j/2'gmsb](a)’.
2) {7](2‘2) :2_]/2'(Emsbj(r) < x7); and

(3) &% =272 [ @G [k =0...2" 1],

where x; :==msb; (x)+ (Isb,_;(r) <lsb,_;(x)) mod 2.

4.3 Bior-transformed basis vectors

As explained in Subsection 3.3, the bior(p,q) family of transforms
use different sets of low- and high-pass filters for decomposition
and reconstruction. This is in contrast to the orthogonal wavelets
of the Haar transform, where the filters used for decomposition and
reconstruction are identical. The upshot of this relaxation is that it
enables the use of symmetric filters of length larger than 2, yielding
superior compression.

The following lemma and corollary for the bior(5,3) transform
are analogous to the preceding results for the Haar transform. We
defer their proofs to Appendix C.

Lemma 6 (bior(5,3) transform for basis vectors). Let j,n,f € N with
0<j<n<¢tletac Zy, and set] :=n—j and a = msb,(a). The
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Standard basis vector
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Rotated basis vector

msb o Left Circular Shift msb (@)
N xp =msby, (r)—msb, (a) mod 2"
i)
: OOOOONODNNNHNNDDE TloIOIOI_IOIOIOIOIOIOIOIOIOIOIOI Computation
v[(]]lv[l]lv[Z\lv ]lvmlv ]lvm]lvm[v[ﬂ]lv[g]lv[m]lv[il][v[iz]lvnﬂlv[m]lvm]l of size-2"
_____ Compressing .\ Parseval’s Theorem R
(Lemma 3) (Theorem 1)
Left Circular Shift
msb;(r) msb;(a)

~ x,:msb_,(x)+(lsbg,_,(r) <lsbp,_,(x)) mod 2/
E [oToToTolo}zs[0T0] > [o]o@olo|o|o|ol Computation

Lemma4 of size-2”

(0@ 1ja2)|dy(3]|as (4]l (5]l (6] (7)

Figure 4: Implications of Lemmas 3 and 4 as they relate to leveraging Theorem 1 for approximate inner-product evaluations. One option is
to apply Lemma 3 to compress €y, () into 279128 s(r)» and then to apply Lemma 4 to cyclically rotate 27i/2 'Emsb](r) into 277/2 ~Em5b](a); the other

option is to apply a cyclic rotation to obtain €y, () from €y, (r), and then to apply Lemma 3 to compress €y, () into 27912

approximation coefficients E](Ed) of €; at level ] under the bior(5,3)
transform are given by

= (8q) _ - - 27
a, a =Cj,0*€msb; (a) €71 '(emsb](u) >>1)€R”,

where c; o= (2 ~1sb;(a)) 2792 gnd ;= Isb;(a)- 27912,

The next lemma characterizes the impact of applying a circular
rotation to a standard basis vector under the bior(5,3) transform.

Lemma 7 (bior(5,3) transform for shifted basis vectors). Letj,n,f €N
with0 <j<n<¢, letr,a € Zy, and set] =n—j, x =r —a mod 2°
and a:=msb,(a). The approximation coefficients d, (€a) ofe; at level
J under thebior(5,3) transform are given by

a](éa) (©6)
where ¢y, ;1 € R% are as defined in Lemma 6 and where x; =
msb; (x) +(Isb,_; (r) <lsb,_;(x)) mod 27.

_ - - 2/
_c],O'(emsb/(r) < x])+CJ,1 '(emsbj(r) < xJ_l) eR s

The final result of this section rephrases the first two results from
a computational perspective and introduces a third (trivial) obser-
vation.

Corollary 8. Letjne N with0<j<n, leta,r € Zyn, and set):=n—j,
x =r—amod 2° and a = msb, (a). Then the following expressions
compute the approximation coefficients d; (éa) of €; at level J under the
Haar transform

(1) a a'* _CJ,O.ngbj(a) +C¢r1e (Emsbj(a) >> 1);

(2 a _’ =c7,0 (Emsby (r) <€ X7) +¢1,1° (Emsh, (r) <K 7 —1); and

(3) @ =cjo-é+cp- (€3> 1),
where x; :=msb; (x) + (Isb;(r) <1sb;(x)) mod 27, ¢ 0.¢11 eR? areas
defined in Lemma 6 and

~ (k+1) j— _,
= @ _1:12] 2-1
5 LUT using Haar DWT

We now shift our focus to this work’s main contribution: fast and ef-
ficient secure (2+1)-party evaluation of non-linear functions using

[i1]k=o0.,...27-1].
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*€msby (a) -

Haar+Pika LUT protocol [JWT:Haar-Pika
ntJ,v

One-time pre-processing: Input is a function F, fixed-point param-
eters £,f € N, LUT quantization parameter n € [1..£), and DWT depth
Jj(sothatJ:=n—j)

- Compute the real-valued compressed LUT d; € R? as the DWT of
v :=1R"(F) at level J under the Haar transform, and then from it
compute the fixed-point LUT A := | 2/ /2 -d," |, € (Zl,f)zf

,fpre -Haar-] Plka.
ntJ,v

- Dealer distributes sharings [r] and (€ngb, ()] for r €r Z,r, a DCF

{(x>1sb,—;(r)) ? 1: 0}, plus a Beaver triple for multiplying two
secret scalars in Z,e
Online phase: Inputis [a], a € Z, y, plus all pre-processing values
(1) Interactively reconstruct x_; :=Isb,_;(r —a) and the carry-out bit
carry that arises in the reconstruction

Per-run pre-processing

Non-interactively compute [ borrow] = DCFEval({(x>1sb,—_;(r)) ?
1:0}x-7)

Interactively reconstruct x; € Zys from carry, [r], and [a] using
msby ([r]—[a]) +carry+[borrow]

Non-interactively compute [€msp, ()] via full-domain evaluation
of qgmsb](r)b and IIgmsb](a)]] = Hgmsb](r)]] K Xj.

Non-interactively perform signed
this into [+€msh;(a)], Use component-wise summation
to compute [+1] from [+€pg;(a)], and then evaluate
[+AF[msb;(a)]]=([*€msb;(a) .AF)

(6) Interactively compute the product of [+Afr[msb;(a)]] and [+1]
using the Beaver triple to obtain [ﬁu_:[f’ﬁn’j (a)]

(7) Return [FH

extension to convert

t.finJ (a)]

Figure 5: LUT-based function evaluation using the Haar DWT. The
protocol uses three rounds of communication (Steps 1, 3 and 6)

DWT-based LUTs. In this section, we describe our protocols for the
Haar transform before tackling the more complicated—yet, in many
cases, concretely superior—protocols for the bior(5,3) transform in
the next section.
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Recall that given a function F: R — R we wish to approximate it
on an interval [A,B) using (¢,f)-bit integers. Thanks to Equation (5),
Theorem 1 and Lemma 3 we have

F(a)~(Z:.9) ~(d@,°4 @ ") =(27* -Engpy (a).d, )
= <gmsb](d),2_j/2 'a](‘-/)> ~ z_f'<gmsb](d),AF>
where @ = |2/ a]; € Zy g, Ap = [2-27/2.G7) ], € (Zyf)? and

a:=msb,(a). We write I:“H[, f£n,7 () for such approximation of F(a)
atae[-2f712671):

@)
Corollary 5 suggests three potential strategies to compute this
inner product. Our first protocol uses Bullet 2 from the result, namely

Fyt fn (@) = (Bmsby (a) AF)-

>(a) _o—jl/2 (3
a; =2 il “(Emshy (r) < X)),

to construct a direct analog of Pika with deterministic (errorless)
truncation. Figure 5 describes all of the protocol steps; we elaborate
on and justify non-obvious aspects below.

One-time pre-processing phase: In the one-time pre-processing phase,
some quasi-trusted entity produces the fixed-point representation of
aDWT-compressed (and scaled) LUT to be used in the online phase.
This phase only needs to be completed once and for all for any given
function F and set of parameters j,¢, f,n; however, we stress that,
since the entire process is imminently feasible, deterministic, and
based on public values, it can be easily reproduced by anyone at any
time and, consequently, does not require a trusted initializer.

Since our goal is to evaluate ﬁH()f’n’ 7(a) using Equation (7); we
precompute and publish the LUT

Api= sz.z‘f/z-&'](;))ﬁ € (Zé’,f)zj'

Online evaluation phase: The online phase is where the actual com-
putation takes place, using the pre-processed data and the shared
inputs to securely evaluate the function ﬁHf’:ﬁ”’ 7(a) on the input
shares. This phase is designed to have low communication cost and
round complexity, leveraging the pre-computed values to complete
the function evaluation with just 2¢+J bits sent by each party across
three communication rounds.

In the protocol, Steps 1-3 compute the rotation distance x; at
level J using a two-round protocol; the remaining steps complete
the calculation exactly as in Pika, using the above-computed LUT.
The computation of x; proceeds in two steps because the parties
must reconstruct Isb,_;(x) before they can compute and reconstruct
xy=msby(x) + (Isbe—s (x) <Isbe_s (r)).

Cost analysis: The per-run preprocessing values have size about
A-(J—1gA) bits for the DPF and 2(¢—J)-(A+¢-]) bits for the DCF,
plus 4¢ values for the additive sharing and Beaver triple, where A e N
is the seed length of the PRG. This gives a total precomputation
size in O(¢-(A + £)). Computation cost for the dealer is a modest
©(¢-1gA) PRG invocations and XORs.

Asfor the online phase, the parties exchange one £-bit value across
Steps 1 and 3, and two ¢-bit values in Step 6, for a total online com-
munication of just 3¢ bits in either direction. The DCF evaluation in
Step 2 requires ©(¢) work and the full-domain evaluation in Step 4
requires ©(2’~'¢}) work. Essentially all of the remaining computa-
tion cost come from the inner product in Step 5, which uses at most
2’ many ¢-bit additions.
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LUT-bior(5,3)-Grotto

nt,J,v

One-time pre-processing: Input is a function F, fixed-point parameters
¢,f € N, LUT quantization parameter n € [1..£), and DWT depth j (so that

J=n—j)

- Compute the real-valued compressed LUT @, € R? as the DWT of
v =R (F) at level J under the bior(5,3) transform, and then from
it compute the fixed-point LUTs

- Apey =12 T2G7 e (o p)?
- AR, =127V ((37 < 1)-d,") e € (Zep)?
Per-run pre-processing ?’:rzb‘;or(s’S)-Gmtm:

- Dealer distributes sharing’s [}'], [1sb; (msby, (r))] and (&) for r eg Zye,
two DCFs{(x>1sby_,, (r)) ? 1:0fand { (x>1Isb,—; (r)) ? 2/:0}, plusa gen-
eralized Beaver tuple for equations of the form [u]-([¢1]-[x]+[co])
with arithmetic in Zye.

Online phase: Inputis [a], a € Z; f, plus all pre-processing values
(1) Interactively reconstruct x :=r —a from [r] and [a], and then non-
interactively compute x_; :=Isb,_; (x) and x_,, :=1sb,_, (x) from x

bior(5,3)+Grotto LUT protocol I

(2) Non-interactively compute

- [borrow,] =DCFEval({(x>1sby_,(r)) ?1:0},x-, ) and

- [borrow;] =DCFEval({(x>1sb,_;(r)) 2 2/:0},x_;) and

- [Isbj(msb,(a))] = [lsbj(msb,(r))] — (Isbj(msb,(x)) +
[borrow,, ] - [borrow;]) € Zye,

and then compute

- [€msby (a) ] using Grotto’s segment-parity algorithm on input (&),
(P;=i-2|i,..,2" —1),and x,

- perform signed extension to convert this into [ie?msb,(,,) 1,

- use component-wise summation to compute [+1] from [+€ngp, (a) ],
and then

- evaluate [+Afpc,[ msby(a)]] = ([*émsh;(a)]; Arcy) and
[£AF c, [msby (a)]] =([Emsh (a) . AR c; )

Interactively compute the sign-corrected linear evaluation

[+1]- ([£AF ¢, [msb; (a)]] - [Isb; (msby (@) ) ]+ [+AF, ¢, [msby (a)]])

using the generalized Beaver triple to obtain [F]B" fn(a)]

(4) Return [F]Blf"vf (a)]

3

=

Figure 6: LUT-based function evaluation using the bior(5,3) DWT.
The protocol uses two rounds of communication (Steps 1 and 3)

Theorem 9. Protocoll'[ffZ’I;““r securely evaluates ﬁHf’f)”J (a) in the
o 7_—pre—Haar—Pika_

presence of semi-honest non-colluding parties in the )T

hybrid model.

We defer proof of Theorem 9 to Appendix D. We highlight that
all the approximation of the DWTs happen outside the secure com-
putation protocol (refer to the ideal functionality in Figure 8). The
approximation can be independently studied with the error being
a tunable parameter as a function of J,n. Section 7.1 contains the
experimental numbers for specific parameter choices.

6 LUTs using bior(5,3) DWT

Similar to Section 5, we approximate a function F: R — R on an
interval [A, B) by using (¢, f)-bit integers and making use of the
bior(5,3) transformation. Indeed, following Equation (5), Theorem 2
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and Lemma 6 we have

F(a)~ (€2,7) ~(@,°,a,") =(c10*Emsby (a) + 1.1 (Bmsby (a) 3> 1),d,")
=((2/=1sb;(@)) 27 -Eimaby (a) +1b;(@) 27" - (Bt () >> 1), ")
= (Brmety ()27 -3, ") +15by(8)- Bmsty (a2 7 (@7 << 1)=3, ™))
27 (@t (a) AF.co) +15b; (@) Cnst (@) AFcy))-

where @ = [2f-a], € L f, A, = L2f~2%j~ﬁj(v)Jg, and Ap,, =

12f-27 (@7 << 1) =3 ")), € (Zgs)? and d = msb,(a). We

write F]Bff,nsl (a) for such approximation of F(a) at a€ [-2°71,2¢71).

That is,

Fyefiny (@) = @msby (a)AF.c) +15b; (@) (Emsby (a)AF.c, ). (8)

Corollary 8 suggests three potential strategies compute Equa-

tion (8). The protocol we present here uses Bullet 3 from the result,
namely

©

E](Ed) =cro-€r+cr1-(€,>> 1),
where c;,c;1 € R?’ are as defined in Lemma 6, and where
6L k0,021,
with Grotto’s parity-segment algorithm to construct a protocol that
avoids the need for truncation altogether. Figure 6 describes all of
the protocol steps; we elaborate on and justify non-obvious aspects
of these steps below.

One-time pre-processing phase: As with the Haar transform, the pre-
processing phase of out bior(5,3) protocol consists of a quasi-trusted
entity producing fixed-point representations of DWT-compressed
LUTs to be used in the online phase. Recall that our goal is to evaluate
FHB[J:”’ 7(a) (Equation (8)) using Equation (9).

Online evaluation phase: The online phase diverges from the Haar
protocol in two main ways. The first significant difference is that it
uses Grotto’s segment-parity algorithm to arrive at [€xgh, (o) ]- The
segment-parity algorithm takes as inputs a DPF key dpf, a mono-
tone increasing sequence S of segment endpoints in the domain of
dpf, and a cyclic rotation distance x. It simulates the effect of in-
voking full-domain evaluation to obtain [€,], applying the rotation
[€.] = [€;] <« x, and then computing the parity of every segment
defined by consecutive endpoints in S in the resulting vector. How-
ever, it computes this using o(¢-2”) PRG evaluations and bitwise
operations [25, Theorem 4.1].*

Cost analysis: The per-run preprocessing values have size about
A-(¢£-1gA) bits for the DPF, 2- (£ —n)-(A+£—n) and 2- (£ —J)-(A+£-J)
for the two DCFs, and 10¢ bits additive shares and generalized Beaver
tuple, where A € N is the seed length of the PRG. This gives a total
precomputation size in O(¢-(A+¢)). Computation cost for the dealer
is a modest ©(£—1gA) PRG invocations and XORs.

As for the online phase, the parties exchange one ¢-bit value in
Step 1 and an additional four ¢-bit values in Step 3, for a total online
communication of just 5¢ bits in either direction. In Step 2, the DCF
evaluations require ©(¢£—J) and ©(¢£—n) work, respectively, while
the segment-parity computation requires ©(j-2’1¢*) work. Essen-
tially all of the remaining computation cost comes from the inner
products in Step 5, which is @(27) work. Below we state our main
theorem and defer the proof to Appendix E.

4In our case, the cost works out to @ (j-2’ ) PRG evaluations and bitwise operations.
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Theorem 10. Protocol Hﬁiﬁ%’or(sﬁ)
Fyt fns (@) in the presence of semi-honest non-colluding parties in the

5‘;”;3’1);0“5’3) “Grotto_p s brid model.

securely evaluates

6.1 Methods for computing [€nsh, (a)]

The Haar protocol in Figure 5 uses an errorless variant of Pika’s
approach to computing [€ngh, (4)], Whereas the bior(5,3) protocol
in Figure 6 opts for the parity-segment approach from Grotto. Here,
we briefly explain how the two methods work and differ.

For the errorless Pika-like variant, we employ the formula for x;
as given in Lemmas 4 and 7, using a dealer-provided DCF to evaluate
the required integer comparison. The benefit of this approach is that
it uses small DPFs with computation costs that are concretely lower
than the Grotto approach. The drawback is that the comparison must
occur before the reconstruction of msb; (x), necessitating a dedicated
round of interaction. The resulting protocol uses three rounds in
total.

For the Grotto-like variant, we instead employ the segment-parity
algorithm to compute [y, ()] directly from (é,|) and x. The benefit
of this approach is that it avoids the need for an additional round of
interaction, which is significant in high-latency WAN scenarios. The
result is a protocol with just two rounds of interaction. The drawback
is that while asymptotically similar, the parity-segment approach
is concretely slower, and this increased computation cost must be
weighed against the lower round complexity.

6.2 Large Domain Sizes

The Grotto-based variants of both protocols naturally extend to effi-
cient evaluation over massive domains, at least for certain functions
of interest, notably including most non-linear activation functions
like the ones we consider in our experimental evaluation. In particu-
lar, givena function f: R — R thatadmits a piecewise approximation
in which most “pieces” are well-approximated by low-degree poly-
nomials, we can adapt the segment-parity computation by inputting
an augmented list of segment endpoints. This list consolidates each
polynomial-approximatable piece into a single segment while di-
viding the non-polynomial segment(s) into equidistant points (cf.
Corollary 5, Bullet 3 and Corollary 8, Bullet 3). By doing so, we ex-
tend Grotto’s approach, which works well for polynomial segments,
and complement it with our DWT approach to accurately model
any highly non-linear portions beyond the reach of low-degree
polynomial approximations. In particular, fora DWT at level J the
augmented segment-parity computation grows from 2/ segments
to 2/ +2 segments, a nominal overhead of a factor 1+27/. When the
tails are constant (as in sigmoid), there is essentially no additional
overhead; for functions that converge to f(x) =x, the LUT returns
coeflicients of a linear polynomial, and there is slight additional
communication overhead to obliviously evaluate that polynomial.
In our experiments, the cost difference between evaluating on the
full, 64-bit domain versus over a small domain centered at the origin
were consistently dwarfed by the variance in running times.

7 Evaluation

T™

We run our experiments on a server equipped with an Intel® Core
19-13900KS processor and 128 GiB of RAM, running Ubuntu 23.04
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(lunar) in headless mode. We run the dealer and each online party
in its own Docker container and control simulated network param-
eters between them using traffic control (tc). The source code to
reproduce the experiments is open sourced at https://github.com/
NillionNetwork/WaveHelloToPrivacy. All numbers are generated
after averaging for a 100 trials. All LAN experiments are run with
5000 Mbit bandwith and 0.2 ms latency, whereas WAN experiments
are run with 300 Mbit bandwith and 70 ms latency. A brief overview
of our experimental evaluation is given below:

(1) We analyze the performance of Haar and Biorthogonal (bior(5,3))
DWTs compared to traditional quantization techniques — Sec-
tion 7.1 and Table 1

(2) Thetrade-offbetween compression and error by studying arange
of compression levels (J) - Section 7.2 and Figure 7

(3) Computation run-time for varying compression levels (J) and
fixed input bit-widths (n) (in both LAN and WAN) - Section 7.3,
Figure 7, and Appendix J

(4) Comparison against existing methods such as Curl, Pika, and
Ripple — Appendix K

A note on DWT implementation: To implement DWTs we used the
PyWavelets package [16] for Python. In this package the Haar DWT
is referred to as “haar” while the bior(5,3) DWT corresponds to
“bior2.2”. The difference in the notation occurs because we consider
the lengths of the low and high-pass filters (5 and 3) while in the Py-
Wavelets package they consider the number of vanishing moments
of those filters (2 and 2).

7.1 Activation Functions

In Table 1, we compare Haar and bior(5,3) DWT with quantization,
i.e., truncating trailing bits of the number and evaluating the function
at the remaining value. The precision is f =24, and all LUT outputs
have [ =64 bits. The input bit width n depends on the function’s do-
main. For a real-valued univariate function g(x) over domain [a,b],
we sample 2" equidistant values to construct quantized, Haar, and
Biorthogonal LUTs. We report the Mean and Max Absolute Errors
attained using these compression techniques, focusing on ML acti-
vation functions (https://paperswithcode.com/methods/category/
activation-functions) that are not piece-wise linear. We exclude
ReLU and similar activations as they can be calculated accurately
via splines, focusing on more complex non-linearities. To set lookup
table domains and sizes, we use a threshold T=2"18 ~3.81x 1079,
choosing domains as powers of 2 so errors outside fall under this
threshold.

For j-bit compression in quantization, the quantized LUT is built
by evaluating the function at values after truncating the j trailing
bits of the input. That is, we evaluate the function at 2’ equidistant
points, where ] =n—j, each point with j trailing bits equal to 0. On
the other hand, for j-bit compression in DWT, we apply the DWT
transform j times. We end up with 27 approximation coefficients,
which becomes our LUT. We then normalize the LUT. In Haar, this
normalization consists of multiplication with 2//2, This value comes
from normalizing to 1 the approximation coefficients of the one-hot
vector after Haar DWT is applied j times.

For GeLU and tanh, we focus on the domain [—8,8]. The maximum
absolute error we get outside of this domain for these functions are
5.33x10715 and 2.25x 1077 respectively. For sigmoid, SiLU, softplus
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and Mish we use the domain [—16,16] resulting in errors of 1.13x
1077,1.80x107%,1.13x 1077, and 1.80x 10~° respectively. In the case
of SELU, we limit our attention to [—16,0] as it is linear for positive
numbers, getting an error of 1.98x 107 for values less than —16. For
exponential, itis also enough to consider [—16,0] ase™ 1~ 1.13x 1077,
which is the maximum absolute error incurred. For reciprocal, we
only consider the domain [1,64] because this resembles the range of
input that it’s going to take in a softmax function of up to 64 values.

We observe that Haar DWT is able to compress a single extra bit
more than quantization with about the same error, while Biorthog-
onal DWT approximately halves the bit size of the LUT for less
error. This reduction in LUT size leads to considerable speedup of
the lookup table evaluation and the key-size required.

7.2 Compression Error

In Figure 7, we plot the mean absolute error vs. compression level for
the selected functions for quantization, Haar DWT, and Biorthogo-
nal DWT. This data is plot on the primary axis (left hand y-axis). We
observe that Haar DWT is usually better than quantization by a con-
stant factor, but Biorthogonal DWT is asymptotically better. Using
Biorthogonal DWT, the lookup table can be shrunk to around half
the bit-width with error in the order of the precision (272¢~1077).
For small depths (large lookup table sizes - J close to n), Biorthogonal
DWT experiences boundary effects which explains the increased
error. We see similar patterns for all the functions plotted, however,
there are minute differences like reciprocal function experiences
higher border effects for small compression depth.

7.3 Runtime Experiments

In Table 1, we empirically report the compression for a given thresh-
old of acceptable error. In practice however, the error threshold
depends on the application and thus in Figure 7 we use a dual axis
to present the trade-off in our system. Using a smaller value of J
(thus the LUT table is compressed a lot) results in really efficient
protocols (right-hand y-axis) but at the cost of increased absolute
error (left-hand y-axis). On the other extreme, using large values
of J (closer to n) result in a very accurate function evaluation (close
to 8 decimal digits precision) at the cost of a higher runtime. Our
implementation processes messages in a streaming fashion to ef-
fectively hide latency; this is evident in the plots, where the WAN
running times initially are dominated by communication latency,
while the clear exponential trend in the computation cost eventually
dominates in both the LAN and WAN settings.

We restrict the value of J between 10 and 24 (as representative
compression levels from Table 1). However, we present the full data
by varying n between 28 and 32, for £ =64 and the same range for
Jin Appendix I. For the experiment, we first create pre-processing
material and measure the total time for 1000 function evaluations
(average time for 100 runs is reported) for each n and J. We report
the total time of the runs. Note that while the runtime changes, the
online communication is always the same. For Haar, it is 24 bytes
per evaluation and for bior(5,3) it is 40 bytes for all n and J.

In Appendix K, we compare our approach relative to prior works
such as Curl [24], Pika [30], and Ripple [10].
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Figure 7: This figure shows the inherent accuracy-performance trade-off in this work. The x-axis is the DWT level J (from 10 to n — 1) with
each subplot for a single function. On the primary axis, we have the mean absolute error (line plots) and on the secondary axis (area charts)
we have the total time required for 1000 function evaluations using the Haar DWT (averaged over 100 trials). The dark shaded band indicates
one standard deviation above and below the average. We use Table 1 as the guide for the choice of n values for functions as well as the range of
J values considered. As the primary and secondary axis are independent there is no meaning to the intersection of line-plots with the area charts.

8 Related work

This work builds upon two closely related systems, Pika [30] and
Grotto [25], both of which have contributed to the advancement of
secure multi-party computation (MPC) using function secret sharing
(FSS). Pika leverages FSS to evaluate a lookup table (LUT) within a
(2+1) party setup and extends this semi-honest protocol to achieve
malicious security by stating and proving a generalization of the
Schwartz-Zippel Lemma. Despite its innovative approach, Pika faces
scalability challenges due to the computational overhead associated
with the naive FSS EvalAll method, which incurs an O(N) complex-
ity where N is the size of the LUT. Addressing this limitation, Grotto
introduces the parity-segment tree, a novel data structure optimized
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for efficiently answering parity queries over substrings of a binary
string. This structure reduces the computational cost for certain
operations, enabling efficient computation at the cost of a single
distributed point function (DPF) rather than multiple distributed
correlated functions (DCF).

There has been a plethora of work in the (2+1) party and 3-party
settings focusing on non-linear functions [4, 21, 28, 29, 31, 32]. Par-
ticularly, there has been significant progress in improving the cost
of FSS-based protocols — notable examples include SIRNN [23],
LLAMA [12] and [2]. SIRNN, in particular, employs LUTs differently
than this work. It uses LUTs to achieve an initial approximation of
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Function  Method Bitlength Absolute Error
original LUT mean max
Q 23 5.12x1077  2.14x107°
GeLU H 28 22 5.11x1077 2.18x107°
B 12 9.36x107%  1.02x107°
Q 22 1.48x1077 1.95x107°
sigmoid H 29 21 1.39%x1077 1.96x107°
B 11 1.41x1077  2.00x107°
Q 22 2.64x1077 3.81x107°
tanh H 28 22 1.39%x1077 1.94x107°
B 12 8.17x107% 1.06x107°
Q 24 5.01x1077  2.09x107°
SiLU/Swish H 29 23 5.04x1077  2.12x107°
B 12 1.30x1077  2.54x107°
Q 23 9.69x1077 3.81x107°
softplus H 29 23 4.88x1077  1.94x107°
B 12 1.06x1077 1.27x107°
Q 23 1.31x1077 3.31x107°
SELU H 28 22 1.26x1077 3.36x107°
B 12 7.71x107%  2.11x107°
Q 24 5.07x1077  2.07x107°
Mish H 29 23 5.05%x1077 2.10x107°
B 12 1.28x1077  3.27x107°
Q 22 1.47x1077 3.81x107°
exponential H 28 22 8.19%x107% 1.94x107°
B 12 5.39x107% 1.21x107°
Q 23 4.74x1078  3.76x107°
reciprocal H 29 22 4.05x107% 1.94x107¢
B 13 3.64x107%  2.72x107°
Legend: Q: Quantization; H:Haar; B:bior(5,3)

Table 1: Accuracy by function and approx method for select LUT sizes.

mathematical functions, which is then refined using iterative algo-
rithms such as Goldschmidt’s iterations. While larger LUTs yield
more precise results, the communication overhead in secure pro-
tocols increases linearly with the LUT size. Furthermore, the rise
of large language models (LLMs) and the transformer architecture
has spurred interest in the secure evaluation of these models, with
works such as SIGMA [11], MPCFormer [17], Puma [8], and Bolt [18]
focusing on this area. These efforts aim to adapt and optimize secure
computation techniques to efficiently handle the complexities and
non-linearities of transformers.

Anorthogonal yet related line of research explores the use of GPUs
to accelerate secure computation. Systems such as CryptGPU [26],
Piranha [34], and Orca [13] have investigated this approach, with
Orca specifically focusing on enhancing FSS-based 2PC protocols
using GPUs. This exploration highlights the potential for leveraging
parallel processing capabilities to improve the performance of secure
computation.

Furthermore, two concurrent works, Ripple [10] and Curl [24],
have explored the use of discrete wavelet transforms (DWTs) in
secure computation. Ripple applies similar techniques within the
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context of homomorphic encryption, utilizing programmable boot-
strapping, while Curl builds upon Crypten to implement more effi-
cient LUTs using DWTs. Curl demonstrates the effectiveness of this
approach by achieving secure inference on a range of LLMs but lacks
the use of DPFs, DCFs, and the parity segmentation that is critical
in extending these techniques to large domain use-cases.

9 Future Directions

In this study, we concentrate on the fundamentals of DWT within
the context of LSSS based secure computation. However, this re-
search raises several open questions and suggests multiple avenues
for future investigation. We outline these briefly here, with the hope
that subsequent studies will provide precise constructions, conduct
empirical evaluations, and develop into substantial, concrete bodies
of work.

Improved Adversarial Models. Extending DWT-based protocols
to withstand malicious adversarial models is crucial for ensuring
the robustness and security of cryptographic systems. Investigating
methodologies akin to Pika [30] for enhancing protocol security
under malicious adversaries or MPC with a friend adversarial mod-
els [15] could contribute to the development of more resilient and
trustworthy secure computation frameworks. Future research direc-
tions may include concrete protocol constructions, other Rings and
Fields.

Families of Wavelet Transforms. Apart from the Haar and bior(5,3)
wavelets considered in this work, other wavelet families may offer
interesting possibilities for improving efficiency or addressing spe-
cific application requirements. Exploring alternative families, such
as Daubechies or Symlet wavelets, in terms of their computational
properties and suitability for secure computation tasks could provide
valuable insights into their potential advantages and limitations.

Function Evaluations over Non-linearly Spaced Intervals. While
our study focuses on discrete, equally spaced evaluation of func-
tions, exploring techniques for more adaptive sampling based on
the characteristics of non-linear functions could significantly en-
hance computation efficiency. Investigating the integration of packet
DWT techniques [22] to achieve this is a promising avenue for future
research, potentially involving the development of algorithms or
heuristics to dynamically adjust sampling intervals based on local
function behavior.

PIR Protocols using N-D Wavelet Theory. Adapting N-Dimensional
wavelet theory to Private Information Retrieval (PIR) protocols
presents a direction for enhancing privacy-preserving data retrieval
mechanisms. Chor’s protocol [6], with 2K servers can benefit from

a DWT based look-up where a standard basis vector is secret shared
across each of the k dimensions to select a single entry in the k-
dimension hypercube. In other words, leveraging DWT-based lookup
tables within PIR frameworks could lead to more efficient and se-
cure solutions for accessing distributed data while preserving user
privacy.

Integration with Chinese Remainder Theorem (CRT). Com-
bining DWT techniques with the CRT may enable possibilities for
efficient computation over large domains represented by compos-
ite moduli. Partitioning large domain computations into smaller
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DWT LUTs: of arithmetic functions could offer significant efficiency
and scalability gains for CRT-based cryptographic protocols. Future
research could focus on specific algorithms or protocols to com-
bine DWT with the CRT and the experimental validation of their
performance in cryptographic applications.

Applications to FHE/TFHE. Exploring the integration of DWT
techniques with Fully Homomorphic Encryption (FHE) or TFHE
schemes offers avenues for enhancing the efficiency and scalability
of secure computation protocols. Investigating how DWT-based
approaches can complement or improve existing encryption tech-
niques could lead to advancements in privacy-preserving compu-
tation across various domains. Key directions include designing
DWT-enhanced FHE or TFHE protocols and evaluating their real-
world performance.

Applications to Secure Matrix Multiplications. Extending the
application of DWT-based techniques to secure matrix multipli-
cations could yield efficient solutions for cryptographic protocols
relying on such operations [5, 35]. Leveraging DWT for sampling
across various dimensions within matrix operations holds potential
for optimizing computations, particularly in scenarios involving
high-dimensional data processing.

Extensions to Large Domains. While our method is well suited
for piecewise linear functions, the technique applies generally. The
Segment-parity algorithm works for arbitrary splitting of functions
and thus generalizes well. However, the lower the degree of the
polynomial which is used to approximate a piece, the smaller is the
relative contribution to the overall run-time. Future research direc-
tions may focus on these types of non-linear functions and study
this problem of evaluation over large domains more generally.

10 Conclusion

In conclusion, this work explores the novel approach to secure
multiparty computation by leveraging discrete wavelet transforms
(DWTs) to create compact and high-fidelity look-up tables (LUTs)
for approximating nonlinear functions over large domains. The pro-
posed protocols demonstrate significant improvements in run-time
and accuracy, particularly in the context of evaluating nonlinear acti-
vation functions popular in deep neural networks. The experimental
results confirm the practical benefits of these methods, showing
multiple order of magnitude run-time improvements for similar LUT
sizes. This work not only enhances the feasibility of secure MPC for
complex functions but also opens new avenues for further research
and application of DWTs in secure computation.
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A Constructing wavelet matrices
A.1 Filters and Wavelet Matrix

For the construction of the Wavelet Matrices we follow the approach
given in [27]. The main idea is to define low- and high-pass filters
and then construct a matrix by considering those filters. To show
which filters determine a wavelet matrix is beyond the scope of this
appendix.

Definition 3. A bi-infinite sequence b is a sequence on the integers
that we shall write as b=(...,b[—1],b[0],b[1]....).

Definition 4. Let h and x be two bi-infinite sequences and assume
that for alln€ Z the sum }° _ _ h[k]x[n—k] converges.® Then, the
convolution product h  x is the bi-infinite sequence y such that

y[n] =2 hlk]lx[n—k].

Definition 5. A bi-infinite sequence h is called a finite impulse re-

sponse (FIR) filter if there exist L € N such that for k < -l and k> L,

h[k]=0and h[-1], h[L] #0. We write h=(h[—I],h[-I+1],...,A[L]).
Moreover, a FIR filter h of length N =L+[+1 is symmetric if

e h[k]=h[-k] forall k€ Z, when N is odd,
e h[k]=h[1-k]for all k€ Z, when N is even.

Definition 6. Let h = (h[l],...,h[L]) be a FIR filter, u and v be bi-
infinite sequences such that u[k] =1 and v[k] = (—1)*. We say that
hisa

o low-pass filter if h*u#0 and h*v =0,

e high-pass filter if h*u=0and h+v#0.°

As mentioned before, a DWT matrix is built by considering low-
and high-pass filters. For the construction of filters that determine
a DWT matrix we refer the reader to [27, §9]. As for vectors, for
indexing into matrices we use an array-like notation such as M[i,j]
for the entry in row i column j of a matrix M.

Definition 7. Let h = (h[ - 1], ..., h[0],...,h[L1]) and g = (g[ -
lg],...,g[O],...,g[Lg]) be, respectively, low- and high-pass filters that

SIn this paper we assume that h always has a finite number of nonzero terms. This
ensures the convergence of the sum.

5We usually use the letter h to denote a low-pass filter and letter g to denote a high-pass
filter.
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determine a DWT. For an even number N let

h[j—2i] if0<i<N/2, je{-1;+2i,..,L;+2i}
Wn[ijl:=1 glj-2i] if N/2<i<N, je{-l;+2i,.,L,+2i} .
0 otherwise

The matrix Wy is called the DWT matrix associated to the filter (h,g).

Note that by applying a DWT to a real-valued signal vector v € RN,
with N =2", one decomposes this vector into approximation Eirfi)l €

RN/2 and details (;n(f)l € RN/2 coefficients as shown in Subsection 3.1:

Hence, we refer to Wy as the decomposition matrix of a DWT. One
recovers v from the approximation and detail coefficients by doing
the following computation:

Recall that Wy is determined by a pair of low and high-pass filters
(h,g). Assume that Wy 1=wT ie. the DWT matrix is orthogonal. In
this case we say that Wy is (also) the reconstruction matrix for the
same DWT. Moreover, a DWT satisfying this condition is said to be
orthogonal.

Now, assume that Wy 1= WI} where WN is the DWT matrix de-
fined by a pair of low- and high-pass filters (ﬁ,g). In this case, we say
that Wy is the reconstruction matrix for the same DWT. Moreover,
aDWT satisfying this condition is said to be biorthogonal. Note that
both matrices Wy and Wy are DWT matrices. Note that orthogonal
DWTs are a particular case of biorthogonal DWTs, just consider the
case where (fl,g~) =(hyg).

We can now define the Haar and Biorthogonal DWT.

A.1.1  Explicit Matrix Constructions. Next we look at the explicit
matrix constructions for N = 8 = 2% for Haar and Biorthogonal
transforms.

Haar transform. We present the formal definition followed by the
explicit matrix construction.

Definition 8. Consider the pair of filters (h,g) with h=(h[0],h[1]) =
-V2 2
(\/TE ;/_) andg=(g[0],9[1]) = (%—‘/TE) The DWT defined by

the DWT matrix associated to the filters (h,g) is called the Haar DW'T.

Explicitly, for N =8 =23 we have that the Haar wavelet matrix is
as follows:


https://eprint.iacr.org/2022/800.pdf
https://books.google.pt/books?id=atOStnsp9a0C
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(2 Y2 9 0 0 0 0 0
00 ¥ ¥ g o 0 o
0 0 0 0 ¥ ¥ o
00 0 0 0 0 ¥ %
%zﬁ_ﬁ 2 2
2o 00 0 0 0
00 =2y o 0 o
00 0 0 ¥ o
(0 0 0 0 0 o0 ¥

It is clear that the Haar wavelet matrix is orthogonal, i.e., WB’1 =
WST. For an example of application of the Haar DWT we refer to
Appendix A.3.

Definition 9. Consider the following filters:

h=(h[—2],h[—l],h[O],h[l],h[ZJ)=(— % g,g —%)
.- V2 2

h=(h[-1] (T
g=(g[0].9[1].9[2 ])=(§

9=(gl-1].g[0].g[1].9[2].9[3]) = (ﬁ ﬁ—iii)

Let Wy and WN be, respectively, the DWT matrix associated to the
pair of filters (h,g) and (fl,g”). The DWT whose decomposition matrix
is Wy and the reconstruction matrix is Wy is called the biorthogonal
bior(5,3) DWT.

Explicitly, for N =8 =23, we have that the decomposition matrix
Wy is

EEEAREE S
EEEE L o
e
IEEE T ET.
Ws:‘/Ti%E%OOOOO,
0 0 ¥ o2z o, o
0 0 o o ¥ 2o
¥ 9 0 0 0 o ¥ -E

and the reconstruction matrix Wy of the bior(5,3) transform is
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(2 2 9 9 0 0 0o ¥
0o ¥ ¥ ¥ oo o o o
0 0 o ¥ ¥ ¥ o o
o Jo 0 0 0 0 ¥ 2
Tleaee 20 0 0 8
L EE
oo 0 F EoEE g
S 000 % g

One can easily verify that W," =W, .

A.2 Theory of Vanishing Moments
In this subsection, we mainly follow [14, §10.5] and [7, §7.4].

Definition 10. Let g be an high-pass filter. Then, g has M-vanishing
moments if ¥, .;n*g[n] =0, for all k=0,...M—1.

An important consequence is that the convolution of an high-pass
filter g having M vanishing moments with a infinite length signal
obtained from sampling (choosing equidistant points) a polynomial
of degree at most M — 1 is zero. That is, applying a DWT whose
corresponding high-pass filter has M vanishing moments to a signal
in the above conditions produces detail coefficients equal to zero.
Moreover, it is also shown that the convolution of any filter h of
finite length takes a sampled polynomial of degree at most M —1 into
another sampled polynomial of degree at most M—1, consult [14,
§10.5.2]. Again, this assumes that the signal obtained by sampling
a polynomial is infinite.

As a consequence, DWT matrices defined by considering high-
pass filters with a high number of vanishing moments lead to high
compressibility of polynomials. As an example, take a signal sam-
pling a polynomial of degree at most M — 1 and consider a DWT
whose high-pass filter has M vanishing moments. In the first applica-
tion of the DWT to the original signal the approximation coefficients
will still be a sampling of a polynomial of degree at most M—1 and
the detail coeflicients will be zero, since the high-pass filter has M
vanishing moments. So, we are in the same conditions as in the be-
ginning and we can apply the DWT again. Hence, if we take a signal
that is well approximated by a polynomial of degree M —1, in the first
application of the DWT we will obtain approximation coefficients
that are well approximated by another polynomial of degree M—1
and the detail coefficient will be close to zero. Intuitively speaking
this occurs because we are approximating something that is close
to a polynomial of degree M —1 and hence it has a somewhat similar
behavior. We can repeat the application of the DWT in this manner
to get high compression. Note that this cannot go on indefinitely
because the “gap” between the polynomial approximation and the
signal (or approximate coefficients) gets progressively worse with
each application of the DWT. For further details on this, we refer
the reader to [7, §7.4 & §8.2] and [33, §9].

When one considers finite signals, as we do in this paper, bound-
ary problems arise. Indeed, this can be seen from the construction of
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the matrix wavelet. If the filters are long enough the top and bottom
samples of a signal will be combined to obtain the top (as well as
the bottom) samples of the approximation (and detail) coefficients.
There are some options to deal with this problem. In this work we
choose to consider symmetric filters, see [27, 7.3] and [33, §10.7.3].
Other methods can be seen in [14, §10].

A.3 Full Example using the Haar DWT

We now show all the computations that lead to the example in Fig-
ure 2 where we present the application of the Haar DWT to two
different vectors. Consider Haar DWT matrix Wy

V2

(2 %2 9 0 0 0 0 0]
00 ¥ ¥ o g o o
00 0 0 ¥ o
00 0 0 0 0 ¥
Ws_‘/;%io o0 0 0 of
00 ¥y o 0 o
00 0 0 ¥,
(0 0 0 0 0 o Yo
and vectors v, 1 € R%:

o o

0 0

0 0
_ o _ o]
v=3 and u=1€R.

3 0

3 0

L3 ] L0

We start by determining the approximation and detail coefficients
of both ¥ and i at level J=2 (or depth j=1, since N =8=2%):

0 [ 0]
0 0
3V2 2
) 3\/5 HZ(V) 0 az(u)
Ws-v=—|= o I and Ws-i=|—|= -,
d, 0 d,
0
¥z
2
[ 0]

0
0
0
0

To determine the approximation and detail coefficients of both
vand # at level /=1 (or depth j =2) we need to consider the Haar
DWT matrix

V2 V2
" 0 o ¥
4:\@7\/5 5
2 =2 0 0
0 0 PP
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= (V)

. = (1) fen
and apply ittoa,” and a,"’. That is:
0 0.5
6 a® 2@
= (v 1 - (@t 1
W4-a2( ) =|—|= - |, and W4-a2( )= |—|= T
0 A 0.5 4@
1 1
0 0

We now write the DWT vector of both ¥V and i at depth j =2, cfr.
Definition 2.

_0. r O h

6 0.5

a” 0 a® 0

(V) _| = |=]0 ~(@) _ | = | |02
y, = dl() = . , and U, = dl() = o A

2 7 (@)

dz 0 dz 0

V2

0 2

L O] 0

Let us now focus on #. We point out that these computation also
portrait what happens in Lemma 3. For instance, for ii = &, € R8
one has 52({‘) =2‘1/25msb2<4) =2"1/23, e R*and 51(‘}) =272128 neb, (4)=
0.5¢; € R? as predicted by Lemma 3. To exemplify Lemma 4 one
would have to consider another standard bases and do some simple
subtractions.

A.4 Can DFTs be used instead of DWTs?

In this paper we decided to use DWTs instead of the more standard
Discrete Fourier Transformation (DFT). In this small section we
elaborate on the reasons for this decision.

We start by noting that a DFT is defined as a linear combination
of sine and cosine functions which have values ranging from —1 to
1 in the entire domain of the function. Consequently, applying a
DFT to a signal spreads the information relatively evenly to the next
approximation. This adds two different challenges for its application
in this context.

One challenge is the encoding of the vector obtained by applying
the DFT to a standard basis vector. In the case of the (Haar and Bior)
DWT we have that the approximation coefficients are encoded in
a straightforward manner: it is at most the linear combination of
two standard basis vector (cfr. Lemma 3 and Lemma 6). If we were
to apply a DFT to a standard basis vector, then we would obtain a
vector that has many non-zero entries. As a result, this would affect
efficiency, since increases the difficulty to encode the approximation
coefficients using compact FSS primitives like DPFs or DCFs. What
happens to the standard basis vector is crucial because are those
results that allow an efficient evaluation of the compressed LUT.
Note that here we could reach a more extreme situation than the one
we already point out when one considers DWTs with more vanish-
ing moments. Thus, if we were to find a solution to this difficulty,
then we could think about using the DFTs in a similar fashion to the
way we used DWTs. However, even assuming that the encoding of
the approximation coefficients of a standard bases vector under the
application of DFTs was simple and efficiency, there would still exist
some challenges regarding the approximation.
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The second related challenge is that since the application of a DFT
spreads the information relatively evenly to the next approximation,
the effect of assuming some values to be zero may affect more the
approximations. An extra aspect to have in mind is that the applica-
tion of DFTs produces complex values and we are working with real
values. One idea is to make use of real DFTs but it comes with it’s set
of challenges. To convey these challenges, we reproduce part of the
example in Figure 2 butinstead of using DWT, we use areal DFT once.
After applying the DFT to vectors ¥ and # of Figure 2, zeroing values
and applying the inverse of the DFT we obtain vectors: V' and i’

[ 0.750 ] [ —0.125]
-0.311 —-0.052
—0.311 0.125
| a0 | 5 g |<B°
3.310 0.302
3.310 0.125
L 2.250 | L —0.052 |

whose inner product is approximately 2.25, and not 3. Thus, the
equivalent of a single MRA level in the DFT case leads to an error
of 25%. While these arguments just give a glimpse of the complexity,
there is no conclusive answer to this. After all, both DWTs and DFTs
share some important properties (such as Parseval’s theorem) and
thus it remains to be seen if there is a analogous uses of DFTs in the
context of MPC.

B Lemma 3 and Lemma 4 Proofs

In this appendix we prove Lemma 3 and Lemma 4.

Proor oF LEMMA 3. The proofis by induction on j.

Base case (j=1and/=n—1): Let Wy,; be the decomposition Haar
matrix with N =2". By construction (see Appendix A), we have
forie[0.N/2—1] and k € [0.N—1] that

2712 ifj=|k/2], and

Wi lik]= { 0  otherwise;

consequently,c_z'](e"‘> :2_1/2?@/2] :2_1/2-Emsbn71(a) :2_1/2-Emsbn71(a).

This proves the base case.

Inductive step: Suppose that 5](5,5) = 27/2.84,(a) and consider
the product of 31 = Wi j+1-3j. By construction, the first 2/~
rows of Wi j.1 satisfy W j.1[i, k] = 212 if i = |k/2] and 0

vz 'ngbJ—l (a)-

otherwise. Consequently, Ei](f?) =27J/2.3-1/2 €/ msby (a) /2] A
]
PROOF OF LEMMA 4. From Lemma 3, we know that Zij(é‘j) =272 8 sty (a)
and @, =279/2.8,,, () both hold; moreover, we have that

Emshy (a) =Emshy (r) << (msb; (r) —msb; (a) mod 27).
Suppose r > x and recall that a=r—x mod 2. In this case,
x; =msb; (r)—msb,(a) mod 2’
=msb;(r)— (msb; (r) —msb; (x)
—(Isbg—;(r) <Isb—;(x))) mod 2’
=msb; (x)+ (Isb,_; (r) <lsbe_;(x)) mod 2’.
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In case r <x, we write a=r—x =2 +r—x mod 2’ and the reasoning
is the same:

x; =msb;(r)—msb; (a) mod 2’
=msb; (r) - (27 +msb, (r) —msb; (x)
—(Isby—s(r) <Isby—s(x))) mod 2’
=msb; (x) + (Isb,—; (r) <Isb,_;(x)) mod 2.

This completes the proof. O

C Lemma 6 and Lemma 7 Proofs

In this appendix we prove Lemma 6 and Lemma 7 that are related
to the application of the bior(5,3) to a standard basis vector.

PROOF OF LEMMA 6. Let Wy be the reconstruction bior(5,3) ma-
trix with N =2". The proofis by induction on j.

Base case (j=1andJ=n-1): By construction (see Definition 9),
we have for i€ [0.N/2—1] and k € [0.N —1] that

2712 if k=2i, and
Wy [i,k]=4{ 2732 if k=2i+1 mod N, and
0 otherwise.

If @ is even, then a=2msb,,_(a), Isb; (@) =0, and
Wy-8a T =272/, =(2-0)27* Ensb,_, (a)
= (2—lsb1(d)) ~2_3/2-Emsbn,1(a)
+lsb1(ﬁ)'2_3/2'Emsb,,_1(d)+l
=(2-1sb1(a)) 272 B, (a)
+lsb1(ti)~273/2'é'msb,H (a)+1-
If ais odd, then a=2-msb,_; (@) +1, and
WNE}IT ZZ_S/ZEmsbnq(d) +2_3/zgmsbn_1(d)+l
= (2-1sby (@) 272 -Bsh,_, (2)
+1sby (a) 272 Brgh,_, (a) 41
=(2-1sb1 ()22 Busp,_, (a)
+lsb1(d)~2_3/2-5m5bn,1(a)+1-

This proves the base case.

Inductive step: Suppose that
7@ . .3 (2 1)eR?
a] =CJ0 emsb;(a) +Cra (emsbj(a) >> )E

and consider the product Wy with Emsby (o) and with &g, (@) >>
1=€msh, (a)+1- Let @’ =msb, (a) and apply the base case. Then

WQ}'Ea/ = (Z—ISbl (Cl’)) '2_3/2'Emsbj_1(a’)

+1sby (@')-27 Engby ()1
= (2—lsb1 (msb,(a))) '273/2'Emsbj,1(msbj(a))
+1sb; (msb; ()27 Emgb,_, (msby ())+1
= (z—lsbl (msb,(a))) -2_3/2-E},ﬂsbk1 (a)

+1sb; (msb;(a)) -2_3/2-3,“51)_,71(“)“
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and
VVZ-"Ea'H = (Z_ISbl (a'+ 1)) 273 ‘gmsbj_l (a’+1)

+1Sb1(a/+1)'2_3/2'Emsb,_1(a’+l)+l
=[2-1sb; (msb](a)+l) -2_3/2'Emsb,,l(msb](a)ﬂ)

+1sby (msby (@) +1) 272 Engh, _, (msby () +1)+1-
Now, assume that a’ =msb; (a) iseven, thatislsb; (a’) =1sb; (msb;(a)) =
0. Hence,
WZ"EmeJ(a)+1 =273/ 'Emsbj—i (a) +27 'EmeJ—l (a)+1-
Thus, under the assumption that a’ is even, we have:
a%a = (2/-lsbj(@))-27Y"*-27%-2-8,_, ()
+1sb;(@) 279722732 (Zrnsh, () +Emsby_s (a)+1)
= (2/'+l —lsbj(d)) ~2_3(7+1)/2~5m5b_,,1(a)
+lsbj(d)'2_3(j+1)/2'3msb,,1(a)+1
= (2j+1 —lsbj+1(a_)) ~2_3U+1)/2-Emsbj,1(a)
+lsbj1(a)-27 3028 0 (@1
This finishes the proof when a’ is even.
Assume that a’ is odd, that is Isb; (a”) =Isb; (msb;(a)) =1. Then,
Wor €041 =227 8o, (@) 41
and we obtain
Zij(_g‘f) = (2 ~1sb;(@))-27 Y2272 (Eghy_, (a) + sy (a)+1)
+lsb;(@)-27¥/%.2.272. 80, (@)
=(2/-1sb;(a)) ~2’30+1)/2~Emsb,,1(a)
+(2 +1sb;(@)) 22U D28 0 (@
= (2 ~lIsbji (@) +2/) 273028 0 )
+(2 +lsbjy (@) —2) 273028 0 e
= (2j+1 —Isbjy4 (d)) ~2_3(j+1)/2-8m5bj,1(a)
+lsbj+1(d)-2_30+1)/2~Emsb,,1(a)+1~
This finishes the proof.
m|

PrOOF OF LEMMA 7. Let 7 := msb, (r). From Lemma 6, we know
that

=(€a) _,a .z a (=2
d;“ =5 €msh, (a) + 71" (Emsb, (@) >> 1),

E](E” =¢] o *Bmshy (r) +¢7.1 (Bmsy (r) 3> 1) € R?
where

cfo=(2/~1sb;(a)) -2V,

c}i’l :=lsbj(d)~273j/2,

c;’O = (2j—lsbj(F)) 27972 and

cf =lIshy(7)-277/2,
hold. Moreover, we have that

€msby (a) =Emshy (r) < (msb; (r) —msb, (a) mod 27).
From the proof of Lemma 4 we have
x; =msb; (r)—msb, (a) mod 2’
=msb; (x) + (Isb,—; (r) <Isb,—;(x)) mod 2”.
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Ideal Functionality for approximation IEX[, £y (+)

Public parameters:
o Real-valued univariate function F: R—R
o Transform X e {H,B} (i.e., Haar or Biorthogonal)
o Fixed-point parameters (¢,f) e NxNwith0< f <fand0<?¢
e Quantization parameter n € Nand DWT compression level J € N
with0<J<n<?
Input:
e [a] =([alo.[al,), where [a], and [a]; are the input shares from
the two parties
Output:
o [y]1=([ylo.[y]y) for y:=Fy pn s ([aly+[al,) using Equation (7)
if X=Hor (8)if X=B

Figure 8: Ideal functionality for all 4 variants of our protocol -
Figure 5, Figure 6, Figure 10, and Figure 11.

Note that in the above conditions,
Isb; (msb,, (a)) =1sb;(msb,, (r)) — (Isb; (msb, (x))
+(Isby—p (r) <1sbp_p (x))
—2/-(Isby_; (1) <lsb,_;(x))) mod 2.

D Security Proof

Note that the ideal functionality for the 4 protocol variants are very
similar and Figure 8 describes them agnostic to the Haar or Bior trans-
form. While the protocols however differ slightly in their construc-
tions, their security proofs are very similar and below is the proof for
the Pika+Haar variant (Theorem 9). Note that the ideal functionality
is an exact computation and thus all the approximations lie “outside”
the MPC protocol which makes the simulation straightforward.

Proor oF THEOREM 9. To prove correctness, note that thanks to
Bullets 1 and 2 of Corollary 5, we have that in the Step 4 of the Online
Phase of Figure 5 each party actually obtains shares [€ngh, (4)] and
lifts itinto [+€mgp, (4) |- So, We get [(£Emeb, (a).AF)] =[+AF[msb;(a)]].
Then, the Beaver triple multiplication corrects the sign. This proves
the correctness.

Figure 9 describes the simulator to simulate the protocol tran-
script from the adversarial view. The three rounds of interaction
can be simulated as described in Steps(1), (2), and (3). Noting that
all outgoing messages written to the transcript are deterministically
computed exactly as specified in the real protocol; incoming mes-
sages are all sampled uniformly from their domains, ensuring their
distributions match those in the real protocol (which are all blinded
via uniform random shares). O

E Correctness of Theorem 10

Security argument for Theorem 10 follows along similar lines as
that of Theorem 9 described in Appendix D. In order to prove cor-
rectness, note that Step 3 precisely computes the r.h.s of the expres-
sion from Equation (8) (following Bullet 1 of Corollary 8) and thus
computes additive shares of the required LUT value FIB[, fn,s(a). Fur-
thermore, the correctness of [€msp, (4) ]| follows from the correctness
of Grotto’s segment-parity algorithm and thus the correctness of
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Simulator S for Pika+Haar S";l;;'?aa"l’ika

Inputs:

Haar-compressed LUT, A
Additive shares, [r];, and [a];
DPF share, (€msb, (r)) b5

DCF share, {(x>r) 20:1]}; and
Beaver triple shares, ([X],
[XTo- [YT1+[X]11-[Y],.

Simulation steps:

[Y],, [Z],) for Z =

(1) Compute shares of the full-length rotation distance (difference of
aandr): [x],=[r],—-[aly
- Write Isb,—; ([x],) to the transcript to simulate “sending” it to
the other party
- Sample Isb,—; ([x];_p) €r {0,1}¢"7/, and then write it to the
transcript to simulate “receiving” it from the other party

@

~

Compute x = lIsby—; [x], + Isb,—; [x]; over Z; parse it as

(carry,x_y) € Zy X Zye-r where carry is the carry-out ((£—J+1) th

bit) of the summation over Z. Likewise, compute the borrow share

[borrow],, = DCFEval({{(x>1sb,—;(r)) ? 1:0},x_;). Also compute

[x7], =msb; ([x],) +b-carry+[borrow],.

- Write [x;];, to the transcript to simulate “sending” it to the other
party.

- Sample [x;],_p €r {0,1}”, and then write it to the transcript to
simulate “receiving” it from the other party.

Computexy = [x15+[%/11_p, [€mshy (r) | = EvalFull ((€mgb, () )b),

and [€nsby(a)]p = [€msv;(r]p << x5, and then sign-extend

this into [iEmsb](a) ], and use component-wise summation

to compute [+1], from [+éne,(a)]p, and then evaluate

[+Ar[ msby(a)]l, = ([*€msb;(a)lp» AF). Also compute

[£1],+[X], and [énsh; () 16+ [Y 15

- Write [+1], + [X], and [+€nsb;(a) ] + [Y ], to the transcript
to simulate “sending” them to the other party

- Sample [+1];_, + [X];_p, €r {0,1}¢ and [+Emsb; (@) 11-p +
[Y],_p €r {0,1}%, and then write them to the transcript to
simulate “receiving” them from the other party

(4) Finally, compute [F e fim ( [a], +

[£1] ([£emsby @) 1p  +  ([2emsh (@ ]ip +

[Y1p ([£1]1-p +[X]1-5)) +[Z],.

3

~

[al)]s =
[Y]i-p) -

Figure 9: Simulator for Pika+Haar variant (Figure 5)

“bior(5,3)+Grotto” protocol hinges on the correctness of the compu-
tation of Isb;(msby (a)). Let us define by for k€ {/,;n}

_ {1 if 1sby_ (x) > Isby_x (r)

) (10)
0 otherwise.

Note that borrow,, = b, and borrow; =2/ b; as defined in Step 2 of the
online phase of Figure 6. Recall that a=r—x (mod 2¢) and thus, for
ke {J,n} we have:

Isb,_j (@) =1sby_j (r) =Isbe_g () + by - 26 7% (11)

Subtracting Equation (11) for k =n from k =J and rearranging terms,
we get that

(Isb—y(a)=lsby—p(a)) = (Isbe—; (r) =1sb,—, (7))
+(Isbg—y (x) =Isby—n (x))
+by2t =, 20"

(12)
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Now note that for any value y € {r,a,x}, we have that Isb,_;(y) —
Isb,_, (y) =Isb;(msby, (y))-2°~". Substituting this into the last equa-
tion and dividing by 2°~", we have that:

Isb;(msb,, (a)) =1sb; (msb, (r)) —1sb;(msb, (x))

—b;- 2" +b,
—Isb;(msby (1)) —Isby(msbn(x)) )
—borrowy, + borrow;
This completes the proof. O
F Theorem 1,2 Proofs
THEOREM 1 PrROOF. For orthogonal DWTs, we have that
@yy=u -v
=T (W lw)-¥
:ﬁT'((WI\_l,ll"'WI\_Ij)'W) v
i (Wy Wy ) W)-¥ (orthogonality)
=ﬁT-((WNJ Wa)TW) 7 (ranspose)
=T (WwT.-w)-p
(G & & - AN G G0 3G - 40T
=@ @)+ 3 d ™ dO).
m}
THEOREM 2 PROOF. For biorthogonal DWTs, we have that
uyy=u"-v
=i (W h-w)
:QT.((W&ll.,.W&}).W).;
=5T.((W§ 1~~W§])~W) v (biorthogonality)
i (W Wi T-W)-v (transpose)
it (wT.w).v
(a7 0 &G - M 0 AG  dT
_<a(u)—>(V)>+Zn_Jl<dﬂ 67”) -

G (Generalized) Beaver multiplication
Beaver multiplication triples [1] enable the efficient multiplication
of additively shared secrets. Each Beaver comprises three additive
sharings ([X],[Y],[Z]), where X,Y € Z,: and

Z=[X]y [YL+[X]y- [Y]p-

Ina (2+1)-party protocol, triples can be provided to the sharehold-
ers for “free” by the dealer [9]. This is possible because triples consist
of nothing more than data-independent correlated randomness.

Given a pair of shared values [x] and [y] and a Beaver triple
([XLIYL[Z]), each party b sends

([x1p + X5 [yl + Y1)

to its peer, and then it outputs

[z1, =[x1p- ([y]p+ ([y)_p +[Y]1_p))
=[Y], (Ix]i-p +[X]1-p) +[2Z]-

A mechanical derivation establishes that [z],+[z], =x-y.
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Haar+Grotto LUT protocol [T Haar-Grotto
ntJ,v

One-time pre-processing: Input is a function F, fixed-point parameters
¢,f € N, LUT quantization parameter n € [1..£), and DWT depth j (so that
J=n-))

- Compute the real-valued compressed LUT ;" € R? as the DWT
of v:=1R"(F) at level J under the Haar transform, and then from it
compute the fixed-point LUT A = | 2/ /2 d," |, e (Z[,f)zj

Per-run pre-processing ?Prl?;aar-‘;m“o:

- Dealer distributes sharin’gs’[r] and (&,) for r €g Z,e, plus a Beaver
triple for multiplying two secret scalars in Z,¢

Online phase: Inputis [a], a € Z; f, plus all pre-processing values
(1) Interactively reconstruct x :=r —a from [r] and [a]

(2) Non-interactively compute

- [émsby (@] from (€.) using Grotto’s parity-segmentation on
partition [ P;:=i-2/|i,...,2" = 1]>>x
- perform signed extension to convert this into [+€mgp, ()]
- use component-wise summation to compute [+1] from [+€ngb, (a) ]
- and then evaluate [+Ar[msb; (a)]] =([+éns, (a) .AF)
(3) Interactively compute the product of [+Ap[msb;(a)]] and [+1]
using the Beaver triple to obtain [ﬁHffn’] (a)]

(4) Return [I:“HngnJ (a)]

Figure 10: Secure LUT-based function evaluation using the Haar DWT
in conjunction with Grotto for vector preparation (“Haar+Grotto”
variant).

Beaver triples are ephemeral, each enabling just a single multipli-
cation. The multiplication itself is agnostic as to whether x and y rep-
resent “actual” integers or fixed-point numbers. They naturally gen-
eralize to scalar-vector products and to vector-vector inner products.

Moreover, Patra, Schneider, Suresh, and Yalame [20] describe a
generalization for single-round n-way products; we employ Patra
et al’s approach with the sign-corrected linear function evaluation
formula derived by Storrier, Lyons, Vadapalli, and Henry [25] to eval-
uate expressions of the form [y] =[u]- ([c1]-[x]+[co]) withu==+1.To
facilitate this evaluation, the dealer provides an 8-tuple of correlated
random shares to the peers; specifically, the tuple consists of shares
([WLICLIXLIC): [U-C L [U-XLL[Cy-X = Col, [U-(C1-X = Co)]). The
first four values are blinding factors used respectively to mask u,
c1, x, and cy; the other four values are correction values used for
cancellations in the secret reconstruction.

The protocol proceeds in a single round wherein the peers recon-
struct blinded copies of each secret, namely a =u+U, ¢; =c¢; +Cy,
x=x+X, and ¢y =c¢+Cy. Finally, for b=0,1, peer b outputs

[yly=a-(b-(c1-x+&) -1~ [X], —%-[C1], +[C1-X—Colp)
—(e1x+&)-[U]p+e1-[U-X],+x:[U-C1], ~ [U-(C1-X~Co)],-

H Grotto-Haar

Figure 10 contains our Haar+Grotto pairing.

I Pika-bior

Figure 11 contains our bior(5,3)+Pika pairing.

bior(5,3)+Pika LUT protocol Hiﬁi}’;or(s’g)’c’mm

One-time pre-processing: Input is a function F, fixed-point param-
eters £,f € N, LUT quantization parameter n € [1..£), and DWT depth
j(sothatJ:=n—j)

- Compute the real-valued compressed LUT d@,” € R? as the DWT
of VI®" (F) at level J under the bior(5,3) transform, and then from
it compute the fixed-point LUTs

- AFc, 3:L2f_j/2'a}°)Jr € (Zz,f)zj
- Ape, = |_2f—3j/2.((aj(o> «<1) _ajm)h c (Z!,f)zj

Per-run pre-processing ’7:'1: ;e)],b‘_ior(s’s) Pika,

- Dealer distributes sharings [r], [Isb;(msb,(r))] and (€ns,(r))
for r €r  Zy, two DCFs {(x> Isb,—p(r)) ? 1 : O} and
{(x> 1sbe_;(r)) 2 2/ : 0], plus a generalized Beaver tuple for
equations of the form [u]-([c1]-[x]+[co]) with arithmetic in Z,.

Online phase: Inputis [a], a € Z; f, plus all pre-processing values

(1) Interactively reconstruct x-; :=Isb,_; (r —a) and the carry-out bit
carry that arises in the reconstruction as well as x_, :=1sb,_, (r—a)
fromIsb,_;([r]) andIsb,—;([a])

(2) Non-interactively compute [borrow, ]
DCFEval({(x> lsby—,,(r)) ? 1 : O}, x-,) and [borrow;] =
DCFEval({(x>1sb,_;(r)) 22/:00,x—;)

(3) Interactively reconstruct x; =msb; (r —a) € Zy from [r] and [a]
using msb; ([r]—[a]) +carry

(4) Non-interactively compute [lsb;(msb,, (a))]:=[lIsb;(msb, (r))] -

(Isbj(msby (x)) + [borrow,] — [borrow;]) € Zye, com-
pute [€nsp;(m] via full-domain evaluation of (€msp,(r))
and [émsh;(a)] = [€msb;(m] << x5, perform signed exten-

sion to convert this into [i?msb](a) ], use component-wise
summation to compute [+1] from [+&ng,(a)], and then
evaluate [+Afc [ msby(a)]] = ([iémsb,(a) 1. Agc,) and
[£AF ¢, [msby (a)]] =([£Emsh (a) . AR ¢y )

Interactively compute the sign-corrected linear evaluation [+1] -
([#AF.c, [msb;(@)]] - [Isbj(msbn(a))] + [£AFc,[msb;(a)]])
using the generalized Beaver triple to obtain [FJB” fn(a)]

—
i
=

(6) Return [ﬁ]B[!f’n’]((Z)]

Figure 11: Secure LUT-based function evaluation using the bior(5,3)
DWT in conjunction with our DCF-based vector preparation
(“bior(5,3)+Pika” variant).

J Function Evaluations

We set bit-width to 64 and vary n between 28 and 32, while J between
10 and 24. For the experiment, we first create pre-processing material
and then run the online phase 1000 times for each n and J. We report
the total time of the runs. Note that while the runtime changes, the
online communication is always the same. For Haar, it is 24 bytes
per evaluation and for bior(5,3) it is 40 bytes for all n and J.

We run experiments both in the LAN and WAN settings. Tables 2
and 3 have the results for the LAN setting while Tables 4 and 5 show
the results for the WAN setting. The WAN runtimes are dominated by
communication time hence the numbers donot vary asmuch asin the
LAN setting, where an exponential trend in the runtime is observed.

K Comparison with Prior Works

We present our comparison with related work in Table 6. We run
comparison experiments with Pika and Curl by fixing n and picking



Wave Hello to Privacy

J|10 11 12 13 14 15 16 17 18 19 20 21 22 23 24

32 10

9 10 9 10 15 36 60 103 218 384 762 1580 3189 5709
31 9 11 9 9 11 14 34 57 101 200 369 745 1588 3188 5739
30 9 9 9 9 10 18 28 56 111 208 375 744 1592 3187 5685
29 9 9 9 9 9 17 27 61 109 196 379 741 1588 3197 5714
28 9 9 9 9 10 16 27 55 104 198 361 794 1934 2651 5715

Table 2: Wall-clock running time (in ms) for 1000 Haar-compressed
LUT evaluations on a LAN. The online communication is a mere 24
bytes per evaluation.

Jl 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24
n
32 17 18 19 17 17 19 34 52 106 232 446 884 1472 2859 7162
31 17 17 17 17 18 20 27 52 105 242 374 737 1529 2925 7130
30 17 17 16 17 19 19 32 47 97 233 460 732 1522 2940 7138
29 20 20 19 19 18 20 32 54 108 261 466 940 1484 2906 7028
28 20 19 20 19 20 22 32 62 118 264 408 812 1585 2936 7249

Table 3: Wall-clock running time (in ms) for 1000 bior(5, 3)-
compressed LUT evaluations on a LAN. The online communication
is a mere 40 bytes per evaluation.

Jl10 11 12
n

32 |180 205 243
31 |208 209 213
30 |208 197 243
29 |211 208 217
28 |200 208 232

13 14 15 16 17 18 19 20 21 22 23 24

225 244
244 221
212 213
224 213
216 243

244 218 230 246 325 492 849
244 224 224 245 332 473 887
222 222 237 244 332 497 900
244 226 238 258 342 494 895
244 232 226 241 333 482 867

1680 3312 5869
1708 3318 5839
1695 3367 5917
1686 3334 5907
1708 3313 5872

Table 4: Wall-clock running time (in ms) for 1000 Haar-compressed
LUT evaluations on a WAN. The online communication is a mere
24 bytes per evaluation.

Jl10 11 12 13 14 15 16 17 18 19 20 21 22 23 24

n

32 1199 205 221 226 221 243 226
31 |189 213 217 224 243 244 222
30 |212 210 220 244 224 233 226
29 |197 212 232 244 225 244 222
28 |192 209 238 244 221 218 244

Table 5: Wall-clock running time (in ms) for 1000 bior(5, 3)-
compressed LUT evaluations on a WAN. The online communication
is a mere 40 bytes per evaluation.

246 239 341 578
227 238 355 489
236 238 361 608
230 238 359 602
245 242 367 506

999
873
887
1027
882

1628 3002 5531
1612 3017 7159
1639 3014 7248
1637 2974 7203
1671 3036 7197

a J value that gives a DWT compression error less than 0.001 and
run experiments in both LAN and WAN network settings. It can be
seen that for n past 20, Curl and Wave both outperform Pika with the
gains exponentially increasing with n. This is to be expected as Pika
is meant for running exact table lookups and does not provide any
approximations other than the conversion to fixed point arithmetic.
This becomes very costly as n increases and as acknowledged in the
paper, fails to outperform state of the art work past n>24 since the
dominant cost is the full-sized table lookup has to be evaluated.
Our work (and Curl) provide a way to do an approximate lookup
through DWTs, therefore eliminating this problem of explosion in
the size of the lookup table. This leads to a much improved lookup
time as n increases. Curl, on the other hand, uses arithmetic shares
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which results in large communication overheads and high computa-
tion times. Our work overcomes this by using function secret shar-
ing leading to significantly reduced run times and better scalability.
Our work also uses exact truncation instead of Curl’s probabilistic
truncation leading to better accuracy. In order to showcase a more
apples-to-apples comparison, we separately run Curl for varying
J values (for a fixed value of n =32) with the same LAN and WAN
settings and report the running time in Table 7 and in Table 8, we
showcase the factor improvement of our work over Curl. As can be
seen, Wave outperforms Curl by as little as 8 to about 3 orders of
magnitude for /=22 in the WAN setting.

Regarding Ripple [10], due to significant differences between FHE
versus MPC, we believe that an apples-to-apples comparison is not
possible. We note, however, that for the setting n =32 and J =20
Ripple computation takes 3.2s for Haar and 4.2s for biorthogonal
whereas our protocol on the WAN setting runs in 0.49s and 0.58s
respectively.

LAN WAN
n|J Pika Curl | Wave | Pika | Curl | Wave
16 | 13 | 26 320 9 237 3688 | 216
17 | 13 | 66 320 9 280 3688 | 216
18 | 13 | 139 320 9 332 3688 | 216
19 | 13 | 210 320 9 539 3688 | 216
20 | 13 | 426 320 9 1085 3688 | 216
21 | 12 | 938 179 9 1806 2799 | 232
22 | 12 | 1702 179 9 3805 2799 | 232
23 | 12 | 3707 179 9 5927 2799 | 232
24 | 12 | 5930 179 9 12061 2799 | 232
25 | 12 | 11955 179 9 22984 2799 | 232
26 | 12 | 22802 179 9 48215 2799 | 232
27 | 12 | 48485 179 9 48215 2799 | 232
28 | 12 | 109671 179 9 110598 | 2799 | 232
29 | 12 | 209578 179 9 210178 | 2799 | 217
30 | 12 | 402452 179 9 399949 | 2799 | 243
31 | 12 | 967698 179 9 2799 | 213
32 | 12 | 1895571 | 179 10 2799 | 243

Table 6: Pika LUT running time (in ms) vs. Haar-compressed LUT
of Curl and this paper with DWT compression error less than 0.001
for sigmoid on a LAN and a WAN.

J‘ 10 11 12 13 14 15 16 17 18 19 20 21 22

107 179 320 559 1039 2081 3867 7369 16k 33k 137k 619k

LAN 80
‘2056 2203 2799 3688 5298 8842 16k 29k 57k 111k 223k 515k 1423k

WAN

Table 7: Curl wall-clock running time (in ms) for 1000 Haar-
compressed LUT evaluations on a LAN and a WAN.
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N]lo 11 12 13 14 15 16 17 18 19 20 21 22

LAN | 8 12 18 36 56 69 58 64 72 72 87 180 392
WAN (11 11 12 16 22 36 73 128 230 341 453 607 847

Table 8: Run-time improvement over Curl (Curl takes X times longer)
compared to this work. Ratio is computed for 1000 Haar-compressed
LUT evaluations.
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