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Abstract

We revisit the privacy and security analyses of FIDO2, a widely
deployed standard for passwordless authentication on the Web.
We discuss previous works and conclude that each of them has at
least one of the following limitations: (i) impractical trusted setup
assumptions, (ii) security models that are inadequate in light of
state of the art of practical attacks, (iii) not analyzing FIDO2 as a
whole, especially for its privacy guarantees. Our work addresses
these gaps and proposes revised security models for privacy and
authentication. Equipped with our new models, we analyze FIDO2
modularly and focus on its component protocols, WebAuthn and
CTAP?2, clarifying their exact security guarantees. In particular, our
results, for the first time, establish privacy guarantees for FIDO2
as a whole. Furthermore, we suggest minor modifications that can
help FIDO2 provably meet stronger privacy and authentication
definitions and withstand known and novel attacks.
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1 Introduction

The fast-growing adoption of FIDO2 [14], actively supported by
software giants Microsoft, Google and Apple, makes it a de-facto
standard for passwordless authentication. FIDO2 is maintained by
the FIDO (Fast IDentity Online) Alliance!, a community of stake-
holders that manages the specifications of the protocol and pro-
motes its adoption.

The basic flows of FIDO2 are shown in Figure 1, inspired by the
corresponding figure in [3]. At its core, FIDO2 is composed of two
sub-protocols: WebAuthn (W3C’s Web Authentication) [24, 25] and
CTAP2 (Client to Authenticator Protocol version 2.x) [1, 13].
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Figure 1: The simplified FIDO2 flow adapted from Fig. 2 in [3],
where the CTAP2 authorized command is highlighted in blue.
The dashed line means the communication with the server
is established through the client.

WebAuthn specifies how a user can register a credential (a public
signature verification key) at a server—associating it to a new or
an existing account—and later rely solely on the corresponding
private signing key for passwordless authentication. A user, in this
context, normally refers to a human, who uses a client (typically a
browser) to interact with the server. Cryptographically, an authenti-
cation run consists of a challenge-response exchange, in which the
server issues a challenge and then checks if this challenge has been
correctly digitally signed (along with relevant public metadata)
by a public key that identifies the user. The private signing keys
associated with WebAuthn credentials are often stored in secure
hardware devices called authenticators (or tokens). Registration runs
allow a user to create a server-specific public-key and associate
it with an account at the server. New credentials uploaded to the
server may also be signed using a (long-term) attestation private
key that guarantees that the credential has indeed been generated
by a secure device. This process is referred to as attestation and
WebAuthn supports several different attestation modes.

CTAP2 (simply referred to as CTAP in this paper) specifies an
access-control protocol that allows a client to issue authorized com-
mands to unlock a FIDO2 authenticator with a set of permissions,
which may allow creating a new credential for registration or using
an existing credential for authentication. Access is granted only af-
ter human intervention, e.g., providing a PIN to the client, pressing
a button on the token (known as user presence), providing biometric
information to the token (known as user verification), etc.

Known security results and open problems. The design ra-
tionale and threat model for FIDO2 are described informally by
the FIDO Alliance in [14]. The privacy properties of FIDO2 have


https://orcid.org/
https://orcid.org/
https://orcid.org/
https://orcid.org/
https://orcid.org/0009-0009-6387-9271
https://fidoalliance.org
https://creativecommons.org/licenses/by/4.0/
https://doi.org/10.56553/popets-2025-0100

Privacy and Security of FIDO2 Revisited

been formally analyzed in [7, 16, 17] but they, so far, focus only
on WebAuthn. A formal view of FIDO2’s authentication properties
has been established by a sequence of research papers that focused,
first on the provable security of WebAuthn [16] and, more recently,
on the overall FIDO2 as composed by WebAuthn and CTAP [3, 6].
While these works offered comprehensive studies of FIDO2’s prov-
able security, there are still gaps in the results they provided, both
for privacy and authentication goals.

ResurTs onN FIDO2 prIvAcy. User privacy is one of the key features
claimed by FIDO, but it has received less attention from researchers
compared to authentication. Hanzlik et al. [17] formally defined
privacy (unlinkability) to analyze the WebAuthn component. Their
definition assures that different registrations do not reveal if they
are performed using the same token, and hence different interac-
tions of the tokens are unlinkable. They proved that WebAuthn
provides user privacy. Their work focused on non-resident keys—a
variant of the protocol where the token keeps only a symmet-
ric key and re-generates a signing key whenever it is needed for
authentication—and does not consider attestation. Bindel et al. [7]
extended their privacy results to cover several attestation modes
and focused on resident keys, i.e., the case where the token stores
authentication signing keys securely. However, their work also
considered privacy guarantees of WebAuthn only.

We stress that at this point, to the best of our knowledge, there
is no prior analysis of FIDO2 that considered the potential impact
of the CTAP component on user privacy?. It was acknowledged in
[17] that metadata can be used to link interactions of the token, but
the authors do not consider data exchanged outside of WebAuthn.
This means that, for example, it is not immediately clear whether
CTAP preserves user privacy, given that a user may reuse the same
PIN across different tokens. Moreover, the communication with
the token may reuse meta-information or cryptographic material,
potentially breaking unlinkability.

ResuLTs oN FIDO2 AUTHENTICATION. On the authentication front,
a recent work [4] demonstrated several man-in-the-middle attacks
on FIDO2 USB tokens that are launched by wrapping the system
library that the client browser uses to exchange messages with the
hardware token. The attacks are deployed using a simple malware
that does not require privileged access to the user’s machine. In one
type of attacks called rogue key attacks, only the final token-to-client
message in a registration run is replaced, causing an uncompromised
client (also called an honest client) to send to the server a public
key that is actually under the attacker’s control. Such attacks are
possible because FIDO2 credentials sent from a token to a client are
not cryptographically protected. Even more recently, the authors
in [9] demonstrated successful message injection attacks on a USB
bus by another USB device. Interestingly, the reported attacks coin-
cide exactly with what is needed to launch a rogue key attack on
FIDO2: first, monitor USB communication until the very end of the
protocol and, second, override the final message sent by the target
USB authenticator back to the host machine.

How can the existing provable security results for FIDO2 co-
exist with rogue key attacks? The work [3] assumed that each

ZKepkowski et al. [19] identified a timing attack that links user accounts across services,
exploiting implementation flaws on hardware tokens. This is an attack on a full
implementation of FIDO2. However, since it is based on side-channel analysis, is does
not directly relate to the cryptographic notions of unlinkability we consider here.
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token has a unique attestation private key, whose paired attesta-
tion public key is known to the servers a priori, so that rogue key
attacks do not apply. However, this assumption does not reflect
the practical setup: either no attestation is used, or many tokens
share the same long-term attestation key pair (which is an impera-
tive to prevent tracking and guarantee some form of user privacy).
The work [6] considered only attackers that are passive during
registration, which is not realistic as the aforementioned attacks
demonstrate. The work [7] considered only the WebAuthn protocol,
which means that the security of client-token communications is
not considered. Finally, the full version of [3] considered only batch
attestation (also known as Basic attestation mode), where many
tokens share the same attestation key pair. However, in this case, a
server cannot distinguish tokens from the same batch, which leaves
open the possibility for an attacker to launch a rogue key attack
with a valid token from the same batch as the user’s token.

Our contributions. Our work closes the gaps we identified in prior
work. For both security goals of privacy and authentication, our
analysis is modular: we provide the security models and proofs for
CTAP and WebAuthn separately, and then show how they compose
to imply the security of the whole FIDO2. Our detailed contributions
are listed as follows.

Privacy. We present the following new results on FIDO2 privacy:

e We propose a new security model for user privacy (anonymity).
The goal of privacy is to ensure that multiple registrations involv-
ing the same token cannot be linked together, in order to avoid
tracking. Unlike prior works [7, 17], we consider a more powerful
attacker, which can compromise the servers and moreover, col-
laborate with local network attackers working at the CTAP level.
Our security model allows to capture scenarios where an attacker
can access and manipulate CTAP communications (e.g., when
the token is lost, stolen or inserted into a corrupt USB hub or an
untrusted machine) and wants to determine if it has observed
some protocol execution that involved this authenticator or even
has interacted with it in the past. Moreover, this attacker could
be in collusion with a malicious server.

e We analyze FIDO2 in our privacy model. We observe that,
formally, its privacy could be compromised by the reuse of
ephemeral cryptographic parameters (Diffie-Hellman shares).
This can happen when users register or authenticate multiple
accounts without rebooting the token (by remaining plugged-in
and not putting the computer to sleep). Our privacy definitions
also highlight potential risks to user privacy that may be enabled
by meta-information that is exposed by the token to the client,
in excess of what CTAP specifies. For example, leakage of the
contents in error messages or device identification information
may lead to trivial breaks of the privacy guarantees of FIDO2 in
our model.

e We prove that, with minor protocol changes that prevent the
above Diffie-Hellman (DH) share reuse and by enforcing no leak-
age of the above meta-information, the cryptographic design of
FIDO2 indeed guarantees strong privacy properties for the user,
even considering local network attackers. We also show that the
current FIDO2 guarantees privacy, as long as the attacker does
not observe CTAP traces where a token reuses the same DH share
when interacting with clients to register multiple accounts. The
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take-away message from these results is that the cryptographic
traces produced by CTAP do not undermine privacy as long as
DH shares are not repeated between usages. We do not argue
that the concrete attack scenarios where DH share reuse could
be exploited to break privacy are a significant reason for concern.
Our claim here is that our results establish the first leakage up-
per bound for CTAP (and FIDO?2 as a whole): if CTAP privacy
attacks contribute to compromise FIDO2 privacy, then it can
only be due to DH share reuse. Additionally, our results show
that CTAP authentication security also plays a crucial role in the
overall privacy guarantees of FIDO2. Intuitively, CTAP access
control prevents tokens from being unlocked and then tracked,
e.g., an attacker could unlock a stolen token and check if any
of its stored signing keys is associated with a given credential
observed elsewhere.

AUTHENTICATION. We present the following new results on FIDO2
authentication:

e We present a counterexample to the security claim for CTAP
in [6] in the form of an attack that breaks the protocol in the
security model for authentication adopted by [6]. The attack
highlights a subtle oversight in their security proof and effectively
shows that their model is too strong, and that FIDO2 can only be
proved secure in a slightly weaker model.

o We fix the security definitions under which the current version
of FIDO2 can be proved to provide passwordless authentication.
Our model is similar to that of [3, 6] and guarantees the following:
(i) a server registers only credentials generated by valid physical
authenticators, (ii) if the server successfully authenticates a reg-
istered credential, then the token that generated that credential
must be involved in the authentication, and (iii) if a token is
interacting with an honest client, then it will only answer regis-
tration/authentication requests if the client unlocks this token
using the correct user PIN.> We give a detailed proof of FIDO2
authentication security in this model that addresses the short-
comings we identified in prior work. Our proof applies to the
attestation modes most commonly used by USB tokens: None,
Self and Basic.

e We propose a stronger variant of the authentication model that
captures rogue key attacks and USB injection attacks demon-
strated in [4, 9]. Intuitively, this stronger model further guaran-
tees that (iv) if a server successfully registers or authenticates a
credential via an honest client, then the user must have autho-
rized that specific client to unlock the token that generated that
credential. Crucially, this model does not assume TOFU: the client
(browser) plays a role in ensuring the server (and to the user)
that, if the server is talking to a client through an authenticated
channel (e.g., a TLS connection), then only a token unlocked by
this specific client can successfully register a credential.

e We propose a simple fix to CTAP that appends a message au-
thentication code (MAC) to the token responses before they are
sent to the client (and then delivered to the server). We then
prove that, with this fix, FIDO2 is provably resistant to rogue key

3Note that, as in prior work and due to the lack of token-to-client authentication,
FIDO2 guarantees only that the same token is used in registration and authentication.
However, it does not ensure that the token used in authentication is bound to the
(user-controlled) client through which the authentication run is carried out, even when
assuming trust on first use (TOFU), i.e., the attacker was passive during registration.
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attacks and meets our stronger security. Again, our results apply
to the aforementioned attestation modes: None, Self and Basic.

RESPONSIBLE DISCLOSURE. We communicated our findings to the
FIDO Alliance.

Structure of this paper. In the next section we expand on the
background and relation to prior work. Then, we describe the formal
protocol syntax that captures CTAP, as most of our contributions
focus on CTAP analyses. In Section 4 we start with the analysis
of authentication properties of FIDOZ2, since our privacy results
depend on it. In Section 5 we focus on the privacy properties of the
protocol. In Section 6 we discuss the practical implications of our
proposed fixes. Section 7 concludes our work.

2 Background

Before deep diving into the definitions and proofs, we explain the
big picture, introduce some terminology, and further clarify the
relation to prior work.

Notation. Throughout the paper, {0, 1}" represents the set of all
n-length bit strings and {0, 1}* the set of all finite length bit strings,

including the empty string e. We write x < F (resp. x & F) to
denote that x is the return value of a deterministic (resp. proba-

bilistic) algorithm F, x « y to assign y to variable x, and x Es
to assign an element from S, chosen uniformly at random (unless
specified otherwise), to x. When initializing an empty set £, we
write £ < (. We use L to denote any uninitialized variable, as well
as the return value from an algorithm that executes incorrectly.

Security Games. We follow closely [6] in our approach to for-
malizing security games. The games are presented in code form
and they offer the adversary a number of oracles that allow it to
animate arbitrary executions of the target protocols, in which it can
select participants from four sets of entities: servers, human users,
tokens and clients. Human users are represented in the model by
the PIN they use to configure FIDO2 authenticators. We adopt here
the typical approach to modelling password-based primitives in the
cryptographic literature: users are represented by their identity and
an associated PIN sampled from some (low entropy) distribution.
The oracles allow the adversary to emulate the process of a user
inserting its PIN via a client: the adversary identifies the client and
the user in the oracle call, and the game then executes the client
code on the user’s PIN. The actions of other parties are captured by
running the code prescribed by the protocol on their internal states
and adversary-provided inputs, if any: different oracles capture
different phases in the protocol execution, where the output of an
oracle typically signals some event or information transfer that is
visible to the adversary, and therefore may be used by the adversary
in launching the next phase of its attack.

The games keep complex state to guarantee an accurate model of
reality, and also to keep track of whether the adversary succeeded
in breaking the protocol. In authentication games, breaking the
protocol means that the adversary activated a winning condition: it
caused some party to accept a message that allows the adversary to
impersonate another party. In privacy games, breaking the protocol
means that the adversary is able to link two protocol executions
that should appear unrelated given the adversary’s knowledge of
the internal states of parties.
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PIA and PACA. Barbosa et al. [3] defined the syntax and authen-
tication security of FIDO2 by introducing two primitives called
Passwordless Authentication (PIA) and PIN-Based Access Control for
Authenticators (PACA). WebAuthn is cast as an instance of P1A, and
CTAP as an instance of PACA. This terminology is also adopted
by Bindel et al. [6], where the authors refined the syntax and se-
curity models to more closely reflect the structure (and various
versions) of the FIDO2 specification. Bindel et al. [6] focused on
settings where no long-term attestation keys are used and hence
assumed passive attackers in registration flows. Later, Bindel et
al. [7] continued the work of [6], focusing only on WebAuthn, but
considered various attestation modes and extended the analysis to
privacy guarantees. More detailed background is summarized next.

Client C (ids/ids)
{ Registration J

Server S (ids, gpars) Authenticator T (rcr)

Myeh <= rChal(ids, tb, UV)
Mych
—

(Myel, Mycom) — rCom(ids, th, mycn)
Micom
—_—

(Myrsp, rer, cid, sid, agCon) & rRsp(T, Mrcom)
Mecl, Mirspp

(b, rcs, cid, sid, agCon) « rVrfy(ids, Mycl, Mursp, gpars)

Authentication

Mach <~ aChal(ids, tb, UV)
Mach
e

(Mact, Macom) < aCom(ids, tb, macn)
Macom
_

(Marsp, rer, cid, sid, agCon) pa aRsp(T, Macom)
Macl, Marsp

(b, res, cid, sid, agCon) « aVrfy(ids, Macl, Marsp)

Figure 2: The WebAuthn protocol (see Appendix A for com-
plete descriptions of the algorithms). For attestation mode
Basic, attestation material is generated by the group initial-

ization algorithm (gpars, rc) & Glnit, which for our purposes
can be thought of as a signature key generation algorithm
where gpars contains the attestation verification key vk, c.f.,
Appendix G). The token’s registration context rcr is initial-
ized as rc, which contains the attestation private key ak; the
server inputs its identity ids and attestation info gpars. For
attestation modes None and Self, both rct and gpars are empty.

WebAuthn and P1A. We depict the WebAuthn protocol (with at-
testation mode Basic) in Figure 2 by following the descriptions
in [6, 7]. As in [7], our WebAuthn description captures the crypto-
graphic core of both the current stable version WebAuthn 2 [24]
and a working draft for WebAuthn 3 [25], so we henceforth simply
refer to this protocol as WebAuthn*.

WebAuthn has two challenge-response flows, one for registering
a new credential at the server (with algorithms rChal, rCom, rRsp,
and rVrfy) and one for authenticating under a previously registered
credential (with algorithms aChal, aCom, aRsp, and aVrfy).

On registration, the authenticator (token) generates a new key
pair (pk, sk) and, unless the attestation mode is None, it signs the
new credential pk, received random challenge and other relevant

4WebAuthn 3 [25] introduces new features to enhance usability (e.g., support for cross-
origin iFrames), expand API functionality (e.g., support for passkey authenticators),
etc., but its cryptographic core (as abstracted in our work and [7]) is not changed.
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metadata. When using attestation mode Basic, the attestation pa-
rameters gpars allow the server to verify the signature and ensure
that pk was indeed generated by a secure hardware device; de-
pending on the application, the server may have different ways
to validate the attestation public keys vk used to verify the above
attestation signatures but here, for simplicity, we assume the server
can extract the valid vk from the input gpars. In attestation mode
Self, the attestation signing key is the credential’s associated pri-
vate key sk itself, so this mode can be viewed as the same as None
with an extra proof by the token that it knows the signing key
for the freshly generated credential. In an authentication run, the
process is similar, but the token now always uses sk to sign the
challenge and metadata. Note that, in cases where the client can
verify the identity of the server (e.g., through a TLS connection),
the user can rely on the client to abort any WebAuthn runs where
the metadata sent to the token does not encode the correct intended
server identity idg /ids.

The PIA authentication security models in [3, 6, 7] capture the
following server-side guarantee of WebAuthn: if a server instance
accepts an authentication run, then it is uniquely partnered with a
token instance. Crucially, partnership in this setting guarantees that
the response issued by the token can be linked back to a unique
registration flow between the same server and token. In practice,
the guarantee that a registered credential was indeed generated
in a physical authenticator is achieved only if tokens can store
long-term attestation keys.

We adopt the P1A authentication model of [7] with small changes:
we simplify the model by removing attestation modes that are not
commonly used in FIDO2 tokens, and we slightly modify the win-
ning conditions for the adversary in order to clarify the overall
guarantees provided by FIDO2. More precisely, we take the part-
nership definition from [3], which is more restrictive and therefore
makes the model stronger. The details are in Appendix G, where
we discuss the model differences to [7] and explain why the proofs
in [7] actually still apply to our stronger model. We do not claim
novelty at the P1A level, except for clarifying the security experi-
ments and the implications of prior proofs.

CTAP 2.1 and PACA. The structure of the CTAP 2.1 protocol [1]
is shown in Figure 3 (with details in Appendix B). Here, we outline
CTAP 2.1 instantiated with the so-called PIN/UV Auth Protocol 2,
denoted by puvProtocol, and omit the other PIN/UV Auth Protocol
1 instantiation that is essentially the legacy protocol in a previous
version CTAP 2.0 [13]. Their core differences are highlighted in
Appendix B, where we present the details of CTAP protocols.

With CTAP 2.1, a client can set up, bind to, and unlock an au-
thenticator (token) with a user PIN (pin). In addition to the possi-
bility that the token may be rebooted and then regenerate some
ephemeral cryptographic parameters, the protocol has two phases.

The Setup phase is typically executed once and is independent
of WebAuthn operations; it is used to configure the token with a
hash of the user pin. More precisely, the client first obtains some
information about the token’s capabilities and informs it that Setup
is about to start; the token then returns a DH share pkr. The client
completes Setup by sending its own DH share ¢ along with an
authenticated encryption (cp, t,) of the user pin. The token stores
only the hash of the pin, named pinHash.
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Client C (ping) Authenticator T

Reboot

info « getlnfo-T(x})

puvProtocol - obtainSharedSecret-C-start(xZ, info)

puvProtocol s
_ « obtainSharedSecret-T(r7, puvProtocol)
c& obtainSharedSecret-C-end(r., k) —
€, Cp, 1
(cpstp) & setPIN-C(t, ping) — P2, status — setPIN-T(x, puvProtocol, ¢, ¢y, )
Bind
Bind-C Bind-T

if Tl Stexe =Lt info « getlnfo-T(r}.)
puvProtocol pa obtainSharedSecret—Cfstart(lr(/‘,info)

puvProtocol

———  if TpStexe =Lt

if 7). Stexe = waiting —_—

¢ & obtainSharedSecret-C-end(x, ok /)

« obtainSharedSecret-T(}, puvProtocol)

cp € obtainPinUvAuthToken-C-start(., pin;;)
.\ Coh
O if 7l stee = waiting ¢
cpt & obtainPinUvAuthToken-T(zf, puvProtocol, ¢, cpp)
Cpt
if lStexe = bindStart : L4
obtainPinUvAuthToken-C-end(nZ., Cpt)

Auth-C Validate-T
D/ 2
if 4.stexe = bindDone ———  if Th.stexe = bindDone :

(M, 1) & auth-C(xl, M) status < validateT(rh, M, t,d)
Validate-C Auth-T
********************** L
if 7/..stexe = bindDone : = if 7hustee = bindDone :

status « validate-C(xr/, R, 1) (R.t) & auth-T(x, R)

Figure 3: The CTAP 2.1 protocol (black), our fixed CTAP 2.1+
protocol (with red-colored block), and our fixed CTAP 2.1++
protocol (where the token’s DH share is regenerated in ev-
ery obtainSharedSecret-T execution). Complete descriptions
of the algorithms are shown in Appendix B.

When the user wants to register a new credential or authenticate
to a server using an existing one, the client executes a sequence
of Bind, Auth-C and Validate-T subprotocols. Bind starts with a
Diffie-Hellman key exchange as the one performed in Setup (where
the token might reuse its DH share generated from Setup but the
client always regenerates a fresh DH share); then, rather than trans-
mitting an authenticated encryption of the pin, the client transmits
an unauthenticated CBC encryption c,p, of the pinHash. The token
completes Bind by transmitting back a CBC encryption of pt, the
so-called pinToken®, using the same symmetric key that encrypted
the pinHash. The pinToken is simply a fresh MAC key that can be
used by the client in Auth-C to send authorized commands to the
token, which then validates them in Validate-T. These commands
are WebAuthn requests (challenges) for registration or authentica-
tion operations. Token responses are sent back to the client, but
not cryptographically protected at the CTAP level.

The PACA authentication security model in [3] assumes the
adversary to be passive during Setup, as there is no prior common
context between the client and token. This trust assumption is
adopted by all subsequent works. Furthermore, the adversary is
not allowed to actively attack the client during Bind, since CTAP
uses unauthenticated Diffie-Hellman key exchange. However, the
adversary is allowed to actively try to establish new bindings to
the token. Additionally, the adversary can ask client instances that
completed a binding to authorize commands of its choice, and its
goal is to forge one such authorized command. A forgery here is

5In CTAP 2.1, the full name of pt is pinUvAuthToken, which we simply call pinToken.
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defined as having a token instance accept a command that was not
transmitted by its unique binding partner (a client instance).

The PACA model given in [6] refines the one in [3] in a number
of ways, in order to more closely capture CTAP 2.1 operations.
Furthermore, their model was strengthened such that it allows a
limited active attack on clients during Bind: in the concrete case
of the CTAP 2.1 protocol, this means that the attacker now has
the power to control the last message sent from the token back to
the client, which contains the encrypted pinToken. We show that
this strengthened model gives too much power to the adversary,
by identifying an attack that renders CTAP 2.1 insecure in such a
model, invalidating the security claim made in [6]. The attack and
our fix are discussed in detail in Section 4.2.

Composing P1A and PACA. The authentication security of FIDO2
as a whole is captured in [3, 6] by a composed model that considers
the joint operation of P1A and PACA protocols. In this model, the
adversary has access to all the PACA oracles that model Setup and
Bind. Additionally, it can run PIA+PACA challenge-response inter-
actions that involve client and token instances that it may have set
up in arbitrary ways: formally, the P1A registration and authentica-
tion oracles are replaced by PLA+PACA oracles that model the need
for authorizing and validating WebAuthn requests (and in this work
also WebAuthn responses) with CTAP operations in the full FIDO2.
The goal of the adversary is to break the guarantees we described
in our authentication results (second bullet) in the Introduction.
Results in [3, 6] show that the only way to break these guarantees
is to break either the underlying P1A or PACA primitive.

Crucially, the above models assume that the attacker has the
power to feed the server arbitrary responses to its challenges during
authentication (and registration) runs, which reflects the choice of
FIDO2 to confer no protection to responses when they are transmit-
ted from tokens back to clients. However, neither of them captures
security against rogue-key attacks.The model in [6] focuses on at-
testation mode None, so it explicitly disallows active attacks during
registration and calls this assumption trust on first use. When at-
testation mode Basic is in use, the model in the full version of [3]
allows active attacks in registration, but it cannot prevent rogue
key attacks since the attacker can successfully register with a valid
token from the same batch as the user’s token.

In the next section we specify the syntax for PIN-based access
control for authenticators (PACA) protocols that capture CTAP, and
refer to Appendix G for the syntax and security models for pass-
wordless authentication (PIA) protocols.

3 (m)PACA Protocol Syntax

Our PACA syntax closely follows [6], which itself follows [3]. To
capture our authentication fix of CTAP, we later extend PACA to
an mPACA protocol, where the leading “m” stands for “mutually
authenticated”.

A PACA protocol is an interactive protocol between 3 parties: a
client C, an authenticator (or token) T and a user U. It comprises five
subprotocols: Reboot, Setup, Bind, Auth-C and Validate-T. Below,
when we say a protocol takes as input C and/or T, we mean the
states of them, which are updated during the protocol execution.

Reboot: inputs a token T and initializes (or refreshes) its state,
to prepare for the execution of the other PACA subprotocols.
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This subprotocol powers up the token and always requires user
interaction (e.g., a USB token being plugged out and then plugged
in to a machine).

Setup: inputs a token T, client C, and user U who participates
by providing a pin to C. During this subprotocol execution, C
securely transmits pin to T, then T saves information about this
pin (e.g., a hash thereof) in its static storage (i.e., not affected by
Reboot) such that later it can be used by U to authorize clients
access to T. This subprotocol is typically executed once per token.

Bind: inputs a token T, client C, and user U who again provides
C with a pin. This subprotocol aims to create an authenticated
channel from C to T. It can be expressed as multiple runs of
client-side and token-side processing Bind-C and Bind-T. Bind-C
inputs C, U and a message m and outputs a message m’. Bind-T
inputs T and a message m and outputs a message m’. Depending
on the stage of execution of Bind-C or Bind-T, m and m’ will
represent different types of information.

Auth-C: inputs a client C, command M, and outputs (M, t), where ¢
is a tag that authorizes command M. This subprotocol authorizes
commands that C sends to token T (using the authenticated
channel established from Bind).

Validate-T: inputs a token T, command M, tag t and user decision
bit d. This subprotocol validates command M given tag t and user
decision bit d, and outputs a bit as the result of the validation.
We extend the PACA syntax with a function Public(T) that mod-

els the information a user or an attacker can learn about the current
public state of token T (e.g., the token version). This information
must be properly defined for the analyzed protocol.

Correctness imposes that a client-authorized command is ac-
cepted by the token if and only if a user approves the command
(d = 1); the formal definition is essentially the same as that in [3]
and omitted here.

Syntax for mPACA protocols. An mPACA protocol extends the
syntax of PACA with two additional subprotocols:

Auth-T: inputs a token T, command M, and outputs (M, t), where
t is a tag that authorizes command M. This subprotocol autho-
rizes responses that T sends to client C (using the authenticated
channel established from Bind).

Validate-C: inputs a client C, command M and tag ¢. This subpro-
tocol validates command M given tag ¢ and outputs a bit as the
result of the validation.

Correctness is extended to further impose that a token-authorized
command is accepted by the client.

Session oracles and states. We consider two types of session
oracles 7). and ﬂé to specify the i and j* instance of token T and
client C, respectively. An (m)PACA protocol implements certain
states for client and tokens. Client session oracles are completely
independent from each other and maintain no global state for any
given C. Session oracles of token T each share a global state str,
which contains the associated user identifier str.user, some infor-
mation about the pin, and some initialization data str.initialData;
the latter includes static configuration data like the supported proto-
col versions, and other protocol-specific states like a public counter
that limits the maximum number of failed PIN tries. rr% and Jfé
have a binding state bs, session identifier sid and execution state
stexe € {L,waiting, bindStart,bindDone}. Here L indicates that
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the session (oracle) is not yet initialized, in which case we sim-
ply write 7l =1 or ﬂé =1. When describing CTAP protocols as
(m)PACA instances in this paper, following prior work, we use
session oracles to simplify presentation and model the fact that an
incoming message is processed in the context of a specific session.

4 Authentication Properties

We start with the goal of authentication, because this was the main
focus of previous works and, as mentioned in the Introduction, our
privacy analysis relies on the authentication results.

4.1 (m)PACA Authentication Model

We closely follow [6] to define our authentication security model
for PACA protocols, and extend it to capture mPACA security. As
presented in Figures 4, 5, the authentication security of a PACA
protocol PACA is defined with a security experiment Exptf,gg{
executed between a challenger and an adversary A. The security
notion is called strong unforgeability with trusted-binding (SUF-t),
which ensures that a token can only accept a command that was

authorized by a client bound to the token under user permission.

Trust model. The model assumes a fully authenticated channel
for all communications between clients and tokens during Setup.
It also assumes that no active attacks can be carried out against
any client during the whole execution of Bind, while fully active
attacks on tokens are allowed. As stated in the Background, this
is the same assumption made in [3], which differs from the model
in [6] that allows for stronger adversaries that may carry out active
attacks against clients at the end of Bind. We later expand on the
impossibility of achieving this stronger security in Section 4.2.

Experiment-specific boolean variables. Each session (oracle)
has a isValid variable stating if this session is available for inter-
action with the adversary. Additionally, each token session has a
nk.pinCorr variable determining if the pin associated with token T

has been corrupted, and each client session has a lré.compromised

variable determining if its internal state has been compromised.

Experiment oracles. We showcase the Exptgga oracles in Fig-

ure 5, which closely follow the code-based description in [6]. NewT
and NewU generate new tokens and new users, respectively. In this
model, a user is simply a holder of a pin, which can then be used to
run Setup with multiple tokens. CorruptUser permanently corrupts
a user U (by flagging it as corrupt) and returns his/her pin to A.
The Setup oracle performs a full Setup subprotocol run between
two sessions fré and Jr} with user U’s pin, and returns the trace
of communications to A. Likewise, Execute performs a full Bind
subprotocol run between two sessions JTé and 7%, using the pin that
was stored in T, invalidating all of T’s previous sessions; the full
trace of communications is then given to A. Compromise returns
a client session’s binding state Jré.bs and permanently marks this
session as compromised. Reboot on a token session 7[% calls Reboot
subprotocol on T and marks all of T’s sessions as invalid. Auth-C
authorizes a message M on a client session né using its binding
state and outputs the same message and a tag t. Validate-T inputs
a message M, tag t and user decision bit d on a token session 7{%
and outputs a boolean response. Finally, Send-Bind-T allows A
to send a message m to a token session n; to initiate, continue
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tokenBindPartner (T, i):

1:

if 3(C, j) st n}.sid = lré,.sid then

clientBindPartner (C, j):

1:

if 3(T,i) s.t. ni“sid = 7{5 .sid then

2: | return (C, j) 2: | return (T, i)

3: return (L, L) 3: return (L, 1)
Expt's,kg;i (A): Exptiﬁ,&éA (A):

1: Lauthe < 0 1 Lauthe, Lautht < 0

2: win-SUF-t < 0

3:
4:

0 & A1)
return win-SUF-t

Token-Win-SUF-t (T, i, M, ¢, d):

1:

2:
3:

o

if d # accepted then return 1

if 3(C1. j1). (Ca, j2) )
.t.(C1, j1) # (C, j2) and né}l Steye =
nézz.stexe = bindDone

and iré.l .sid = néz .sid then return 1
C 1 2

if 3(Th,i1), (T, i) st (Th,ih) #

. i i
Ty, i) and 7} st = 712 Stexe =
2, 12) T, -Stexe T, -Stexe

2: win-SUF-t < 0

3:
4

$
() & A%(1%)
return win-SUF-t

Client-Win-SUF-t (C, j, M, t):

1:

©

if 3(C1. 1), (Ca, Ji2)

71(7?2 .Stexe = bindDone

and n{l .sid = 7[23 .sid then return 1
C C 2

if 3(Th, i), (Tz, ip)

s.t. (T, i1) # (T, i) and ”;1 Stexe =

m;.zzAstexe = bindDone

1. (C1, 1) # (Cz, j2) and 7ré,11.slexs =

indDone X and 7[.",11 .sid = i'r.LrZZ .sid then return 1
and rr'Tll .sid = H%Asid then return 1 4
6: 5: (T, i) « clientBindPartner(C, j)
7: (C, j) « tokenBindPartner(T, i) 6: if (T,i, M, t) ¢ Lauht then
8: if (C,j,M,t) ¢ Launc then 7: if n(/ﬁ.compromised = false then
% if (Gj) = (L) or 8: L if 7}..pinCorr = false then
CAcompromised = false then 9 | | return1
10: r if 7%._pinCorr = false then 10: return 0
11: L | return1

12: return 0

Figure 4: (m)PACA authentication security experiments and
winning conditions. Code in red only for the mPACA model.
O denotes all oracles available to A, as shown in Figure 5. The
winning conditions are checked in Validate-T and Validate-C.

or complete Bind; in the latter case, it also invalidates all of T’s
previous sessions, including 71'; if the query caused T to reboot.

Session partnership. We say sessions ﬂé and n% are partners if,
and only if, they completed Bind and agree on the session identi-
fier sid. The concrete instantiation of sid depends on the concrete
protocol to be analyzed. In our analysis of CTAP 2.1, we take the
sid to be the full trace of the Bind run.

Winning conditions. For a PACA protocol PACA, we say that
an adversary A against the security experiment Exptf,xg}t wins if
it gets a message-tag pair (M, t) accepted by a token session 7.
through the Validate-T oracle and one of the following holds: (i) the
user decision bit d # 1, (ii) two token sessions complete Bind with
the same sid, (iii) two client sessions complete Bind with the same
sid, or (iv) T’s pin was not corrupted and either n} has no partner
or its partner was not compromised and did not output (M, t). This
is captured by the winning condition Token-Win-SUF-t in Figure 4,
which is checked whenever the adversary queries Validate-T.

Security for mPACA protocols. The mPACA authentication
model extends the PACA authentication model with two additional
oracles Auth-T and Validate-C as shown in Figure 5 that provide the
adversary with the power to observe token-authorized commands
and check validity of such commands. The winning conditions for
the mPACA security experiment Exptfn%i'é A (shown in Figure 4)
is also extended to reflect the additional attack vectors: an addi-
tional winning condition Client-Win-SUF-t is checked whenever

the adversary queries Validate-C.
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NewT (T, initialData): NewU (U):
1: if sty #1 thenreturn L 1t if Ly40id[U] =1 then
2: sty.initialData «— initialData 2: pin 2 p
i f:t‘:::it(ﬂﬂ 31 Lyaia[U] < pin

4 | Leorrupt[U] « false
CorruptUser (U): 5: return

10 if L40id[U] =1 then return L

Setup (T,1,C, /, U):
2: Leorrupt [U] « true p( JU)

3: pin — Lyaig[U] L pin = LygiiglU] )

: vali ;

4 return pin 2: iéstr =Lorzh #Lorx/. #L or pin =1 then
turn L

Reboot (T):

1: if sty =L then return L
2: forallis.t. mp. #1 do
3: L 7k isvalid  false
4: Reboot(stt)

5: return

Jré. — str

trans & Setup(ﬂ%, n’é pin)

3:

4:

5: nénisVa[id,zré..isValid «— false

6: str.user — U

7: return trans

Compromise (C, j):

Send-Bind-T (T, i, m): i

1: if sty =L then return L

2:if n.lr. =1 then

3: L ”’T — str

4 if Jr.lr.stexe = bindDone or Jr;misVaIid = false
ih_en return L

5: ﬂ},pinCorr — Leorrupt [str.user]

1:if né =1lor Tl'i»Stexe # bindDone then return
Le >

2: ﬂé,compromised = True
U -
3 Leorr < {(C.1)}

4: return n(j_“bs

Execute (T, i, C, j):

6: if n;.stexe = waiting then

7: mr — Bind—T(ﬂ;,m)

8: cpt || calledReboot «— m’
9: if calledReboot = true then

-

10: forall i’ s.t. f. #1 do

11: néf .isValid « false

12: else if 7[%. .stexe = bindDone then
13: forall i/ # i and 7} #L do
14: L i isvalid « false

15: else

16: | mp < BindfT(/r;.,m)
17: £ & (T i)}
18: return mp
Auth-C (C, j, M):
1: if;ré =1 or né.stexe # bindDone or
kzé.is\/alid = false then return L
2 (M, 1) & auth-C k., M)
U .
3: Louthe < {(C.J, M, 1)}
4 L &}
5: return (M, t)
Auth-T (T, i, M):
1: if n;. =1 or n;..stexe # bindDone or
Jri _isvalid = false then return L
(M, t) <$— auth—T(n‘T,M)
. U o
i Lautht < {(T.i, M, 1)}
c L & (10}

ch
: return (M, t)

g e

1: pin — Lyqjig [str.user]

2 if sty =L orzh #Lor 7). #1 or pin =1 then

C
ke_tum i

3: n} — st

4: trans, mc, mp <L

5: while H(J:Aslexe # bindDone do

6: | mr & Bind-T (k. mc)

70| me & Bind-c(xl U,mr)

8: trans « trans || mp || mc

9: forall i’ # i and i #1 do

10: | il isValid e false

11 LM & (1), (C )}

12: return trans

Validate-T (T, i, M, t, d):

1:if ﬂ% =1 or 7f-ir~51exe # bindDone or
hfl.".is\/a[id = false then return L

2: status vaIidate—T(n},M, t,d)

3: if status = accepted then win-SUF-t «
Token-Win-SUF-t(T, i, M, t,d)

4 LP & (T}
5: return status
Validate-C (C, j, M, t):
1: if 7. =1L or A-Slexe # bindDone or
H.isvmid = false then return L
2: status «— va\ldale-C(n([,x\/[, t)

3: if status = accepted then win-mSUF-t «—
Client-Win-SUF-t(C, j, M, t)

()}

5: return status

Figure 5: Oracles for (m)PACA security experiments. Changes
from [6] in blue. Code in red only for mPACA introduced
later. Code in teal only for privacy described in Figure 7.

Advantage measures. For protocol prot € {PACA, mPACA}, the
authentication advantage of A is defined as:

AdVSUFt (A = Pr[ExptUFt(A) = 1] .

prot prot

Differences to [6]. Our security model modifies the Execute and
Send-Bind-T oracles from [6] back to the modeling approach of [3],
in order to exclude active attacks on clients. This means that Execute
captures a full Bind execution between two sessions né and 7l
whereas Send-Bind-T allows the adversary to arbitrarily attempt to
bind with a token session 7'[}4 We remove the Send-Bind-C oracle
defined in [6], which further allows the adversary to behave actively

when completing Bind on the client side.
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Another minor difference is that we modify the Execute oracle’s
input, which no longer includes the user U. Therefore, Execute
always uses the configured PIN information stored in the involved
token. Not doing so, as in [6], implies that the adversary could
always convince another user to interact with a token, and trivially
win the game if the PINs coincide. This adds to the advantage of
the adversary a non-negligible term that depends on the number of
passive protocol executions, which is non-standard in the modeling
of low-entropy secrets such as passwords and PINs.

4.2 Authentication Security of CTAP 2.1

While the proof in [6] gives undoubtedly a valuable and compre-
hensive security analysis of CTAP 2.1 that broadens the coverage
and corrects some aspects in the initial proof given in [3], it still
has some shortcomings that we fix in this paper. In the follow-
ing, we first briefly discuss the main issue with the proof and its
implications—with further details and proof fixes described in Ap-
pendix F—then show our security results.

Active attacks against clients during Bind. The problem lies
in step of the proof of CTAP 2.1 [6, Appendix I, Game 16] that
justifies removing PIN hashes from CBC encryptions during Bind.
There, it is argued that CBC security guarantees that an attacker
delivering a mauled ciphertext back to the client in the final step of
the Bind subprotocol has no information on the resulting decrypted
pinToken. We show that this is not true by presenting a simple
attack, inspired by CBC padding oracle attacks [8]. Recall that the
adversary obtains a CBC encryption c,, of the pinHash in the last-
but-one flow of Bind, and that the client is expecting to receive back
a pinToken encrypted under the same symmetric key in the final
flow. The attacker can therefore take the CBC encryption of the
pinHash and echo it back to the client, who will recover a pinToken
that encodes the hash of the user pin—see Appendix F for a detailed
flow. When the client issues a command under this pinToken, the
adversary immediately obtains enough information to perform an
offline dictionary attack and recover the user pin.

We draw two conclusions from our attack: (i) the strongest model
in which one can prove authentication security of CTAP 2.1 must
assume the adversary to be passive against clients during Bind, and
(ii) this gives further evidence that the Bind subprotocol of CTAP
2.1 should better be modified to withstand active attacks as rec-
ommended in [3]. As mentioned in the background Section 2, the
current version of CTAP cannot be proved secure if the adversary
can actively attack clients during Bind, because Bind uses unauthen-
ticated Diffie-Hellman key exchange.® Nevertheless we note that, as
noted in [9], man-in-the-middle atacks are much harder to launch
over an USB channel than the final message injection required for
a rogue-key attack. In what follows we will therefore propose a
minimal change to CTAP that mitigates rogue-key injection only.
We do not propose further patches to Bind to thwart more powerful
man-in-the-middle attacks, and refer the interested readers to [3]
for a (much more intrusive) solution to this problem based on a
standard PAKE.

CTAP 2.1 security. Now, we state our authentication security
result for the PACA protocol, CTAP 2.1 instantiated with PIN/UV

Using authenticated encryption during Bind would eliminate the specific attack we
describe, but active attacks against clients in other part of Bind are still possible.

311

Proceedings on Privacy Enhancing Technologies 2025(3)

Auth Protocol 2, which is described in Figure 3 and Appendix B.
Though we do not formally analyze its PIN/UV Auth Protocol 1
instantiation here, in Appendix E we present how its security can
be proved by adapting our proof for Theorem 1 shown below.

We assume that every user pin is sampled according to some
distribution & with min-entropy hg over the set # of all valid pins.
We also assume that HKDF-SHA-256 [20] is modeled as a random
oracle H,. Then, for other CTAP 2.1 building blocks, hash function
H outputs the leftmost 128 bits of the SHA-256 digest, g is the prime
order of the underlying elliptic-curve Diffie-Hellman (ECDH) group
(for NIST curve P-256) [18], the underlying symmetric encryption
scheme SKE denotes AES-256 in CBC mode with random IV [10],
and the message authentication code MAC denotes HMAC-SHA-
256 with 256-bit keys [5]. A query to Send-Bind-T on a session 7.
is considered to be active, if A delivers a DH share ¢ and ciphertext
¢ph to 7k and (c, ¢,p) was not output by any client session that was
involved in a previous Execute query with a token session using
the same token DH share. The following theorem states the SUF-t
security of CTAP 2.1.

THEOREM 1. For every efficient adversary A that makes at most
qs. GE, Gsend> GNT and qr queries to Setup, Execute, Send-Bind-T, NewT
and Reboot, and at most qgg;d active queries to Send-Bind-T, there
exist efficient adversaries By, By, Bs, B and By such that:

Adviht , ((A) < g2 /277 + (g5 + qE + Gsena) AdVigni(B1)
+(gs + qe + qNT + GR + 2qsend)’ [ (2q) + AdVE(By)

+qs Ad‘él;l(lz—mPA-LHPC(.(BS) +qr Ad‘él;/{lz—7$PA-LPC(B6)

+ (e + Goend)”/ (2771) + (GE + Gsend) AdVyga ™ (Bao) -

We provide security definitions of the underlying primitives used
in the theorem in Appendix C, the proof sketch in Appendix D.1
and the full code-based proof in the full version [2].

4.3 Authentication Security of FIDO2

Recall that the latest version of FIDO2 consists of WebAuthn and
CTAP 2.1. WebAuthn has been proved in [7] to offer P1A authentica-
tion security. We reuse these results with minor modifications, and
the syntax and security model of P1A protocols in Appendix G. We
now briefly discuss what we obtain in terms of composed security
for FIDO2. These results follow along the lines of those outlined
in [6], with natural adaptations due to our fixes to their CTAP 2.1
results. As we do not claim significant novelty for these results, we
summarize the core ideas here and leave more details in Appendix L.
Then, we explain rogue key attacks and how they affect the model.

Composed authentication of FIDO2. The composed model in
which the current version of FIDO2 in attestation modes None and
Self can be proved secure requires assuming trust on first use (TOFU),
i.e., the adversary is passive during the full registration run. Under
this restriction, we can show that the server gets all the guarantees
provided by PIA in these attestation modes. In attestation mode
Basic, one can lift the TOFU assumption and guarantee the server
that the accepted registered credentials is generated by valid tokens
from the attested batch, as guaranteed by the PIA primitive. This
is to be expected. But what does PACA provide, in addition to PIA
security? As discussed at the end of Appendix I, PACA guarantees
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_Senver/Client (viopt) ___________ ! Altacker (o) ___________________Tokens
ch «rChal User Token (ak)
ch ch ch o mT T
t. «auth-C(pt,, ch) t—) t—> T> | token checks user presence
3 ¢ ¢ |
I
(pk,oc) 1 )
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, T Lz Sign(ak (pk,ch)
- _Attacker Token (ak)
tar «— auth-C(ptar, ch) f—h» : token checks user presence
at |
I
(pk*, 0ar) (Pk*, 0ar) (pk*, oar)

1 Ver(vk, (pk*, ch), our)

| 04 < Sign(ak, (pk*, ch))

Figure 6: The rogue key attack (against a registration run)
in Basic attestation. Right arrows represent commands for
requesting a credential and left arrows are the respective
responses. Procedures are simplified for better presentation.

that no attacker can authenticate under a credential stored in the
user’s token, unless it breaks the PACA access-control mechanism
(modeled by compromising the client connected to the user’s token),
or simply corrupts the user pin.

Note here that the main differences to the result in [6] are that
we further clarify what composed authentication security means
for attestation modes None, Self and Basic, and that we highlight
the need to assume that the composed model must still disallow
active attacks against clients during Bind of the PACA protocol.
At the end of Appendix I, we also remark that the authentication
guarantee of FIDO2 can be strengthened if the server is looking
a priori for a specific credential identifier that is associated with
the authenticating user. Otherwise, although the attacker cannot
impersonate the user due to the PACA protection captured by the
composed model, it is still possible for the attacker to launch an
attack similar to rogue key attacks, but here targeting an authentica-
tion run; this may allow an attacker to authenticate the user under
a credential that is under the attacker’s control. Le., if the user is
authenticating via an honest client, the best the attacker can do is
to log the user in to an account that is under the attacker’s control.
Our proposed fixes to the protocol also eliminate this attack.

Rogue key attacks. In Figure 6 we recall the setting described
in [4] in which an attacker manages to register a rogue key pk*
instead of the user’s legitimate credential pk. To launch the attack
in attestation modes None or Self, the attacker doesn’t need any
special equipment and can just create the rogue credential by itself.
However, if using attestation mode Basic and the server has infor-
mation that allows recognizing a target batch (or group), then the
attacker must have access to its own token, from the same batch as
the user’s token (and hence sharing the same attestation private
key ak). The figure shows this latter case.

In the top part of Figure 6, the server issues a challenge ch for
the registration run, which is authorized with pinToken pt. by the
client and then sent to the user’s token. The attacker can easily
observe the challenge because it is not encrypted. If this attacker
is able to inject a message that replaces the response sent by the
user’s token to the client, as described in [4, 9], then it can perform
the actions shown in the bottom part of the figure: it takes the same
challenge and uses its own token (using some other pinToken ptg;
to access it) to generate and sign a new credential. This malicious
credential will be accepted by the server, since the attacker’s token
is from the same batch as the user’s token and uses the same ak.
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Failure to capture rogue key attacks formally. The security
model in [6] and our composed model sketched above do not cap-
ture rogue key attacks, because in the entire registration flow it
is assumed that the adversary is passive. If this was not the case,
then the rogue key attack would lead to a break of the protocol in
these models because the messages sent by the token to the client
are not authenticated (formally in Appendix H it is captured by
the setting in which Validate-C always returns true). This means
that an adversary can simply use its PACA oracles in the security
experiment to gain control over some other token, use it to generate
a credential for the challenge created by the target server, and feed
it to the honest client who will pass it along to the server.

As a side note, we recall the observation in [4] that if the server
knows a priori a unique attestation public key for the user’s token
(e.g., it is in a batch of size 1), as assumed in [3], then the adversary
will never be able to find a token that allows launching the attack.
So, the model could be strengthened to prevent rogue key attacks
by restricting the batch size as 1, but this hypothesis is not realistic.

4.4 CTAP 2.1+ for Stronger Authentication

In this section, we capture rogue key attacks by removing the re-
striction that the adversary cannot be active during the registration
run. Clearly, this security is unachievable for the current version of
FIDO2, so we investigate how to fix it to resist rogue key attacks.

CTAP 2.1+ and its authentication security. We propose a mod-
ification to CTAP 2.1, the fixed protocol called CTAP 2.1+, that
achieves SUF-t security in our stronger mPACA authentication
model and, therefore, provides protection against rogue key attacks.
Our CTAP 2.1+ modifications are highlighted in red in Figure 3,
with detailed descriptions provided in Appendix B.

As with CTAP 2.1, CTAP 2.1+ still authorizes a client-to-token
command M with Auth-C and validates a client-authorized com-
mand (M, t) with Validate-T; moreover, CTAP 2.1+ introduces two
more algorithms Auth-T and Validate-C to authorize a token-to-
client response R and validate a token-authorized response (R, t).
Regarding low-level functions, our CTAP 2.1+ protocol stops using
the pinToken provided by the token directly as a MAC key, but uses
a key derivation function KDF to expand it to two MAC keys, and
use them to authorize commands in both directions.

The following theorem states our result for CTAP 2.1+, with the
above KDF modeled as a random oracle Hj.

THEOREM 2. For every efficient adversary A that makes at most
qs, GE, 9send, GNT and qr queries to Setup, Execute, Send-Bind-T, NewT
and Reboot, at most q_“g?nd active queries to Send-Bind-T, and at most
qe1, queries to Hs, there exist efficient adversaries B1, B, Bs, B,

B11 and By, such that:
AIVELD 1. (A) < qlongl 2" + (g5 + qE + Gsend) AdViCD)(B1)
+(qs + g + qNT + qR + 2G5end) >/ (29) + AdViS!(By)

+qs Advg/;/([E—I$PA—LHPC(B5) + g Adl/s/;/([E)_”;PA_LPC(Bﬁ)

+ (g + Gsend) 2/ (22**1) + G4, (qE + Gsend) /2%
+ (qE + qsend) AdVASAlQFéCMA(Bu) +9E AdVX,,%F&CMA(Blz) .

We provide the proof sketch in Appendix D.2 and the full code-
based proof in the full version [2].
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Composing CTAP 2.1+ and WebAuthn. The composed model
in which we analyze the composition of an mPACA protocol with
a PIA protocol is given in Appendix H. At the high level, the main
differences to the model in [6] are that we consider active attackers
during registration and that we formally cover, not only attestation
mode None, but also Self and Basic. Recall that uncompromised
CTAP 2.1+ client sessions will only accept messages transmitted
by a unique token session to which they are bound and that, in the
composed model, honest client sessions are assumed to be uniquely
bound to a server session (e.g., via a TLS connection).

In summary, we state and prove two theorems in Appendix I
that establish the following intuitive results:

e For attestation modes None and Self one must consider that
registration is carried out via an honest client, as otherwise one
gets no P1A guarantees. In particular, the server would not even
be assured that the credential comes from a hardware token.

e For attestation mode Basic we can guarantee PIA security even
if the server is interacting with a compromised client. However,
rogue key attacks are still possible in this setting.

e For all attestation modes, if a token is interacting with an honest
client, then the token will only reply to challenges if it is unlocked
by a client or attacker using the correct user PIN.

o For all attestation modes, if an interaction with the server occurs
via an honest client session (be it in authentication or registra-
tion), then the composed PIA+mPACA security guarantees that
the server session connected to that honest client session will
only ever accept a P1A session originating in the unique token
session bound to that client session via mPACA. This means in
particular that we guarantee security against rogue key attacks.

5 Privacy Properties

User privacy is an important security goal for FIDO2. Informally,
privacy means that different registrations do not reveal whether
they are linked to the same or different tokens, and hence users. In
this section, we provide the first formal provable privacy analysis
of CTAP 2.1 and FIDO2 as a whole, then propose a simple fix to
achieve a natural stronger privacy guarantee.

5.1 (m)PACA Privacy Model

We start by defining PACA privacy, a property that guarantees a
strong form of unlinkability between PACA sessions. The adver-
sarial capabilities are modeled similarly to those in the model for
PACA authentication and our privacy model inherits the same trust
model, but here the adversarial goal is different. Figure 7 shows our
privacy security experiment Exptgzé > associated with an adversary
A and a PACA protocol PACA. Our privacy definitions follow the
style of P1A privacy definition presented in [7, 17] and recalled and
adapted in Appendix G.3.

Experiment phases and oracles. The experiment Expt,'z;é A has
3 phases. In Phase 1, we let the adversary freely interact with the
oracles available in the PACA authentication experiment Exptls,%'/i
(see Figure 5). This is captured via the O oracle notation. In the chal-
lenge phase Phase 2, the adversary specifies two (not necessarily
distinct) uncorrupted “challenge” tokens Ty and T3, two clients C,
and Cy, and two users Uy and U;. The challenger then calls InitRL,

which will sample a random bit b and use (T, Cp) and (T;_p, C1—p)
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Expt

1:

©w

R - T N

(wpriv .
PACA/mPACA(ﬂ)'
Leow — 0, LY — 0, LM — 0, LY —
2, L;:P «— @, pb « 1, freshDH « 1

: sty 1£ A% (11) // Phase 1
. Ty, Ty, Co, C1, Up, Uy, sty — A(1%,sty)

Phase 2

. b InitRL(Ty, Ty, Co, C1, Up, U)
: O« (O\{NewT})

b o~ ﬂO,’LEFT‘RIGHT(lA,StZ) Phase 3

i r & {0,1}
: if Check-priv-PACA()=1thenreturn b = b’
: else return r

Check-priv-PACA():

1:
2:

3:

4:
5:

N

8:

: Check « Ty.pinCorr =

for all (T, 1) € L5, (Tir. j) € L2 do
if Tcp, = Tj, and no Reboot is performed
etween (Tep, i) and (T, j) then
freshDH « 0
for two consecutive queries qp, ¢, do
if gn is LEFT/RIGHT query and g,
s regular query, or vice versa and
ublic(Ty) # Public(Ty) after g, then
pb «o0
false and
Ty.pinCorr = false and .C[brd N Leorr =92

S (LY LU LY N LYV LYN

Send-LEFT7, (i, M)

1 L& (T D), L& (T D)

2: return Send-Bind-T(Tp, i, M)
Send-RIGHTz, _, (i, M)

1L E (o)}, L2 & (T, i)}

2: return Send-Bind-T(Ty_p, i, M)
Auth-C-LEFTc, (j, M):

1L E((Co N} LP E (L))

2 (M, 1) — Auth-C(Cp, j, M)

3: return (¢, ﬂé.b.bs)
Auth-C-RIGHT¢, _, (j. M):

1L E (o)L E (L)

2 (M, t) < Auth-C(Ci_p, j, M)

3: return (¢, ”é‘l—b .bs)
Validate—T—LEFTTb(i, M, t,d):

L L & {(T, i)}, L & (T, i)}

2: d « Validate-T(Tp, i, M, t,d).

3: return (d, ﬂé.b.bs)
Validate-T-RIGHT7,_, (i, M, ¢, d):

L & (T i)}, L7 & (1)}

2:d Validat_e-T(TI,b, iM,t,d).

3: return (d, ”lTl—b .bs)

Auth-T-LEFT7, (i, M):
1 LP & (T, i)}, L & (T i)}

Ir

2: (M, t) « Auth-T(Tp, i, M)
3: return (¢, 7[.’,.’ .bs)

Auth-T-RIGHT7, _, (i, M):
L L& (i)}, L & {(Th,i))
2: (M, t) « Auth-T(Ti_p,i, M)
3: return (¢, ”;-l—l .bs)
Validate-C-LEFT(<b()‘, M, t,d):
1 L (G )} LY & A{(C )}
2: d « Validate-C(Cy, j, M, t,d).
3: return (d, ﬂél .bs)
Validate-C-RIGHTc, , (j. M. . d):
L LP & A{(Co ) LYP < {(CL)
2: d « Validate-C(Cy_p, j, M, t,d)

Y .bs)

Lbd)
Ir
9: if S =@ and Check and pb =1 and
freshDH =1 then return 1
10: else return 0

InitRL(To, Th, Co, C1, Uy, Un):

b (0,1}
2: Initialize LEFT and RIGHT oracles
3: return b

Setup-LEFTT, ¢, vy, (4, j):

1: return Setup(Tp, i, Cp, j, Up)
Setup-RIGHT T, _, ¢, _,.u;_, (i, J):

1: return Setup(Ti—p, i, Ci1—p, j, Ui—p)
Bind-LEFTTbycb (i, j):

L L E (T, ), (Co, ), L) &
{(1, 1), (Cr,j)}
2: return Execute(Tp, i, Cp, j)
Bind-RIGHTz,_, c,_, (i, j):
L L0 (T ), (Co, ), L34 &

{(T, 1), (Cr. )}
2: return Execute(Ti_p, i,Ci—p, j)

3: return (d, 7[}.1

tpriv

PACA
wpriv
PACA

for

Figure 7: (m)PACA privacy security experiments. Exp

for PACA privacy (without red or blue parts), Expt

for PACA weak privacy (without red parts), Expt;'::;/’\ cA

wpriv
mPACA for mPACA

weak privacy (with everything). A© indicates that the adver-
sary A has access to all PACA authentication oracles denoted
by O (defined in Figure 5).

mPACA privacy (without blue parts), Expt

to respectively initialize oracles with suffixes LEFT and RIGHT.
Finally, in Phase 3, the adversary can continue interacting with or-
acles in O as in Phase 1, but cannot create new tokens. However, it
can query LEFT and RIGHT oracles. We note that it is necessary for
the experiment to have challenge clients, in addition to challenge
tokens: the state of clients, which may be leaked to the server, could
also leak information that compromises privacy.

Winning conditions. In order to win the experiment, the adver-
sary A has to guess the secret random bit b, meaning being able to
distinguish the interaction between (Tp, Cp) and (T3, Cy).
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To avoid trivial wins, we follow the P1A privacy models [7, 17] to
perform context separation checks. Check-priv-PACA will return
1 if all checks are passed, the experiment then proceeds to return
1 if adversary guess the bit correctly, and 0 otherwise. If at least
one check fails, Check-priv-PACA will return 0 and the experiment
will ignore bit " output by advasary, and output a random bit r.
Now we get into the details of Check-priv-PACA. Intuitively, after
a particular Bind run between sessions 71'% and ﬂé, suppose that
A could specity (To, Cp) as (T,C) and (Ty, C;) as some pair such
that ﬂ;l and Il'él do not have a matching Bind state; then A could
trivially identify (Ty, Cy) by asking the challenge clients to authorize
a command on session j or asking the challenge tokens to validate
an authorized command on session i, because only n%o and éo have
a binding state. Therefore, we require that, if A queries an Execute
oracle, the involved sessions cannot be queried to a LEFT/RIGHT
oracle for Auth-C or Validate-T; this also applies to the converse
case. The above is captured by requiring (LZ‘]j n .C[Orp) U (L:]:’ N .Elbrd
to be empty. Additionally, we require that A cannot query the same
sessions via both regular oracles and LEFT/RIGHT oracles for Bind
runs. Otherwise, A can, for instance, query regular Execute on
token Ty with some session index i, and later query Bind-LEFT with
the same session index i. If Bind-LEFT uses Ty, the oracle will return
failure, otherwise, it runs Bind and returns success. This is captured
by requiring empty .Eg‘]j n .C|brd.

Recall that each token T may have public information that is
available upon request, e.g., token version, number of remaining
allowed failed PIN retries, and whether T has been set up. This is
captured by Public(T) defined in Section 3. To avoid trivial wins,
we require Public(Ty) = Public(Ty) holds whenever A makes a
LEFT/RIGHT query after a regular query, or vice versa. Furthermore,
the Check flag ensures that challenge tokens are not corrupted and
challenge client sessions are not compromised.

Privacy for mPACA protocols. The privacy model for mPACA
protocols is the same, except that we extend the experiment or-

acles to include Auth-T and Validate-C, and extend the winning
priv

mPACA
Advantage measures. For protocol prot € {PACA, mPACA}, the

privacy advantage of A is defined as:

conditions accordingly. See Expt in Figure 7.

AdV™ (A) =2 Pr[Exptg[;Vt(ﬂ) =1]-1].

prot

5.2 Privacy of CTAP 2.1 and CTAP 2.1+

Privacy attacks against CTAP 2.1 and CTAP 2.1+. We observe
that neither CTAP 2.1 nor CTAP 2.1+ meets our privacy definitions.
The reason is that tokens do not generate a fresh Diffie-Hellman
share for each key exchange. Formally, in our model an adversary
can observe repeated DH shares sent by a token to break privacy,
e.g., the adversary first observes a token session in Phase 1 to collect
its DH share used in Setup, then chooses this same token in Phase 2,
and finally in Phase 3 checks if the trace returned by the Bind-LEFT
oracle repeats the DH share or not. This attack is formalized in
Appendix J, where we describe an efficient adversary A such that:

AP (A) =1-1/g~ 1-272,

where prot € {CTAP 2.1, CTAP 2.1+}, q is the order of the underly-
ing ECDH group, and A = 128.
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For the above attack, we do not claim that it has significant
practical implications. Nevertheless, our tests show that, when a
USB token is used to register or authenticate to multiple accounts
without rebooting (by remaining plugged-in and not putting the
computer to sleep), the token will reuse its DH share. This can
allow a malicious server (that can access the CTAP communica-
tion, e.g., via malware with low-privilege access installed on the
computer [4]) to link accounts (perhaps for different servers) of the
same user, especially when multiple users share the same machine
(e.g., a corporate or public computer). As we will show shortly, this
potential privacy leak can be easily fixed by enforcing DH shares
to be always refreshed on the token.

Weak privacy of CTAP 2.1 and CTAP 2.1+. In order to analyze
the privacy guarantees achieved by CTAP 2.1 and CTAP 2.1+, we
define weak privacy notions for both PACA and mPACA protocols.
Figure 7 defines experiments Expt;’:gx and Exptr’n'{;;‘é A- The only
difference introduced in these weak privacy notions is an additional
flag freshDH, which rules out the trivial win where no Reboot is
performed to a token involved in any pair of queries to a regular
oracle and a LEFT/RIGHT oracle for Bind runs. For protocol prot €
{PACA, mPACA}, the weak privacy advantage of A is defined as:
AdVIPY (A) = [2Pr[Expt oY (A) = 1] — 1] .

prot prot

For CTAP 2.1 and CTAP 2.1+, Public(T) in particular contains
the token version, supported PIN/UV Auth Protocol list and PIN
retry counter. The following theorem shows that CTAP 2.1 achieves
PACA weak privacy and CTAP 2.1+ achieves mPACA weak privacy.

THEOREM 3. For every efficient adversary A that makes at most
qs. qE, Gsend> GNT and qr queries to Setup, Execute, Send-Bind-T, NewT
and Reboot, and at most ¢%<' | active queries to Send-Bind-T, for some
PIN-sampling distribution 9 with minimum entropy hg, there exist
efficient adversaries By, By, Bs, Be such that:

AdVIP(A) < 2 [q5engl 2" + (qs + GE + Gsend) AdVEHH(B1)

rot
+(qs + e+ qNT + GR + 2q5end)” | (29) + AdVE(By)

+qs AdVIS,;I<IZ_1$PA-LHPC(35) +qE Advgl;l(lz—l$PA-LPC(B6)] ,

where prot € {CTAP 2.1, CTAP 2.1+}.

Intuitively, this theorem shows that privacy is achieved if the
attacker does not observe CTAP traces where a token reuses the
same DH share when interacting with clients to register multiple
accounts. We give main ideas of the proof here, and delay the full
proof to until Theorem 4, as proofs for these two theorems are
identical. Interestingly, the proof reuses many of the arguments
used to prove the authentication properties of the protocol. This is
the case because the access control mechanism of the token, which
is crucial to guarantee authentication, also safeguards the token
from interactions that might reveal its long-term state (in practice
this includes the credentials it stores inside). Therefore, when we
follow similar footsteps of authentication proof to switch tokens’
PIN to all 0, and pintokens to be random, the two challenged tokens
are essentially indistinguishable if we enforce tokens do not reuse
DH shares across different phases (freshDH check) and exclude
other trivial attacks. We also remark that, as shown in the proof,
the additional mPACA token-to-client authentication in CTAP 2.1+
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does not affect privacy and hence the privacy security bounds for
CTAP 2.1 and CTAP 2.1+ are the same.

5.3 CTAP 2.1++ for Stronger Privacy

We propose a small modification in CTAP 2.1+ so that procedure
obtainSharedSecret-T always regenerates and outputs a fresh Diffie-
Hellman share. We refer to this modified protocol as CTAP 2.1++,
with modification details formally shown in Figure 12. We then
prove its privacy guarantees.” Here the Public function is the same
as that for CTAP 2.1 and CTAP 2.1+. The following theorem states
the result. Its proof is in Appendix D.3.

THEOREM 4. For every efficient adversary ‘A that makes at most
qs., qE, qsend> GNT and qr queries to Setup, Execute, Send-Bind-T, NewT
and Reboot, and at most ¢&<! | active queries to Send-Bind-T, for some
PIN-sampling distribution & with minimum entropy hq, there exist

adversaries B1, By, Bs, B such that:
AdVET 5 1, (A) <2 (g5 /207 4 (g5 + Ge + Gsena) AdViCDH(B1)
+(qs + qe + qNT + qR + 2Gsend)” | (29) + AdViS(By)

-1$PA-LHP -1$PA-LP
+qs Ad‘/sl;l(g 1$PA-LH C(Bs) +qr Ad‘/sl;/(g 1$PA-L C(B())] )
We remark that the above theorem also applies to CTAP 2.1 once
the same modification with respect to token’s DH share regenera-
tion is introduced to the protocol.

5.4 Composed Privacy of FIDO2 and of
WebAuthn and CTAP 2.1++

PIA privacy model and WebAuthn privacy. In Appendix G.3
we recall the PIA privacy model from [7], discuss how we slightly
strengthen and generalize it, and define PIA privacy advantage
Advf)[”;:/. Theorem 7 in Appendix G.3 states the WebAuthn privacy
result, for which the proof from [7] still applies. It shows that for

priv
any A, AdVWebAuthn

Composed privacy model. We define privacy for the composi-
tion of P1A and (m)PACA, denoted by P1A+(m)PACA, in order to
assess the composed privacy guarantees provided by FIDO2 and the
protocol composed with WebAuthn and CTAP 2.1++. The security
experiments Expt;?/z:'g:ié " Expt;(l’;:s:;v aca are shown in Figure 8.

The composed privacy experiments give the adversary access
to all (m)PACA privacy oracles except those Auth and Validate
oracles and to all P1A oracles except rResp, aResp, r/aLEFT and
r/aRIGHT. Similar to the composed authentication model shown
in Appendix H, the above PlA oracles are modified to perform
additional (m)PACA token validation before creating the token’s
PIA response, and perform token authorization before returning
the response. Such changes are colored in blue in Figure 8.

At the end of the experiments, the adversary outputs its guess
b’, and the experiment checks both conditions for the underlying
PIA and (m)PACA privacy. In particular, the composed check is
the conjunction of Check-priv-PIA (defined in Appendix G.3) and
Check-priv-PACA (defined in Figure 7).

(A) =0, for all attestation modes we consider.

"Note that CTAP 2.1++ still achieves mPACA authentication security. The only change
to the proof given in Appendix D.2 is in bound |Pr; — Pr3|, which becomes (2gs +
2GE +GNT +qR +2Gsend)? / (2q). This captures the slight increase in the total number
of fresh Diffie-Hellman shares generated in Setup and Execute.

315

Proceedings on Privacy Enhancing Technologies 2025(3)

-(W) . .
Exptlc:’(l)/\m+li")\/,\g:‘//PlA+mPACA (A): rResp (T, j, J', Mrcoms tel, d):

—_

s "
: status « validate-T(ﬂ% s Mycoms tels d)
: if status # accepted then return L

s if 7?:7. #L or T.gid =1 then return L

=

CLEh e o Ly —o L 0 L] «
2, 'Clar — 2, LfﬁfA — 2, .C'C"I:‘ — 2,
_lerd — Q, L:ﬁ — @, Llorp — 2, pbe1,
freshDH « 1 4:

: sty 1$7 A% (11) // Phase 1

3: Ty,1;,Co, C1, Uy, Uy, St, SR, sty «—
A2, sty) // Phase 2

: b «InitRL(Tp, Ty, Co, Cy, Uy, Uy, SL, SR)

: O’ « O\{NewT, NewToken}

b o— ‘ﬂO',LEFr,RIGHT(l/l’StZ)

W

(Mysp, rer, cid, sid, agCon) &

PRSP (7 7. Mrcom)

N

$ ,
2 (Mirsp, L) < autth(Jr:;. s Mirsp)
s Ly < {cid},[fﬁ < (T )}

: return (Mysp, L)

[

PSEE-N

Phase 3 L.

& aResp (T, j, j’s Macom, Lel, d):

: if Check-priv-PIA() A Check-(w)priv-
PACA() then return b = b’
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(without red code). They
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Figure 8: Composed privacy experiments Expt
(with red code) and Expt

com-priv
PIA+PACA

“«. » 3 1
each also has a “weak” privacy version, Expty,, 0.,
com-wpriv

Exptp a.paca> Which capture (m)PACA weak privacy. O con-
tains all (m)PACA privacy oracles (Figure 7) except those
Auth and Validate oracles and all P1A oracles (Figure 19 in
Appendix G) except rResp, aResp, r/aLEFT and r/aRIGHT.
These PIA oracles are re-defined for composed model, where
rResp’, and aResp’ are internal helper functions called inside
r/aLEFT and r/aRIGHT; differences are highlighted in blue.

and

. . com-wpriv com-wpriv
Figure 8 also shows experiments Expty,,, pacas EXPtparmpaca

that define the weak composed privacy for P1A+(m)PACA protocols
to capture (m)PACA weak privacy, where the winning conditions
of (m)PACA weak privacy is written as Win-wpriv-PACA.

Advantage measures. For notion € {com-priv, com-wpriv} and
prot € {PIA + PACA, PIA + mPACA} we define the advantages as
Advotion (71) = |2 Pr[Expt®™ P (A) = 1] - 1] .

prot prot

Authentication in composed privacy. As described above, our
composed model naturally combines privacy models for P1A and
(m)PACA. Here we highlight that it also captures the following
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privacy attack related to (m)PACA authentication. An adversary can
break privacy by first breaking (m)PACA authentication to unlock
a token and then ask it to respond to any server authentication
requests; this could link the token to its prior registrations. In
practice, this means an attacker can steal a token and then try to
break into it to correlate its internal state with previously observed
FIDO?2 runs. As we will show in our theorems, protection against
this attack is ensured by (m)PACA authentication security.
Formally, to capture such attacks, we add additional checks inside
aResp as shown in Figure 8 also colored in blue (lines 6-9) such
that context separation is only enforced when the adversary is
interacting with the tokens via an honest client. That is, if the
adversary can forge an authorized command to trick the aResp
oracle to accept and respond, then it breaks (m)PACA authentication
nontrivially and hence the context separation is not enforced.

Composed privacy of WebAuthn and CTAP 2.1++. The follow-
ing theorem states our composition privacy result for PIA+mPACA,
with the proof in Appendix D.4. It shows that composed privacy of
P1A+mPACA reduces to the authentication and privacy of (m)PACA
and the privacy of PIA.

THEOREM 5. For every efficient A, there exist efficient adversaries
B, B, and Bs such that:

AV A (F) < AL (B1) + AV (B2) + AV (Bs)

The composed privacy of WebAuthn+CTAP 2.1++ follows from
the above Theorem 5, together with Theorem 2 adapted to CTAP
2.1++ (CTAP 2.1++ achieves mPACA authentication), Theorem 4
(CTAP 2.1++ achieves mPACA privacy), and Theorem 7 (WebAuthn
achieves P1A privacy, shown in Appendix G.3).

Composed privacy of FIDO2. In order to analyze privacy of
the original FIDO2, we derive a similar composition theorem for
PIA+PACA. with proof (omitted for simplicity) essentially the same
as that of Theorem 5, by replacing mPACA results with PACA ones.

THEOREM 6. For every efficient A, there exist efficient adversaries
B, B, and Bs such that:

A (R) < AdVHEL (1) + ABIE (B2) + AB(B1).

The composed privacy of the current version of FIDO2 follows
from the above Theorem 6, together with Theorems 1 (CTAP 2.1
achieves PACA authentication) , Theorem 3 (CTAP 2.1 achieves
PACA weak privacy), and Theorem 7 (WebAuthn achieves P1A
privacy, shown in Appendix G.3). The result implies that the un-
modified FIDO2 achieves privacy as long as the attacker does not
observe CTAP traces where a token reuses the same DH share when
interacting with clients to register multiple accounts.

REMARK. Again, we note that our results highlight an interesting
correlation between privacy and authentication. The results show
that the authentication properties of CTAP 2.1 play a crucial role in
the privacy properties of FIDO2 as a whole. Intuitively, CTAP 2.1
enforces an access control mechanism that prevents everyone other
than the user who can unlock the token to use the secret signing
keys locked inside. If this was not the case, then any process in
any machine to which the token is connected could check if a
given credential is associated with one of the signing keys stored in
the token. To the best of our knowledge, this correlation between
privacy and authentication has not been formalized before.
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6 Practical considerations

We briefly justify our claim that the fix we propose to CTAP 2.1
has minimal impact in practical implementations, which is why we
argue that the security benefits it brings could be easily brought to
real-world applications.

We have implemented our modifications to CTAP 2.1 in forks
([11, 12]) of two popular open-source implementations of FIDO2,
one for token-side operations and the other for client-side opera-
tions. These implementations are respectively maintained by Ni-
trokey [22] and Mozilla [21]. Our implementations was introduced
as a new version of the CTAP protocol, which can be reported as
supported by the token and recognized by the client. The new im-
plementation co-exists naturally with previous versions. In terms
of changes to the cryptographic cores on both sides of the protocol,
we needed to add a new symmetric key expansion step on both
sides, plus MAC generation on the token-side and MAC verification
on the client-side. However, the impact on the code footprint is very
small (0.35% increase in the binary size for the token) because we
can reuse pre-existing key expansion and MAC computation code.
The bandwidth increase is 32-bytes in token-to-client responses,
and the impact on round trip time is 13.4% (the difference is in the
range of 0.09 seconds). Note that these results were obtained over
a naive adaptation of the code, without any attempt to perform
non-trivial optimizations.

Finally, we also investigated the impact of our proposed modi-
fication to token-side code to improve privacy, where we require
the token to always use a fresh DH share. We implemented the
most naive solution, which is to generate the new DH share just
before it is transmitted to the client, and measured the impact on
round-trip time. We measured the overhead at around 0.6% (less
than 0.01 seconds), which is imperceptible to human users.

7 Conclusion

We revisit the privacy and security of FIDO2 by focusing on the role
of the CTAP component. We look for the first time at the impact
of CTAP on privacy, and we clarify the contribution of CTAP on
authentication properties. We show that, by improving CTAP, one
can mitigate rogue key attacks and other related attacks. For this,
we propose a simple fix that has very limited impact on code base
and performance: adding a symmetric key expansion step to obtain
two MAC keys instead of one, and an extra MAC computation to
protect messages sent from the token to the client. On the privacy
front, we show that the only thing that can compromise security
is the reuse of DH shares, and this can be prevented with a simple
CTAP protocol change or by the user ensuring that the token is
rebooted between registrations.
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A Description of WebAuthn

This section describes the protocol algorithms of WebAuthn, as
shown in Figure 9, which follows the descriptions presented in [6, 7].
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For better presentation, we omit some details that are irrelevant to
the attestation modes considered in this work: None, Self, Basic.

Recall that, as shown in Figure 2, WebAuthn has two challenge-
response flows, one for registering a new credential with the server,
with algorithms rChal, rCom, rRsp, and rVrfy, and one for authen-
ticating under a previously registered credential, with algorithms
aChal, aCom, aRsp, and aVrfy.

On registration, the server runs rChal, which inputs the server
identity idg, token binding state tb and user verification condition
UV (indicatign whether the user should be verified with PIN or
biometrics), and samples a new random challenge chs and user
identifier uids. All these variables, except the token binding state,
compose the challenge message m,p, which is output and delivered
to the client C. C then runs rCom, which inputs the server domain
id, the token binding state tb and the challenge message mych,
and first checks if the received server idg identity in m,c, matches
ias. If it does, then it combines the server challenge ch and the
token binding state tb into a client message my, which is then
hashed. The digest h, along with the server identity ids, the user
identifier uid and the user verification condition UV, are grouped
into a command message Mcom, Which is output and sent to the
authenticator T. The authenticator runs rRsp, which inputs mcom
and generates a new assertion key pair (pk, sk), samples a new
credential identifier cid and sets the signature counter n to zero.
Next, it combines the received ids, the signature counter n, the cid,
the new public key pk and the received UV into a message m and,
depending on the attestation mode required by relying party (Basic
in Figure. 2), produces a new attestation signature o, on m and h
(the hash of m,) using the authenticator’s private attestation ak.
The authenticator then sets, in its registration context rcr, and for
the server identity ids, the received user identifier uid, the sampled
cid, the assertion secret key sk and the signature counter n, and
also sets the idg, h, cid, n, pk, UV and attestation mode used as the
agreed content agCon (data that must be the same both from the
perspective of the server and the token). Finally, it sets the hash of
ids, the cid and the signature counter as the session identifier sid,
and returns the token response message m;sp, composed by m and
(optionally) oat back to the client, which in turn forwards myp and
its own my to the server. To conclude the registration, the server
runs rVrfy, which inputs ids, M1, mysp and public parameters gpars,
and then checks if the information that came from the token and
client is correct, including the server identity idg, the token binding
state tbg, the sampled challenge chg, the user verification condition
UVs, the signature counter n (which must be zero) and, depending
on the attestation mode, the attestation signature o,g. If everything
is correct, it sets the agreed content agCon and the session identifier
ids identically to the token, sets the user identifier uidg, the token
assertion public key pk and the public signature counter n in its
registration context rcg, for the specified cid, and finishes by returns
successfully.

On authentication, the procedure is very similar. The server
starts with aChal, which is identical to rChal except that it does not
sample a new uidg, which is therefore excluded from the output
server message m,ch. The same is true of the aCom algorithm,
which differs only in the output message m,com that no longer
contains uid. The token, upon receiving m,com, runs aRsp, which
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rChal(ids, th, UV):

chs & {0,1}%, ths — tb
UVs « UV, uids & {0,1}5%
My (ids, chg, uids, UVs)
return m,.y,

aChal(ids, th, UV):

: chs & {0,1}2A, ths — tb
. UVs « UV

: Myep < (ids, chs, UVs)
4: return m,cp

@ o o=

-

rCom(ids, th, mycp ) aCom (ids, th, muep):

1: (ids, ch, uid, UV) — mye 1: (idg, ch, UV) — mae
2 ifids # ifjs then 2 if ids # ids then
3 [ abort 3 [ abort
4: my «— (ch,tb) 4: my — (ch,tb)
5. h e H(mya) 5. h — H(maa)
6: Mycom — (ids, uid, b, UV) 6: Macom «— (ids, h, UV)
7: return (M|, Mrcom) 7: return (Mal, Macom)
rRsp (T, Mrcom ): aRsp(T, Macom):
1: (ids, uid, b, UV) < mycom 1: (ids, h, UV) «— macom
: (pk, sk) & KG(), cid & {0,124 n <0 2: replids].n « replids]n+ 1

. m — (H(ids), n,cid, pk, UV) 3: ad « (H(ids),rcr[ids].n, UV)

4: 0 « Sign(rcr[ids].sk, (ad, h))

5 Marsp < (rer[ids].cid, ad, o, rer [ids].uid)
6: agCon « (ids, h,rer[ids].n, UV)

7: sid « (H(ids), rer[ids].cid, b, rer[ids].n)
8: return (Maysp, rer, cid, sid, agCon)

2

3

4: Oant & Sign(rcr.ak, (m, h))

5 Myrsp < (M, Oatt)

6: rcr[ids] < (uid, cid, sk, n)

7: agCon « (ids, h, cid, n, pk, UV, basic)

8: sid « (H(ids),cid, n)

9: return (m,,sp, rcr, cid, sid, agCon)
rVrfy (ids, My, Mersp, gpars): aVrfy (ids, Mact, Marsp):

1: (ch,tb) « myq, (M, ant) — Musp 1: (ch,th) « myq, (cid, ad, o, uid) — mMqrsp

2: (h,n,cid, pk, UV) &< m 2: (h,n,UV) « ad

3:if chg # ch Vvithg # tbVv h # 3:if chs # ch vithg # thv h #
(ids) VUVs # UVvan # 0 V (ids) VUVs # UV Vn < rcglcid].n v
‘er(gpars.vk, (m, H(ids)), oan) = 0 then er(res[cid].pk, (ad, H(myq)), o) = 0 then

4: return (0,rcs, L, L, 1) 4: return (0,rcs, L, L, L)

5: agCon « (ids, H(my), cid, n, pk, UV, basic)  5: agCon « (ids, H(my,(), n, UV)

. res[cid] « (uids, pk, n) 6
sid « (H(ids), cid, n) 7:
return (1, rc, cid, sid, agCon) 8:

rcg[cidl.n «n
sid « (h, cid, H(maq), n)

return (1, rcs, cid, sid, agCon)

% 3

Figure 9: WebAuthn protocol functions.

first increments the signature counter n stored in its registration
context. Next, the hashed server identity ids, along with n, the user
verification condition UV and the hashed m, client message h are
signed using the assertion secret key sk generated in the previous
registration run to produce a signature o. Then, it sets the ids, h,
n and UV as the agreed content agCon and the hashed idg, the
cid (sampled and stored in the previous registration run), h and
n as the session identifier sid. Finally, it sets the cid, the hashed
ids, n, UV, the assertion signature ¢ and the user identifier uid as
the response message m,sp, which is returned to the client, and
then forwarded, along with the client message m,|, to the server.
The aVrfy algorithm is also similar to rVrfy. It inputs m,.| and msp
and verifies if the information received is correct, with the major
difference being that it now verifies the assertion signature o using
the previously stored assertion public key pk, and also checks if the
signature counter received is not greater than the counter stored
in the previous registration/authentication session. If everything is
correct, it sets the agCon and sid identically to the token, updates
the signature counter n, and returns successfully.

B Descriptions of CTAP 2.1, CTAP 2.1+, CTAP
2.1++

High-level flow of CTAP 2.1. We refer here to Figure 3 for the
high-level flow of the protocol, which proceeds as follows.

Reboot is performed via the authPowerUp-T function, which in-
puts the state of the token sty and freshly samples a new ECDH key
pair and pinToken for each supported protocol. It also resets the con-
secutive pin attempts counter sty.m. The variable str.initialData
contains the token version and supported PIN/UV Auth Protocol
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list, and is used only the first time authPowerUp-T is called (for a
token T) to set str.version and str.puvProtocolList.

During the Setup phase, the authenticator T first outputs its
info, which contains the list of supported PIN/UV Auth Protocol
(max. 2) and sends it to the client C. C runs obtainSharedSecret-C-
start, which selects the protocol it is going to use and outputs it to
T. T then runs obtainSharedSecret-T, sets its puvProtocol chosen
by C and outputs its ECDH share pkr back to C. At this stage, C
runs two different functions. First, it executes obtainSharedSecret-
C-end, which runs the puvProtocol function encapsulate. This
function derives the shared secret K from the client’s ECDH share
and the received share pkr from the token, and outputs ¢, which
is the client’s ECDH share. Then, C runs setPIN-C, which inputs
the user pin, encrypts it with K to create ciphertext c,, and then
authenticates c,, to create t,. In the end, C sends c, ¢p, tp to the token.
Finally, after receiving this data, the token executes setPIN-T, which
runs puvProtocol function decapsulate to derive the same shared
secret K, and uses it to verify and decrypt c,. The resulting pin is
then hashed and stored in the token’s static storage str. The token’s
retry counter str.pinRetries is also initialized to pinRetriesMax
(which is at most 8).

The Bind phase is essentially identical to Setup until the execu-
tion of obtainSharedSecret-C-end on the client’s side. Afterwards,
C runs obtainPinUvAuthToken-C-start, which encrypts the hash of
the user pin, and sends its ECDH share and the resulting ciphertext
c and c,j, to token T. The token executes obtainPinUvAuthToken-T,
which, as long as str.pinRetries is not 0, runs decapsulate to obtain
K, decrements str.pinRetries, decrypts c,; and then verifies if the
result matches the saved pinHash from Setup. If it does not, then it
regenerates the token’s ECDH share for the currently in use puvPro-
tocol, decrements the token’s consecutive tries counter sty.m and,
if st7.m reaches 0, forces a token reboot. If verification succeeds,
then it samples a new pinToken for every supported PIN/UV Auth
Protocol, sets the correct pinToken as its binding state, encrypts it
with K and sends the resulting ciphertext c,, to the client. Finally,
C runs obtainSharedSecret-C-end, which decrypts c,; and sets the
result as its binding state.

After a client C and token T have finished Bind, C can use its
binding state ﬂé.bs as the key to authenticate a command M by
running auth, which outputs M and a tag t, and then the token
can validate (M, t) with the same binding state 7}..bs by running
validate.

We present the full code-based description of all CTAP 2.1 func-
tions in Figure 12.

Session and protocol variables. As in [6], we specify here the
relevant variables for tokens and clients specific for CTAP 2.1. All
variables defined for PACA are inherited in CTAP 2.1. A token’s
internal state sty is composed of: (i) a token version str.version
(e.g., CTAP2.0 or CTAP2.1), (ii) a list of available PIN/UV protocols
str.puvProtocollList, (iii) the currently selected PIN/UV protocol
str.puvProtocol, (iv) the counter for the maximum amount of pin
failed attempts str.pinRetries, (v) the counter for the number of
consecutive pin failed attempts sty.m and (vi) the stored hashed
pin str.pinHash. Both tokens and clients (i.e. all session oracles ﬁé
and 7[;.) share: (i) the binding state bs which is set as the pinToken
and (ii) the session identifier sid, which is defined as the full trace
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initialize ():
1: regenerate()
2: resetPuvToken()
expand (pt):
1 pte « Hs(pt)
2: Parse(Kc, K1) < pte, st. |[Ke| =24
3: return (K¢, K7)

getPublicKey ():

1: return pk
regenerate ():

1: (pk, sk) & ECDH.KG()
resetPuvToken ():

1 pt & {0,132

decrypt (K, c):
1: Parse(Ki, Ky) « K, s.t. |Ky| =24
2: m « SKE.Dec(K3, ¢)

encrypt (K, m):
1: Parse(Ki, Kz) « K, sit. |[K;| =24
2: ¢ « SKE.Enc(K3, m)

3: return ¢ 3: return m
encapsulate (pk’): decapsulate (c):
1: Z « XCoordinateOf(sk - pk’) 1: Z « XCoordinateOf(sk - c)
2. Ky « Hy(Z,”CTAP2 HMAC KEY”) 2: Ki « H,(Z,”CTAP2 HMAC KEY”)
3: Ky « H,(Z,”CTAP2 AES KEY”) 3: Ky « H,(Z,”CTAP2 AES KEY”)
4: K « (K1,Kz) 4: K « (K1,K3)
5: ¢ « pk 5: return K

=N

: return (¢, K)

authenticate (K, m):
1: Parse(K7, Kj) < K, s.t. [K{| =21
2 t — MAC(K/, m)
3: return ¢

verify (K', m, t):
1: Parse(K},Kj) « K, s.t. [K[| = 24
2 t — MAC(K’, m)
3: return [[ =¢']]

Figure 10: Pin UV Auth Protocol 2. All original functions are
presented as shown in [6], with our proposed addition of
expand for CTAP 2.1+ in blue.

decrypt (K, c):
1: m « SKE.Dec(K, ¢)

encrypt (K, m):
1: ¢ « SKE.Enc(K, m)

2: return ¢ 2: return m
resetPuvToken ():
1 pt & {0,134
encapsulate (pk’): decapsulate (c):
1: Z « XCoordinateOf(sk - pk’) 1: Z « XCoordinateOf(sk - c)
2 K H(2) 2: K — H(2Z)
3: ¢ « pk 3: return K

4: return (¢, K)

authenticate (K, m):
1: t < MAC(K’,m)
2: return ¢

verify (K', m, t):
1: t « MAC(K’,m)
2: return ([t =1t']]

Figure 11: PIN/UV Auth Protocol 1. Only functions that are
different from PIN/UV Auth Protocol 2 are shown.

of Bind. Client sessions have: (i) the selected PIN/UV protocol
né.puvProtocoI, and (ii) the ephemeral session key derived from
ECDH ﬂé.K. Additionally, we added a new ﬂ;.canValidate variable
to token sessions, which we explain later in this section.

Low-level CTAP 2.1 description. The original CTAP 2.1 proto-
col specifies an abstract PIN/UV Auth Protocol, which provides
an interface for a set of lower level cryptographic functions, and
provides two distinct instantiations, referred to as PIN/UV Auth
Protocol 1 and PIN/UV Auth Protocol 2 (seen in Figures 11 and 10
respectively).® We start by first describing PIN/UV Auth Protocol
2, which is the protocol we considered for our CTAP 2.1 security
analysis and results, and thus adapted for CTAP 2.1+, and then
describe PIN/UV Auth Protocol 1 for completeness.

The initialize function, which is called by a token on reboot or
a client when starting a new Bind run, generates a fresh ECDH
key pair over the NIST P-256 curve and a fresh 2A-bit pinToken
(with A = 128). Both actions can also be executed separately via
regenerate and resetPuvToken, respectively. The generated ECDH
share can then be obtained (but not regenerated) via getPublicKey.

8For CTAP 2.1+, we extend only PIN/UV Auth Protocol 2 (which we simply call PIN/UV
Auth Protocol) by adding a new function expand.
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authPowerUp-T(str):
1: if sty.version =L A str.puvProtocolList =L then
2: | (version, puvProtocolList) « str.initialData
3; L
4 IList

getinfo-T(rl):
1: info « (str.version, stz .puvProtocolList)
2 7isid — 7isid || info

obtainSharedSecret-T(rr%, puvProtocol):

str.version < version
str.puvPr IList < puvPra

5: for all puvProtocol € str.puvProtocolList do
6: | str.puvProtocol.initialize()

7: str.m 3
obtainSharedSecret-C-start(r.., info):

1: Parse(version, puvProtocolList) « info

2: if version = 2.0 then return L

3: select puvProtocol ¢ puvProtocolList

4 m,..puvProtocol « puvProtocol

5: ..puvProtocol.initialize()

6 7). Stexe < waiting

7: m)..sid — m/.sid || info || puvProtocol

8: return puvProtocol
obtainPinUvAuthToken-C-start(rr.., pin):

1: pinHash « H(pin)

2 cpp e ml..puvProtocol.encrypt (rr/..K, pinHash)
3: 7/.Stexe < bindStart

4 m)sid — x)sid || cpn

5: return cpy,
obtainPinUvAuthToken-C-end(rr., ¢p):

1: 7)..bs — m/..puvProtocol.decrypt (77K, cpr)
2 7[.stexe < bindDone

3 mlsid — l.sid || cpr || false

4: return
setPIN-C(rr),, ping):
+ if ping ¢ P then return L

s .
¢p  m-.puvProtocol.encrypt (2. K, ping;)

W

$ .
: 1 & m..puvProtocol.authenticate (r..K, cp)
return (cp, tp)

"

setPIN-T(k, puvProtocol, ¢, cp, t):
1: if puvProtocol & st.puvProtocolList V
t7.pinHash #.1 then
2: | return L
3: K — str.puvProtocol decapsulate (¢)
4: if K =L Vstr.puvProtocol.verify (K, ¢p, tp) =
alse then
5. | return L
6: pin  str.puvProtocol.decrypt (K, c,)
7: if pin ¢ P then return L
8: str.pinHash «— H(pin)
9: str.pinRetries < pinRetriesMax
10: return accepted

auth-C ()., M):
1: t & /. puvProtocol.authenticate (/. bs, M)
2: return (M, t)

— CTAP 2.1+ below

auth-C ()., M):
1: (Kauthe, ) « 7s.puvProtocol.expand (1r/..bs)
21 & 7L..puvProtocol.authenticate (Kaunc, M)
3: return (M, t)

validate-C (-, M, ):
1: (L Kautht) = 7-.puvProtocol.expand (r/..bs)

2: if m)..puvProtocol.verify (Kaunt, M, t) = true

then return accepted
3: return rejected

1: if puvProtocol ¢ str.puvProtocolList then return

2:
3: pkr « sty.puvProtocol.getPublicKey ()
4: 7p.Stexe < waiting

5: 7hsid  misid || puvProtocol || pkr
6: return pkr

obtainSharedSecret-C-end(r.., pkr):
1: (¢,K) « ml..puvProtocol.encapsulate (pkr)
2 rLK—K
3 mlsid — m).sid || pkr || puvProtocol || ¢
4: return ¢

obtainPinUvAuthToken-T(xk., puvProtocol, ¢, c,p):

1: if puvProtocol ¢ st.puvProtocolList V

tr.pinRetries = 0 then

2 t return (L, false)

3: K « str.puvProtocol.decapsulate(c)

4; if K =1 then return (L, false)

5: str.pinRetries < pinRetries — 1

6: pinHash « st7.puvProtocol.decrypt (K, cps,)
7: if pinHash # stz.pinHash then

8: |  str.puvProtocol.regenerate()
9| sty.m e stp.m — 1

10: | if sty.m =0 then

11: authPowerUp-T(str)

12: return (L, true)

13: | else

14: | return (L, false)
15: sty.m < 3
16: str.pinRetries « pinRetriesMax
17: for all puvProtocol’ € str.puvProtocolList do
18: | sty.puvProtocol’resetPuvToken()
19: 7rh.bs < 7k _puvProtocol.pt
$ .
20: cpr € str.puvProtocol.encrypt(K, 7k..bs)
21: 7k stexe < bindDone
22: 7}.canValidate — true
23: 7hsid — mhsid || puvProtocol || ¢ || cpn |1 cpe ||
false
24: return (cpy, false)

validate-T (3., M, t, d):
1: if str.puvProtocol.verify (7r1..bs, M, ) = true then

2: | returnd
3: return rejected

— CTAP 2.1+ below
auth-T (7}, M):
1: (L, Kautht) < 7-puvProtocol.expand (rr}..bs)
$
2: ¢ € str.puvProtocol.authenticate(Kaunt, M)
3: return (M, 1)
validate-T (4., M, t, d):
1: (Kauthc. ) < 7-.puvProtocol.expand (z}..bs)
2: if 7z}, canValidate = true then
3: | if str.puvProtocol.verify (Kuuthc, M, t) = true
hen
7} canValidate « false

5: return d
6: return rejected

Figure 12: CTAP 2.1 protocol functions. The current auth-C
and validate-T functions are marked in red. Code below corre-
sponds to CTAP 2.1+, where we highlight in blue the changes
to the current version of the protocol: deriving two MAC
keys instead of one and using them for bi-directional au-
thentication. Additionally, we mark in our proposed
CTAP 2.1++ modification of the token always sampling a
fresh ECDH share.

The encrypt and decrypt functions both input a 4A-bit key K and
a message m or ciphertext c, then take the last 21 bits as K3, and
use K to respectively encrypt m or decrypt c, using the underlying
encryption scheme SKE, instantiated as AES-256 in CBC-mode
with random V. authenticate inputs a key K, which can be 21 or
42 bits long (depending on whether the pinToken is the key or if a
session key from Setup is used instead) and a message m, and uses
the first 24 bits as a key to authenticate m, producing a tag t using
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the underlying MAC. verify is almost identical, but also inputs a
tag t and simply outputs if ¢ is a valid tag for m or not. In both
cases, the underlying MAC is HMAC-SHA-256 using a 256-bit key.
The encapsulate and decapsulate functions perform the ECDH key
exchange and then produce K; and K3 by passing the ECDH result
through a KDF (modeled by Hy), instantiated as HKDF-SHA-256. In
encapsulate, which is only executed by a client, both K = (K3, K3)
and the ECDH share c are output, while in decapsulate, which is
only executed by the token, only K is returned.

PIN/UV Auth Protocol 1 is identical to PIN/UV Auth Protocol 2
in the initialize, getPublicKey and regenerate functions. The reset-
PuvToken is almost identical, but can sample a fresh pinToken that
is A-bit or 2A-bit in length. encrypt and decrypt receive a 2A-bit
key K and use it directly to encrypt or decrypt the input m or c.
SKE is instantiated as AES-256 in CBC-mode with zero IV. authen-
ticate and verify use a key K (which can be the same key used for
encrypt or decrypt) to authenticate a message m, producing a A-bit
tag t. In practice, ¢t is the result of truncating the leftmost A bits
from the HMAC-SHA-256 2A-bit output. Finally, encapsulate and
decapsulate perform the same ECDH key exchange, but pass the
ECDH shared secret through SHA-256 (modeled by ;) to produce
a single, 2A-bit symmetric key K.

Remark. While we generally maintained the CTAP 2.1 descrip-
tion as close as possible to the original work in [6], we do propose
another modification to the description, which we also include in
CTAP 2.1+. We include a new flag 7}..canValidate set to true in the
protocol function obtainPinUvAuthToken-T. This flag determines
if validate-T can verify the received tag or not for a given token
session ). This modification to the protocol description aims at
more closely following the CTAP 2.1 protocol specifications, which
state that any command sent to a token which requires user pres-
ence (modeled by the bit d) and verifies correctly cause the token
to revoke permissions from the currently in use binding state, effec-
tively removing the possibility of validating more commands using
the same binding state after the first successful validation.

CTAP 2.1+ description. For CTAP 2.1+, we propose a PIN/UV
Auth Protocol which is identical to PIN/UV Auth Protocol 2 from
CTAP 2.1 but with the addition of a new function expand, which
inputs a 2A-bit pinToken pt (binding state), produces a 4A-bit ex-
panded pinToken pt, with a key derivation function modeled by
Hs and then parses pt, into two 2A-bit keys, to be used for authen-
ticating client-to-token and token-to-client messages. In practice,
H; could be instantiated with HKDF-SHA-256 called twice with
two labels distinct from those in CTAP 2.1, similar to how (K3, K3)
are derived, or simply instantiated with SHA-512. The CTAP 2.1+
protocol is identical to CTAP 2.1 until Bind is finished. The modi-
fications can be seen in Figures 3, 12 and 10. After a client C and
token T have finished Bind, C runs auth-C, which expands the
binding state né.bs to produce a new authentication key K, thc,
and uses Kyythe to produce a tag t on message M. Afterwards, the
token can validate (M, t) with the same binding state by running
validate-T, which obtains K,,hc and verifies (M, t). After validat-
ing (M, t) the token runs auth-T, which expands the binding state
n}.bs into a new authentication key Kyynt (different from Kyythc)
and uses it to produce a new tag t on its response R. Finally, the
client receives (R, t) and runs validate-C, which obtains K1 and
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verifies (R, t). Notice that the reason we expand the binding state
during authentication is to minimize as much as possible the mod-
ifications needed to achieve mutual authentication in CTAP 2.1+.
This expansion allows us to ensure that every part of CTAP 2.1
up until the authentication of commands and responses is exactly
the same, including the pinToken transmission from a token to the
client.

CTAP 2.1++ description. CTAP 2.1++ is identical to CTAP 2.1+
with the exception of function obtainSharedSecret-T, where a fresh
ECDH share is now always sampled by calling regenerate from
the underlying PIN/UV Auth Protocol before obtaining it with
getPublicKey.

C Preliminary Definitions

DEFINITION 1. Let H: KX D — R be a family of functions such
that H(k,-) = Hy(-) is efficient for all k. We say that H is collision
resistant if the advantage of any efficient adversary A defined below
is negligible.

AV A) =Prlk & K, (my, my) & AK) - my # my
A Hi(mi) = Hie(m2)] .
DEFINITION 2. Let G be a cyclic group of prime order q and gener-
ator g. The Strong Computational Diffie-Hellman (sCDH) assumption

states that given a, b & Zg, 9, g“,gb, and an oracle O, which, for
any group elements Y, Z € G checks if Y* = Z, it is computationally
infeasible for any efficient adversary A to compute g°°. That is, the
advantage of any efficient adversary A defined below is negligible.

AdEPH(A) = Pr{g? — A(C,g,9% g%, 0u)] .
DEFINITION 3. For any message authentication code MAC =
(Kg, Auth, Ver), we say MAC is SUF-CMA secure if for any efficient

adversary A against the security experiment EXpt‘ZAl{AFéCMA (Fig. 13),
the advantage of A defined below is negligible.

AdVIMA(AY) = Prl Exptih M (A) =1] .

ExptSUFCMA () Over(m, t):
t" «— MAC(K, m)

returnt’ = ¢t

Oputh(m):
t — MAC(K, m)
S« SuU(m,t)
return ¢

K & MACKG()

S0

(m, t) & AOAuthOver ()
return Over(m, t) A (m,t) ¢ S

Figure 13: SUF-CMA Challenger and corresponding oracles
OAuth and OVer-

DEFINITION 4. Let P be a set of all keyed functions F: {0,1} x
{0,1}™ — {0, 1}™, where F is bijective and there exists an efficient
algorithm to compute F(k,-) and F~'(k, ), Vk € {0,1}\. Let F be the
set of all truly random permutations on {0, 1}". Then, we say F is a
pseudo-random permutation if, for all efficient adversary A and all
k € {0,1}!, its advantage defined below is negligible.

AL (A) = PHFE P AR () =1] - Pr{f & 72 A () =1] .

DEFINITION 5. For any symmetric encryption scheme SKE =
(Kg, Enc, Dec), we say SKE is IND-1$PA secure if for any efficient
adversary A against the security experiment Exptls';g'm) A (Fig. 14),
the advantage of A defined below is negligible.

AG 5PN (0 = 2 PrL By () =11 <1
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DEFINITION 6. For any symmetric encryption scheme SKE =
(Kg, Enc, Dec), we say SKE is IND-1$PA-LPC secure if for any effi-
cient adversary ‘A against the security experiment Exp 5';’@' ISPA-LPC
(Fig. 15), the advantage of A defined below is negligible.

Adv’s'}éLZ'”PA'LPC(ﬂ) — | 2 Pr[Exptg;/f;"WA'LPC(&zl) — 1] -1 | .

DEFINITION 7. For any symmetric encryption scheme SKE =
(Kg, Enc, Dec), we say SKE is IND-1$PA-LHPC secure if for any effi-
cient adversary A against the security experiment Exptjsl;/g'wPA'LHPC
(Fig. 16), the advantage of A defined below is negligible.

Adl/;;/(LE)-mPA-LHPC(ﬂ) — | 2 Pr[Expté’;’(g'mPA'LHPC(ﬂ) — 1] ~1 | .

DEFINITION 8. For any symmetric encryption scheme SKE =

(Kg, Enc, Dec), we say SKE is IND-1$PA-LHPC-H secure if for any effi-

. . . : ND-1$PA-LHPC-H
cient adversary A against the security experiment ExthSKE
(Fig. 17), the advantage of A defined below is negligible.

Adv{g/;l([gfwPA—LHPCfH(ﬂ) — | 2 Pr[EXpr‘IS/;/fngPA—LHPCfH(ﬂ) — 1] 1 | .

Expt'sﬁi?'“%(ﬂ): OLr(mg, my): Oranp(D):
$ if state # 0 then ) 1
b ‘; (0.1} | return L m0,$m, <oy
K < SKE.KG() if | mg | # | my | then ¢’ & SKE.Enc(K, m},)
state < 0 L regurn L return (m(r)’ m;, o)
(mo,m1) & A() Cehal & SKE.Enc(K, mp)
state « 1

s
Cchal < OLR (Mo, my)

14 & AOLRORAND (cepal)

return (b =)

return ccp,|

Figure 14: IND-1$PA Challenger, and corresponding Left-
Right oracle O gr and RAND oracle Oganp.

Exptiyy S (A): Ovr(mo, my):
$ if state # 0 then
b: (0.1} | return L
K & SKE.KG() if | mo | # | my | then
state «— 0 | return L

$
Cchal < SKE.Enc(K, mp)
state « 1
return Ccpy|

$
(mg, my) & A()
$

Cchal < OLr(mo, my)

b & AORORANDOLpC (Cehat)

return (b = b’)
ORranp(0):

$

mg, my {0,1}’

o & SKE.Enc(K, m})

return (m{, mf,c’)

Ovpc(c):
if ¢ = ¢chal then
| return L
return my = SKE.Dec(K, ¢)

Figure 15: IND-1$PA-LPC Challenger, and corresponding
Left-Right oracle O g, RAND oracle Ogranp and LPC oracle
Ovrpc.
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Exptyyp AP () Our(mo, my):
$ if state # 0 then
b<—${0,1} | return L
K  SKE.KG() if | mo | # | m; | then
state < 0 | return L
$ $
(mo, my) & A() Cchal < SKE.Enc(K, my)
state «— 1

Cehal < Otg (g, my) return cenal
& AOLRORAND-OLHPC ()
return (b = b’)

Oranp(D):

$
mg, m; — {0, 1}

Ovnpc(c):

if ¢ = cchal then
s [ return L
¢’ « SKE.Enc(K, m},) return H(mg) = SKE.Dec(K, c)

return (mg, m},c’)

Figure 16: IND-1$PA-LHPC Challenger, and corresponding
Left-Right oracle O g, RAND oracle Ogranp and LHPC oracle

OLupc-

Explh R (), Ou .y
$ if state # 0 then
b(_$ {o.1} | return L
K & SKE.KG() if | mo | # | m; | then
state < 0 [ return L
$ $
(mg, my) « A() Cchal < SKE.Enc(K, myp)
state «— 1

$

Cehal — OLr(mo, m1) return Conal
$

tehal < H(K, cchal)

b & AOLRORANDOLHPC (Cehals tchal)

return (b = b’)
Oranp(0):

$
mg, my {0,1}1
$
¢’ & SKE.Enc(K, mj)
return (m") mj,c’)

Ovnpc(c):
if ¢ = ccha then
| return L
return H(my) = SKE.Dec(K, ¢)

Figure 17: IND-1$PA-LHPC-H Challenger, and corresponding
Left-Right oracle O, g, RAND oracle Oganp and LHPC oracle
Ovnpc-

We present the full proof for the IND-1$PA-LHPC security of
CBC in the full version [2], assuming AES is a pseudo-random
permutation.

D Security Proofs

Our proofs follow the game-based technique (see [23] for a tutorial)
and some proofs require a hybrid argument (see [15] for a tutorial).

D.1 Proof of Theorem 1

Before showing the proof of this theorem, we note that it can be
expressed differently if the adversary’s queries are counted in a
different way, which may lead to more relevant bounds for different
threat models. As expected, the adversary has negligible advantage,
except if it actively interacts with a token via Send-Bind-T enough
times to guess a user pin. As stated, the theorem captures an adver-
sary that is not constrained in its number of attempts, except by
an arbitrary upper bound qutn 4 In practice, however, the attacker
may have more restrictions and our bound can be adapted to reflect
them, as we remark at the end of the proof.

ProoF. (Sketch.)Let Pr; denote the probability that GAME i out-
puts 1.

GaME 0. This is the original experiment. Therefore,
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Pro = Adverag 51 (A) .

GAME 1. In this game, we replace every symmetric session key K;
and K; calculated in encapsulate and decapsulate from Fig. 10 as
Ky « Hy(Z,-) and K; « H,(Z,-), where Z is the ECDH shared
secret derived by a client session ﬂé and token session 7[} in a Setup
or Execute query, with independent random values K; and K;. We
define bad as the event that, at some point during the game, né and
7. are involved in a Setup or Execute and A queries H; with Z,
and bound the probability of bad by constructing an adversary 5,
against the sCDH security of the underlying ECDH group, such
that if A causes bad, B; wins the sSCDH game. Since token public
keys are only given to A in Setup, Execute and Send-Bind-T
oracles, we have |Pro — Prq| < (gs + g + gsend) AdeECCDDE| (By).
GAME 2. In this game, in every Setup query, the pin is no longer
stored in the token state str, instead being stored in a new stru-
cuture accessible only by the challenger. Since this model never
allows A to corrupt any token, GAMES 1 and 2 are functionally
identical. Therefore, Pr; = Prj.

GAME 3. In this game, A immediately loses if the challenger samples
two identical ECDH public keys from a client or token. Given that
client ECDH public keys are sampled only in Setup and Execute
queries, and token ECDH public keys are sampled in NewT, Reboot
and Send-Bind-T queries, we have |Pry — Prs| < (gs + gg + gnT +
qr + ZqSend)2 / (24)-

GAME 4. In this game, A loses if a collision occurs on some
output of H when called by the challenger. Since H is assumed
to be collision resistant, there exists an adversary 8B, such that
[Prs — Pry| < Adve!(By).

GaME 5. This game replaces every encrypted pin in Setup queries
with an encrypted constant pin 0000. Additionally, if the ECDH
client and token public keys used in Setup are used again in Send-
Bind-T, the token encrypts and outputs a random pinToken pt
while setting the real pinToken as its binding state. We bound the ad-
vantage of A against GAME 5 by reduction to the IND-1$PA-LHPC
security of the underlying encryption scheme SKE. Therefore, we
construct an adversary Bs against the IND-1$PA-LHPC security of

SKE such that |Pry — Prs| < gs Adv's';]<?1$PA’LHPC(Bs).

GAME 6. This game replaces every encrypted hashed pin H(pin) and
pinToken pt in Execute queries with an encrypted hashed constant
H(0000) and a random pinToken pt respectively. We bound the
advantage of A against GAME 6 by reduction to the IND-1$PA-LPC
security of the underlying encryption scheme SKE. Therefore, we
construct an adversary B, against the IND-1$PA-LPC security of

SKE such that |Prs — Prg| < g Adv'si'g'mPA’LPC(Bé).

GAME 7. In this game, user pins are no longer sampled in NewU,
being sampled instead only when relevant to answer to some query
from A, which happens only in Corrupt and Send-Bind-T queries.
Since every pin is independently sampled from 2, it is independent
from anything that happens during the experiment, and thus GAMEs
6 and 7 are functionally identical. Therefore, Prg = Pr.

GaME 8. In this game, the challenger rejects any attempt from A
to actively guess the correct pin, unless the pin for the target token
has been corrupted. By considering qg‘:n 4 the maximum number
of active queries to Send-Bind-T, where A actively attempts at
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guessing the pin, and 1/2"2 as the maximum probability that A
can guess the pin in any query, we have |Pr; — Prg| < qg?nd/Zh@.

GAaME 9. In this game, A loses if two pinTokens that are sent to
the adversary in either an Execute or Send-Bind-T query col-
lide. Since, at most, one pinToken is generated and given to A
in each Execute or Send-Bind-T query, we have |Prg — Pry| <
(qE + qSend)2 / 22A+1'

GAME 10. In this game, when A queries Validate-T with message M
and a tag ¢ on a token session ). that finished Bind passively (which
happens only in Execute and passive Send-Bind-T queries), such
that (M, t) would constitute a valid forgery, the challenger still
rejects (recall that A cannot win against any token session 7{%
that was actively attacked in Send-Bind-T queries, since after
GAME 8 this means T’s pin must have been corrupted). We consider
this bad event and bound the advantage of A by reducing to the
SUF-CMA security of the underlying MAC, by constructing an
efficient adversary B against the SUF-CMA security of MAC such
that if bad happens, B;y wins the SUF-CMA game. Therefore, we
have |Pro — Prig| < (gg + gsend) Advpgnc " (B1o).

FINAL ANALYSIS. After the modifications in GAME 10, A can no
longer win. Indeed, for A to win, it must satisfy at least one of the
four conditions in Token-Win-SUF-t. The first condition is always
false, since d = 1 must always be true for any Validate-T query
to accept a tag t. The second and third conditions are also always
false. Collisions between sid values in client sessions have been
ruled out in GAME 3, by avoiding client public key collisions, while
collisions between sid values in token sessions have been ruled out
in GAME 9, by removing collisions between any pinToken that is
encrypted and sent to A. Therefore, it can never be the case that
two different client or token sessions have the same sid. Finally,
A can never win via the last condition, because in GAME 10 every
valid forgery attempt against any token session via a Validate-T
query is rejected by the challenger. Therefore, it is always true that
Prio = 0. Note that the running times of all adversaries are close to
that of A. O

Remark. In GAME 8, we bound A’s advantage as a function of
qgf; 4 1-€., how many active attacks A makes against any token.
This captures the worst case scenario where A can always reset
pinRetries by executing a passive Bind for any token (i.e., the ad-
versary may have access to any user from any token to input the
correct pin). However, it is also reasonable to consider the case
where A has access to an arbitrary number of tokens but not to
their users, which limits the amount of active attacks on any token
to pinRetriesMax. Considering g2t as the number of tokens created
that are actively attacked by A during the experiment, we could

write the bound as |Pr; — Prg| < pinRetriesMax - qilc}/Zh@.

D.2 Proof of Theorem 2

The proof of security of CTAP 2.1+ is identical to the proof of CTAP
2.1 (as sketched in Appendix D.1) until GAME 9. We summarize the
modifications and extra steps next.

GaME 10. In this game, A loses if it queries random oracle H;
with any pinToken generated throughout the experiment and set
as the binding state of a token or client session, but for which
the adversary has no information. These pinTokens correspond to
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sessions where the adversary behaved passively, which includes
all of the Execute queries, and possibly some of the Send-Bind-T
queries. The two games are identical until bad, and so we have
[Pro — Prio] < g, (qe + send) /224, After this game, the MAC keys
used by these sessions to authenticate commands are information
theoretically hidden from the adversary.

GAME 11. In this game, when A queries Validate-T with message
M and a tag t on a token session n% that finished Bind passively
(which happens only in Execute and passive Send-Bind-T queries),
such that (M, t) would constitute a valid forgery, the challenger
still rejects (recall that A cannot win against any token session
ﬂ} that was activelly attacked in Send-Bind-T queries, since after
GAME 8 this means T’s pin must have been corrupted). We consider
this bad event and bound the advantage of A by reducing to the
SUF-CMA security of the underlying MAC, by constructing an
efficient adversary B, against the SUF-CMA security of MAC such
that if bad happens, 8;; wins the SUF-CMA game. Therefore, we

have |Prip — Pry1| < (ge + gsend) AdViAU;éCMA(Bll)-

GAME 12. In this game, when A queries Validate-C with message
M and a tag t and a client session ﬂé that finished Bind (which
happens only in Execute queries), such that (M, t) would constitute
a valid forgery, the challenger still rejects. Much like in GAME 11,
we bound the advantage of A against GAME 11 via reduction to
the SUF-CMA security of MAC. Therefore, there exists an efficient
adversary By, such that |Pry; — Priz| < ge Adv,S\AU:éCMA(BIZ).

FINAL ANALYSIS. After the modifications in GAME 12, A can no
longer win. Indeed, for A to win, it must satisfy at least one of the
four conditions in Token-Win-SUF-t or one of the three conditions
in Client-Win-SUF-t. The reasoning for A not being able to win via
Token-Win-SUF-t is identical to the reasoning used for the previous
CTAP 2.1 security proof. Additionally, A cannot win GAME 12 via
the conditions from Client-Win-SUF-t. Indeed, the first and second
conditions are identical to the second and third conditions from
Token-Win-SUF-t, and are therefore always false, since no collisions
between client session sid values and token session sid values can
occur after GAMEs 3 and 9 respectively. A can also never win
via the third condition in Client-Win-SUF-t, because in GAME 12
every valid forgery attempt against any client session via Validate-C
query is rejected by the challenger. Therefore, it is always true that
Priz = 0. Note that the running times of all adversaries are close to
that of A.

D.3 Proof of Theorem 4
priv

Let Gy be the original experiment Exptryp , 1., (A). We consider a
series of hybrid games analogous to the proof of Theorem 2 (authen-
tication of CTAP 2.1+). To save space, we briefly mention what each
hybrid does without providing details. G; replaces every symmet-
ric session key K; and K; with independent random keys. G, will
store PIN in a new structure instead of token state. G; will remove
collisions in sampled ECDH shares. G4 removes hash collisions
of H. G5 will replace encrypted PIN with encrypted constant PIN
0000. In G¢, we switch encryption of hashed PIN and encryption
of pintoken to be encryption of H(0000) and encryption of random
pintoken during Execute in Phase 1. In G7, we will sample PIN
only when adversary queries CorruptUser or Send-Bind-T. In Gg,
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we will reject attempts from (A to actively guess the PIN through
Send-Bind-T operations.

Suppose A that makes at most gs, gg, gsend, gnT and gr queries to
Setup, Execute, Send-Bind-T, NewT and Reboot, and at most q*s‘z;d
active queries to Send-Bind-T. Then there exist efficient adversaries
B, By, Bs, B such that the following claims hold: (where Pr;

denote the probability that G; outputs 1)

Pro = AdVIT 5, (A) /2 + 1/2 (1)

Pro — Prg < (gs + g + gsend) Advicom (B1)
+(gs + e + gNT + qR + 2qsend)” / (29)

+ Adve! (8,) ©

+qs AdV[sT(E-mPA-LH PC (BS)

IND-1$PA-LPC (BG)

+ qe Advg, g

act

hg
+ qSend/2 z

Prg =1/2 (3)

The above claims are justified as follows. Equation (1) is by defini-
tion of AdvErT'XP 5 14+ (A). Inequality (2) follows from the mPACA
security proof of CTAP 2.1+ (proof of Theorem 2 in Section 4.4).

To justify equality (3), we note that adversary’s view includes
public information of different tokens and communications within
each session. In Exptl1,, , ;.. (A), we require that two challanged
token’s users cannot be corrupted. Therefore, by Gg, we have
swapped encryption of pin and pin hashes to be encryption of
0000 and H(0000). Diffe-Hellman shares are also freshly generated.
Therefore, the attacker’s view is almost independent of the actual
bit b. Special care is needed to prevent trivial attacks. Suppose
b is 0, and attacker makes a LEFT query. If the attacker queries
regular query Tj on the same index, token Ty will reject (while T;
will accept). If the LEFT query is bind, and attacker queries regu-
lar Auth/Validate on Ty on the same index, it will accept (while T;
will reject). If the LEFT query is Setup, and attacker makes regular
queries on Tp, it will accept (while T; will reject). If attacker inputs a
wrong PIN in LEFT query, the pinRetry of T, will decrease by 1. We
addresses these subtleties specifically and carefully by introducing
different checks. Therefore, either the attacker has broken these
checks, which automatically fails (the game will return a random bit,
which gives attacker advantge 0), or it can only guess the challenge
bit with probability 1/2.

D.4 Proof of Theorem 5
Let Pr; be the probability that GAME i outputs 1.

GaME 0. This is the original composed privacy experiment
com-priv

PIA+mPACA
GaME 1. This game is identical to Game 0 except that in

aResp, the oracle will always add cid to L3 and add (T, ;")
to Lgﬁ. We can introduce a new flag bad, and set bad« true
when tokenBindPartner(T, ') is L, or if the binding partner is
(C, 7),(C, j, Macoms tcl) €€ Lauthc, which means message, tag pair
(Macom, t1) is not output by client session r[é.

Now, Prg — Pr; = Pr[bad « true]. We claim that there exists a

mPACA authentication adversary B; such that Pr[bad « true] <

Expt when the underlying challenge bit b = 0.
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AdVNE, (B,). B, samples bit b, and simulates mPACA oracles us-
ing its own oracles provided in mPACA authentication experiment.
B, then internally initializes P1A oracles and LEFT and RIGHT
challenge oracles. In Game 1, if bad is true, then composed unlinka-
bility adversary A has let mPACA token session (T, j’) to accept a
command where either (T, j’) does not have a binding partner, or
the command is not authorized by the partner. Both cases are win-
ning conditions for mPACA authentication experiment. Since 8,
forwards all mPACA operations to its own oracles, it will trigger the
winner conditions in Token-Win-Auth in mPACA authentication

experiment. Therefore, Pr[bad « true < Advfnlf,f\'éA(Bl).

GAME 2. Game 2 is identical to Game 1, except that two helper
functions rResp’ and aResp’ that are used in r/aLEFT and r/aRIGHT,
will take in both tokens Ty and T; ( the order is permuted depending
on whether it is called inside LEFT or RIGHT). rResp’ and aResp’
will use the first token to perform authorization, just like Game
1, but will use the other token to get P1A response through rRsp
or aRsp. Essentially, LEFT (RIGHT) oracle will now use Token T;’s
(Ty’s) P1A response, but authorizing it using Ty’s(T;’s) binding state.

We claim that there exists a P1A privacy adversary 8B, such that
|Pry—Pry| < Advglr/':(Bz). We construct 8B, such that it queries
its own PIA oracles to get token responses, and will sample corre-
sponding mPACA instances to simulate the rest of mPACA queries.
In the PIA privacy game that $; is playing, when the underlying
bit bpia is 0, B, is simulating Game 0; while when bpis is 1, C is
simulating Game 1.

com-priv

GaME 3. This is the original composed privacy game Expty, o\

when the underlying challenge bit b = 1.

We claim that there exists an mPACA privacy adversary B3
such that | Pry —Pr3 | < Advi:l',vAC A(83). We construct B3 such that
it simply queries its own oracle provided in the mPACA privacy
experiment for all mPACA queries. For queries to the P1A oracles,
B; simulate P1A oracles, and always use T;’s P1A response in LEFT,
and Tp’s P1A response in RIGHT, just like Game 2. Now, in the
mPACA privacy game that B3 is playing, when the underlying bit
bmpaca is 0, B is simulating Game 2; while when bpmpaca is 1, B is
simulating Game 3.

FINAL ANALYsIS. The proof is concluded as follows:

com-priv

AdVpiaympaca (1) =I Pro = Prs |
<|Prg—Pry |+ |Pr; —Pry | + | Pry — Pr3 |
<AdVapia(B1) + AdVE DL (B2)
FAVEN(By) .

E CTAP 2.1 Security for PIN/UV Auth Protocol 1

We present a brief overview of the CTAP 2.1 security proof when
instantiated with PIN/UV Auth Protocol 1, by outlining its differ-
ences from the CTAP 2.1 proof when using PIN/UV Auth Protocol
2.

Most games from the CTAP 2.1 security proof that was presented
in Section 4 remain unchanged, since they are not affected from
which protocol is instantiated. Therefore, we focus only on GAMES
5,9 and 10, which differ when CTAP 2.1 is instantiated with PIN/UV
Auth Protocol 1.
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GaME 5. This game replaces all encrypted pins on Setup with con-
stant values, and then also replaces all pinTokens sent during Bind
with random values only when using the same symmetric key used
on Setup. When considering PIN/UV Auth Protocol 1, we can no
longer reduce to the IND-1$PA-LHPC security of the underlying
encryption scheme SKE, because during Setup the same symmetric
key K is used to encrypt H(0000) into ¢, and then to authenticate
¢p by producing a tag t,. Therefore, we must reduce to a variant of
this security definition, which we call IND-1$PA-LHPC-H.

GAaME 9. This game eliminates collisions between pinTokens that
are sent to A in Execute or Send-Bind-T queries. When considering
PIN/UV Auth Protocol 1, each pinToken has size pA, for u € {1, 2},
which means the upper bound for the probability that a collision
between two pinTokens occurs is 1/A. Therefore, we have |Prg —
Pr9| < (qE + qSend)Z/zl-H-

GaME 10. In this game, each tag ¢ corresponds to the leftmost A bits
from the 2A-bit output of MAC, instantiated as HMAC-SHA-256.
The reduction is the same, under the assumption that the truncated
output of HMAC-SHA-256 is still a secure MAC.

F Proof Shortcomings in Nina et al. [6]

We show the shortcomings of the CTAP 2.1 proof in Nina et al. [6]
as follows.

Active binding attacks against clients are too strong. We
present here a more detailed explanation of the attack that an
adversary can perform during Bind if allowed to be active when
delivering the final message containing the encrypted pinToken
from the token to the client.

CTAP 2.1 with PIN/UV Auth Protocol 2 uses AES-256 in CBC
mode with random IV to encrypt the 128-bit pinHash that is sent
from a client to a token during Bind and, immediately after that, to
encrypt the 256-bit pinToken back to the client. Crucially, both
encryptions use the same symmetric key (this is true for both

PIN/UV Auth Protocol versions). Consider a ciphertext c,, =
IV || AES(IV@pinHash), generated by a client session né. If the hash
of the PIN checks out, ;. will accept and output a ciphertext ¢y, this
is a CBC encryption with a fresh IV and two blocks encoding a pin-
Token to be decrypted by é Now, A can create a new ciphertext
Cpr = IV || AES(IV@pinHash) || AES(IV @ pinHash) and deliver ¢,

to né. Since AES in CBC mode is not an authenticated encryption
scheme, ﬂé always decrypts ¢y, recovering a mauled pinToken of
the form: né.bs = pinHash || IV @ pinHash @ AES(IV @ pinHash).
Formally, and this is where the proof in [6] is incorrect, this means
that the recovered pinToken can actually depend on the user’s PIN.
In practice, this means that when the client issues a command
authenticated with this mauled pinToken, producing a tag t, the
adversary can use the MAC verification algorithm to perform an
offline dictionary attack, by hashing values in the PIN space and
checking if they produce an identical tag on the same command
issued by the client. This is possible because the pinHash is the only
part of the mauled pinToken the adversary does not know. This
will allow the adversary to win the game with probability close to
1, and so there is no hope of proving CTAP 2.1 secure in such a
model.
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IND-1CPA is not enough. We also identified a minor oversight in
the proof in [6] (Appendix I, Game 12) that applies only to unlikely
cases where tokens do not refresh their DH shares after Setup. We
explain this next.

The reduction to the security of the symmetric encryption
scheme used to communicate with tokens has been improved in [6]
compared to [3]. In particular, it was shown that, during Bind, a
stronger (plaintext-checking) assumption was needed to deal with
active attacks on the token. However, this was considered to be
unnecessary during Setup, which is not the case if DH shares are
reused by the token. Indeed, while it is true that a query to Setup
always results in a new Diffie-Hellman key exchange between J'[é
and rr’T, it cannot be said, even when excluding collisions between
DH shares and symmetric keys, that the symmetric key used to
encrypt the pin sent to 7. will not be used again later in the ex-
periment. Since every Setup trace is given to A, the adversary
can attempt to start a Bind run with another token session ng of

the same token, using a DH share that was previously used by ﬂé
during Setup. If T did not regenerate its DH share, then it will de-
rive the same symmetric key that was used in Setup, and therefore
might encrypt a pinToken with the same key used to encrypt the
pin in Setup. Therefore, the encryption scheme that encrypts the
user pin during Setup must be IND-1$PA-LHPC secure (defined in
Appendix C), rather than only IND-1CPA. This is a minor change
to the proof, which we handle, and it will not be necessary if the
token is guaranteed to reset its state (via Reboot) after Setup.

G PIA Models and WebAuthn Analysis

G.1 PIlA Protocol Syntax

We closely follow [6, 7] to define the syntax for passwordless au-
thentication (PIA) protocols. Our syntax is very similar to the ePlA
protocol defined in [6] and the ePIAA protocol defined in [7]; we
simply call our P1A primitive a P1A protocol.

A PlA protocol PIA consists of two phases Register and
Authenticate:

Register: a two-pass challenge-response protocol run among a to-
ken T, a client C, and a server S, which is run at most once per
tuple (T, S). At the end of Register, both T and S hold registra-
tion contexts, which are relevant for subsequent authentications.
Register can be decomposed into the following algorithms:

Mech & rChal(S, tb, UV): inputs a server S,° a token binding
state tb, and a user verification condition UV € {T, F}, and
outputs a challenge message m,p. It does not change the state
of the server S.

(Myel> Mrcom) & rCom(ids, Mych, tb): run by the stateless client;
it inputs the intended server identity ids, a challenge mes-
sage Mych, and a token binding state tb, and outputs a client
message M, and a command message Mcom-

“When we say an algorithm inputs a server, a client, or a token, we mean all of its
state. The outputs of the algorithm make it explicit which parts of the state may be
changed that are relevant for the security game.
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(Myrsp, rer, cid, sid, agCon) & rRsp(T, Mycom): inputs a token T
and a command message mom and outputs a response mes-
sage Myrsp, the token-side registration context rcr, a creden-
tial identifier cid, a session identifier sid, and agreed contents
agCon from the perspective of the token T.

(b, res, cid, sid, agCon) & rVrfy (S, my, Myrsps gpars): inputs a
server S, a client message m, a response message Myrsp,
and attestation group parameters gpars, and outputs a bit
b € {0, 1} to indicate whether the registration request was
accepted. It also outputs the server-side context rcg, a creden-
tial identifier cid, a session identifier sid, and agreed contents
agCon from the perspective of the server S.

Authenticate: a two-pass challenge-response protocol run among
a token T, a client C, and a server S after a successful run of
Register, in which both T and S generated their registration
contexts. At the end of Authenticate, S either accepts or rejects
the authentication attempt. Similarly to Register, Authenticate
can be decomposed into four algorithms:

Mach & aChal(S, tb, UV): inputs a server S, a token binding
state tb, and a user verification condition UV € {T,F}, and
outputs a challenge message m,cn. This algorithm does not
change the state of the server S.

(Macl, Macom) & aCom(idg, mach, tb): run by the stateless
client; it inputs the intended server identity ids, a challenge
message M,ch, and a token binding state tb, and outputs a
client message m,. and a command message Macom-

(marsp, rer, cid, sid, agCon) & aRsp(T, macom): inputs a token
T, and a command message m,com, and outputs a response
message Maysp, the updated token-side registration context
rcr, a credential identifier cid, a session identifier sid, and
agreed contents agCon from the perspective of the token T.

(b, res, cid, sid, agCon) & aVrfy(S, ma, marsp): inputs a server
S, a client message m,|, and a response message Marsp, and
outputs a bit b € {0, 1} indicating whether the authentication
request was accepted. It also outputs the updated server-side
registration context rcg, a credential identifier cid, a session
identifier sid, and agreed contents agCon from the perspective
of the server S.

Attestation modes. Unlike [7], our model captures only attestation
modes None, Self, and Basic (also known as batch attestation), as
the other modes attCA and anonCA are not as commonly used and,
in particular, they are not used for USB tokens that rely on CTAP,
the main focus of this work.

Therefore, for simplicity, we deviate from [7] and define a group

initialization algorithm (gpars, rc) & Glnit that creates a new
group, which is cryptographically defined by some public group
parameters gpars and a private registration context rc. This public
gpars is taken as input by the servers and the private rc is taken as
input by tokens in the same group as their initial registration con-
text. For attestation modes None and Self, such attestation material
gpars and rc are empty; while for the Basic mode, Glnit uses a key
generation algorithm to output an attestation key pair, then assign
the private key to rc and assign the public key (with potentially
other public parameters) to gpars.
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G.2 PIA Authentication Model and WebAuthn
Authentication

Again, we closely follow [6, 7] to define our authentication security
model for PIA protocols. Our model is very similar to the ePlA
model defined in [6] and the ePIAA model defined in [7], with some
important changes that we discuss in this subsection below.

Trust model. For attestation modes None and Self, we assume
that the P1A adversary is passive during registration, since the
server has no prior knowledge of attestation material stored in the
specific token of interest. Indeed, if the adversary can be active
during registration, it is impossible to prove WebAuthn secure
for these modes, as noted in [7]. For mode Basic, and as in [7],
we can prove PlA security even with active registration, because
the guarantee provided to the server is merely that the credential
has been created by some token in the target group. However,
the server does not know which token in the group produced the
credential and, in fact, we know from our discussion of rogue key
attacks and known unlinkability results that it is impossible for
the server to know if this token is owned by a given user or by
an adversary. As mentioned in the introduction, our fix to CTAP
allows us to strengthen this authentication guarantee and assure the
server that the token generating an attested credential is actually
cryptographically bound to a specific client. We allow groups to
be dynamically generated by the adversary. For attestation mode
Basic, this corresponds to creating a new batch. The adversary is
allowed to create as many groups as it wants and to assign tokens
to these groups at will. (Note that in modes None and Self there
is only one group.) Then, the adversary is allowed to corrupt the
attestation material of all tokens except the tokens in the target
batch of interest. Fine-grained credential corruption (not including
the attestation material) is still allowed within the batch. This is a
strengthening of the model in [7]; meanwhile it does not have a
significant impact on the WebAuthn security proof and simplifies
the description of the model.

Session oracles and registration contexts. To model concur-
rent or sequential P1A protocol instances (i.e., sessions) of a server
S (associated with ids) and sequential P1A sessions of a token

T, we use nﬁ S and nf r to denote their i-th and j-th registra-

tion instances, and ﬂ(iz’s and ﬂé rto denote their i-th and j-th au-
thentication instances. The execution status of a session oracle
zr;fh,P (ph € {r,a}, P € {S,T}), denoted by JTE;,’FStexe, is either
of { L, running, accepted}; here L means the session oracle is not
yet initialized, in which case we simply write ngh’P =1. Session
identifiers sid and agreed contents agCon are specific to a session.
Registration contexts rcg, rcr are global to a server or token, re-
spectively, and we abuse notation to allow them to be indexed by
the (unique) identity of a token or server, respectively, as rcs[T] or
rcr[S]. This is well defined as we impose a single registration run
between a given pair (S, T).

Session partnership. We say that a server registration session
”ﬁ,s partners w.ith a token registration session nf’T if and only
if 7, ¢.sid = ﬂi’T.Sid. We define partnership for authentication

sessions as ”;S'Sid = ntjﬂ.sid, and, furthermore, we require that
they can be associated to unique partnered registration sessions
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ﬂZ:S.sid = ﬁf:T,sid such that JT;.JS.Cid = ﬂ;':s.cid. In other words,
authentication partnership guarantees that there is unique registra-
tion partnership between the same server and token that establish
the (unique) credential identifier that the server recovers at the end
of the authentication run. Many authentication runs can, of course,
be bound to the same registration sessions.

Looking ahead, with the above session partnership, our model
is stronger than the models in [6, 7], in the sense that our model
further guarantees that authentication binds the user to a unique
registration that took place before between the same server/token
pair, identified by a credential identifier cid. This also allows us
to capture the typical scenario where cid is used by the server to
identify the correct application-specific identifier. Note that our
session partnership definition is, in the above sense, the same as [3].
Advantage measure. For a P1A protocol PIA, its advantage (with

tplafauth

respect to the security experiment Expt,,,

is defined for any adversary A as

shown in Figure 18)

Advglliamh A = Pr[Exptg&aUth(ﬂ) =1]

Authentication security of WebAuthn. We do not restate the
authentication security of WebAuthn in this model, as it has been
proved in [3]. Indeed, the security proofs given in [3] suffice to
show that WebAuthn satisfies the PIA authentication notion we
consider here: the proof begins by excluding collisions in credential
identifiers, and then relies on the uniqueness of credential identi-
fiers to pinpoint a unique registration session that established the
public key under which the authentication took place. For attesta-
tion modes None, Self in which no hardcoded attestation material
is used, the proof holds when the adversary is restricted only to pas-
sive registration attacks and can create only one group for which
the attestation parameters are empty. For batch attestation the
adversary can create an arbitrary number of groups. Rather than
fixing a group a priori, we just allow the adversary to choose the
target group adaptively, but this is of no consequence to the proof:
as stated in [3], the only way the attacker could succeed in register-
ing a key that is outside of the group fixed by a server verification
run would be to either corrupt the group or forge an attestation
signature.

Differences to prior work. As discussed above, our model in-
troduces two differences to [6, 7], in order to capture a guarantee
provided by FIDO2, which was captured by the original model
in [3] but lost in the more recent works [6, 7]: a separation be-
tween registration and authentication sessions for modeling the
partnership between them, and the explicit handling of credential
identifiers and group identifiers.!® As mentioned before, we sim-
plify our model to capture the simplest attestation modes, as they
are the most commonly used modes in practical USB-based tokens
today and handling all possible attestation modes is not our focus.
In particular, there is no interactive set-up of a token, which is
required for the more complicated certification-based attestation
modes. Instead, we tailor our definition to the settings where there
is no attestation (or just simple Self attestation) or where batch
attestation is used. For this, we let the server registration verifica-
tion algorithm input some group parameters, and impose that the

OFor simplicity, we also keep the algorithm negotiation parts of PIA implicit in the
experiment code.
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Partnerships (S, i, cid): Expthi " (A):

1: if 37’ such that 77 g.cid = cid then L Lig & 0 Low — 0
2: Retrieve (S, #’, gid, cid) from Lyeg ()LturrG — 0:G « 0;gid —

if 3T, j' such that 77'g.sid = 7/ .sid then

Y

win-auth « 0

$
0 & A%(%)
return win-auth

3

4 if 3j such that ﬂfLS.sid = n;T.sid then
s5: | return (gid, i, T, , j)
6

7

else return (gid, i, T, j’, L)
else return (gid, i’, 1, 1, 1)
8: return (L, L, 1,1, 1)
Win-auth (S, i, cid):

12 if 3(Sy, iy, phy) # (S g, phy) sit. ']

iy .
1,51 sid = erhzysz.md #. then return 1

Sif 3(T ji, pht) # (To, Jo, pho) sit. ),

if 3(S10y) # (Syiy) sit. njjsl cid = nf%sz.

S

I .
.sid = ”phg.Tg‘Sld #1 then return 1

cid #.1 then

w

L return1

5538 3(S' 1 ph' ), (T, o ph') sty o sid =

'

”;ih’,l" .sid #L and (S, T’) ¢ Lo and

’.gid ¢ Leorrc and n;;;,,ys,.agCon #+ ][;;',VT, .agCon then return 1
6: (gid, , T, , j) « Partnerships(S, i,cid)

7: // Attestation broken: wrong group or no registration partner

8: if gid =L or (gid ¢ Lo and (T =L or T.gid # gid)) then

9: | return1

10: else

11: Authentication broken: no authentication partner

12: if gid ¢ LcorrG then

13: | if (S,T) ¢ Lo and j =1 then return 1

14: return 0

PR . NewGroup ():

Reg ((S,i), (T, j),tb, UV, gid): s
1: // This oracle replaces the rChall, rResp, rCompl oracles ~ 1: (gpars,rc) < Glnit

2: G[gid] « (gpars, rc)

3: gid «— gid + 1
NewToken (gid, T):

1: if G[gid] =L thenreturn L
: if T.gid #.1 then return L
: T.gid « gid
: rep — Glgid].re

in the passive registration mode
: if T.gid =1 or 7, g #Lor Iry(y.[ #Lorrcr[S] #L or
b[gid] =1 then return L
$
¢ My < rChal(r] ¢, th, UV) )
: (Micom, Myet) < rCom(ids, Mmycp, th) 3
4

o

oW

i (Mysp, rer, cid, sid, agCon) & rRsp (7], 1, Mrcom)

: (d, rcs, cid, sid, agCon) &

rVrfy(/r,’“s, Mycl, Mirsp, G| gid|.gpars)
7: Lreg  Lreg U {(S, 1, gid, cid) }
8: return (d, Mych, Micl, Mrcom, Mirsp)
rChall ((S, i), tb, UV):
10 if 7, ¢ #1 thenreturn L

@

o

Corrupt (S,T):

1: if rcr[S] =1 then return L
: _ 2 Leom Loy U{(5,T)}
2: My < rChal(rr) ¢, th, UV) 3: re;u;n rcr[LS]r

3: return Mgy,
rCompl ((S, ), Mycl, Mursp, gid): rResp ((T, j), Mrcom):

1 if II:‘T #Lor T.gid =1 then

return L

:if ”:,s =1 or ﬂ;S‘Stexe # running or G[gid] =1 then
return L .

: (d, rcs, cid, sid, agCon) &
rVrfy(niys, Myl Mysp, Gl gid].gpars)

s if d = 1then Lyeg — Lieg U {(S,i,gid,cid)}

: return d

o

2: (Myrsp, rer, cid, sid, agCon) &
rRSP (7] 7> Mircom)

3 L« L] U{cid}

4: return mys)

oW

aChall (S, ), th, UV):

1 if lris #1 then return L CorruptGroup (gid):

1: if G[gid] =1 then return L
2t Leonc < Leonc U {gid}
3: return G[gid]

aResp ((T, j), Macom):

s if ) #1 or T.gid =1 then
return L

s .
2: Myen — aChal(r!

i 5th,UV)

3: return m,cn
aCompl ((S, 1), Macl, Marsp):

1: if ”jz,s =1 or n";ysstexe # running then return L

2: (d, rcs, cid, sid, agCon) & aVrfy(ﬂ; S,mad,ma,sp) L $
3: if d = 1 and win-auth = 0 then ' (M. rer. cid,sid. agCon)
4
5;

»

.| win-auth « Win-auth(S, i, cid) aRsp (7], Macom )
: return d 3 L« L3 U {cid}
return mgrsp

Lo

Figure 18: Security experiment, winning conditions, and ora-
cle definitions for PI1A authentication security experiment.
Code in blue represents the added modifications with respect
to [6, 7]. Code in teal is unique to the P1A privacy experiment
as defined in Figure 19. We let O denote the set of all of the
security experiment oracles that are available to A. The win-
ning condition procedure Win-auth is called in the aCompl
oracle whenever the server authentication session accepts.
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server can only accept registrations from tokens whose attestation
material is consistent with a given set of group parameters.

G.3 PIlA Privacy Model and WebAuthn Privacy

Our privacy PIA model closely follows [7]. Except for the changes
in PIA oracles and picking the attestation group that are already
explained in Section G.2, we change how context separation is
checked. Instead of adding token and indices to £, we decide to
follow [17] and add credential id cid to £ instead. Compared to
[7] adding token itself to L, this has two advantages: 1) We allow
tokens to be registered and authenticated multiple times in Phase 1
and Phase 3, and we only prohibit authentications on the particu-
lar registration request that is done via LEFT/RIGHT oracles. [7]
prohibits all regular authentication requests, if the challenge token
is ever registered via LEFT/RIGHT oracles. 2) This prevents trivial
attack caused by index colliding. Consider the scenario: an attacker
can perform Register-LEFT, then perform a regular authenticate on
token Ty (suppose two challenge tokens are Ty and T; ). In [7], this
will be allowed. However, the attacker can identify which token is
used by Register-LEFT. If Register-LEFT uses Ty, the authentication
will succeed (although the attacker loses eventually), if Register-
LEFT uses Tj, the authentication will fail, and the attacker thus
conclude the bit b is 1.

Additionally, [17] requires instance freshness, which prohibits
the attacker from querying regular oracles on the j-th instace of
challenge token if the j-th instance of corresponding token is
used in LEFT/RIGHT oracles. We strengthen that requirement to
prohibit the attacker from querying regular oracle on j-th instance
of either challenge tokens, if the j-th instance of at least one
token is used inside LEFT/RIGHT oracle. Consider the following
scenario: an attacker can query Register-LEFT, then query regular
Register(Tp, 0). If Register-LEFT uses Ty, the registration will fail
(and the attacker loses eventually), if Register-LEFT uses T, the
registration will succeed, and the attacker thus conclude the bit b is
1. We stress that the above two attacks are not real-world attacks,
and do not refute privacy results in [7] [17]. They are merely “model
attacks” caused by collision of indices. Nonetheless, we fix them in
our model.

We provide the privacy experiment in detail in Figure 19. For
any adversary A, its advantage is defined as

AdVEY (A) = [2Pr[Expthyy (A) = 1] - 1] .

We remark that in [7] the advantage is incorrectly defined as the
probability of the experiment returning 1. With such definition, an
adversary randomly guessing the challenge bit will have advantage
1/2, which is non-negligible. In [17] the advantage is defined as how
we define it above, but the experiment returns 0 if the adversary
does not follow the rules. But then the advantage of such adversary
will be 1. In our definition, the experiment returns a random bit in
case the adversary misbehaves, yielding advantage 0, as expected.

We then establish the following theorem:

THEOREM 7. For any adversary ‘A, we have that

AdP

WebAuthn (‘ﬂ) =0

We note that the proofs in [7] still work for the stronger model.
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Expt';;:(ﬁ): r/aLEFTTb,SL (m)
1 Leon — q)’_qh -0, 'Clar — 0, 'L?h — ; -(;b;ai:ssint;nded server S from m
0,LF —0 ;i . then
L’ 3: [ return L
2 st; & AP (11) // Phase 1 4: j < Owhile 7/, # L:
s T
3: Ty, Ty, SL, Sr, sty — A(14, st1) // Phase 5. ) j+1
2 6: return rResp’ ((Tp, j), m) // in rLEFT
4: b — InitRL(Ty, Ty, Sz, Sr) 7: return aResp’ ((Tp, j),m) // in aLEFT
5: O’ « (O\{NewToken}) 1/aRIGHTT,_, 50 (m)
6: b — ﬂo,'LEFT'R'GHT(lA, sty) // Phase 3 1: Obtains intended server S from m
s -
7 r & {01} : lLfs *tSR ﬂf"
8: if Check-priv-PIA() then return b = b’ : return i
9: else return r

s jej+1

: return rResp’ ((T1-p, j),m) //inrRIGHT

: return aResp’ ((Ti—p, j),m) // in
aRIGHT

2:
3
4: j « 0 while ”7/"1—17 # 1:
5
6:
7

Check-priv-PIA(b, b'):
LS (LLNL)U(LYNLHULL N
L . .
2: if]r;J = b and S = 0 and rResp ((.T’J)’ Macom):
1: if 77 # Lor T.gid =L then
2: | return L

helper function

S1,To), (Sg.Th), (S, Th), (Sr. To) ¢
corr and Ty.gid=T.gid then

3 return 1

4: else

5: [ return0

3: (mysp, rer, cid, sid, agCon) <S—rResp
((T. j), macom)
9] "
4: L] & {cid}
5: return mysp

InitRL(Ty, T3, SL., SR):
aResp’ (T, j), Macom):

helper function

$
1: b e {0,1} e o
> 1: if o, # L or T.gid =L the
2: Initialize oracles T/aLEFTTb,SL and 2 IL nl!e:“n(ir & e
r/aRIGHTT,_, s ] o $
2 vetarn b 3: (ma,sp,rcT,C|d,S|d,agC0n) —aResp

(T, j), Macom)
;L3 & {cid}

: return mysp

[BIEN

Figure 19: Experiment Exptglr/i\v for PIA privacy with oracles

O defined in Fig.18. Similar to Fig.18, code in blue represents
the added modifications with respect to [7].

H Composed Authentication Model

We introduce our composed model for authentication security,
based on the P1A authentication security model presented in Ap-
pendix G and the proposed mPACA model from section 4.
Following the approach from [3, 6], we consider a security exper-
iment Exptpf,, .., presented in figures 21, 20, which is executed
between a challenger and an adversary A against the ua (user

authentication) security of PIA+mPACA.

Trust model. Like in [3, 6], we assume the communication channel
between servers and clients is authenticated in the sense that the
client is assured as to the identity of the server (capturing the
guarantees of a secure connection, e.g., established by TLS). We
maintain the trust model from mPACA unchanged, which means
any client session can only complete Bind passively. However, we
now allow active composed model adversaries during registration
runs, regardless of the attestation mode, whereas in the PIA model
we can only deal with active registration when using Basic (batch)
attestation. Indeed the only difference between attestation modes
None/Self with respect to mode Basic is that for the former we do
not allow mPACA clients to be compromised during registration,
whereas for the latter we can allow this. We note that this is a
stronger model than that adopted in [6], in that we can deal with
active attacks during registration, because we have upgraded PACA
to mPACA to provide a bidirectional authenticated channel.

Session oracles and partnership. We maintain the session ora-
cles defined for P1A and mPACA, as well as all protocol variables,
internal states and partnership definitions, but follow the approach
from [6] by using 7 and 7 to refer to PIA and mPACA sessions
respectively.
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Experiment oracles. The ua experiment gives the adversary ac-
cess to all of the SUF-t experiment’s oracles except for Auth-C,
Validate-T, Auth-T and Validate-C. Furthermore, the adversary also
has access to all unchanged oracles from the pla-auth experiment,
except for rChall, rResp, rCompl, aChall, aResp and aCompl, which
are redefined for this experiment in Figure 20, and except for Reg,
which is absent due to the assumption that A can always actively
interfere with any registration session. The rChall oracle now addi-
tionally takes a client session as input, which prepares the message
from the server session 7?5,5 by calling rCom to produce a client
message M, and a command Mycom. This command is then authen-
ticated using the mPACA oracle Auth-C, producing a tag t.. In
addition to m, both messages output by rCom and ¢, are given
to A. The changes to aChall are analogous. The rResp oracle now
additionally inputs an mPACA token session, a tag ¢ and a user de-
cision bit d. It starts by querying the Validate-T oracle on the mcom
message and tag t., aborting if the status is not accepted. Then, it
authenticates the PIA token response m;s, via the mPACA oracle
Auth-T, producing a tag ty, which is also given to A. The changes
to aResp are analogous. Finally, the rCompl oracle additionally
receives a tag ty, fetches the client session associated with the cur-
rent server session, and queries Validate-C on the token response
Mysp and ty, failing if the status is not accepted. The changes to
aCompl are analogous, with the addition that it now calls Win-ua
(described below) to verify the winning conditions whenever fr"l s
accepts. We also define two lists Lpjapaca-s and LplapacaT to, re-
spectively, link every PIA server session with its associated mPACA
client session in rChall and aChall, and every PIA token session
with its associated mPACA token session in rResp and aResp.

Winning conditions and advantage measure. The winning con-
ditions specified in Win-ua (see Figure 21) intuitively guarantee
that P1A and mPACA sessions can be uniquely identified by their de-
rived session identifiers and, furthermore, as in the PIA experiments,
that registration sessions obtain unique credential identifiers. Then,
the adversary wins if it breaks the P1A authentication security at
any point, regardless of whether it is using compromised mPACA
clients or not. Furthermore, when using uncompromised mPACA
clients, the adversary also wins if it can convince the P1A server to
pair with a registration or authentication session that is hosted by
some other token than the one bound to the unique client that it
communicates with. For a composed PIA+mPACA protocol, its ua
advantage is defined for any adversary A as

AdVpis,mpaca (A) = PrlExptyiy paca (A) = 1]

Differences to prior work. We adopt the style of presentation
of [6], but our composed model expresses the winning condition
in a way that is closer to the one defined in [3]: we express the
adversary’s advantage purely as a function of its probability of
breaking a server-side authentication guarantee and we do not
include PACA-specific command forgery checks.!! We can do this
because we establish a stronger result based on mPACA. A win-
ning condition closer to the one in [6] needs to be considered to
capture the composed security of the current version current of
FIDO2, as discussed at the end of Appendix I. Furthermore, our
The authors in [3] also consider user-side guarantees, which are also provided by

FIDOZ2, but we do not consider them here and leave clarifying and expanding the study
of these guarantees as future work.
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rChall (S, i, C, k, tb, UV):
1: if fr;s #1 then return L

aChall (S, i, C, k, tb, UV):
:if ﬁz s #L then return L

—

)

: Maen & aChal(# , tb, UV)

2 Mgy & rChal(#1 g, th, UV) i

¢ (Mo, Macom) < aCom (ids, M, th)
: resp & Auth-C(C, k, Macom)

: if resp =L then return L

¢ (Macom, Le)  resp

Lpla-paca-s < Lpla-paca-s U

{(auth, S,i,C, k)}

: return (Mach, Macl, Macom, Lcl)

aResp (T, j, j', Macom. Lol d):

35 (e, Micom) < rCom (ids, mych, tb)
4: resp & Auth-C(C, k, Micom)
5: if resp =1 then return L
6: (Mrcom, Lel) « resp
7: Lpla-paca-s — Lpla-paca-s U
{(reg,S,i,C, k)}
8: return (Mych, Mecl, Mrcoms Lel)
Resp (T, j, j', Mrcom, tel, d):

S W

=3

1: if fri, #1 or T.gid =1 then return L 1: if ﬁi r #LorT.gid =1 then return L

$
. status < Validate-T(T, j’, macoms eI, d)
: if status # accepted then return L

$
2: status « Validate-T(T, j’, Mrcoms, tcl, d)
3: if status # accepted then return L

w N

'S

: (Marsp, rer, cid, sid, agCon) &

aRsP (! . Macom)

4: (m,,sp, rer, cid, sid, agCon) <$7

PRSP (7 1. Ptecom)

o

¢ (Marsps tk) = AUth-T(T, ', o)

6: Lpla-pacaT < Lpla-pacaT U
{(auth,T,j,j")}

: return (Marsp, k)

aCompl (S, i, Macl, Marsp, Lik):

5t (Musps tae) < Auth-T(T, 7, msp)
6: Lpla-pacaT < Lpla-pacaT Y
{(reg. T.j.j")}
7: return (Myrsp, Lik)
rCompl (S, i, Mycl, Mursp, gid, Li):

=

1: if ir;b =1 or ﬁils.stexe # running or 1:
p[gid] =1 thenreturn L

: Retrieve (reg, S, i, C, k) from Lyja-paca-s

: status « Validate-C(C, k, myrsp, L)

: if status # accepted then return L

if fr;s =1 or ﬁéys.stexe # running then
return L

: Retrieve (auth, S, i, C, k) from Lpja-paca-s
: status < Validate-C(C, k, marsp, tik)

: if status # accepted then return L

G W
G e

: (d, rcs, cid, sid, agCon) <$—
aVrfy (7}, g, Macl, Marsp)

: if d =1 and win-ua = 0 then

: | win-ua « Win-ua(S, i, cid)

: return d

: (d, rcs, cid, sid, agCon) <$—
Vify (7] 5, Micl, Misp, Gl gid].gpars)

6: if d =1 then

2| Lieg & Lreg U{(S,i,gid, cid) }

: return d

-
PRIECN

o
=3

Figure 20: Oracle definitions for ua security experiment for
the composed model. Code in blue highlights the differences
to the PIA oracles shown in G. Differences that are specific
from mPACA are colored in red.

composed model inherits from our mPACA and PlA definitions the
strengthenings we introduced for each of these primitives, namely
the ability to dynamically choose attestation groups and the explicit
guarantee that a PIA authentication session is bound to a unique
registration session in the same token. Finally, the main novelty is
that we explicitly deal with active attacks in the composed model
for the registration phase, even for attestation modes None and
Self, even though in these settings we need to restrict ourselves to
uncompromised clients in registration.

I Authentication Security of FIDO2

Here we first present our main result for composed security relying
on mPACA and later explain the weaker guarantees provided by
current FIDO2.

Composed security of PIA+mPACA. The following theorem
shows that mPACA guarantees a strong form of composed security
than in prior works, since we can allow partial active attacks (the
realistic model when using USB tokens as discussed in the intro-
duction) during both registration and for all modes even without
attestation. The intuition here is that the composed model speaks
only about the guarantees provided to servers that are uniquely
bound to honest clients that are out of the adversary’s control:
excluding a break of mPACA, we know that such clients (if uncom-
promised) will be communicating with a unique token instance
via a bi-directional secure channel, which means that we do not
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ua N
EXPtpia.mpaca (D

1: Lreg < 0; Leorr — 03 Leorg — 05 G «— 05 gid « 0// From PIA
2: Layythes Lautht < 0 // From mPACA
3: Lpla-paca-5» Lpla-pacaT < 0/ For grouping PIA and mPACA sessions
4: win-ua < 0

$

5: () = A%
6: return win-ua
Win-ua (S, i, cid):
1: // If there exists any collision between server or token PIA sessions, A wins

L . - _iy =2 )
2: Lf 3(Sy, i1, ph1) # (Sa, iz, pho) sit. ”Pﬁlvsl .sid np.thsz .sid #1 then return 1
3: if 3(Ty, j1. ph1) # (To, jo, pha) st. 71 sid = 772 .sid #1 then return 1
2 (T i phi) # (T2, o phz) st 7y, o oy, Ty
5: //If there exists any collision between client or token mPACA sessions, A wins
65 i€ 3(C1, K1), (Ca ko) 5.8 (C1, o) # (Cov o) and g stexe = 7% stexe = bindDone

nd né(} .sid = Ité,z .sid then return 1
-1 2
)

N . iy ) 1 Ji
sif 3(Ty, ), (Ta, jp) st (T1, j7) # (T2, j}) and n.,; Stexe = n,,g .stexe = bindDone

3

, "
J: J:
nd 77! sid = 777 sid then return 1
1 2

8:
9: // If there exist two distinct server sessions with the same cid, A wins
- . . Jip iy
10: 1f 3(S1,i1) # (S2,i2) st s, cid = s, .cid #1 then return 1
11:
12: //1If there exists a server session and a token session that agree on the sid but not on the agCon, A wins
This captures a rogue key attack by registering a key from another batch
~ i’ . -5’ .
13: i 3(S, i, ph'), (T, j/, ph’ ) st. &t , o, sid=77 , sid #Land (S',T’) ¢ Leor and
ph’.S' ph!. T’
, . " _j
.gid ¢ Leorrg and 7[;7’1,.5, .agCon # T 17 .agCon then return 1
14:
15: // If the server session 7, & that accepted has no corresponding server registration session, A wins. If A
,
never corrupted the token group associated with 77 ¢, and 77/, ¢ has no registration partner T’ or 7} ¢
£ [ a a,
registered with the wrong gid, A wins. If 77, is not partnered with one of T’s authentication sessions,
and A never corrupted T, A wins
16: (gid,i’, T, j’, j) < Partnerships(S, i, cid)
17: if gid =1L or (gid ¢ Lo and (T =L or T.gid # gid)) then return 1
18: else
19: if gid ¢ Leorrg then
, ,
20: The PIA registration token session .77’ 1 that is partnered with 77,  is associated with an mPACA
token session rfﬁ that is the Bind partner of a client session /T(\:l that is partnered with 7 ¢
Ky )
(unless 77 y was compromised)
21: Retrieve (reg, T, j/, ") from Lpja-paca-T // Because we know at this point that 7/ . has completed
,
aregistration with 7* . (from Partnerships), we know from the code in rResp that mPACA session
775 must exist in the list
22: Retrieve (reg, S, i’, Cs, ks) from Lpja-paca-s
23: (Cr,kT) « tokenBindPartner(T,1")
24: The client C7 to which the token T is bound is not the same as Cg, which is the client linked to
the server session 77,
25: if (Cs.ks) # (Cr. kr) then
26: (Ts, m) « clientBindPartner(Cs, ks )
ke
27: if 77,5 .compromised = false and 777”2 .pinCorr = false then return 1
L Cs B Ts
’
28: if ((Cp.k7) = (L, L) or 7rC7;_ .compromised = false) and 4. pinCorr = false then return
29: if (S.T) ¢ Leorr and j =L then return 1
30: else if (S,T) ¢ Lcorr then
31: The PIA authentication token session 7/ . that is partnered with 7, ¢ is associated with an
mPACA token session 774, that is the Bind partner of a client session 72 that is partnered
with 772 ¢ (unless 772 was compromised) 7
Tg,s (unless 7 was compre c
32: Retrieve (auth, T, j, 1) from Lpjapaca-T // Because we know at this point that 7 . has
completed an authentication with 7, ¢, we know from the code in aResp that mPACA session
h must exist in the list
33: Retrieve (auth, S, i, C4, k) from Lpia-paca-s
34: (C}., Ky.)  tokenBindPartner (T, 1)
35: if (C§, k§) # (C, kf.) then
36: (Té, m’) « clientBindPartner(Cs, ks)
’
7
37: if 7 C? .compromised = false and 7%} _pinCorr = false then return 1
L N S
¥
38: if ((C k) = (L, 1) or n(},- .compromised = false) and ﬂ!,..pinCorr = false then
T
L L L turn 1
39: return 0

Figure 21: The ua security experiment and winning condi-
tions for the PIA+mPACA composed model. We call O the
set of all of the security experiment’s oracles that are avail-
able to A. The winning condition procedure Win-ua is called
in the aCompl oracle whenever the server session accepts.
Composed model-specific winning conditions are in blue.
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need to consider an active PIA attacker in the analysis of composed
model security.

We provide two theorems, which intuitively capture the security
guarantees for different attestation modes.

THEOREM 8. (Attestation none and self) Consider the setting in
which the adversary is only allowed to create a single attestation
group and forbid the possibility to compromise clients involved in
registration sessions.

Then, if there exists an adversary A against the composed security
of an mPACA protocol mPACA and a PIA protocol PIA, then there
exist adversaries By and B, such that:

3 la-auth
AAVEL mpaca(F) < Advoriia(B1) + Advhy, “(B) .

Furthermore, B, only requires access to a passive PIA registration
oracle.

PRrROOF. (Sketch.) Our proof proceeds in two game hops. In the
first hop, we modify the composed security model to declare the ad-
versary a loser whenever it breaks the mPACA security guarantee
when interacting with oracles rResp, rCompl, aResp or aCompl
(seen in Fig. 22). Any adversary A for which the probability of win-
ning the composed security game varies visibly can be transformed
into an mPACA attacker $B; with the same advantage via a trivial
reduction. Note that $B; controls all the details of the PIA protocol
in this reduction. Also observe that, after this hop, and because we
disallow the compromise of clients involved in registration runs,
the adversary is now restricted to passive behavior when dealing
with these sessions.

In the second hop, we declare the adversary a loser if it breaks
a PIA guarantee (seen in Fig. 23). We reduce any distinguishing
advantage between the two games by constructing a reduction 8, to
P1A security. Note here that we need to argue that we can program
the trace of a passive registration run into the composed model
oracles, where the adversary has some active attacking power. Here
is how the reduction can do this:

e when the adversary calls rChall, there are two cases. Either the
client has a unique token partner, or it does not have any binding
state: this is guaranteed by passive binding and the mPACA
winning guarantees. If the client has no binding state, then note
that the authentication oracle Auth-C will fail and so will the
rChall oracle. Otherwise, the reduction can pinpoint the unique
token and choose an unused PlA registration session to use its
own PlA registration oracle and obtain a registration trace. The
first message in this trace is programmed into the output of
rChall.
when the adversary calls rResp, it is either the case that it is
delivering the message to the unique mPACA oracle associated
with some prior registration query or not. If not, then the mPACA
validate condition will fail and there is nothing to do. Otherwise,
the reduction maps the j-th token session in the composed model
to the token session in the P1A model that it prehemptively chose
to obtain the registration trace. The second message of the passive
registration trace is programmed in the output of the oracle.
e when the adversary calls rCompl, the reduction simply needs
to check if the message received comes from an mPACA token
session that is linked with the PIA token session that is the
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rResp (T, j. j, Mrcom. tel, d): aResp (T, j. j', Macom, Lel d):

1 if ﬁf,T #L1 or T.gid =1 then return L 1: if fri.’. #1 or T.gid =1 then return L

$
: status < Validate-T(T, j’, Macoms tcl, d)
: if status # accepted then return L
: if Token-Win-SUF-t(T, j’, Macoms te1s d) =

$
: status < Validate-T(T, j’, Mrcom, tcl, d)
: if status # accepted then return L
: if Token-Win-SUF-t(T, j, Mycoms L1, d) =

)
)

w
w

IS
IS

then then
: game ends returning 0 : game ends returning 0

5
o

o
o

¢ (Marsp, rer, cid, sid, agCon) &

aRsp(! 1. Macom)

: (Musp, rer, cid, sid, agCon) &
rRsp (], 7, Mrcom )
$ .
¢ (Marsp, tik) < Auth-T(T, j, Marsp)
: Lpla-pacaT < Lpla-pacaT U
{(auth,T,j,j")}
: return (Marsp, Lik)
aCompl (S, i, Macl, Marsp, Lik):

 (Meres t1) & AUhT(T, 7, 1)
: Lpla-pacaT < Lpla-pacaT U
{(reg, T, j.j)}
: return (Myrsp, L)
rCompl (S, i, Mycl, Mursp, gid, t):

=
=

k4
*

©
)

1: if fr::s =1 or 7"[}’;54stexe # running or 1: if 7?;“5 =1 or fr;s.stexe # running then
b[gid] =1 then return L return L

2: Retrieve (reg, S, i,C, k) from Lpla-paca-s 2: Retrieve (auth, S, i, C, k) from Lyjapaca-s

3: status « Validate-C(C, k, Myrsp, ti) 3: status « Validate-C(C, k, Mmarsp, tik)

4: if status # accepted then return L 4: if status # accepted then return L

5: if Client-Win-SUF-t(C, k, Mycom, tiic) = 5: if Client-Win-SUF-t(C, k, macom, tik) =

=N

then tthen
: game ends returning 0 : game ends returning 0

o

=
<

: (d, rcs,c_id,sid,agCOn) &
a\/rfy(ir;vs, Macl, Marsp)

: (d, rcs, cid, sid, agCon) <$—
1Vrfy (7} g, Mect, Musp, Gl gid].gpars)

8: if d = 1 then 8: if d = 1 and win-ua = 0 then
9: | Lreg «— Lreg U {(S, 1, gid,cid)} 9: | win-ua < Win-ua(S, i, cid)
10: return d 10: return d

Figure 22: First hop of the composed model proof. Code in
red represents the changes to the code correspoding to the
first hop. The changes in Win-ua are redundant, because if
the game reaches this function, then it must have passed
through mPACA and triggered the same conditions inside
Client-Win-SUF-t. We show them only for keeping changes
consistent.

registration partner of the server session that was involved in
the initial rChall oracle.

The remaining part of the behavior of B, is a simple reduction
where it uses its own oracles to answer the queries placed by A.

At this point the composed model adversary can only win if it
breaks a composed-model specific condition: the server accepts an
authentication run, but the bound P1A oracles are not residing in
the token that is bound to the correct mPACA client.

This can only happen when at least one of the conditions in
lines 27, 28, 37 or 38 from Fig. 23 is true, which requires that
the client session bound to the token that completed the registra-
tion/authentication run is not the same as the client session linked
to the server session that finished that registration/authentication
run. Also note, if these winning conditions were activated, it is at
a point in the experiment where we can always find the unique
relationship between registration and authentication sessions of
servers and tokens, via the Partnerships method. We now explain
why this cannot occur.

The condition in line 27 models the rogue key attack scenario:
the adversary is able to register a key generated by a token P1A
session that is not protected by the mPACA session of the client
that is connected to the server, and this mPACA session is not com-
promised. Note that for the server to have accepted the registered
key, the client connected to it must have accepted the message
containing that key. However, this would have implied an mPACA
break which we excluded in hop 1.
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13: if gid =L or (gid ¢ Lcorrg and (T =L or T.gid # gid)) then game ends returning 0
14: else

15: if gid ¢ LeorrG then
16: Retrieve (reg, T, j’,1") from Lpla-pacaT
17: Retrieve (reg, S, i, Cs, ks) from Lyja-paca-s
18: (Cr, k1) « tokenBindPartner(T,1")
19: if (Cs,ks) # (Cr, k) then
20: (Ts, m) « clientBindPartner(Cs, ks )
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’
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24: elseif (S, T) ¢ Lcorr then
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26: Retrieve (auth, S, i, Cg, k%) from Lpja-paca-s
27: (C%, k%.) « tokenBindPartner(T, )
28: if (Cé,k;) # (ClT’k/T) then
29: (T, m") « clientBindPartner(Cs, ks)
,
30: ifr 5 .compromised = false and ﬂ"ﬁl .pinCorr = false then return 1
LS s
Y
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Lhen return 1
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Figure 23: Second hop of the composed model proof. Code in
red represents the changes to the code correspoding to the
second hop.

The condition in line 28 models the scenario where A is suc-
cessful in registering a key generated by a token that is out of its
control: the adversary, controlling a possibly compromised client
that is connected to the server, registers a key generated by a token
PIA session in an uncorrupted token mPACA session that has no
relation to the client controlled by the adversary. This would imply
the adversary was able to break mPACA by breaking into this token
and convincing it to answer a response request, which we excluded
in hop 1.

The justification for the winning conditions in lines 37 and 38
being unreachable is the same as above, but these lines correspond
to different practical attack scenarios that are excluded by our proof.
In line 37, the adversary would be hijacking an authentication
session established via an uncorrupted client and authenticating
using its own token. In line 38, the adversary is able to break into the
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user’s token and impersonate the user in an authenticated session
that it controls.

This leaves only one last option for A to try to win, which
is through the conditions in lines 3 and 4. However, these are
also never reached, since they mean that A wins by breaking the
mPACA guarantees regarding uniqueness of sid values in client
and token sessions, which is not also possible after hop 1.

Therefore, at this point A can never win the game, and the proof
is concluded. O

THEOREM 9. (Attestation basic) If there exists an adversary A
against the composed security of an mPACA protocol mPACA and a
PIA protocol PIA, then there exist adversaries B, and B, such that:

(A) < AdVIULL (By) + AdVEC(By) .

ua
Adv PlA

PIA+mPACA

The proof of this theorem is similar to the previous one, only
that the reduction to P1A security is now simpler given the adaptive
power of the adversary.

Note that the results we give in Section 4 for the mPACA security
of CTAP 2.1+ and in Appendix G for the security of WebAuthn
in various attestation modes imply that these composed security
results apply to this improved version of FIDO2. We next discuss
how our results capture rogue key attacks.

Rogue key attacks. The rogue key attack against the current
instantiation of FIDO2 is possible because the client has no way of
verifying the origin of a token response (in CTAP 2.1) and because
the server may not have any information that uniquely identifies
the token from which is expects a response (in WebAuthn). That is
indeed the case for the most common attestation modes None, Self
and Basic.

To see how our result addresses rogue key attacks above, in
all attestation modes, consider the scenario where an active at-
tacker is trying to launch a rogue key attack against the composed
P1A+mPACA protocol, but it does not have the ability to corrupt the
client that the user is relying on. Then, our results above guarantee
that the server will only accept a credential generated by the token
that is uniquely bound to that client, which in turn is uniquely
bound by a TLS connection to the server. As soon as the client is
under the adversary’s control this guarantee no-longer holds, and
rogue key attacks can take place. We note that this is only true for
the upgraded version of mPACA that we proposed in this paper.
We discuss next what these results mean for the current version of
FIDO2.

Composed security for current FIDO2. When considering the
current version of FIDO2 we can no longer rely on its PACA compo-
nent CTAP 2.1 to resolve the problem of rogue key attacks. However,
we can consider a weaker security model in which composed se-
curity holds: trust on first use. In this setting one assumes that the
composed protocol adversary is fully passive during registration,
asin [6].

However, even in this case, the adversary can try to take ad-
vantage of the lack of authentication in messages going from the
authenticator back to the client that is bound to the server. The com-
posed model guarantee for current FIDO2 is therefore much weaker
than what we have presented above. We describe the implications
in detail next.
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First of all, one cannot guarantee that the server only accepts an
authentication response that comes from the token that is PACA-
bound to the client. Indeed, the attacker could potentially convince
the client to send back to the server a response that comes from
his own maliciously-controlled token, thereby leading the server to
log-in the user under a different account. The implications of such
an attack could be similar to those of Cross-Site Request Forgery
(CSRF) attacks.!?

Second, even though such an attack is still possible, the role of
PACA in composed FIDO2 security is still relevant: it guarantees
that, if the user’s token is not compromised and only interacts with
honest clients, then the attacker cannot break into the token and
impersonate the user. Formally this can be captured by taking the
approach in [6] to composed model security: one requires that the
attacker cannot break PIA security and, furthermore, that tokens
bound to honest clients only issue responses to P1A authentication
requests if these requests come from their unique PACA partner.

Finally, we remark that we could strengthen the composed model
guarantees for current FIDO2 with a different use of credential iden-
tifiers. Indeed, assuming trust on first use, the server will record a
unique credential identifier cid for each credential. Hence, if this is
associated with a server-side user identifier, the server could po-
tentially impose a priori a cid when authenticating the user. In this
case, the attack we described above will not work, as the attacker’s
credential will be rejected because it does not match the cid that the
server is looking for. We expect that, in this setting, FIDO2 meets
the stronger notion of composed security for authentication runs
we propose here, but we do not pursue this line of analysis because
this does not seem to be the common use case for cids.

J Formal CTAP Privacy Attacks

Figure 24 describes the adversary A that breaks PACA privacy
(defined in Section 5.1) of CTAP 2.1 and CTAP 2.1+ by taking advan-
tage of the reuse of ECDH shares on the authenticator side. Since
each ECDH share pkr is sampled randomly, ‘A will identify the
correct token with probability 1 — 1/g, where q is the prime order
of the underlying ECDH group (from curve P-256).

priv .
Actap 21/c1ap 214 (A):

For some distinct tokens Ty, Ty, some clients Cy, C, and some user U
1: Phase 1: transg < Setup(Tp, 1, C, 1, U), trans; < Setup(Ty, 1, Cy, 1, U)
2: Extract token T’s DH share pky from transy and DH share pk; from trans;
3: Phase 2: Outputs Ty, T1, Co, C1, U, U
4: Phase 3: trans < Bind-LEFT,  (2,2)
5: Extract token T’s DH share pk from trans
6: if pk = pky then
7: | return0
8: else
9: | return1

Figure 24: Privacy adversary for CTAP 2.1 and CTAP 2.1+.

2https://owasp.org/www-community/attacks/csrf
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