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Abstract

Technology-facilitated abuse (TFA) has become increasingly com-
mon as abusers exploit everyday technologies to monitor and harass
others, mainly their intimate partners. Preventing TFA requires not
only reactive technical support but proactively cultivating protec-
tive mindsets — awareness of personal vulnerability, recognition of
threat severity, and confidence to implement defensive strategies
— before abuse escalates. Yet no research has developed educa-
tional tools grounded in behavior change theory specifically for
technology-facilitated abuse prevention. We address this gap with
BeSafe, a narrative-driven visual novel game grounded in Protec-
tion Motivation Theory (PMT) and designed to shift how users
perceive and respond to TFA threats. Through a study with 198 par-
ticipants across six platform contexts, we assessed both knowledge
acquisition and changes in PMT constructs: perceived vulnerabil-
ity, perceived severity, self-efficacy, and fear arousal. Our results
show that BeSafe produced significant knowledge gains alongside
meaningful shifts in protection motivation. Participants with prior
exposure to online abuse showed substantially greater gains across
both knowledge and motivation measures. Many participants re-
ported intentions to review privacy settings and share protective
strategies with others, indicating motivation to act on what they
learned. Our findings demonstrate that game-based interventions
can cultivate digital safety mindsets, offering a scalable, proactive
complement to existing reactive support services.
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1 Introduction

Abusive intimate partners and family members frequently use
technological means to spy on and harass their victims [3, 19, 32—
34]. Studies show that 38%-63% of women worldwide experience
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technology-facilitated abuse (TFA) [65]; 97% of advocacy organi-
zations who support survivors of intimate partner violence (IPV)
report their clients being abused using technology [57]. College
students are particularly vulnerable; prior studies report that as
much as 75% of college students experience TFA perpetrated by a
partner or former partner [42, 55].

To support survivors of TFA, Havron et al. [44] proposed tech
clinics [21], where survivors can get tailored help from trained tech-
nology consultants. However, tech clinics require specialized exper-
tise, substantial resources, and geographic accessibility, which limits
their accessibility for all survivors. Moreover, such approaches are
predominantly reactive, focusing on supporting victims after abuse
has occurred. Recently some advocacy organizations use differ-
ent awareness campaigns to educate users and advocates about
TFA. However, TFA requires not just teaching technical risks, but
cultivating protective mindsets: awareness of personal vulnerabil-
ity, recognition of threat severity, and confidence to implement
defensive strategies before abuse escalates.

Educational games have shown promise for teaching complex
topics and promoting behavior change across diverse domains [10,
15, 47, 59, 78, 81], including domestic violence prevention [13]. Yet
despite the growing threat of TFA and the demonstrated potential of
game-based learning, no research has developed games specifically
designed to cultivate both knowledge and protective mindsets for
technology-facilitated abuse prevention.

To address this gap, we developed BeSafe, a narrative-driven vi-
sual novel interactive game designed to cultivate digital privacy and
safety mindsets for TFA prevention. Visual novel games use branch-
ing storylines and character-driven dialogue to immerse players
in interactive scenarios. Research has demonstrated their effective-
ness for teaching across diverse domains [14, 16, 58], including
sensitive topics such as bullying [54]. BeSafe integrates technical
education with awareness of abuse patterns while fostering the
motivation and confidence that drive behavior change. We ground
our approach in Protection Motivation Theory (PMT) [29, 56, 73],
which identifies key constructs that predict whether individuals
will adopt protective behaviors: perceived severity (recognizing
that threats have serious consequences), perceived vulnerability
(awareness of personal risk), self-efficacy (confidence in one’s abil-
ity to respond), and fear arousal (emotional response to potential
threats). The game’s narrative structure is specifically designed to
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engage these constructs in a safe environment, fostering protective
mindsets necessary for individuals to recognize warning signs and
implement defensive strategies.

To evaluate the effectiveness of this approach, we investigate
two research questions:

RQ1: To what extent does game-based learning cultivate protection
motivation — including threat awareness, vulnerability recogni-
tion, and self-efficacy — for detecting and preventing technology-
facilitated abuse (TFA)?

RQ2: What user characteristics and design elements influence the
development of protective mindsets and game-based learning
effectiveness?

We conducted a controlled user study with 198 participants
across three conditions: a game with gamification features (badges,
leaderboard, knowledge meter), the same game without these fea-
tures, and privacy guides covering equivalent content. Privacy
guides are reference documents maintained by advocacy organi-
zations such as the Clinic to End Tech Abuse [21] that provide
step-by-step instructions for securing accounts and devices; they
are designed for quick information retrieval rather than structured
learning. We include them as a baseline to validate that the game
achieves knowledge transfer, while PMT constructs provide our pri-
mary evaluation of whether the game cultivates protective mindsets.
Participants were randomly assigned to one of six platform contexts
(WhatsApp, Instagram, Snapchat, Gmail, iCloud, or Android) to
assess generalizability across technologies.

Our findings demonstrate that BeSafe achieves both successful
knowledge transfer and significant protection motivation devel-
opment. Participants showed improvements in threat awareness,
vulnerability recognition, and self-efficacy, with 95.5% reporting
engagement and 39.4% explicitly appreciating its learning value.
Notably, the game’s narrative approach—rather than gamification
mechanics—appears to be the primary driver of motivation shifts,
with the no-features game producing even higher odds of PMT
improvement. Participants with prior exposure to online abuse
showed significantly greater gains across both knowledge and mo-
tivation measures, suggesting that personal relevance enhances
educational effectiveness. Participants expressed strong intentions
to implement what they learned, with many describing immediate
plans to review privacy settings, check linked devices, and share
knowledge with others. These findings demonstrate that game-
based interventions can shift TFA prevention from reactive support
toward proactive empowerment.

Contributions of this study:

(1) We developed BeSafe, a narrative-driven visual novel game
grounded in Protection Motivation Theory, designed to shift
users’ digital privacy and safety mindsets by teaching detec-
tion and mitigation of technology-facilitated surveillance.

(2) Through a user study with 198 participants, we demonstrated

that BeSafe fosters protection motivation—including threat
awareness, vulnerability recognition, and self-efficacy—while
successfully transferring technical knowledge about TFA,
making prevention education accessible to both technical
and non-technical users.
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(3) We identified factors, including personal relevance and lived
experience with online abuse, that substantially enhance both
knowledge acquisition and motivation development in pri-
vacy and safety contexts.

(4) We showed that narrative engagement drives motivation

shifts in game-based privacy education—offering design im-
plications for future educational interventions addressing
technology-facilitated abuse.

2 Related Work

Technology-facilitated abuse (TFA) is a growing problem where
abusers use everyday technologies to harm their partners from
anywhere, at any time [9, 65]. Most abusers are UI-bound, relying
on user interface features rather than sophisticated technical ex-
ploits [33], and research has identified spyware apps and dual-use
apps that require minimal technical knowledge [3, 19]. Recent work
developed a comprehensive framework for IoT-enabled abuse, iden-
tifying four abuse vectors and revealing the severe psychological
impact of such surveillance, with participants reporting feelings
of constant confinement and loss of freedom [69, 70]. Analysis of
available resources demonstrates an information asymmetry where
abusers easily find surveillance tools while victims encounter poor,
inaccurate advice online [4]. While technology clinics provide valu-
able individualized support [44], they face significant limitations in
reaching broader populations due to requirements for specialized
expertise, substantial resources, and geographic accessibility. These
interventions are also inherently reactive, providing support only
after abuse has occurred.

Protection Motivation Theory and behavior change. Protec-
tion Motivation Theory (PMT) provides a framework for under-
standing how individuals develop motivation to adopt protective
behaviors in response to threats [29, 56, 73]. PMT identifies four
key constructs that influence behavior change: perceived severity
(how serious the threat consequences are), perceived vulnerability
(likelihood of experiencing the threat), self-efficacy (confidence in
one’s ability to enact protective behaviors), and response efficacy
(belief that protective actions will be effective) [66].

In security and privacy contexts, PMT has been applied to under-
stand protective behaviors [68]. Self-efficacy has been identified as
a particularly strong predictor of security behavior intentions [23],
while threat appraisal constructs (severity and vulnerability) signif-
icantly influence whether individuals adopt protective measures.
Research demonstrates that simply providing information about
threats is insufficient—individuals must also perceive personal vul-
nerability and develop confidence in their ability to respond [73].
This is particularly relevant for TFA, where victims often do not
recognize abuse patterns until significant harm has occurred [33],
and may lack confidence in their technical abilities to implement
protective strategies. Educational interventions that successfully
shift PMT constructs are more likely to produce lasting behavior
change than those focused solely on knowledge transfer [56]. In
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privacy contexts specifically, PMT has been used to predict privacy-
protective behaviors, with both threat appraisal and coping ap-
praisal contributing to behavioral intentions [23].

Game-based learning foundations. Game-based learning lever-
ages interactive gameplay to enhance learning outcomes and pro-
mote behavior change across diverse educational contexts. Founda-
tional work by Prensky [61] and Gee [37] identified key principles
that make games effective learning environments, including im-
mediate feedback, progressive difficulty, and intrinsic motivation.
A systematic review of serious games found positive effects on
knowledge acquisition, skill development, and attitude change [22].
Meta-analytic evidence demonstrates that serious games produce
learning gains comparable to conventional instruction methods
while offering advantages for engagement and motivation [77].

Games offer unique affordances for engaging psychological mech-
anisms relevant to behavior change. Narrative transportation the-
ory [39] suggests that when people become absorbed in a story, they
are more likely to adopt the attitudes and beliefs presented, making
narrative-driven games particularly effective for attitude change.
Emotional engagement through storytelling enhances learning out-
comes and retention [60]. Experiential learning theory [49] posits
that learning occurs through reflection on direct experience, which
games facilitate through interactive scenarios and decision-making.
Self-determination theory [67] explains how games foster intrinsic
motivation through autonomy (player choice), competence (achiev-
able challenges), and relatedness (connection to characters) [25].

However, game design for behavior change requires careful con-
sideration of engagement versus learning trade-offs. Educational
games must balance entertainment value with learning objectives,
as excessive focus on either dimension can undermine the other [36].
Effective educational games address these competing demands
through thoughtful integration of learning content with engag-
ing mechanics [43].

Games for teaching internet safety. Current cybersecurity ed-
ucational games like Space Shelter from Google guide players
through password management and multi-factor authentication,
whereas Google Interland teaches children safe online behavior [71].
For professional audiences, training programs like the Cyber Aware-
ness Challenge provide comprehensive training on topics including
social engineering and malicious code detection [28]. Research
evaluating cybersecurity games has shown mixed results: while
games increase engagement and knowledge retention, their ef-
fectiveness at changing actual security behaviors remains under-
studied [45]. Existing games focus primarily on general internet
safety without addressing TFA. The unique challenges of TFA—
including relationship dynamics, psychological abuse, and power
imbalances—require specialized educational approaches that cur-
rent cybersecurity games do not provide.

Visual novels. Visual novels are a narrative-driven game genre
characterized by branching storylines, character dialogue, and
player decision-making, where players progress through text-based
scenarios while making choices that influence the narrative out-
come [17]. This genre has been increasingly adopted for educational
purposes, with research demonstrating its effectiveness for teach-
ing topics ranging from language learning [18, 51, 63] to health
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education [41, 79]. Visual novels are particularly well-suited for
sensitive educational domains because their text-driven format
allows players to engage at their own pace, re-read critical informa-
tion, and process emotionally complex material with appropriate
distance [39]. Their emphasis on narrative immersion and decision-
making aligns with experiential learning theory [49], as players
learn by navigating scenarios and observing the consequences of
their choices rather than passively receiving information.

Digital games for violence prevention. Research has demon-
strated the potential for prosocial video games to increase empathic
responses and prevent intimate partner violence. One example is
Jesse, a point-and-click role-playing game where players assume
different character roles experiencing family violence [13]. Jennifer
Ann’s Group has sponsored the Life.Love. Game Design Challenge
since 2008, producing over 70 games focused on teen dating vio-
lence prevention [40]. These games primarily focus on recognizing
relationship dynamics and physical violence. While valuable, they
do not address the technical aspects of technology-facilitated abuse
or teach users concrete strategies for detecting and preventing
digital surveillance.

Research gaps and study contribution. Despite the growing
research on both TFA and game-based learning, significant gaps
remain at their intersection. Current games addressing domestic
violence focus on general relationship dynamics and physical vio-
lence, while security games concentrate on technical threats with-
out considering interpersonal contexts where technology abuse oc-
curs. Most critically, existing approaches do not integrate behavior
change theories like PMT with game-based learning design, leav-
ing unclear how games can best cultivate the protective mindsets
necessary for TFA prevention. As smart devices and surveillance
apps continue to proliferate, there is an urgent need for proac-
tive educational approaches that instill protective mindsets before
abuse occurs. To our knowledge, no research has created a proac-
tive educational tool that integrates behavior change theory with
game-based learning specifically for TFA prevention. Our research
addresses this gap by developing and evaluating an educational
game grounded in Protection Motivation Theory and designed to
cultivate protective mindsets alongside technical knowledge. Unlike
existing clinical approaches that require specialized expertise and
infrastructure, our game provides a scalable proactive intervention.
We use privacy guides as a baseline to validate knowledge transfer
while focusing our evaluation on whether the game’s narrative
approach fosters the protection motivation that drives behavior
change—an outcome that passive educational materials are not
designed to achieve.

3 Design and Development of the BeSafe Game

We aim to design an interactive game that educates users on detect-
ing and mitigating TFA while cultivating the protective mindsets
necessary for behavior change. We named this game BeSafe!. The
design methodology involves collecting real-world abuse cases and
technical guides, constructing narratives grounded in behavior

1BeSafe is publicly accessible at https://besafegame.vercel.app


https://besafegame.vercel.app

Proceedings on Privacy Enhancing Technologies 2026(4)

change theory, and storyboarding. We first describe desired learn-
ing outcomes from the game, then the data collection process, and
finally we present our game design.

Why game-based learning? TFA often goes unrecognized by
victims until significant harm has already occurred. Such abuse is
widespread and takes various forms, and as discussed in Section 2,
numerous efforts have been made to support victims. However,
existing interventions focus on providing help after abuse has hap-
pened. Our goal is to create a proactive educational tool that raises
awareness and cultivates protective mindsets before abuse occurs.

Game-based learning is well-suited for this goal. Beyond ac-
tively involving users in the learning process and encouraging
exploration, problem-solving, and decision-making, games engage
psychological mechanisms that drive behavior change. By simu-
lating real-world situations in a safe and controlled environment,
games allow users to practice applying knowledge, reflect on out-
comes, and build confidence. This approach helps players not only
understand key concepts but also develop the threat awareness,
vulnerability recognition, and self-efficacy necessary to recognize
and respond to technology-facilitated abuse in real life.

Research on game-based learning suggests that engagement is
enhanced when the challenge level matches the user’s skill level,
creating conditions conducive to sustained attention and learn-
ing [1, 24]. In our game design, we aim for this balance through
progressive difficulty in scenarios, immediate feedback on decisions,
and clear goals that maintain user engagement without creating
cognitive overload. Games can be accessed across different geo-
graphic locations and time constraints, potentially reducing some
barriers that limit traditional educational approaches [37]. This scal-
ability is crucial for proactive education, as it allows widespread
education before abuse occurs rather than requiring users to seek
help after experiencing harm.

We chose not to employ video-based interventions because effec-
tive learning requires student engagement and interactivity [26, 35].
Videos primarily represent a passive learning medium where stu-
dents receive information without opportunities for immediate
interaction or decision-making practice [48], which is particularly
important for TFA education that requires practical skills. Addition-
ally, video interventions are more resource-intensive and harder to
keep updated as privacy, security and safety features change.

Learning outcomes. Our game targets dual outcomes: knowledge
acquisition and protection motivation development. For knowledge
outcomes, we relied on Bloom’s Taxonomy [50], a widely used
cognitive and educational framework. Bloom’s Taxonomy classifies
learning outcomes into six hierarchical levels (Appendix B), with
our game targeting the third level: Application. Our game is designed
to help players apply what they have learned in simplified contexts
and extend that knowledge to new situations.

For motivation outcomes, we ground our design in Protection
Motivation Theory (PMT). PMT posits that behavior change re-
quires shifts in four key constructs: @ Perceived severity: under-
standing that TFA has serious consequences for privacy, safety, and
well-being; @ Perceived vulnerability: recognizing personal risk of
experiencing TFA, moving beyond the belief that “it won’t hap-
pen to me”; @ Self-efficacy: developing confidence in one’s ability
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to detect surveillance signs and implement protective strategies;
@ Fear arousal: experiencing appropriate emotional concern about
potential threats that motivates protective action without causing
paralysis. The game’s narrative structure is specifically designed
to engage these constructs. By following characters through abuse
scenarios, players develop empathy and recognize that TFA can
happen to anyone (perceived vulnerability). By observing serious
consequences of surveillance on victims’ lives, players understand
the threat’s severity. By guiding characters through detection and
mitigation steps, players build confidence in their own ability to
respond (self-efficacy). By seeing successful outcomes where pro-
tective strategies work, players develop belief in the effectiveness
of these actions (response efficacy). The emotional investment in
characters’ stories creates appropriate concern (fear arousal) that
motivates attention to protective behaviors.

Based on these frameworks, our key outcomes are: @ under-
standing that technology can be leveraged as a tool for abuse across
various forms and contexts, @ developing awareness of personal vul-
nerability to TFA, @ identifying signs of online surveillance based
on recognized indicators, @ building confidence in one’s ability to
navigate and mitigate online surveillance safely and effectively, and
@ fostering motivation to implement protective behaviors.

Forms of abuse. To ensure our game scenarios reflected real-
world abuse, we compiled a list of abuse cases from existing re-
search and resources. These sources included studies on spyware
and dual-use apps [3, 19], IoT devices [69, 70], as well as work on
interventions [32, 44] and resources available to abusers and vic-
tims [4, 12, 74]. We also referenced practical resources provided
to victims by organizations such as the Clinic to End Tech Abuse
(CETA) and the Safety Net Project.

Scope of the intervention. While organizations like CETA and
Safety Net Project provide critical clinical support for active TFA
survivors, BeSafe is designed for a different role: proactive, general-
population education for users who have not yet experienced TFA
but use platforms where it occurs. Its goal is to cultivate the threat
awareness, vulnerability recognition, and self-efficacy that motivate
routine protective behaviors — periodically reviewing linked de-
vices, location-sharing settings, and account access — before abuse
occurs. BeSafe deliberately does not address scenarios requiring
expert intervention: coercive control with active surveillance, stalk-
erware removal under threat, or safety planning during separation
remain the domain of tech clinics [21, 44]. We scope the interven-
tion this way because the population at risk of TFA vastly exceeds
the population currently receiving clinical support, and proactive
education and clinical care address complementary needs rather
than substituting for one another.

3.1 Game Design

Based on the learning goals and abuse scenarios identified above,
we developed an educational story-driven visual novel game using
established learning theories and behavior change frameworks. We
chose the visual novel format for several reasons. Visual novels rely
on narrative, dialogue, and branching choices rather than complex
game mechanics, substantially reducing development and mainte-
nance costs compared to other game genres—a critical consideration
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given the need to frequently update content as platforms change.
Their text-driven format is inherently accessible, requiring no spe-
cialized hardware or gaming experience, which broadens reach to
non-gaming audiences who are often the primary targets of TFA.
Additionally, before investing in more complex game designs, we
sought to establish whether narrative-driven game-based learning
can effectively cultivate protective mindsets—if a lightweight visual
novel achieves significant motivation shifts, this validates the edu-
cational approach and provides a foundation for future iterations
with richer game mechanics.

Our design process focused on three key elements: learning
frameworks that support effective education and motivation devel-
opment, story structures that engage users while teaching necessary
skills and fostering protective mindsets, and design choices that
focus on accessibility and psychological safety.

Theoretical Foundations. Our design uses three types of en-
gagement — cognitive, emotional, and motivational — based on
frameworks from educational psychology [31]:

o Cognitive theories: We used experiential learning theory [49],
which emphasizes learning through thinking about doing. In
our game, players are placed in scenarios where they must
make choices and see consequences, strengthening knowledge
through experience.

o Theories of Emotion: We used narrative transportation theory [39],
which suggests that when people become absorbed in a story,
they are more likely to adopt the attitudes and beliefs presented.
By including emotional content—such as control within close
relationships—players are more likely to relate personally and
remember what they learned. This approach is supported by
research on empathy in educational contexts [11].

e Motivational theories: We applied self-determination theory [67],
focusing on three basic psychological needs: autonomy (player
choice in decisions), competence (clear feedback and achiev-
able challenges), and relatedness (connection to characters and
scenarios). These elements work together to create intrinsic
motivation and sustained engagement [25].

Narrative Construction. In our game, each story was created
using a three-stage structure: @ Background: Players are introduced
to characters in normal relationship dynamics, establishing trust
and emotional investment. This stage demonstrates regular rela-
tionship patterns before introducing surveillance elements, helping
players recognize the contrast when abuse begins. @ Identification
and investigation: Suspicious behaviors and technology-facilitated
abuse emerge gradually. Players learn to identify red flags such as
excessive monitoring and privacy violations. The narrative struc-
ture allows players to explore evidence and make deductions about
the abuse occurring. @ Mitigation: This stage allows players to
help the victim navigate the abuse and address it. Players learn
about protective strategies against TFA. These stages are based
on trauma-informed principles [62]. Each chapter was based on
real abuse cases documented in academic literature, focusing on
different types of surveillance including location tracking, social
media monitoring, and device compromise.

This narrative structure aligns with Protection Motivation The-
ory’s threat and coping appraisal processes. The background phase
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establishes baseline expectations, making violations in the identi-
fication phase more impactful and increasing perceived severity.
By having players discover abuse gradually (rather than being told
explicitly), we foster personal vulnerability recognition—players
realize they might miss similar signs in their own contexts. The
mitigation phase directly builds self-efficacy by demonstrating con-
crete, achievable protective actions, while successful outcomes rein-
force response efficacy. The emotional arc creates appropriate fear
arousal that motivates protective behavior without overwhelming
players. This balance is critical: excessive fear without adequate
coping information can trigger defensive avoidance, where individ-
uals mentally reject threatening messages to protect themselves
from anxiety [76]. By pairing threat information with concrete,
achievable protective actions, the game ensures that fear arousal
enhances rather than undermines motivation.

Trauma-informed design choices. While designing BeSafe, we
followed trauma-informed principles [20, 62]. We storyboarded
game scenarios using StoryboardThat? to plan scenes and narrative
flow, then implemented them in our custom engine (see Section 3.2).
The stories are dialogue-driven, featuring clear text, expressive char-
acters, and simple click-through interactions. Throughout develop-
ment, we made deliberate design choices to promote psychological
safety and support educational effectiveness.

First, players assume the role of observers rather than victims
directly experiencing abuse. This perspective creates psycholog-
ical safety by allowing players to engage with abuse scenarios
without identifying as the target of surveillance. Players maintain
emotional distance while still learning to recognize warning signs
and protective strategies. Second, the narrative structure positions
players as supporters helping victims navigate TFA situations, fos-
tering empathy and prosocial engagement. This helper role can
generate feelings of agency and positive contribution when dealing
with emotionally difficult material, potentially increasing sustained
engagement with challenging content through the psychological
benefits of altruistic behavior [46, 80]. Third, while each story in-
cludes branching to reflect player choice, all paths converge on pos-
itive outcomes showing correct protective strategies (Fig. 7). Rather
than punishing poor choices with negative consequences, this ap-
proach avoids re-traumatizing players who may have personal
experience with abuse. Players learn through supported decision-
making rather than punishment mechanics, ensuring consistent
learning outcomes while maintaining agency and aligning with
trauma-informed educational practices [62]. Finally, we selected
a cartoon art style rather than photorealistic graphics to create
psychological distance from potentially triggering content while
maintaining emotional engagement. The stylized approach allows
players to process difficult topics without overwhelming realism,
following principles of self-distancing used in trauma research [75].
We also excluded audio elements to ensure accessibility across dif-
ferent environments and abilities. Text-based interaction allows
players to engage at their own pace, re-read important information,
and maintain privacy in shared spaces.

2StoryboardThat: http://storyboardthat.com
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Chapters

Congratutations Youhave won  now badgo.

Figure 1: The figure shows key components of the game,
including the list of chapters, the interactive story-based
gameplay, and quiz questions presented during the story.
Some quiz questions include screenshots from platforms,
while others do not. Players receive immediate feedback on
their answers, and a knowledge meter at the top reflects their
progress and correctness. At the end of each chapter, players
receive a badge as a reward to incentivize engagement.

3.2 Game Implementation

We built the game as a browser-based application that runs smoothly
on both desktop and mobile. Our goal was to make it lightweight,
fast, and easy to maintain. Fig. 1 shows the game interface, includ-
ing the list of chapters and the interactive gameplay.

Scenarios. We designed six scenarios representing common TFA
contexts: WhatsApp, Instagram, Gmail, iCloud, and Android all
focused on account compromise and how to remove unauthorized
devices, while Snapchat focused on location sharing and control-
ling who receives location updates. These scenarios were designed
to span complementary dimensions of TFA rather than reuse a
single template across platforms. Our scenarios vary along two
axes: the threat actor (anonymous attackers, acquaintances, inti-
mate partners, ex-partners, and relatives) and the attack surface
(account compromise, location sharing, cloud syncing, and device-
level compromise). Each scenario also targets a distinct recognition
or mitigation skill—for example, distinguishing password change
from session removal, recognizing patterns of unexpected prox-
imity, or separating app-layer threats from account-layer threats.
Fig. 2 summarizes this design (more details for each story are pro-
vided in Appendix C, with additional screenshots in Appendix D).

Visual novel engines. We tested existing visual novel engines
like Ren’Py, Narrat, and Dialogic. None provided the level of control
and responsiveness we needed, so we built the game using a custom

Majed Almansoori, Chirag Ghosh, Sarita Singh, Rahul Chatterjee, and Mainack Mondal

512

Platform  Threat actor Attack surface

Instagram  Anonymous Account compromise

WhatsApp  Acquaintance Account compromise (physical access)
iCloud Anonymous Cloud syncing

Gmail Relative Account compromise

Snapchat Ex-partner Location sharing exploitation
Android Intimate partner  Device-level compromise

Figure 2: Scenario design matrix. Each scenario combines
a different threat actor with a different attack surface to
broaden the range of TFA situations players encounter.

engine with React, TypeScript, and Vite, which provided an efficient
and customizable development environment tailored to our needs.

Game features. To support learning and engagement, we imple-
mented features grounded in game-based learning principles:

e Knowledge Meter: Tracks player progress by awarding points
for correct decisions and completed story sections, providing
immediate, visible feedback.

e Badges: Players earn badges upon completing stories, serving
as positive reinforcement and encouraging replayability.

e Leaderboard: Ranks players based on accumulated knowledge
points, creating a light sense of competition.

e Nickname: Players choose a nickname that personalizes their
experience and appears on the leaderboard, without requiring
account creation or revealing personal information.

All progress is stored using cookies, so players can return to the
game later and continue where they left off.

Deployment. We deployed the game frontend using Vercel, which
provides automated builds, CDN distribution, and fast global perfor-
mance. For backend functionality, we used Amazon EC2 instances.
The frontend and backend are decoupled, making it easier to up-
date or expand each component independently. The system uses a
modular design that allows new stories and features to be added
without major infrastructure changes.

Expert consultation and game pilot testing. We consulted with
experts at technology clinics to gather feedback on the educational
content and game mechanics. We conducted iterative refinement
based on their input, focusing on ensuring that technical content
was accurate and that the narrative approach effectively conveyed
both technical knowledge and awareness of abuse dynamics. Expert
feedback led to refinements in dialogue pacing, clarification of
technical terminology, and adjustments to branching logic to ensure
all paths provided educational value.

4 Evaluating the BeSafe Game

To assess the effectiveness of our game-based intervention for culti-
vating digital privacy and safety mindsets, we designed a between-
subjects study with three conditions: (1) a game with gamification
features, (2) the same game without those features, and (3) privacy
guides covering the same content.

Knowledge validation. We use privacy guides as a baseline mea-
sure to validate that game-based learning successfully transfers
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technical information about TFA. Privacy guides—such as those
maintained by the Clinic to End Tech Abuse (CETA) [21]—are ref-
erence documents designed for quick information retrieval, not
structured learning. They serve users who need immediate answers
to specific questions, typically during or after a crisis. They are not
designed to teach, engage, or cultivate lasting understanding. We in-
clude them in our study not as a competing educational intervention
but as a baseline to validate that our game achieves the fundamental
prerequisite of information transfer: if participants cannot acquire
technical knowledge from the game at least as effectively as from
reading a reference document, then the game fails at its most basic
objective. We selected CETA’s guides® as our baseline because they
are among the most widely used TFA resources actively deployed
by tech clinics working directly with victims [44]. Unlike generic
online privacy advice, which prior work has shown to be incon-
sistent and often inaccurate [4], CETA’s guides are maintained by
researchers and practitioners with sustained engagement in the
TFA domain, vetted through clinical use, and updated as platforms
evolve. This makes them a meaningful real-world baseline: they
represent what a motivated user would encounter today if seeking
authoritative guidance on the topics our game covers. For each plat-
form context, we presented participants with the corresponding
CETA guide, covering the same content as the game scenario.

Protection motivation assessment. Our primary evaluation fo-
cuses on whether the game’s narrative approach can shift PMT
constructs that drive behavior change. These constructs predict
whether individuals will actually implement protective behaviors [66,
73], making them critical outcomes for effective TFA prevention.
While knowledge measures tell us what participants learned, PMT
constructs reveal whether they developed the psychological foun-
dations necessary for translating knowledge into action. Passive
educational materials like privacy guides are designed for infor-
mation transfer but do not systematically engage the emotional
and motivational mechanisms that narrative-driven games can ac-
tivate [39]. By measuring both knowledge and PMT constructs, we
assess whether games offer value beyond information delivery—
specifically, whether they cultivate the protective mindsets that
motivate behavior change.

Study design. Our study evaluates game-based learning across
two dimensions. First, we validate knowledge acquisition by in-
cluding privacy guides as a baseline, demonstrating that games
successfully transfer technical information. Second, we assess pro-
tection motivation development through PMT constructs, examin-
ing whether the game’s narrative approach fosters psychological
changes that passive educational materials cannot achieve. Ad-
ditionally, we investigate whether gamification features (badges,
leaderboards, knowledge meter, nicknames) enhance these out-
comes compared to narrative alone.

The study follows a 3 X 6 design where participants are randomly
assigned to one of three learning conditions (game with features,
game without features, or privacy guides) and one of six applica-
tion contexts (WhatsApp, Instagram, Snapchat, Gmail, iCloud, or
Android). Our primary statistical analyses compare across the three
learning conditions (approximately 66 participants per group). The

3https://ceta.tech.cornell.edu/resources

513

Proceedings on Privacy Enhancing Technologies 2026(4)

six platform contexts serve as a blocking variable to assess gener-
alizability rather than as a primary comparison, and we test for
interaction effects between learning format and platform context.

Recruitment. We recruited participants through Prolific, using
a multi-stage screening process. Initial screening assessed partici-
pants’ interest in learning about online privacy and safety topics
using a Likert scale. Only those expressing interest were invited
to the main study. For each of the six applications (WhatsApp,
Snapchat, Instagram, iCloud, Android, Gmail), we implemented
specific screening questions to ensure participants had familiarity
with the platform they would be learning about. This approach
improved ecological validity by connecting the educational content
to participants’ actual technology experiences. We ensured that
participants could not participate multiple times—each individual
could complete the study only once, regardless of which applica-
tion context they were assigned to. The study was restricted to
US residents aged 18 and older, with additional requirements that
participants have an approval rating of at least 95% on Prolific. Ran-
dom assignment to learning group and application context ensured
balanced representation across all combinations.

Study procedure. First, we collected basic background informa-
tion including age, internet usage, social media usage, technical
background, education level, and relationship status. Next, par-
ticipants completed the Big Five personality inventory (10 items)
to assess individual differences that might influence learning out-
comes [38, 64].

This was followed by baseline measures including PMT assess-
ments of four constructs: 1) perceived vulnerability, 2) perceived
severity, 3) self-efficacy, and 4) fear arousal. Participants also com-
pleted a pre-test knowledge assessment about the specific app they
would learn about. Knowledge assessment scores are calculated as
the percentage of correctly answered questions on a 0-100 scale.

Then, participants were randomly assigned to one of three learn-
ing groups: game with features, game without features, or privacy
guides. After completing their assigned educational intervention,
participants provided feedback about their learning experience and
completed immediate post-measures including the same knowledge
assessment and PMT constructs to assess changes in knowledge,
threat perceptions, and protective motivation. The participants
were also presented with three attention check questions; all partic-
ipants answered them correctly, suggesting attentive engagement
with the survey.

One week later, participants who showed improvement in their
knowledge scores were invited to a follow-up survey to assess
knowledge retention by repeating the same knowledge assessment
a third time. During this follow-up, we also collected information
about participants’ personal experiences with online interpersonal
attacks or their knowledge of others who had experienced abuse.
This information was collected at follow-up rather than during the
main study to avoid priming effects that might influence initial
learning or PMT responses.

Upon completion of the study, participants were compensated
at $10 per hour, with the main study taking approximately 15-20
minutes. Participants invited to the one-week follow-up received
an additional $1 bonus, as this survey took less than 2 minutes. Our
study instrument is provided in Appendix D.
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4.1 Ethical Considerations

This study was reviewed and approved by the university’s Institu-
tional Review Board (IRB) as a minimal risk human subject study.
Given the sensitive nature of TFA content, we implemented trauma-
informed design principles throughout both the game and the study.

Participant safety. Participants received content warnings about
surveillance scenarios before beginning the study. The game’s nar-
rative deliberately avoided re-traumatization by ensuring all story
paths converged on positive outcomes demonstrating effective pro-
tective strategies, rather than using punishment mechanics that
could reinforce vulnerability or helplessness. Players assumed ob-
server roles rather than victim roles, creating psychological distance
from abuse scenarios. Participants were informed of their right to
withdraw at any time without penalty.

Data protection. The game required no account creation or per-
sonal information beyond research requirements. Participants se-
lected pseudonymous nicknames, and game progress data was

stored locally using browser cookies rather than centralized databases.

Backend logging captured only interaction patterns (e.g., choices
selected, time per screen) and did not collect personally identifiable
information. All data was stored on secured Amazon EC2 instances
accessible only to authorized research team members, following
institutional data protection standards.

Research team wellness. Team members developing content
about TFA received appropriate advocacy training and had access
to institutional support resources. Team members without such
training were excluded from processes involving direct exposure
to abuse scenarios.

4.2 Descriptive statistics

Piloting the study. We conducted a pilot study on Prolific with 20
participants to test the complete study protocol and make final ad-
justments before deploying the full experiment. The pilot revealed
minor issues with survey flow and timing estimates, which we cor-
rected before the main study. Pilot participants were not included
in the final analysis.

Demographics. Of 454 individuals who completed our screening
survey, 352 (77.5%) indicated interest in learning about online abuse
and safety topics. Our power analysis indicated that we needed at
least 198 participants. We invited all 352 interested individuals to
participate via Prolific in batches, with Prolific’s recruitment system
automatically closing enrollment once 198 participants completed
the study. Our sample had a female bias—63.4% of our participants
were female. The largest age group was 25-34 years (33%), fol-
lowed by 35-44 years (24%) and 18-24 years (20%), indicating a
primarily young to middle-aged adult sample. Our participants
were highly educated, with 49% holding bachelor’s degrees, 27%
holding graduate degrees, and 23% having completed high school
or equivalent. Relationship status varied considerably: 54% were
married, 21% were dating, 16% were single, and 8.6% were either
divorced, widowed, or separated. Our participants were evenly split
across technical background, with 51% having CS/IT background
and 49% without. Our participants were long-term internet users:
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Demographic Total %
Gender

Male 72 364
Female 126 63.6
Age Bucket

18-24 40  20.2
25-34 66 333
35-44 48  24.2
45-54 26 131
55-64 15 7.6
65 or older 3 1.5
Highest Level of Education

High school degree or equivalent 46 232
Bachelor degree 97 49
Graduate degree 55 278
CS/IT background

Yes 100 50.5
No 97 49
Prefer not to answer 1 0.5
Relationship Status

Single, never dated 32 162
Married 106 53.5
Dating / Living together 42 212
Divorced 10 5.1
Widowed 4 2
Separated 3 1.5
Prefer Not to Answer 1 0.5
Internet Usage

Less than a year 1 0.5
3 - 4 years 1 0.5
5 - 10 years 23 116
More than 10 years 173 874

Figure 3: Participant demographics.

87.4% had been using the internet for more than 10 years and 11.6%
for 5-10 years. The detailed demographics of our participant pool
are included in Fig. 3.

Data analysis. We analyzed quantitative data using statistical
tests determined by variable type and sample characteristics, with
significance set at & = 0.05. For each participant, learning gain was
calculated as the difference between pre-test and post-test scores
(percentage of correctly answered questions, 0-100 scale), while
retention was measured as the change from immediate post-test to
one-week follow-up scores. We used one-way ANOVA to compare
scores across the three learning conditions (game with features,
game without features, privacy guides). We assessed potential in-
teraction effects between learning format and application context
to ensure that our findings generalized across platforms. To ana-
lyze individual differences in learning performance, we employed
Welch’s t-tests when comparing two groups (e.g., participants with
vs. without technical background) and Pearson correlations for
continuous variables such as age.

PMT construct changes were analyzed using binary logistic re-
gression, with PMT improvement as the dependent variable and
learning group as the independent variable, reporting odds ratios
with 95% confidence intervals to quantify effect size. We opera-
tionalized PMT improvement as positive change in any of the four
constructs (perceived vulnerability, perceived severity, self-efficacy,
or fear arousal) from pre-test to post-test.

Personality trait effects on learning and retention were examined
using multiple linear regression models, with Big Five personality
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dimensions as independent variables and learning outcomes as
dependent variables. We also tested for interaction effects between
personality traits and the learning groups. Effect sizes were reported
using Cohen’s d for t-tests and 7% for ANOVA analyses.

Open-ended survey responses were analyzed through systematic
thematic coding. One researcher developed a codebook by reading
participant responses and identifying recurring themes. A second
coder independently coded 30% of randomly sampled responses
using the codebook. Inter-coder reliability was assessed using Co-
hen’s k, which ranged from 0.75 to 1.00 across question sets, with
a median of 0.83, indicating substantial to excellent agreement ac-
cording to established benchmarks [30, 53]. The codebook along
with secondary analyses are provided in Appendix D.

5 Efficacy of BeSafe Game
5.1 Interestin Learning

Before evaluating BeSafe’s effectiveness, we examined whether peo-
ple want to learn about online surveillance proactively. Screening
data showed that 352 of 454 individuals (77.5%) expressed interest
in learning about online abuse and safety topics. Observed engage-
ment behaviors throughout the study—including quality of feedback
responses and task completion rates—provided additional evidence
that participants remained actively involved with the educational
content beyond initial expressed interest. These findings suggest
substantial demand for proactive TFA education.

5.2 Effectiveness of BeSafe

To evaluate BeSafe’s effectiveness, we first present our primary
outcome—whether the game cultivates protection motivation that
drives behavior change—then validate that game-based learning
successfully transfers technical knowledge.

Game-based learning fosters privacy and safety mindset. Our
primary evaluation examined whether game-based learning culti-
vates the motivation and protective attitudes that drive behavior
change. We used binary logistic regression to examine whether
the likelihood of improvement in PMT constructs differed across
learning formats. We defined PMT improvement as positive change
in any of the four constructs from pre-test to post-test, indicating
development of protective mindsets.

Results revealed that game-based learning more consistently
fostered PMT improvements compared to the privacy guides group.
Participants in the game with features group showed higher odds
of PMT improvement compared to the privacy guides group (OR =
3.63, p = 0.018), while those in the game without features group
showed even higher odds (OR = 6.56, p = 0.005).

The stronger effect for the no-features game suggests that partic-
ipants were more responsive to a streamlined narrative experience
where attention focused entirely on storyline and decision-making,
without additional game elements. This finding indicates that nar-
rative engagement—rather than game mechanics like badges or
leaderboards—may be the primary driver of motivation shifts. While
knowledge gains demonstrate what participants learned, PMT im-
provements reveal whether they developed the protective mindsets
necessary to implement that knowledge in real-world contexts. The
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significantly higher odds of PMT improvement in game groups sug-
gest that narrative-driven approaches offer value beyond informa-
tion transfer—they cultivate the threat awareness and self-efficacy
that motivate protective action.

Knowledge transfer validation. We validated that game-based
learning successfully transfers technical knowledge about TFA by
measuring pre-test to post-test knowledge gains. Privacy guides
served as a baseline reference point, demonstrating that our game
achieves comparable knowledge outcomes.

Analysis of pre-test and immediate post-test scores revealed
statistically significant knowledge gains across all groups. Paired-
sample t-tests showed that post-test scores exceeded pre-test scores
for the game with features (p < 0.001, Cohen’s d = 0.67), game
without features (p < 0.001, d = 0.54), and privacy guides (p <
0.001, d = 0.71). All effect sizes reached at least moderate levels,
indicating that participants effectively comprehended the learning
materials regardless of delivery format.

Excluding participants with perfect pre-test scores (ceiling ef-
fect) revealed even stronger learning effects. The no-ceiling analy-
sis showed large effect sizes across all groups: game with features
(d = 1.14, X4qin = 44.7 points), game without features (d = 0.89,
Xgain = 35.1 points), and privacy guides (d = 0.96, Xyqin = 38.5
points). A one-way ANOVA comparing learning gains across the
three groups revealed no statistically significant differences (p =
0.492, n? = 0.007), and Tukey’s HSD post hoc tests confirmed no
significant pairwise differences. All educational formats achieved
significant within-group learning, validating that game-based ap-
proaches successfully transfer technical information about TFA.

Knowledge retention after one week. Retention was assessed
as the change in scores from the immediate post-test to the delayed
post-test one week later. We note that only participants who showed
improvement on the immediate post-test were invited to the follow-
up; consequently, these retention findings apply specifically to
participants who demonstrated initial learning gains and should be
interpreted with this selection criterion in mind.

Among those who completed the follow-up, participants retained
most of what they had learned. The game with features group
maintained near-complete retention (J‘cchange = —1.76 points, p =
0.795, d = —0.06). The game without features group exhibited a
small, non-significant decline (Xchange = —11.41, p = 0.085, d =
—0.42), while the privacy guides group showed a marginal decline
(Xchange = —17.67, p = 0.075, d = —0.37). A one-way ANOVA
revealed no statistically significant differences in retention between
groups (p = 0.425, n? = 0.03).

Perceived effectiveness and engagement. Understanding user
perceptions is critical because perceived effectiveness influences
whether people will engage with educational materials and rec-
ommend them to others. Of the 132 game participants, 126 (95.5%)
described the game as engaging, and 52 (39.4%) specifically high-
lighted its educational value. Many reported that it helped them
learn new concepts or reinforced existing knowledge, especially
due to its interactive and scenario-based format.

The branching storylines, character dialogue, and choice-making
were frequently mentioned as engaging ways to present informa-
tion. One participant noted (P181): “Since I now understand how to
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Figure 4: Effects of abuse experience on learning gain.

remove unauthorized accounts, I will confidently apply this knowledge
if I or someone else faces the issue”. Several described the game as
immediately applicable: ‘T went to check my account’s linked devices
right away” (P46); “Will now always check on my Snapchat location
Jjust to make sure I'm not being tracked at any time” (P144). Over
100 game responses (107 of 132) described the game as successfully
teaching or reinforcing key ideas, while 16 characterized the mate-
rial as already familiar—suggesting broad educational impact even
among participants with some prior knowledge.

Our evaluation reveals that game-based learning achieves two
outcomes: (1) successful knowledge transfer, validated through
comparison with privacy guides, and (2) cultivation of protection
motivation through narrative engagement. While privacy guides
effectively convey technical information, the game’s narrative ap-
proach fosters protective mindsets alongside knowledge acquisition,
suggesting particular value for proactive TFA prevention where the
goal extends beyond information delivery to developing the threat
awareness and self-efficacy that motivate protective action.

5.3 Effects of User Characteristics

Having established that game-based learning produces both knowl-
edge gains and motivation improvements, we examined what fac-
tors influenced these outcomes. We analyzed participant character-
istics that shaped engagement, comprehension, and development
of protective mindsets.

Personal relevance and perceived risk are associated with
higher engagement and learning gains. Participants with direct
or indirect exposure to online abuse demonstrated markedly higher
immediate learning gains compared to those without such exposure.
Using Welch’s t-test, we found that participants with prior exposure
improved by an average of 45.42 points, while those without prior
exposure improved by 15.10 points (p < 0.001, d = —0.87), indi-
cating a large effect (Fig. 4). This pattern held for both knowledge
gains and PMT improvements, suggesting that personal relevance
is associated with greater cognitive learning and motivation devel-
opment. However, this advantage did not persist at the one-week
follow-up (p = 0.627, d = —0.13). Qualitative responses reinforced
this finding. One participant connected their motivation to a recent
personal experience (P187): “The game grabs my attention because
I’ve actually recently been dealing with a similar issue after a bad
break-up”. Others described increased interest when content ad-
dressed their own privacy concerns (P150): ‘Tt definitely informed
me on Snapchat and the ways that it could be used against me, as
well as how to prevent this from happening”. These examples suggest
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that perceived personal risk appears closely linked to engagement
with privacy and safety education.

Learning is equally effective across age groups and genders.
Age showed no significant relationship with either learning gains
(r = 0.11, p = 0.21) or retention (r = —0.03, p = 0.81). Similarly,
gender differences were not statistically significant for learning
gains, with females averaging 37.47 points and males 43.10 points
(p = 0.44, d = —0.14). Gender also showed no effect on retention
(p = 0.56, d = —0.15). These findings suggest that the educational
materials were equally effective across different age groups and
genders, indicating broad accessibility.

Prior knowledge correlates with learning outcomes. Both
technical background and education level showed significant effects
on learning gains. Participants with technical background outper-
formed those without (p = 0.0044, 772 = 0.054), and education level
was also significantly related to learning (p = 0.012, % = 0.044).
Among those with technical experience, some expressed confidence
in navigating privacy settings independently (P45): “Most of it is self-
explanatory. You could just go into account or privacy and see what
shows up”. Others acknowledged that although the material was
familiar, it served as a useful reinforcement (P97): ‘T was aware of
the information presented in settings already, but it was still helpful”.

In contrast, participants with less prior experience frequently
reported that the game clarified concepts and showed concrete steps
they could take—107 of 132 game responses described it as teaching
or reinforcing key ideas. One participant explained (P170), ‘T already
had some of the knowledge and was aware of these features. However,
the game did reinforce my knowledge, so it serves as a reminder and
refresher to double-check if I find myself in a similar situation”.

Hoever, neither technical background of participants nor ed-
ucation level showed significant effects on retention (p = 0.477
and p = 0.777, respectively), suggesting that while these factors
enhance initial comprehension, other factors—such as engagement
or personal relevance—may play a more central role in sustaining
knowledge over time.

Personality traits. Multiple linear regression examining whether
the Big Five personality traits affected learning gain was not statis-
tically significant (R? = 0.049, p = 0.082), and no individual traits
reached significance, though agreeableness showed a marginal neg-
ative trend (f = —0.14, p = 0.08). Interaction effects between
learning group and personality traits were also non-significant
(p = 0.349). For retention, agreeableness was significantly and
negatively correlated (r = —0.17, p = 0.017), indicating that more
agreeable participants tended to retain less knowledge one week
later. No other traits showed significant correlations. Four sepa-
rate regression models examining Big Five traits and individual
PMT constructs revealed small but non-significant associations
(p > 0.05), including agreeableness with perceived vulnerability
(7% = 0.033) and self-efficacy (y? = 0.020), and extraversion with
perceived vulnerability (7 = 0.029) and fear arousal (7% = 0.028).
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5.4 Effects of the Game Design Elements

We analyzed how specific features and design elements influenced
participants’ educational experiences.

Immediate feedback is associated with higher retention. For
the groups that played the game, immediate feedback on answers
showed a positive relationship with knowledge retention (r = 0.317,
p = 0.046). Participants who reported receiving clear information
about their success or failure retained more knowledge one week
later. As one participant explained (P14), “The game gives you im-
mediate feedback of the steps followed in a question. In case you are
incorrect you get to know what is the answer to the wrong choice
made.” This suggests that timely feedback serves as an important
design element for educational effectiveness.

Emotional engagement does not always translate to learn-
ing gains. The analysis revealed counterintuitive correlations:
participants who reported higher enjoyment without boredom or
anxiety (r = —0.254, p = 0.025) and greater emotional involvement
(r = —0.241, p = 0.033) demonstrated lower immediate learning
gains. Several participants distinguished between educational util-
ity and entertainment value (P154): “Tt didn’t really seem like a fun
game I would play but more like a seminar to teach you about ac-
count security”. These participants approached the game with a
learning mindset, recognizing the interactive features but having
realistic expectations about entertainment value. One noted that
“There are questions that you have to engage in” (P46), while another
commented, ‘Tt really wasn’t that engaging but it is an educational
game so it kind of teaches you thus grabbing your attention” (P55).

Participants who reported low entertainment value still demon-
strated sustained attention to educational content. As one explained,
“I paid attention because I was reading but it wasn’t very interesting
(P147), while another noted, “It’s fine and informational, just not at-
tention grabbing” (P115). Even participants who felt overwhelmed,
such as one who shared, “T'm a bit overwhelmed at [the] time and
don’t want to learn much” (P11), still engaged sufficiently to ex-
tract educational value. Participants also frequently emphasized
the game’s value as a reinforcement tool (P119): “It acts as a re-
minder on how to change security of Gmail accounts”, and (P108): T
forgot about reviewing connected devices from time to time”. Even
participants with existing security knowledge found value in the
structured review of familiar concepts: ‘T think it did a good job at
reminding you to be cautious and to occasionally go and check your
settings” (P69). This pattern aligns with the disfluency effect, where
reduced entertainment value or mild cognitive effort promotes
deeper processing and better recall [8, 27]. Highly immersive expe-
riences can encourage focus on game-related goals over learning
objectives [1, 24]. Participants who were less emotionally absorbed
may have approached the game more deliberately as a learning
exercise, leading to higher cognitive investment in the privacy and
safety concepts presented.

»

Narrative elements were associated with sustained engage-
ment. Many participants described being motivated to continue
because they were curious about how the story would unfold or how
their choices might affect the outcome. Of 132 game participants,
126 described the game as engaging and 52 specifically highlighted
its educational value. One participant explained (P175), “The game
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presents information in an interactive and engaging way. Instead of
Jjust reading or watching a video, I was actively involved in making
choices and following a storyline. This made me more curious about
what would happen next and helped me focus on the content, even
though it was educational”. Another noted (P145), ‘T really enjoyed
playing and following along. I felt like I was helping a friend,” high-
lighting how the narrative structure fostered personal investment
in the learning process.

Game features such as quizzes, badges, and the knowledge meter
were also mentioned as helping maintain attention. Participants
described how the cartoon-style images and animations drew them
into the experience (P3): “The cartoon images were interesting enough
to draw me in at first”, and how interactive questions created a
sense of personal involvement (P117): ‘Tt feels like I am part of the
game and there are questions directed to me in the game”. Others
highlighted the opportunity to test their knowledge (P87): ‘It gives
me a chance to test my knowledge on internet application”, and the
role of quizzes in maintaining their interest (P143): “The animations
and random questions kept me interested in the game development”.
Together, these mechanics and design elements provided immediate
feedback, a sense of progression, and active engagement, motivating
participants to complete the game. Several participants indicated
that the game inspired them to continue exploring online privacy
and safety topics afterward.

Participants reported that information density affected com-
prehension. Content density impacted some participants’ ability
to engage. One participant noted (P114), “Tt seems difficult for some-
one who is not tech-savvy, to remember all the steps,” and another
(P11) explained, “T'm a bit overwhelmed at [the] time and don’t want
to learn much.” In contrast, others valued the step-by-step format
(P52): “The game outlined a simple process to follow and block other
devices in case you think your account is being used by someone
without your consent.” These responses suggest that progressive
disclosure of information, rather than presenting all steps simulta-
neously, supports comprehension in privacy education contexts.

5.5 Post-Learning Impact of BeSafe

Learning gains and motivation improvements are meaningful only
if they translate into behavioral intentions. We explored partici-
pants’ planned actions and anticipated barriers.

Planned actions were driven by personal relevance. A sub-
stantial number of participants (91 of 132, 68.9%) reported intentions
to apply what they had learned by reviewing or modifying their
privacy and security configurations. For example, one participant
(P134) stated, ‘T will be verifying my Snapchat is still in ghost mode,”
while another (P142) noted, ‘T will explore whether the same settings
apply to other apps.”

Participants were most inclined to take action when the mate-
rial addressed situations they personally faced. When examples
matched their own online behavior, it prompted immediate plans
for change. One participant (P185) shared, “As someone who handles
sensitive data at work, knowing how to secure a device is essential.
I'll use some of these steps to check my own and my family’s devices”.
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However, 13 participants identified barriers to applying knowl-
edge, including concerns about forgetting specific steps or lacking
confidence to navigate unfamiliar platform interfaces.

Knowledge sharing intentions indicate broader impact. Sev-
eral participants explicitly planned to share what they learned with
others. One shared (P118), “Tam looking forward to inform my friends
of the discovery I made today. Maybe it will help them be safe”, while
another remarked (P168), ‘I want to let my kids play this game!”. The
willingness to share was most often expressed when participants
viewed the material as relevant to others’ experiences, indicating
that relatable content can motivate learners to become advocates
for broader online safety awareness.

6 Discussion

Cultivating transferable and resilient protective mindsets.
Technology platforms rapidly evolve their features and vary signif-
icantly in how they implement privacy controls [2], creating dual
challenges for TFA education: procedural knowledge becomes out-
dated as platforms change, and platform-specific training may not
transfer across applications. Our game-based approach addresses
both challenges by cultivating protective mindsets. When partic-
ipants develop threat awareness, vulnerability recognition, and
confidence in their ability to investigate privacy settings, they ac-
quire transferable principles that persist across platform changes
and different applications. Rather than memorizing specific menu
sequences that may become obsolete, participants learn to recognize
surveillance patterns, understand what to look for, and navigate
unfamiliar interfaces with protective intent.

Participants demonstrated transfer thinking in their intentions,
with several explicitly describing plans to apply what they learned
beyond their specific platform and noting they now understood
“what to look for” rather than just memorizing steps. By fostering mo-
tivation to investigate and self-efficacy to explore privacy controls,
games prepare users to adapt protective strategies as platforms
evolve. Future research should examine whether mindset-focused
educational interventions produce longer-lasting protective behav-
iors compared to procedural training, and whether users can suc-
cessfully identify and mitigate surveillance threats on unfamiliar
platforms and after interface changes.

Coverage and the limits of platform-specific instruction. A
reasonable concern about any platform-grounded TFA interven-
tion is whether six scenarios can meaningfully address a much
larger threat surface. As noted above, prior work analyzing 100
privacy and safety features across 10 social media platforms found
substantial variation in feature availability, default settings, and
access pathways, much of which is directly relevant to TFA pre-
vention [2]. No realistic curriculum can keep pace with the breadth
and rate of change of the TFA threat surface, which spans social
media, messaging, cloud services, mobile operating systems, IoT
devices, and emerging technologies, with each evolving its inter-
faces and privacy controls on its own timeline. BeSafe is therefore
designed to instill a transferable protective mindset — awareness
of personal vulnerability, recognition of surveillance patterns, and
confidence to investigate privacy controls — rather than to deliver
an exhaustive catalogue of platform-specific procedures. The six
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scenarios serve as concrete grounding for this mindset, and we
expect the mindset itself to transfer to platforms and attack vectors
not directly covered. Whether this transfer occurs in practice is an
empirical question that future work should address directly.

Industry and academic responsibility. The technology industry
has substantial opportunities to improve user education beyond
simply providing safety features. Platforms could develop more
comprehensive introductory experiences that teach users about
privacy controls and potential risks, rather than expecting users
to discover these features independently. Such technical improve-
ments alone cannot address the complex interpersonal dynamics
involved in online surveillance. Academic institutions training fu-
ture software engineers also play a role. Research has identified
gaps in cybersecurity education, including limited mandatory secu-
rity coursework at major universities [5], widespread use of inse-
cure programming practices among students and instructors [5],
and insufficient coverage of security topics in computer science
textbooks [6, 72]. These educational gaps result in students lacking
fundamental prerequisites for secure programming [7, 52], with lim-
ited exposure to privacy and safety topics that affect end users. Our
research demonstrates that both technical and non-technical users
can effectively learn about technology-facilitated abuse through
accessible educational approaches, suggesting that prevention edu-
cation need not be limited to specialized audiences.

Challenges of creating and maintaining educational games.
Developing educational games for TFA presents challenges beyond
typical security and privacy education. Game content must be con-
tinuously updated as platforms evolve their interfaces and privacy
settings [2] — a scenario teaching users to check linked devices may
become inaccurate after a single platform update. Abuse scenarios
must be realistic enough to educate yet carefully designed to avoid
re-traumatizing players with lived experience [20, 62], requiring on-
going collaboration with domain experts at advocacy organizations.
Additionally, abuse tactics themselves evolve as abusers discover
new ways to exploit emerging technologies [33], meaning game
content must address novel threats, not only document known
ones. Our modular architecture — which decouples story content
from the game engine — was designed to reduce this maintenance
burden by allowing individual scenarios to be updated indepen-
dently. Future work should explore community-driven approaches
to maintaining such games, such as open-sourcing game content
to allow advocates, educators, and technically skilled volunteers to
contribute updated scenarios as platforms change.

Scenario framing and ecological validity. The narrative struc-
ture we adopted—an observer perspective, branching paths con-
verging on positive outcomes, and successful mitigation in a single
sitting—was a deliberate trauma-informed design choice [20, 62],
but introduces ecological tradeoffs worth acknowledging. Real TFA
situations are often ambiguous, escalating, and resistant to clean
resolution: victims may not recognize abuse patterns, may not ac-
cept help when offered, and protective actions can themselves carry
safety risks [33]. Our Android scenario partially addresses this by
warning that account removal will be visible to the abuser, but
anticipating the full range of possible costs across scenarios is dif-
ficult, since the consequences of any protective action depend on
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the specific abuser, relationship, and platform context. In real cases,
removing a linked device, changing privacy settings, or revoking
access can alert an abuser and trigger retaliation, and the “correct”
technical action may be contraindicated by safety considerations—
particularly during separation or cohabitation. By presenting sce-
narios where investigation reliably leads to detection and detection
reliably leads to safe mitigation, BeSafe may inflate participants’
confidence in protective actions in ways that do not match real-
world conditions. Future iterations should consider scenarios that
introduce safety-aware decision-making, including cases where the
technically correct action is not the safest action and where seeking
expert support is itself the recommended response. Such scenarios
would require careful design to avoid undermining self-efficacy
or re-traumatizing players, but would more accurately model the
conditions under which protective behaviors are actually deployed.

Alternative explanations for the no-features version advan-
tage. We interpret the higher odds of PMT improvement in the
no-features version (OR = 6.56) compared to the with-features ver-
sion (OR = 3.63) as evidence that narrative engagement, rather than
gamification mechanics, drives motivation shifts. Several alterna-
tive explanations merit consideration. First, badges, leaderboards,
and the knowledge meter introduce additional visual elements and
competing goals that may divert attention from narrative content,
reducing the depth of processing applied to the abuse scenarios—
consistent with the disfluency findings discussed in Section 5.4 and
with broader cognitive load research [60]. Second, gamification
mechanics designed to feel rewarding (badges, point accumulation)
may clash with serious content about surveillance and abuse, subtly
undermining the emotional engagement that drives PMT shifts;
several participants commented on a perceived tension between
the educational content and entertainment framing (P154, P115). Fi-
nally, although random assignment balances groups in expectation,
the with-features and no-features version may differentially engage
participants with different motivational orientations—extrinsic ver-
sus intrinsic—so that one version is not globally superior but rather
better suited to different sub-populations.

Limitations. Our work has several limitations. Our Prolific-based
recruitment required participants to express initial interest in pri-
vacy education, potentially excluding individuals with lower base-
line motivation who might benefit from such interventions. Our
sample was highly educated (77% held bachelor’s or graduate de-
grees) with extensive internet experience (87% using internet for 10+
years), and our findings may not generalize to broader populations.
However, we argue that populations with lower digital literacy and
less awareness about TFA would likely benefit even more from our
intervention, suggesting that the effectiveness presented here may
represent a conservative estimate.

Our study relied on self-reported measures of knowledge and
behavioral intentions rather than observing actual behaviors. While
participants expressed strong intentions to implement protective
strategies, we cannot confirm whether these intentions translated
into sustained protective behaviors, and longitudinal studies track-
ing actual privacy setting changes would strengthen these findings.
Our one-week follow-up period captured only short-term retention
and could not assess long-term knowledge maintenance or behavior
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change. However, our qualitative analysis partially mitigates this
limitation by uncovering concrete post-learning plans, including
specific intentions to review linked devices, enable privacy settings,
and share knowledge with others.

BeSafe is designed as a proactive, general-population educational
tool rather than a clinical resource for active survivors or a com-
prehensive TFA curriculum. Its scope is bounded in several ways
that shape how its findings should be interpreted. First, the six sce-
narios cover account compromise, location sharing, cloud account
compromise, and device-level compromise on widely-used Western
consumer platforms; they do not address regional platforms (e.g.,
WeChat, LINE, Telegram), IoT-mediated abuse [69, 70], or financial
and employment platforms increasingly implicated in TFA. Second,
our recruitment was restricted to U.S. residents through Prolific,
and TFA dynamics, platform availability, and legal recourse vary
substantially across jurisdictions. Third, our screening required
participants to express prior interest in privacy and safety educa-
tion, meaning our sample reflects the most receptive segment of an
already online research-participant pool. Populations with lower
digital literacy, less prior exposure to TFA discourse, or active safety
concerns may experience the intervention differently—potentially
benefiting more, but also potentially requiring different adaptations
than what BeSafe currently provides. We expect the educational
effect demonstrated here to be a conservative estimate of what is
achievable with similarly designed interventions in less self-selected
populations, but this requires direct empirical study rather than
extrapolation. Finally, our PMT improvement measure—defined
as positive change in any of the four constructs—captures broad
motivation development. Future work should explore more precise
measurement of construct-level changes.

7 Conclusion

We presented BeSafe, an interactive educational visual-novel game
grounded in Protection Motivation Theory and designed to culti-
vate both knowledge and protective mindsets for TFA detection
and prevention. Through a survey study with 198 participants,
we demonstrated that game-based learning achieves successful
knowledge transfer and significant protection motivation develop-
ment. Our findings reveal that narrative engagement, rather than
gamification mechanics, drives these motivation shifts, suggesting
that focused storytelling is more effective than game features for
cultivating privacy and safety mindsets in sensitive educational
domains. Participants with prior exposure to online abuse showed
substantially greater gains, identifying personal relevance as a key
design principle for TFA education. Participants expressed concrete
intentions to review privacy settings, check linked devices, and
share protective strategies with others. BeSafe demonstrates that
proactive educational interventions can cultivate the threat aware-
ness and self-efficacy necessary for users to recognize and respond
to technology-facilitated abuse before significant harm occurs.
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A Appendix
B Bloom’s Taxonomy for Learning

Bloom’s Taxonomy [50] classifies learning outcomes into six hi-
erarchical levels: @ Remembering (lowest level): The learner can
recall information and concepts. @ Understanding: The learner can
explain acquired information in their own words. @ Applying: The
learner can use learned knowledge in new situations. @ Analyzing:
The learner can identify patterns and draw connections between
concepts. @ Evaluating: The learner can critically assess informa-
tion and defend opinions based on criteria. @ Creating: The learner
can use their knowledge to produce new ideas.

C Story Scenarios

C.1 Scenario 1: Instagram

Setup. Alex’s friend Emma sets up his first Instagram account,
which he begins using normally to follow friends and share posts.

Threat and identification. Alex notices that some of his posts
have been deleted, friends have been removed, and unfamiliar posts
have appeared on his account. He consults his tech-savvy friend
John, who diagnoses account compromise. Alex’s first instinct is to
change his password; John explains why this alone is insufficient
and walks through where to find evidence of unauthorized access.

Mitigation. The scenario walks Alex through Instagram’s Settings
— Account Center — Password and Security flow to review and
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remove logged-in devices, with embedded screenshots of the real
Instagram and Meta UL

Pedagogical focus. The scenario distinguishes password change
(which prevents future unauthorized access) from session removal
(which terminates current unauthorized access)—a distinction that
the other compromise scenarios reinforce.

C.2 Scenario 2: WhatsApp

Setup. Alex works in a typical office environment. One morning,
he receives a notification on his phone but decides to check it
later; when he does, he finds nothing unusual and assumes he had
imagined it.

Threat and identification. A coworker later confronts Alex about
a WhatsApp message he did not send. Alex initially dismisses the
incident as a moment of inattention, then proposes changing his de-
vice passcode. His friend Robert clarifies that device-level passcode
protection does not remove a WhatsApp session that has already
been linked from another device. Together they review the Linked
Devices panel and identify an unrecognized macOS session—a de-
vice Alex does not own.

Mitigation. Alex removes the unauthorized linked device through
WhatsApp’s Linked Devices panel, with the corresponding interface
elements shown alongside the dialogue.

Pedagogical focus. The scenario teaches that device-level security
(passcode) does not address account-level compromise once another
device has been linked. It also models the QR-linking attack vector
that requires only brief physical access to an unlocked phone.

C.3 Scenario 3: iCloud

Setup. Alex’s partner gifts her a new iPad—her first Apple device,
which she now uses for everyday tasks.

Threat and identification. Alex notices unfamiliar images ap-
pearing in her photo library. She consults her brother John, who
works through and rules out several plausible-sounding but in-
correct explanations—a software bug in an installed app and a
virus—before identifying iCloud account access as the actual vector.
Alex asks whether changing her password would resolve the issue;
John explains that password change alone does not remove a device
whose iCloud trust has already been established.

Mitigation. The scenario walks through Apple ID — iCloud —
device list, removing the suspicious device via the “Remove from
Account” action. It also covers related cloud hygiene (Find My
settings, sync controls), with player agency preserved on whether
to disable location features.

Pedagogical focus. The scenario separates malware-style and
platform-glitch explanations from account-level compromise and
teaches that an unrecognized device signed into one’s iCloud ac-
count may persist access to synced data—photos, messages, backups—
even after a password change.
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C.4 Scenario 4: Gmail

Setup. Alex’s brother Mike created Alex’s Gmail account years ago,
and it remains his primary email. Mike teases Alex about pranking
him—a setup that will mislead Alex when his account behaves
suspiciously.

Threat and identification. Alex first notices that he has stopped
receiving expected emails. Afterward, a coworker confronts him
about an email he did not send. Alex initially attributes the unfamil-
iar message to his brother, assuming it is a prank; his friend John
corrects this attribution and identifies actual account compromise.
Together they review the account’s connected devices to confirm.

Mitigation. The scenario walks through myaccount.google. com
— device management, identifying and signing out unrecognized
sessions. The real Google Account Ul is embedded.

Pedagogical focus. The scenario trains threat-attribution disci-
pline: examining evidence such as devices and login activity rather
than defaulting to the most familiar explanation. It also introduces
multiple compromise indicators (unauthorized outgoing actions
and missing expected activity).

C.5 Scenario 5: Snapchat

Setup. Alex is one month past her divorce and feeling that she is
now free of an unhealthy marriage. She attends her sister’s wedding
and resumes daily routines.

Threat and identification. On her way home from the wedding,
Alex’s ex-husband appears at a grocery store and attempts to engage
her, framing the encounter as coincidence. Alex initially accepts
this framing. The next day, the same ex appears at a café where she
is meeting a friend—the repetition makes the “coincidence” frame
untenable. Alex and her friend Sarah work through how he could
have known her location, eventually identifying Snap Map as the
surveillance vector.

Mitigation. The scenario presents two valid paths to Snapchat’s
location privacy controls (Settings menu and direct map access)
and walks through enabling Ghost Mode or scoping Last Active
Location visibility. The real Snapchat UI is embedded.

Pedagogical focus. The scenario teaches pattern recognition
across incidents rather than single-event detection, modeling the
gradual recognition process documented in prior TFA research [33].
It also introduces location-mediated stalking as a distinct threat
from account compromise.

C.6 Scenario 6: Android

Setup. Alex’s partner gives her a new Android phone as a gift—her
first Android device, which becomes her primary phone.

Threat and identification. Anargument escalates and the partner
explicitly declares he will monitor her phone. Alex is left wondering
whether her phone has been “bugged.” She consults her brother
John, who first checks her installed apps for spyware—and finds
nothing suspicious. The phone, however, is not safe: in Settings —



Cultivating a Tech-Safety Mindset using Game-Based Learning for Defending against Technology-Facilitated Abuse

Passwords & Accounts, a second Google account that Alex does
not recognize is connected to the device, providing the partner
persistent access to her synced data.

Mitigation. The scenario walks through removing the unknown
account from the device. Notably, the helper warns that account re-
moval will be visible to the account’s owner—introducing operational-
security considerations under ongoing surveillance. The scenario
closes with durable advice (set a passcode, do not leave the phone
unobserved). Figure 6 shows panels from this scenario.

Pedagogical focus. The scenario decouples app-layer security
(“is the app safe?”) from account-layer and device-layer security
(“is the device safe?”). It is also the only scenario where the abuser
declares the surveillance before it is discovered, complementing
Snapchat’s inferred-from-pattern detection.

D Supplementary Materials

Game question Code #

Improve feedback and learning support 7

Do you wish certain features to  Improve usability and polish 16
be added to the game? Add more interactive/gameplay con- 31
tent
I want to know more about the Feels like they know enough and don’t 26
knowledge taught need more
nowledge taug Curious and motivated to learn more 93
Application depends on con- 6
Iwill try to apply the knowledge text/relevance
Ilearned from the game inreal ~ Barriers to applying knowledge 13
world Will apply or already applying knowl- 91
edge
Is there a specific digital security Online risks & scams 4
. . 1 Data & browsing privacy 11
and privacy topic you'd like to Social media 12
?
learn about? Account & device security 21
Did you face any issue while Content issue . !
lavine the same? Language or clarity problems 1
playing the gamet Technical/usability issues 4
Learning-related appreciation 52
The game grabs my attention Unengaging or unsuitable design 24
Engaging and enjoyable game 126
Struggled to retain or understand 2
Knowledge was already known or ob- 16
The game increases my vious
Game-design makes understanding the 19
knowledge .
content easier
Game succesfully teaches or reinforces 107

knowledge

Figure 5: Summary of open codes per game question.

Screenshots of the game. We present a few screenshots from one
of the stories in Fig. 6 to demonstrate the scenarios used in the game.
We also present an example of the questions players encounter and
the branching paths that follow based on their choices (Fig. 7).
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Survey questions. The survey questions can be found on the
following anonymous github: https://anonymous.4open.science/r/
BeSafe-7114/

Codebook. We present themes from open-ended responses in Fig. 5
for the game.

Secondary analyses. We used one-way ANOVA to examine the
effect of relationship status on learning gain and retention. The
analyses showed no statistically significant effects on either learn-
ing gain (p = 0.107, n® = 0.053) or retention at one week (p = 0.19,
n? = 0.099). Individuals may have limited awareness of the spe-
cific risks involved in online abuse regardless of relationship status,
which could diminish the influence of relationship context on en-
gagement with the learning material.

We also examined whether frequency of internet use was associ-
ated with learning gains or retention using one-way ANOVA. The
analyses showed no statistically significant effects on either learn-
ing gain (p = 0.122, % = 0.029) or retention (p = 0.192, 5% = 0.044).
While these findings suggest little relationship based on our cur-
rent measure, we note that internet usage was assessed using a sin-
gle question on frequency. Internet usage encompasses more than
frequency alone, and a more nuanced understanding—capturing
patterns, purposes, and contexts of use—may yield richer insights.
Future research should explore how internet usage influences learn-
ing, retention, and awareness in greater depth.

E Open Science

The BeSafe game is publicly accessible at https://besafegame.vercel.
app/ to enable continued use by educators, advocates, and individu-
als seeking privacy and safety education. Following publication, we
will release the game source code under an open license to facilitate
content updates by tech clinics and other organizations.
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Figure 6: Screenshots from Android’s story showing the the background phase (top), identification and investigation phase
(center), and mitigation phase (bottom).
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Changing passwords
prevent future login attempts,
but

it
account has already been

{Player}, what should Alex

1agree with you. Sometimes, we
might receive an email notifying
us that someone logged into
your account. We can also check
within the app itself.

Figure 7: Example of branching gameplay with supportive feedback. On the left, the game presents a decision point where the
player selects from multiple courses of action. On the right, two resulting narrative branches illustrate how different choices

lead to distinct paths. Notably, even incorrect selections receive constructive feedback designed to guide learning rather than
penalize the player.
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